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Metwork 198.51.100.0

Host
10.0.0.2

Host A
198.51.100.2

Network
10.%.%.%

inside 10.0.0.1

ASA

outside
209.165.201.2

Internet Router
209.165.201.1

Internet

COFITIE, ISPIF209.165.201.1 ~ 209.165.201.30N&EENDIP7 RL A7 OY ¥
209.165.201.027&2 %Y NI —IOXZ— vV IZRBMLET, XY NDT—INXR—T VR, 1%
—ZXYRNIL—BRORIA>Z—T T A4 A2209.165.201.1. ASAONZA >R —T T4 A
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global (outside) 1 209.165.201.3-209.165.201.30 netmask 255.255.255.224
nat (inside) 1 10.0.0.0 255.0.0.0 0 O

COOAY74F¥21L—>32 Tk, 198.51.100.0/24 XY NT—ONSDTIRNNIZV R NFT
1Y ITEERT RLANEBENDZEOREH ) ERBA, CORETE. 10.0.0.08 %Y hD—
THADEFRT RLAA, 209.165.201.3 ~ 209.165.201.30 DEEDT7 RL AIZEBmENET,

FEINATRUD—%Z2FERAIBDAER—TIAANHY, OS2 E2—TITAAINHTSDYT
O—NIL 7= ABWESE, nat0 ZEAL T NAT BINZRETIHLENH X,
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RICEREZRLET,

object network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

object network obj-198.51.100.0/24
subnet 198.51.100.0 255.255.255.0

object network obj-natted
range 209.165.201.3 209.165.201.30

object network any-1
subnet 0.0.0.0 0.0.0.0

Using the Manual Nat statements:

nat (inside,outside) source static obj-198.51.100.0/24 0bj-198.51.100.0/24
destination static any-1 any-1

nat (inside,outside) source dynamic obj-10.0.0.0/8 obj-natted
Using the Auto Nat statements:

object network obj-10.0.0.0/8

subnet 10.0.0.0 255.0.0.0

nat (inside,outside) dynamic obj-natted

object network obj-198.51.100.0/24

subnet 198.51.100.0 255.255.255.0
nat (inside,outside) static o0b3j-198.51.100.0/24
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COBITE, A1VF—FYNIEFEENTVS 220 IP 7 RLAEHREN ZY ND—0BEEI(IC
BHzhTVWET, XY ND—OBEEE, 10.0.0.0/8 DEHICHDITXTORET RL A&E
BT RLAICEBRIZDVEN  HYET, XY RNDT—VEBENEAITILENHBDIPTRLAD
FE %, 209.165.201.1 ~ 209.165.201.308 & 1¥209.165.200.225 ~ 209.165.200.254TF, XY
RDO—OBBEX, ROBEEETTEXT,

global (outside) 1 209.165.201.3-209.165.201.30 netmask 255.255.255.224
global (outside) 1 209.165.200.225-209.165.200.254 netmask 255.255.255.224
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
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RICEREZRLET,

object network obj-natted
range 209.165.201.3 209.165.201.30

object network obj-natted-2
range 209.165.200.225 209.165.200.254

object network any-1
subnet 0.0.0.0 0.0.0.0

Using the Manual Nat statements:

nat (inside,outside) source dynamic any-1 obj-natted
nat (inside,outside) source dynamic any-1 obj-natted-2

Using the Auto Nat statements:

object network any-1

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic obj-natted
object network any-2

subnet 0.0.0.0 0.0.0.0
nat (inside,outside) dynamic obj-natted-2
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Using the Manual Nat statements:
object network any-1
subnet 0.0.0.0 0.0.0.0

object network obj-natted
range 209.165.201.3 209.165.201.30

object network obj-natted-2
subnet 209.165.201.30 255.255.255.224

nat (inside,outside) source dynamic 0.0.0.0/0 obj-natted
nat (inside,outside) source dynamic 0.0.0.0/0 obj-natted-2

Using the Auto Nat statements:

object network any-1

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic obj-natted
object network any-2

subnet 0.0.0.0 0.0.0.0
nat (inside,outside) dynamic obj-natted-2

RE : FRAT—MXY NTOEEO NAT AT—BMXT N

XY RMIO—UH



Host
10.0.0.2

inside 10.0.0.1

outside
209.165.201.2
Internet Router

209.165.201.1 198.51.100.0/24

Internet

COBITR, ISPASERY ND—UEEE(Z209.165.201.1 ~ 209.165.201.30D&EEHED T KL AAH
BERM#HEIIhEXT, XY RND—OUEBER, /I VX—FKRYKNIL—BFORFA2—TIT (4RI
209.165.201.1, ASADINEBA > 2 —7 T 4 A12209.165.201.2Z &) HTBHEICLET,

EEL, ZOFVATE, 41 0F2—XY N IL—FROMIZBOTZ A4 RX—KLAN ET X KA

BELTVET, XY RND—VEBER, BE. Chs220XRY ND)—JLOKRARNELHE
Fg5BICTO-NIL 7—=ILOT7 RLAZERKICEALBAVKRSICTEICEZEBHFLET, TH
TE, AEB1I—4 (10.0.0.08) M1 EZ—Y NIT I EATRDRICIE. BTEFETT RLA%E
ERITIVENHYVET,

CORETE, EETT RLAA10.0.0.0/8, 3BET KL AA198.51.100.0/240F KL AL ZE#:
EhKXREBA, 10.0.0.08%Y NT—UANSHEIEET N, 198.51.100.0/24 AADEZEDTEEAD b
Z74YVIUOEFRT RLAR., 209.165.201.3 ~ 209.165.201.300 7 RL AICE#BE N ET,

A FINA AD S D write terminal Y RO MO K HSIBE. Output Interpreter Tool (B
I1—YHYER)EFRATEET,



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

ASA/N—> 3> 83 LB

RICEREZRLET,

Using the Manual Nat statements:

object network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

object network obj-198.51.100.0/24
subnet 198.51.100.0 255.255.255.0

object network obj-natted
range 209.165.201.3 209.165.201.30

nat (inside,outside) source static obj-10.0.0.0/8 0obj-10.0.0.0/8 destination
static obj-198.51.100.0/24 0bj-198.51.100.0/24

nat (inside,outside) source dynamic obj-10.0.0.0/8 obj-natted

Using the Auto Nat statements:

object network obj-natted

range 209.165.201.3 209.165.201.30

nat (inside,outside) source static obj-10.0.0.0/8 0obj-10.0.0.0/8 destination
static obj-198.51.100.0/24 0bj-198.51.100.0/24

object network obj-10.0.0.0/8

subnet 10.0.0.0 255.0.0.0
nat (inside,outside) dynamic obj-natted
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COBITIE, R—b 80 (Web) &R—bK 23 (Telnet ) AF%EE IP 7 RL A 17230111 ICT7 0t
ATEDLRSICTRRENBYETHN, ZERXRTRLAELT2DON0EAS IP 7 RLAZFEA
TRIMBENHY)ET. 209.165.201.3 Z Web ADEERLT RLAE L THEAL, 209.165.201.4
% Telnet BICERALE T, KA. 10.0.0.08 DEHEDINTORART RLAZERITDILEND
WET. XRYRD—VEBER, ROFETINERBETERT,

access-list WEB permit tcp 10.0.0.0 255.0.0.0

172.30.1.11 255.255.255.255 eqg 80

access-1list TELNET permit tcp 10.0.0.0 255.0.0.0 172.30.1.11
255.255.255.255 eq 23

nat (inside) 1 access-list WEB

nat (inside) 2 access-list TELNET

global (outside) 1 209.165.201.3 255.255.255.224
global (outside) 2 209.165.201.4 255.255.255.224

ASA /S—> 3> 8.3 LIKE

RICREZRLET,

Using the Manual Nat statements:

object network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

object network obj-172.30.1.11
host 172.30.1.11

object network obj-209.165.201.3
host 209.165.201.3

object network obj-209.165.201.4
host 209.165.201.4

object service obj-23
service tcp destination eq telnet

object service obj-80
service tcp destination eq telnet

nat (inside,outside) source dynamic 0bj-10.0.0.0/8 0bj-209.165.201.3 destination
static obj-172.30.1.11 obj-172.30.1.11 service obj-80 obj-80
nat (inside,outside) source dynamic 0bj-10.0.0.0/8 0bj-209.165.201.4 destination
static obj-172.30.1.11 0obj-172.30.1.11 service obj-23 obj-23

F:ASAN—232 84 LD NAT BKRU PAT OFRENFFMIE. TNAT ICBIT2EH. &
_//\\L17:<:7h€5\)

ASAN—232 84 LOT VLA VANKREDFHFMEE, T 7IOLRAVANCETEER
%E_//\\L17:<:fh€SkA
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198.51.100.100CRARENTVBH A M ZFEAL TVWERT, BEENRILEBERE. XOtD
a2 NOHHZEASACLITHEETEERT,

Connection

ASA(config)# show connection address 10.0.0.2

16 in use, 19 most used

TCP outside 198.51.100.100:80 inside 10.0.0.2:57431, idle 0:00:06, bytes 9137,
flags UIO

ASARGRAT—RKRIIN TZ7ATIA—=ITHY., Web F—NDLS5OVER—2" "NSZTA4VDEFT7
AT OFA=NERT—TINOEHED 1 2E—HKTDIEH, 774 FVF—/)\DEBEFTETIF
T BHICEETZIEHD 1 D2E—BIDNT T4V IR, A1 VX—TIAAACLICK2TT

AOYO9&EhBWTTIFATIA—)LOBBEHFTENET,

LtOHAITR, RSV E—TIARAEDIZAT U RNIARAEZ—TIAADSD
198.51.100.100 KA RADEHZBIUL EL -, COEHRTR TCP ORI EAEHTEH
V., 6 BT A RIVRETY, BEDT7ZT. COBEROBREMVREZRLET, BHOT S
TOFMICOVTEE., TASAD TCP#EHTIZ V4 25RLTLSEEL,

Syslog

ASA (config)# show log | in 10.0.0.2

Jun 28 2014 11:31:23: %ASA-6-305011: Built dynamic TCP translation from inside:
10.0.0.2/57431 to outside:209.165.201.3/57431

Jun 28 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside:
198.51.100.100/80 (198.51.100.100/80) to inside:10.0.0.2/57431 (209.165.201.3/57431)

ASA 77 AT #—)LIQIEEEEFIC syslog ZEMR L F T, Syslog DEFMLARIIGEOTEREIC
BEJZEFET, COHBELARILG6, 2FVY TE#HL LRILTO 2EHOD syslog ZRLET,

COBITE, 2 D0 Syslog MEXENTVERT, 1FBBRE, 77470 F—IFERZEEXL L
c&, BRNICREAFIV IR TCP DX (PAT) 217212 R3O XV +E—2TT
o CchiF, NZTAVYINAMBAVE—TIAANSHARFAEZ—TIAAIEDLED, EE
FTIPTRLAER—K, BLVOEREDIP T RLAER—NERLET,

2BBDsyslogFE77ATIOA=NNIVZATRES—NEOCOBEDRT 7 4V VRICE
MT—7 N TEREZERLECEZRLET., COBRBETE/OVYITRIRSCTFATIA
—IIAREETNEHE/P. TOMOER (VY -AFNRLEZEREZIADOAEMN ) IC&L2TZD
BHROERIBTFSNDGEE. 77A4T7 04— I)LBEGENEIEhCEEZRTOTZERL
FttA. BER. RDVIZ, BEHENESEhZ2EHY, BEROEXZHTE-ERICE TS KIEE
RELET,

NAT Z# ( Xlate )

ASA (config)# show xlate local 10.0.0.2
3 1in use, 810 most used
Flags: D - DNS, e - extended, I - identity, 1 - dynamic, r - portmap,
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s - static, T - twice, N - net-to-net
TCP PAT from inside:10.0.0.2/58799 to outside:209.165.201.3/57431 flags ri idle
0:12:22 timeout 0:00:30

COREND—ZBEL T, ABRARNDIPTFRLARAZEAVRZR—ZXY NTIL—TFT 12T TEDTRL
ACEBRTDEDHIC PATHFREENET, chSOEEAMMERET A TVWBR I EETERTSICIE.,
xlate (ZB# ) T—7ILEZFIvOLET, 7> KR showxlate, [klocal ¥F—D— RB LU RNEPHK
ARDIPPRLALHEEDEDE, TORANODERT—TILLCHZIITRNTOINIERT
LET, LEOEHE, AL EZ—TIAREABA 2V EZ—T IAADBTZDRANIHL
THREERENEE|IHDEEZRLTVET, AEBRAND IP ER—MNIFREEZBL T
10.165.200.226 7 RL AICE#]ENE T,

RENTVWBR 75T rilkk, BMFAALFIVIOTHY, R—RMNIV T THBEZRLTVET
o B NATHREDMEE. TNAT ICEET21EH ZSRBLTLEEL,

NZ7L21—h

RE, COREICHIDREORNS TN 1T 1V IBREBIEHEA,
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