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COEIVSIVTRER, CORFIANTHHAITIHREZRETDLOICLEZBREZRMLT
WET,

E: 0tV aAVTEATATVWAIOVY ROFEMZERAXSICEE, Command Lookup Tool ( &

#RI1I—YER ) ZSRLTLKEEVY, —FBY—ILEO2VWTR, YARNEBEROSERICETI/EA
TERVERNIHYERIT 2T THESIEZL,

XY BND—UR

CHORFIXVRNTR, RORY ND—UREZFEALEXT,
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PC
101.1.5
ACS Server

PIX Firewall DERED E>/ b

REL 24 7 - CHAP, PAP, MS-CHAP

3D T XNTDFLSK(CHAP, PAP, MS-CHAP)ICEBFICEREE N=PIXlE. PCORESEICES
BB, EHTH RELEAERALET, ChiEk, NSTILP21—F12FOBEMICELTWY
£7.

vpdn group 1 ppp authentication chap
vpdn group 1 ppp authentication mschap
vpdn group 1 ppp authentication pap

Microsoft Point-to-Point Encryption ( MPPE )

PIX Firewall CTMPPERSS{L 2R ET D ICIE. XOONY REBXZFEALET,

vpdn group 1 ppp encryption mppe 40|128|auto [required]



COHIINYRT, required @A 723> 0OF—J—RTT, MS-CHAP ASREET N TV FhE
V) EBA,

2741 F > SPCTOPPTPHEEDERTE

X 2 Z T, MicrosoftyY 7 NI I 7 OEAKICBIT B EHIE. Microsofty 7 NIV I 7 DRIEE 1=
FHR—RNZEFEENTVER A, Microsofty 7R J T 7 DOHR—KIE., Microsoftd & T
Microsoftth 7;R— NWebH 4 "RASFIFATEET »

Windows 98

Windows 98ICPPTP#gEZ 4 > AR —ILFBICEF. ROFIEZETLET,

1. Start > Settings > Control Panel > Add New Hardware D JEIZEIRL £ T, [next] 20 v D
LET,
2. Select from List Z2') v L. Network Adapter ZiZIRL F£J, [next] Z0 VY I LET,
3. &£/\% )L T [Microsoft], H/\V%JL T [Microsoft VPN Adapter] Zi#RL £ 7,
PPTPH#EEZERET HICIE. ROFIEZERITLET,

1. Start > Programs > Accessories > Communications > Dial Up Networking D JEIZZEIR L £ T

2. [Make new connection] £ U Y JLET, [7/V1 ADBIR]T, Microsoft VPN Adapterz
AUTERELES, VPN H—NIPT7RLAICEPIX RRIL IVRERLARNDIP T RL
AZEELET,

3. Windows 9805 7 # JL MBI Tl /YA — REEE{L ( CHAPE 1= [EMS-CHAP ) A EA &
NET, PAPZFAITHELDICPCZZEET BICIE. [Properties] > [Server types] ZiBIR L &£
F. [Require encrypted password] DF I Y IN—DZALET, COEEBTTF—XDES
£ (MPPE €7zl MPPE &L ) Z8RETEE I,

Windows 2000

Windows 2000 CPPTP#EEZRET A ICIE. ROFIEZERITLET,

1. [ARZ—=N]>[ZATFAL]> [P V> [BE]>[RY NO—0 &S A VYINT Y TEkK)%
BRULET,

2. Make new connection 221 Y UL, Next 22 UYJLZET,

3. Connect to a private network through the Internet & Dial a connection priorZER L £ 7
(LAN AHZBEEBIRLEBEVTLSEEWN ), [next] 29V YILZET,

4. RV IVRRABN (PIXIL—32 ) DRARNBELEFIP7RLAZADLET,

5. NAD—R 2472 ZEE T35 E&. Properties > Security for the connection > Advanced
DIEICEIRLUET, 7 7)) ME MS-CHAP & MS-CHAP v2 T9 ( CHAP £/zl& PAP T
FEHVELA ), COEBTTFT—ROES{L (MPPE £k MPPE &L ) ZRETE XY

o

Windows NT

PPTPEONT O SA T N ERETSICIE., "Microsoft 2 5AT7 > R XUV H—/N\TOPPTP®D
AAR=) . BE. BLVUFEHI ZSRBLTLEEL,
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PIX DF&E

PIX OR&E - O—AILERRE, BEE{LAEL

Pl X Version 6.3(3)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

namei f ethernet2 pix/intf2 securityl0

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQnbNI dI . 2KYQU encrypt ed

host nane PI X

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqglnet 1521

nanes

access-list 101 permit ip 10.1.1.0 255.255.255.0
192.168.1.0 255.255.255.0

pager lines 24

| oggi ng on

no | oggi ng tinestanp

no | oggi ng standby

no | oggi ng consol e

no | oggi ng nonitor

| oggi ng trap debuggi ng

no | oggi ng history

logging facility 20

| oggi ng queue 512

interface ethernet0 10baset

interface ethernetl 10baset

interface ethernet2 10baset

ntu outside 1500

ntu inside 1500

ntu pix/intf2 1500

i p address outside 172.18.124. 152 255. 255. 255.0

i p address inside 10.1.1.1 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255

ip local pool pptp-pool 192.168.1.1-192.168.1.50

no failover

failover timeout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.0.0.0

arp timeout 14400

gl obal (outside) 1 172.18.124.201-172.18.124.202

nat (inside) 0 access-1list 101

nat (inside) 1 10.1.1.0 255.255.255.0 0 0

conduit pernit icnp any any

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1

timeout xlate 3:00:00 conn 1:00: 00 hal f-cl osed 0:10: 00

udp 0: 02: 00

timeout rpc 0:10: 00 h323 0:05: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps




fl oodguard enabl e

sysopt connection permit-pptp

i sakmp identity hostnane

telnet tineout 5

vpdn group 1 accept dialin pptp

vpdn group 1 ppp authentication pap

vpdn group 1 ppp authentication chap

vpdn group 1 ppp authentication mschap

vpdn group 1 client configuration address local pptp-
pool

vpdn group 1 client authentication local

vpdn username cisco password cisco

vpdn enable outside

terminal width 80

Crypt ochecksum a72d9f 71d1a31332307f cd348e02410d
end

PIX 887 - St &2 AW\ S O—HJLEEEE

Z M X > R%ZEPIXERE - Local Authentication, No Encryptlonnx;E\ PCa‘SJ:U‘PIXL: BEXxOd>T
—> 3 TA0EY NESILELEAEL (PCREICEDL ) ICEBML EHE,

vpdn group 1 ppp encryption mppe auto

PIXT3DESHEBEAN"BEMICHE 2 TWBIBEEIE. showversiondV RERFTITDE, AOXY tE—
SHERRENET,

.IN—>3>6.3L0%
VPN 3DES- AES: Enabl ed
. NN—2326.2L0H] :
VPN- 3DES: Enabl ed
128 EY NEEBLERIEET T, L., CchsDXYE—20VTFRANRTRENEHRE. PIXT
F128E Y REEEALABIICE>TVERE A,

- IN—2326.350F
Warni ng: VPN- 3DES- AES |icense is required
for 128 bits MPPE encryption

- IN—2326.25L8 :
Warni ng: VPN-3DES |icense is required
for 128 bits MPPE encryption

MPPEIN> ROBXZRICRLET,

vpdn group ppp encryption mppe 40|128|auto [required]

PC 8 XT PIX &, MPPE & &£ (Z MS-CHAP FREEDERE & BENBHYNET,

PIX ME&E - TACACS+/RADIUS RBRE. BES{L&L

Pl X Version 6.3(3)

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 pix/intf2 securityl0




enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd OnTr BUGLTpOednkr encrypted

host nane PI X

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqglnet 1521

names

access-list 101 permit ip 10.1.1.0 255.255.255.0
192.168.1.0 255.255.255.0

pager lines 24

| oggi ng on

| oggi ng timestanp

no | oggi ng standby

| oggi ng consol e debuggi ng

no | oggi ng nonitor

| oggi ng buffered debuggi ng

| oggi ng trap debuggi ng

no | oggi ng history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 10baset

interface ethernetl 10baset

interface ethernet2 10baset

ntu outside 1500

nmu inside 1500

ntu pix/intf2 1500

i p address outside 172.18.124. 152 255. 255. 255.0

i p address inside 10.1.1.1 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255

ip local pool pptp-pool 192.168.1.1-192.168.1.50

no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.0.0.0

arp timeout 14400

gl obal (outside) 1 172.18.124.201-172.18.124.202

nat (inside) 0 access-list 101

nat (inside) 1 10.1.1.0 255.255.255.0 0 0

conduit pernit icnp any any

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1

timeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00

udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

!--- Use either RADIUS or TACACS+ 1in this statement.

aaa-server AuthInbound protocol radius | tacacs+

aaa-server AuthInbound (outside) host 172.18.124.99

cisco timeout 5

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-pptp

i saknp identity address

telnet 10.1.1.5 255.255.255. 255 inside

telnet 10.1.1.5 255.255.255.255 pix/intf2

telnet tineout 5




vpdn group 1 accept dialin pptp

vpdn group 1 ppp authentication pap
vpdn group 1 ppp authentication chap
vpdn group 1 ppp authentication mschap
vpdn group 1
pool

vpdn group 1 client authentication aaa AuthInbound

client configuration address local pptp-

vpdn enable outside

terminal w dth 80

Crypt ochecksum 96e9c¢93chb0Oa6ad6f 53581dd7b61ac763
: end
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PIX %7€ : &1t % L\ % RADIUSEREIE

RADIUS Eﬁﬁa‘é 56, BRUFRADIUS H—NN (RUA—BEBHOFRNJUEI1—K 26,
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TACACS+ H— /\(iﬁfr]’l—.t MPPE ¥—%ZR3 & 'Cé’i-l\,\?'l_&) TACACS+ FREE I BE =1L & f5f
BHTZXH A, Cisco Secure ACS for Windows 2.5 B WRADIUS T IEMPPEA" 7 R—KhEahTWV
F£9 ( IXTORADIUSH—/NTMPPEN Y R—KRENTVWEEA ),

RADIUSman:b‘ T LU THEET D L ZFIREL T, FINREICXROIN REEHD L
CR=R | B ] ﬂubia‘o

vpdn group 1 ppp encryption mppe auto

PCEPIXIE, 40EY hOBES{LZBEEBZXII—MT2H, £ (PCOREICEITVT) &
L, ZzB8Xxd>I—-MLET,

PIXT3DESHBEANBEMICHE 2 TWBIBEEIE. showversiondV RERFTITDE, AOXY tE—
IHFRRENET,

VPN- 3DES: Enabl ed
128 EY NEEEBLERIBET T, L, COXYE—IHNFRRENEZE. PIXTE128E Y N
SN EMCE2>TVERA,

War ni ng: VPN-3DES |icense is required
for 128 bits MPPE encryption

MPPEONX> ROBXZRDODHEAICRLET,

vpdn group ppp encryption mppe 40|128|auto [required]

PC &V PIX &, MPPE & &£ I(Z MS-CHAP FRREDREZITOMEN BV ET,

Cisco Secure ACS for Windows 3.0D % E

K51t AV 2RADIUSEEEE




Cisco Secure ACS for Windows 3.0 ET2ICIF. *OFIEZFEALET., ACS/N—> 3>
BIBKV32ICERUREFIEN BHAEhET,

1. Cisco Secure ACS for Windows 1t —/Y® Network Configuration (Z PIX ZE&ML, T4 9>
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2. [Interface Configuration] > [RADIUS (Microsoft)| B8 &, MPPEEB#ZF I v oL T, JI)—
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PIX (Post Authentication) show X >/ R

TORTYINADR=7TD)RZY—=), (BEFI—YEH) (OIT) . BE®D show I R&EY
R—KLEFT, OIT ZFEHAL T, show AN ROBIOoHZERRLET,

show vpdnOY > RiE, MR EEYS I DEHREJARNLET,

Pl X#show vpdn
PPTP Tunnel and Session Information (Total tunnels=1 sessions=1)

Tunnel id 13, renpte id is 13, 1 active sessions
Tunnel state is estabd, tine since event change 24 secs
renote Internet Address 10.44.17.104, port 1723
Local Internet Address 172.18.124.152, port 1723
12 packets sent, 35 received, 394 bytes sent, 3469 received

Call id 13 is up on tunnel id 13
Renote Internet Address is 10.44.17.104
Session usernane is cisco, state is estabd

Time since event change 24 secs, interface outside
Renote call idis 32768
PPP interface id is 1
12 packets sent, 35 received, 394 bytes sent, 3469 received
Seq 13, Ack 34, Ack_Rcvd 12, peer RWS 64
0 out of order packets

9Z4F > FPCOTRR

MS-DOSV A2 ROEKLER[77ANBEZEEL TEIT)V 4> RIT, ipconfig/allE AHULET,
PPPT7R 7 2ok, ROEHERLTVET,

PPP adapt er pptp:

Connect i on-specific DNS Suffix

Description . . . . . . . . . . . : WAN (PPP/SLIP) Interface
Physical Address. . . . . . . . . : 00-53-45-00-00-00

DHCP Enabled. . . . . . . . . . . : No

IP Address. . . . . . . . . . . . :192.168. 1.1

Subnet Mask . . . . . . . . . . . : 255.255. 255 255

Default Gateway . . . . . . . . . : 192.168.1.1

DNS Servers . . . . . . . . . . .

F /=, [Details]2o )y oL T, PPTPE%@T‘%&E%?B@'% EETEET,
NS7)L2a1—b

CCTR, BEODRNS TN 2 —F 4T IERATEREHRERLET,

-PCASPIXRRILIY RIRAY MAOBHEIN—T 12T D7 E2IIL(GRE)B KV TCP
1T23NDEHFHNBETT, J7ATIA=NETERTIEAVANIEL2T7OYIENT
WBATREMN H B EEIE. PCEPIXDEL ICBELXT,

- Windows 98# & U*Windows 2000 PPTPIE, BRENREBETT, MENfrELULEER, B
BOPCHBRUEARL—FT AT SATLZRLTLKEEY, BENRMLEE, PCO
[Details]Z ')y VLT, EFEICEAITIBERERRLET. & X, PAP, CHAP, IP, B


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

SR EZFERATIHNES D,

- RADIUSX*TACACS+Z A2 HEEE. ETO—HIL (I—HFBENAT—R) %’S\EEE;&E
LET. ChAEEL B WSS, RADIUSE I IFTACACS+Y —/\&FE A L =505 (& #aE
A,

- ¥, PC 0 Security 5% E TR BESFREER A 7° ( PAP, CHAP, MS-CHAP ) "3 X T
AIBEIC 2 TWVWB C & ZMERL. Require data encryption DARY VADF I Y UV ZEFETL T
BEFET (TF—EABHAREPIXTEPCTEFT2AVICLTHBEFT ),

CRAIRATREROSTI—RENDDOT, PIX IZIEAIEERINTORA T EZRELET, &
ZIE, PCAMS-CHAPERIZEREE N, L—ZHFPAPERICEREE N TWVWSEHEEEK. WEE
ELFEBA

- PIXA2DDERBIBZFROPPTPH—/NELTEEL., EOT—> 3> ORFIZHBED
RADIUSH—/\A"HBHEE. BEORADIUSH—NTH—ERAZRHITEIEEDFZAIC1OD
PXZ@EHTREEHR—hEhELA,

. —Z8M RADIUS % —/\i& MPPE #H#7R—KL £t A, RADIUSH—/\A'MPPEF¥—A > U %
HR—KLTVEWVWES, RADIUSFRAEIF#EEL £9 /4. MPPERS{LIE#EEL EFB A,

- Windows 98 LA Tk, PAP £/ (& CHAP 2 T3 H4. PIX ICEEETh2I1—HRE
Dial-Up Networking ( DUN; R4 VI T Y7 XY RD—0 ) ERTANEND I —HFEERE—
TY, L. MS-CHAPZFERAT3BEIE. ROKXSIC, RXS/BRZI—FBEORICEM
TZEET, DUNICADE NI —HF - Tciscos Windows 98 RY J ATEREST NI RX A
> - TDOMAIN, PIXIZ#EE & 1 7=MS-CHAP1—%%& : "TDOMAIN\ciscos PIX L1 —H%%
- Teisco) R - BYBI—YR/I/NAT—RInE, BE%RITWindows 98 PCH 5 D

PPPOS MY 3T,
02-01- 2001 08:32: 06.78 - Data 0038: 49 53 4c 41 42 5c 63 69 | DOVAI M ci
02-01- 2001 08:32:06.78 - Data 0040: 73 63 6f 00 00 00 00 00 | sco.....

I
02-01-2001 08:32:06.80 - Data 0000: c2 23 04 01 00 1a 41 75 | .#..."ZAu

02-01-2001 08:32:06.80 - Data 0008: 74 68 65 6e 74 69 63 61 | thentica
02-01-2001 08:32:06.80 - Data 0010: 74 69 6f 6e 20 66 61 69 | tion fai
02-01-2001 08:32:06.80 - Data 0018: 6¢c 65 64 2e 00 00 00 00 | led.....
02-01-2001 08:32:06.80 - CHAP : Login failed: username, password,

or domain was incorrect.

Windows 988 K FMS-CHAPZPIXICEAL TW2BEIE. FERXAM>I—HZICMA T, ©
DOMAIN\username ZPIXICIEBINTEE T,

vpdn username cisco password cisco
vpdn username DOMAIN\cisco password cisco

ZAAAY—NTUE—IRRIZRITIDBESERAKTT,

NSV a—F4200kEHOIOIVR

PPTPA RV hDFEEND S —T > AOFEMIZ DOV T, PPTP REC 26378 8L T & L)
o PIXTW, BYEPPTPY —7 AQBERARY NERDES ICRRENET,

SCCRQ (Start-Control - Connecti on- Request)
SCCRP (Start-Control - Connecti on- Repl y)
OCRQ (Qut goi ng-Cal | - Request)

OCRP (Qut goi ng-Cal |l -Reply)

X :debug ONV REFEATSHEIC, Tdebug AN ROEEZEH. 28RBL TKEEV,


http://www.ietf.org/rfc/rfc2637.txt
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

PIX debug XY~ R

. debug ppp i0:PPTP PPP{RE A > Z—T7 T A ADNT Y MEERZXRRLET,

. debug ppp error : PPP ##0 x> I—>a> e BECHI 70N IS—EIS—
MR ERRLET,

- debug vpdn errors : PPP R R DBV EZEETZIIT—. FBFEIEhIZ N RILED
A—X32RAICHEDIT—EXRRLET,

. debug vpdn packet:VPDNDOBED N RILBIELES vV REIO—HTHBHL2TPL
TS—EARVNERRLET,

. debug vpdn events : JE¥® PPP N RIBUEEGZFS Y Y RFOO—HBTHDIRU M
CHRTAIXYE—DZRRLET,

- debug ppp uauth:PPTP PPP{R#E A > Z—7 T 4 AAAAL—HRRIEAEF/NY IXY E—D KRR
LET,

PIX @ clear AX > K

CHOOANYV REFEBREE—RTRITITIDHLEN BV ET,
- clear vpdn tunnel [all | [id tunnel_id]] : F2EHN 512U EOPPTPR > RILZHIBRLE T,

XX :clearvpdnINY Y RZHEFTLBVTKEZV, ChZRITTDE, IXTO vpdn IV R
NHIBRENET,

9Z4AF > hPCTOPPPOFX > T QOERL

T ETEBWindowsB &K U'Microsoft AR L —F 1 T AT LADOPPPFNY T &2 A ICTDICIE
I ROFEEEITLET,

Windows 95
Windows 95X < > TPPPOX > JZ2EBMICTBICIE. ROFIEZERTLET,

1. > bO—=)L NXZRILOD Network 77’232 T, 1 VARN=)EnkxYy ND—9 OV KR—
x> MDA KA S Microsoft Dial-Up Adapter 22 7 ILOUY O LET,

2.[Advanced] 27 %201 Y 2 LET, Property JAKN S AT 3> Record A Log File &%
)Y oL, Value JARDS Yes ZV DY OLET, RIZ[OK|ZVVYILET,

3AVE1I—REZZ Y Y NEVVULTHEEIRE, COATIVHFEMIRYET,
ppplogtxt EVWSERO 7 7 A INICOTHFREEINET,

Windows 98
Windows 98X < > TPPPOX > J 2 BMICTBICIE. XROFIEZEERITLET,

1. Dial-Up Networking TEHG T A A Z T 0 )Y UL, RIC File > Properties O JEIZiE
RUET,

2. Server Types X720 )Y I LET,

3. 7S, 3> Record a log file for this connection ZBIRLEd, QAT 771 I)LIF
C:\Windows\ppplog.txti—&» V) £



Windows 2000

Windows 2000V 2 > TPPPOF > J ZBMIC T B IZIE. Microsoft Support Page ICBEIL., T
Enable PPP Logging in Windows, Z#&&L £7,

Windows NT
NT AT ATPPPOF > JZBMICTRICE., ROFIEZETLET,

1. F—SYSTEM\CurrentControlSet\Services\RasMan\PPP %z & D (+. [Logging] Z0A' 51(CZ&
BLET, chlZkV), <winnt root>\SYSTEM32\RAS directorylCcPPP.LOGE WS 7 7 1)L
FERENET,

2.PPPEYZ 3 EFNYIITBICE. ETOFTEZEMILTHLN S, PPPERZERBLE
T, BHENKBMELRFKRTLES, PPP.LOG ZRANTANBELLDOHL ZHRELEF T,

FHMICOVTIE, Microsofth R—hR—JZZSHBL . "Windows NTTOPPPAF > J OBEML
1 ZRRELTLSEZY,

Bin® Microsoft il @ &

PPTPO RS TIN>1—F 420 TEETNEMicrosoft BENDEAZXICRLET, MS-DOS I
12 RIEEE Run 7142 RUNDS ipconfig /all EADLET,

-O0FA7EICRAS BEET VT 1 7 5 EE#IET S 5 EWindows Remote Access Service
(RAS) connections are automatically disconnected when you log off from a RAS client.You
can remain connected by enabling the KeepRasConnections registry key on the RAS client.

AV AEThEOLTFOOYIINEFEALTOJA TR EEICI—HICBENf BREhE
VWindowsR— ANV —DVAT—23AVEEEXNH—NAS RXq2ICAT1>L, R
XA2AMA—FHFR2P8BVEERE., COBRBZRTIILIT— AV E—2DRERTREIE
BA. TORDY, FrvvicshikILFoov)lzEALTA—A) OE1—2ICO
TJAVENET,

c RXAV DRSS J OB RIFFRICE T DRBENDI-OIC LMHOSTS 77 AN ZEKTDH
ETCPIPRY NT—U THRBIBROBENREL IZ5EIE. NetBIOSEZMRTH1-HIC
Lmhosts 7 7 ML EERATAILEN HYNET. BHBREIFRAANIRIATHERATS
Lmhosts 7 7 A )L ZERT D ICIE. BEDFIBICHS BENHYXT,

debug H 7 5

PIX OF/YY T - O—A)LRBEE

COFNYTHNE, BEERARYNESRUY IHTRLTVETS,

PPTP: new peer fd is 1

Tnl 42 PPTP: Tunnel created; peer initiated PPTP:
created tunnel, id = 42

PPTP: cc rcvdata, socket fd=1, new conn: 1
PPTP: cc rcv 156 bytes of data


http://support.microsoft.com/
http://support.microsoft.com/
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q158909
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q242536
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q242536
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q180094
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q180094

SCCRQ = Start-Control-Connection-Request - message code bytes 9 & 10 = 0001 Tnl 42 PPTP. CC |
009¢c00011a2b3c4d0001000001000000000000010000. .. Tnl 42 PPTP: CC | SCCRQ Tnl 42 PPTP: protocol
version 0x100 Tnl 42 PPTP: frami ng caps Ox1 Tnl 42 PPTP: bearer caps Ox1 Tnl 42 PPTP: max
channels 0 Tnl 42 PPTP: firmmvare rev OxO Tnl 42 PPTP: hostnane "local" Tnl 42 PPTP: vendor "9x"
Tnl 42 PPTP: SCCRQ ok -> state change wt-sccrq to estabd SCCRP = Start-Control-Connection-Reply
- message code bytes 9 & 10 = 0002 Tnl 42 PPTP. CC O SCCRP PPTP: cc snddata, socket fd=1,

| en=156, data: 009c00011a2b3c4d0002000001000100000000030000... PPTP: cc waiting for input, max
soc FD = 1 PPTP: soc select returns rd mask = 0x2 PPTP: cc rcvdata, socket FD=1, new_conn: O
PPTP: cc rcv 168 bytes of data OCRQ = Outgoing-Call-Request - message code bytes 9 & 10 = 0007
Tnl 42 PPTP: CC | 00a800011a2b3c4d00070000000000000000dac00000... Tnl 42 PPTP. CC | QOCRQ Tnl 42
PPTP: call id Ox0O Tnl 42 PPTP: serial numO Tnl 42 PPTP: nmin bps 56000: OxdacO Tnl 42 PPTP: max
bps 64000: Oxf a00 Tnl 42 PPTP: bearer type 3 Tnl 42 PPTP: framing type 3 Tnl 42 PPTP: recv win
size 16 Tnl 42 PPTP: ppd 0 Tnl 42 PPTP: phone num Len O Tnl 42 PPTP: phone num"" Tnl/Cd 42/42
PPTP: |2x store session: tunnel id 42, session id 42, hash_ix=42 PPP virtual access open, ifc =
0 Tnl/CQ 42/ 42 PPTP: vacc-ok -> state change wt-vacc to estabd OCRP = Outgoing-Call-Reply -
message code bytes 9 & 10 = 0008 Tnl/Cd 42/ 42 PPTP. CC O OCCRP PPTP: cc snddata, socket FD=1,
Len=32, data: 002000011a2b3c4d00080000002a00000100000000fa... !--- Debug following this last
event is flow of packets. PPTP: cc waiting for input, nax soc FD = 1 outside PPTP: Recvd xGRE
pak from99.99.99.5, Len 39, seq 1 PPP rcvd, ifc = 0, pppdev: 1, Len: 27, data:
ff03c021010100170206000a00000506001137210702. .. PPP xmt, ifc = 0, Len: 23 data:
ff03c021010100130305¢22380050609894ab407020802 | nterface outside - PPTP xGRE: Qut paket, PPP Len
23 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 39, seq 1, ack 1, data:
3081880b001700000000000100000001f f 03c0210101... PPP xnmit, ifc = 0, Len: 17 data:
ff03c0210401000d0206000a00000d0306 I nterface outside - PPTP xGRE: Qut paket, PPP Len 17 outside
PPTP: Sending XGRE pak to 99.99.99.5, Len 33, seq 2, ack 1, data:
3081880b001100000000000200000001f f 03c0210401. .. outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 39, seq 2, ack 1 PPP rcvd, ifc = 0, pppdev: 1, Len: 23, data:
ff03c021020100130305¢22380050609894ab407020802 out si de PPTP: Recvd xGRE pak from 99.99.99.5, Len
34, seq 3, ack 2 PPP rcvd, ifc = 0, pppdev: 1, Len: 18, data:
ff03c0210102000e05060011372107020802 PPP xnit, ifc = 0, Len: 18 data:
ff03c0210202000e05060011372107020802 I nterface outside - PPTP xGRE: CQut paket, PPP Len 18

out si de PPTP: Sending xGRE pak to 99.99.99.5, Len 34, seq 3, ack 3, data:
3081880b001200000000000300000003f f 03c0210202... PPP xnit, ifc = 0, Len: 17 data:
ff03c2230101000d08d36602863630eca8 I nterface outside - PPTP xGRE: Qut paket, PPP Len 15 outside
PPTP: Sending XGRE pak to 99.99.99.5, Len 31, seq 4, ack 3, data:

3081880b000f 00000000000400000003¢2230101000d. .. out si de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 76, seq 4, ack 4 PPP rcvd, ifc = 0, pppdev: 1, Len: 62, data:
ff03c2230201003a31d4d0a397a064668bb00d954a85... PPP xmit, ifc = 0, Len: 8 data: ff03c22303010004
Interface outside - PPTP xGRE: CQut paket, PPP Len 6 outside PPTP: Sendi ng xGRE pak to
99.99.99.5, Len 22, seq 5, ack 4, data: 3081880b000600000000000500000004c22303010004 out si de
PPTP: Recvd xCGRE pak from 99.99.99.5, Len 58, seq 5, ack 5 PPP rcvd, ifc = 0, pppdev: 1, Len:
44, data: ff038021010100280206002d0f 010306000000008106... PPP xmt, ifc = 0, Len: 14 data:
ff0380210101000a030663636302 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 99.99.99.5, Len 28, seq 6, ack 5, data:
3081880b000c0000000000060000000580210101000a. .. PPP xnmit, ifc = 0, Len: 38 data:
ff038021040100220206002d0f 018106000000008206. .. Interface outside - PPTP xGRE: Qut paket, PPP
Len 36 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 52, seq 7, ack 5, data:
3081880b002400000000000700000005802104010022. .. out si de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 29, seq 6 PPP rcvd, ifc = 0, pppdev: 1, Len: 19, data:

f f 0380f d0101000f 1206010000011105000104 PPP xnit, ifc = 0, Len: 8 data: ff0380fd01010004
Interface outside - PPTP xGRE: CQut paket, PPP Len 6 outside PPTP: Sendi ng xGRE pak to
99.99.99.5, Len 22, seq 8, ack 6, data: 3081880b00060000000000080000000680f d01010004 PPP xmit,
ifc = 0, Len: 19 data: ff0380fd0401000f1206010000011105000104 Interface outside - PPTP xGRE: Cut
paket, PPP Len 17 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 33, seq 9, ack 6, data:
3081880b00110000000000090000000680f d0401000f. .. outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 28, seq 7, ack 6 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210201000a030663636302
out side PPTP: Recvd XxGRE pak from 99.99.99.5, Len 22, seq 8, ack 8 PPP rcvd, ifc = 0, pppdev: 1,
Len: 8, data: ff0380fd02010004 outside PPTP: Recvd xCGRE pak from 99.99.99.5, Len 22, seq 9, ack
9 PPP rcvd, ifc = 0, pppdev: 1, Len: 8, data: ff0380fd01020004 PPP xmit, ifc = 0, Len: 8 data:
f f 0380f d02020004 Interface outside - PPTP xGRE: Qut paket, PPP Len 6 outside PPTP: Sendi ng xGRE
pak to 99.99.99.5, Len 22, seq 10, ack 9, data: 3081880b000600000000000a0000000980f d02020004
out side PPTP: Recvd XGRE pak from 99.99.99.5, Len 22, seq 10, ack 10 PPP rcvd, ifc = 0, pppdev:
1, Len: 8, data: ff0380fd05030004 PPP xmt, ifc = 0, Len: 8 data: ff0380fd06030004 |Interface
outside - PPTP xGRE: Qut paket, PPP Len 6 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 22,



seq 11, ack 10, data:
from99.99.99.5, Len 48, seq 11 PPP rcvd,
f£038021010200220306000000008106000000008206.
ff0380210402001¢c8106000000008206000000008306.

Len 30 outside PPTP: Sending xGRE pak to 99.99.99.5,

3081880b001e00000000000c0000000b80210402001c.

Len 28, seq 12, ack 12 PPP rcvd, ifc = 0, pppdev: 1, Len: 14,

PPP xmt, ifc = 0, Len: 14 data: ff0380210303000a0306ac100101 I nterface outside -
paket, PPP Len 12 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 28,
3081880b000c00000000000d0000000¢c80210303000a.

Len 28, seq 13, ack 13 PPP rcvd, ifc = 0, pppdev: 1, Len: 14,

PPP xmt, ifc = 0, Len: 14 data: ff0380210204000a0306ac100101 I nterface outside -
paket, PPP Len 12 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 28,

3081880b000c00000000000e0000000d80210204000a.
Len 41, seq 14 PPP rcvd, ifc = 0, pppdev: 1,
f£0300214500001cc80000008001e5ccac100101e000.
4500001cc80000008001e5ccac100101e00000020a00.

usernane is john,
109, seq 15 PPP rcvd, ifc = 0, pppdev:
f£03002145000060ca0000008011176bac100101ac10.
45000060ca0000008011176bac100101ac10f ff f 0089.
Len 109, seq 16 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060cb0000008011166bac100101ac1O. . .
45000060cb0000008011166bac100101ac10f f f f 0089. . .

Len 109, seq 17 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060cc0000008011156bac100101ac1O. . .
45000060cc0000008011156bac100101ac10f f f f 0089. . .

Len 109, seq 18 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060d00000008011116bac100101ac1O. . .
45000060d00000008011116bac100101ac10f f f f 0089. . .

Len 109, seq 19 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060d200000080110f 6bac100101ac1O. . .
45000060d200000080110f 6bac100101ac10f f f f 0089. . .

Len 109, seq 20 PPP rcvd, ifc = 0, pppdev: 1,
f£03002145000060d300000080110e6bac100101ac10.
45000060d300000080110e6bac100101ac10f ff f 0089.
Len 41, seq 21 PPP rcvd, ifc = 0, pppdev: 1,
ff0300214500001cd60000008001d7ccac100101e000.
4500001cd60000008001d7ccac100101e00000020a00.
Len 109, seq 22 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060d80000008011096bac100101ac1O. . .
45000060d80000008011096bac100101ac10f f f f 0089. . .

Len 109, seq 23 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060da0000008011076bac100101ac1O. . .
45000060da0000008011076bac100101ac10f f f f 0089. . .

Len 109, seq 24 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060db0000008011066bac100101ac1O. . .
45000060db0000008011066bac100101ac10f f f f 0089. . .

Len 109, seq 25 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060de0000008011036bac100101ac1O. . .
45000060de0000008011036bac100101ac10f f f f 0089. . .

Len 109, seq 26 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060e00000008011016bac100101ac1O. . .
45000060e00000008011016bac100101ac10f f f f 0089. . .

Len 109, seq 27 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060€10000008011006bac100101ac1O. . .
45000060e10000008011006bac100101ac10f f f f 0089. . .

XGRE pak from 99.99.99.5, Len 41, seq 28 PPP

ff0300214500001ce40000008001c9ccac100101e000. . .

ifc

= 0, pppdev:
.. PPP xmt,

1,
ifc =0,

Len:

.. Interface outside -

Len 46,

seq 12,

dat a:

Len:

ack 11, data:
.. outside PPTP: Recvd xCRE pak from 99.99.99.5,
ff0380210103000a030600000000

seq 13,

3081880b000600000000000b0000000a80f d06030004 out si de PPTP: Recvd xGRE pak
38, data:
32 data:
PPTP xGRE: Qut paket,

PPP

PPTP xGRE: Qut
ack 12, data:

.. outside PPTP: Recvd xCRE pak from 99.99.99.5,

dat a:

ff0380210104000a0306ac100101

seq 14,

PPTP xGRE: Qut
ack 13, data:

.. outside PPTP: Recvd xCRE pak from 99.99.99.5,

Len: 32, data:
.. PPP IP Pkt:

.. 603104: PPTP Tunnel
renote_peer_ip is 99.99.99.5 ppp_virtual _interface_id is 1,

100, dat a:
.. PPP IP Pkt:

.. outside PPTP:
100, dat a:

Len:
PPP | P Pkt :

Len:
PPP | P Pkt :

Len:
PPP | P Pkt :

Len:
PPP | P Pkt :

Len:
.. PPP I P Pkt:

.. outside PPTP:

Len: 32, data:
.. PPP IP Pkt:

.. outside PPTP:
100, dat a:

Len:
PPP | P Pkt :

Len:
PPP | P Pkt :

Len:
PPP | P Pkt :

Len:
PPP | P Pkt :

Len:
PPP | P Pkt :

Len:
PPP | P Pkt :

rcvd,
PPP | P Pkt :

4500001ce40000008001c9ccac100101e00000020a00. . .

PIX ®F/YY 7 - RADIUS ZB&E

out si de PPTP:
100, dat a:

out si de PPTP:
100, dat a:

out si de PPTP:
100, dat a:

out si de PPTP:
100, dat a:

out si de PPTP:
100, dat a:

out si de PPTP:
100, dat a:

out si de PPTP:
100, dat a:

out si de PPTP:
100, dat a:

out si de PPTP:
100, dat a:

Recvd

Recvd

Recvd

Recvd

Recvd

Recvd

Recvd

Recvd

Recvd

Recvd

Recvd

Recvd

created,

XGRE

XGRE

XGRE

XGRE

XGRE

XGRE

XGRE

XGRE

XGRE

XGRE

XGRE

XGRE

1,

tunnel _id is 42,

client_dynamic_ip is 172.16.1.1
MPPE_key_strength is None outside PPTP: Recvd xGRE pak from 99.99.99.5, Len
1, Len:

pak from 99.99.99. 5,

pak

pak

pak

pak

pak

pak

pak

pak

pak

pak

pak

Len:

from 99.

from 99.

from 99.

from 99.

from 99.

from 99.

from 99.

from 99.

from 99.

from 99.

from 99.

32, data:

99.

99.

99.

99.

99.

99.

99.

99.

99.

99.

99.

inside:172. 16. 255. 255/ 137 out si de PPTP:
ifc = 0, pppdev:

99.

99.

99.

99.

99.

99.

99.

99.

99.

99.

99.

Recvd



COFNYTWhE, BERIRY NEARYY IETRLTUVET,

Pl X#terminal monitor
Pl X# 106011: Deny inbound (No xlate) icnp src
out side: 172. 17. 194. 164 dst
out side: 172. 18. 124. 201 (type 8, code 0)
106011: Deny inbound (No xlate) icnp src
outside: 172. 17. 194. 164 DST
out side: 172. 18. 124. 201 (type 8, code 0)

Pl X#
PPTP: soc select returns rd mask = Ox1
PPTP. new peer FDis 1

Tnl 9 PPTP: Tunnel created; peer initiatedPPTP
created tunnel, id =9

PPTP. cc rcvdata, socket FD=1, new conn: 1
PPTP: cc rcv 156 bytes of data

SCCRQ = Start-Control-Connection-Request - message code bytes 9 & 10 = 0001 Tnl 9 PPTP: CC
009c¢00011a2b3c4d0001000001000000000000010000. .. Tnl 9 PPTP: CC | SCCRQ Tnl 9 PPTP: protocol
version 0x100 Tnl 9 PPTP: frami ng caps Ox1 Tnl 9 PPTP:. bearer caps Ox1 Tnl 9 PPTP: max channels
0 Tnl 9 PPTP: firnmware rev 0x870 Tnl 9 PPTP: hostnanme "" Tnl 9 PPTP: vendor "M crosoft W ndows
NT" Tnl 9 PPTP: SCCRQ ok -> state change wt-sccrqgq to estabd SCCRP = Start-Control-Connection-
Reply - message code bytes 9 & 10 = 0002 Tnl 9 PPTP: CC O SCCRP PPTP: cc snddata, socket FD=1,
Len=156, data: 009c00011a2b3c4d0002000001000100000000030000... PPTP: cc waiting for input, max
soc FD = 1 PPTP: soc select returns rd mask = 0x2 PPTP: cc rcvdata, socket FD=1, new _conn: O
PPTP: cc rcv 168 bytes of data OCRQ = Outgoing-Call-Request - message code bytes 9 & 10 = 0007
Tnl 9 PPTP: CC | 00a800011a2b3c4d000700004000e4f 50000012c05f5... Tnl 9 PPTP: CC | OCRQ Tnl 9
PPTP: call id 0x4000 Tnl 9 PPTP: serial num 58613 Tnl 9 PPTP: nmin bps 300:0x12c Tnl 9 PPTP: nmax
BPS 100000000: 0x5f 5100 Tnl 9 PPTP: bearer type 3 Tnl 9 PPTP: framing type 3 Tnl 9 PPTP: recv
win size 64 Tnl 9 PPTP: ppd O Tnl 9 PPTP: phone numLen O Tnl 9 PPTP. phone num"" Tnl/C 9/9
PPTP: |2x store session: tunnel id 9, session id 9, hash_ix=9 PPP virtual access open, ifc =0
Tnl/CL 9/9 PPTP: vacc-ok -> state change wt-vacc to estabd OCRP = Outgoing-Call-Reply - message
code bytes 9 & 10 = 0008 Tnl/CL 9/9 PPTP:. CC O OCRP PPTP: cc snddata, socket FD=1, Len=32, data
002000011a2b3c4d00080000000940000100000000fa... PPTP: cc waiting for input, max soc FD = 1
out si de PPTP: Recvd xGRE pak from 10.44.17.104, Len 60, seq O PPP rcvd, ifc = 0, pppdev: 1, Len:
48, data: ff03c0210100002c0506447e217e070208020d030611... PPP xmt, ifc = 0, Len: 23 data
ff03c021010100130305¢2238005065a899b2307020802 I nterface outside - PPTP xGRE: Qut paket, PPP Len
23 outside PPTP: Sending xCGRE pak to 10.44.17.104, Len 39, seq 1, ack 0, data:
3081880b001740000000000100000000f f 03¢0210101... PPP xnmit, ifc = 0, Len: 38 data
ff03c021040000220d03061104064e€131701beb613cbh.. . Interface outside - PPTP xGRE: Qut paket, PPP
Len 38 outside PPTP: Sending xXxGRE pak to 10.44.17.104, Len 54, seq 2, ack 0, data:
3081880b002640000000000200000000f f 03¢0210400. .. PPTP: soc select returns rd mask = 0x2 PPTP: cc
rcvdata, socket FD=1, new_conn: 0 PPTP. cc rcv 24 bytes of data Tnl 9 PPTP. CC |
001800011a2b3c4d000f 000000090000f fffffffffff... Tnl/CL 9/9 PPTP: CC | SLI PPTP: cc waiting for
input, max soc FD = 1 outside PPTP. Recvd xGRE pak from 10.44.17.104, Len 39, seq 1, ack 1 PPP
rcvd, ifc = 0, pppdev: 1, Len: 23, data: ff03c021020100130305¢2238005065a899b2307020802 out si de
PPTP. Recvd xGRE pak from 10.44.17.104, Len 34, seq 2, ack 2 PPP rcvd, ifc = 0, pppdev: 1, Len:
18, data: ff03c0210101000e0506447e217e07020802 PPP xmit, ifc = 0, Len: 18 data
ff03c0210201000e0506447e217e07020802 Interface outside - PPTP xGRE: Qut paket, PPP Len 18
out si de PPTP: Sending xGRE pak to 10.44.17.104, Len 34, seq 3, ack 2, data:
3081880b001240000000000300000002f f 03¢0210201... PPP xnmit, ifc = 0, Len: 17 data
ff03c2230101000d08f 3686cc47e37ceb67 Interface outside - PPTP xGRE: Qut paket, PPP Len 15 outside
PPTP: Sending XGRE pak to 10.44.17.104, Len 31, seq 4, ack 2, data:

3081880b000f 40000000000400000002¢2230101000d. .. outside PPTP: Recvd xGRE pak from 10.44.17. 104,
Len 36, seq 3, ack 3 PPP rcvd, ifc = 0, pppdev: 1, Len: 22, data
ff03c0210c020012447e217e4d5352415356352e3030 out si de PPTP: Recvd xGRE pak from 10.44.17.104, Len
45, seq 4 PPP rcvd, ifc = 0, pppdev: 1, Len: 35, data

ff03c0210c03001f 447e217e4d535241532d312d4349. .. PPTP: soc select returns rd mask = 0x2 PPTP: cc
rcvdata, socket FD=1, new_conn: 0 PPTP. cc rcv 24 bytes of data Tnl 9 PPTP. CC |



001800011a2b3c4d000f 000000090000000000000000. .. Tnl/CL 9/9 PPTP:. CC | SLI PPTP: cc waiting for
input, max soc FD = 1 outside PPTP: Recvd XGRE pak from 10.44.17.104, Len 76, seq 5, ack 4 PPP
rcvd, ifc = 0, pppdev: 1, Len: 62, data: ff03c2230201003a3100000000000000000000000000. ..

uaut h_nschap_send_req: pppdev=1, ul en=4, user=john 6031 uauth_nschap_proc_reply: pppdev = 1,
status = 1 PPP xmt, ifc = 0, Len: 8 data: ff03c22303010004 Interface outside - PPTP xGRE: Qut
paket, PPP Len 6 outside PPTP: Sending xXxGRE pak to 10.44.17.104, Len 22, seq 5, ack 5, data:
3081880b000640000000000500000005¢22303010004 CHAP peer authentication succeeded for john outside
PPTP: Recvd xGRE pak from 10.44.17.104, Len 72, seq 6 PPP rcvd, ifc = 0, pppdev: 1, Len: 62,
data: ff03c2230201003a3100000000000000000000000000... PPP xmit, ifc = 0, Len: 8 data:
ff03c22303010004 Interface outside - PPTP xGRE: Qut paket, PPP Len 6 outside PPTP: Sendi ng xGRE
pak to 10.44.17.104, Len 22, seq 6, ack 6, data: 3081880b000640000000000600000006¢c22303010004
out side PPTP: Recvd XGRE pak from 10.44.17.104, Len 28, seq 7, ack 5 PPP rcvd, ifc = 0, pppdev:
1, Len: 14, data: ff0380fd0104000a120601000001 PPP xmt, ifc = 0, Len: 14 data:

f f 0380f d0101000a120601000020 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 7, ack 7, data:
3081880b000c4000000000070000000780f d0101000a. .. PPP xnmit, ifc = 0, Len: 14 data:

f f 0380f d0304000a120601000020 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 8, ack 7, data:
3081880b000c4000000000080000000780f d0304000a. .. out si de PPTP: Recvd xGRE pak from 10.44.17. 104,
Len 48, seq 8 PPP rcvd, ifc = 0, pppdev: 1, Len: 38, data:
ff038021010500220306000000008106000000008206... PPP xmit, ifc = 0, Len: 14 data:
ff0380210101000a0306ac127c98 Interface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 9, ack 8, data:
3081880b000c4000000000090000000880210101000a. .. PPP xnmit, ifc = 0, Len: 32 data:
ff0380210405001c8106000000008206000000008306. . . Interface outside - PPTP xGRE: Qut paket, PPP
Len 30 outside PPTP: Sending xGRE pak to 10.44.17.104, Len 46, seq 10, ack 8, data:
3081880b001e40000000000a0000000880210405001c. .. outsi de PPTP: Recvd xCGRE pak from 10.44.17. 104,
Len 28, seq 9, ack 7 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380fd0201000a120601000020
out side PPTP: Recvd XxGRE pak from 10.44.17.104, Len 28, seq 10, ack 8 PPP rcvd, ifc = 0, pppdev:
1, Len: 14, data: ff0380fd0106000a120601000020 PPP xmt, ifc = 0, Len: 14 data:

f f 0380f d0206000a120601000020 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 11, ack 10, data:
3081880b000c40000000000b0000000a80f d0206000a. . . out si de PPTP: Recvd xCGRE pak from 10.44.17. 104,
Len 28, seq 11, ack 9 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210201000a0306ac127c98
out side PPTP: Recvd XGRE pak from 10.44.17.104, Len 28, seq 12, ack 10 PPP rcvd, ifc = O,
pppdev: 1, Len: 14, data: ff0380210107000a030600000000 PPP xnit, ifc = 0, Len: 14 data:
ff0380210307000a0306c0a80101 Interface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 12, ack 12, data:
3081880b000c40000000000c0000000c80210307000a. . . out si de PPTP: Recvd xCGRE pak from 10. 44.17. 104,
Len 24, seq 13 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210108000a030600000000 PPP
xmt, ifc = 0, Len: 14 data: ff0380210308000a0306c0a80101 I nterface outside - PPTP xGRE: CQut
paket, PPP Len 12 outside PPTP: Sending xGRE pak to 10.44.17.104, Len 28, seq 13, ack 13, data:
3081880b000c40000000000d0000000d80210308000a. .. 0 outsi de PPTP: Recvd xGRE pak from
10.44.17.104, Len 28, seq 14, ack 13 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data:
ff0380210109000a0306c0a80101 PPP xnit, ifc = 0, Len: 14 data: ff0380210209000a0306c0a80101
Interface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP: Sending xGRE pak to

10. 44.17.104, Len 28, seq 14, ack 14, data: 3081880b000c40000000000e0000000€80210209000a. .. 2:
PPP virtual interface 1 - user: john aaa authentication started 603103: PPP virtual interface 1
- user: john aaa authentication succeed 109011: Authen Session Start: user 'joh outside PPTP:
Recvd xGRE pak from 10.44.17.104, Len 117, seq 15, ack 14 PPP rcvd, ifc = 0, pppdev: 1, Len:
104, data: ff0300fd9000bccf59b71755d9af 7330dae3bbc94d28... PPP Encr/ Conmp Pkt:

9000bccf 59b71755d9af 7330dae3bbc94d28e431d057... PPP | P Pkt:

4500006002bb000080117629¢c0a80101f fffffff0089... n', sid 3 603104: PPTP Tunnel created, tunnel _id
is 9, renote_peer_ip is 10.44.17.104 ppp_virtual _interface_id is 1, client_dynamc_ip is
192.168.1.1 usernane is john, MPPE key_strength is 40 bits outside PPTP: Recvd xGRE pak from
10.44.17.104, Len 113, seq 16 PPP rcvd, ifc = 0, pppdev: 1, Len: 104, data:

f f 0300f d9001f 8348351ef 9024639ed113b43adf eb44... PPP Encr/ Conp Pkt :

9001f 8348351ef 9024639ed113b43adf eb4489af 5ab3... PPP | P Pkt:

4500006002bd000080117627c0a80101f fffffff0089... ide outside PPTP: Recvd xGRE pak from
10.44.17.104, Len 113, seq 17 PPP rcvd, ifc = 0, pppdev: 1, Len: 104, data:

f f 0300f d9002cc73cd65941744alcf 30318cc4b4b783. .. PPP Encr/ Conp Pkt :

9002cc73cd65941744alcf 30318cc4b4b783e825698a. .. PPP | P Pkt :

4500006002bf 000080117625c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 18 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:



f f 0300f d9003aaa545eaeedalf 82b5999e2f a9ba3245. .. PPP Encr/ Conp Pkt :
9003aaab45eaeedalf 82b5999e2f a9bha324585albc8d... PPP | P Pkt:
4500006002c1000080117623c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 19 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90045b35d080900ab4581e64706180e3540e. .. PPP Encr/ Conp Pkt :
90045b35d080900ab4581e64706180e3540eel15d664a. .. PPP | P Pkt:
4500006002c3000080117621c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 20 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90052878b256edbd17b42f 2cbh672ba80b40a. .. PPP Encr/ Conp Pkt :

90052878b256edbd17b42f 2cb672ba80b40a79760cef... PPP | P Pkt:

4500006002c500008011761f c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 21 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900632359a2¢c07e79106c5e282e3892e60de. . . PPP Encr/ Conp Pkt :
900632359a2¢c07e79106c5e282e3892e60ded6c6d4dl. .. PPP | P Pkt:
4500006002c700008011761dc0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 22 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90070cabead8b2ad26987d52a4e109cab8b6. .. PPP Encr/ Conp Pkt:
90070cabea48b2ad26987d52a4e109ca68b6758569d3... PPP | P Pkt:

4500006002c900008011761bc0a80101f fffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 23 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90085aba60edf 57e50eea4d523596¢chb9d690. .. PPP Encr/ Conp Pkt :

90085aba60edf 57e50eea4d523596cb9d69057715894. .. PPP | P Pkt:
4500006002cb000080117619c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 24 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90094b73b6c962272b60d32f 135b5f 29f 2a5. .. PPP Encr/ Conp Pkt :
90094b73b6c962272b60d32f 135b5f 29f 2a58bacd050... PPP | P Pkt:
4500006002cc000080117618c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 345, seq 25 PPP rcvd, ifc = 0, pppdev: 1, len: 336, data:

f f 0300f d900a86307ed9537df 5389€a09223d62c20fd. .. PPP Encr/ Conp Pkt :

900a86307ed9537df 5389ea09223d62c20f d9e34072f... PPP I P Pkt:

4500014802cf 00008011752dc0a80101f fffffff0044... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 26 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900b45303a5f e7b2dc3f 62db739b4bb1b802. .. PPP Encr/ Conp Pkt :

900b45303a5f e7b2dc3f 62db739b4bb1b80253278fad. .. PPP | P Pkt:
4500006002d1000080117613c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 27 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900ceb5aaaecc832df 3c12bc6¢c519¢c25b4db. .. PPP Encr/ Conp Pkt :

900ceb5aaaecc832df 3c12bc6c519c25b4dba569d10... PPP | P Pkt:
4500006002d2000080117612c0a80101ffffffff0089... outside PPTP: Recvd xGRE pak from 10.44.17. 104,
len 113, seq 28 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900dbdaaf 071c2bd1c92c1f 56085813d1a77... PPP Encr/ Conp Pkt :

900dbdaaf 071c2bd1c92c1f 56085813d1a778cc61c29... PPP I P Pkt:

4500006002d500008011760f c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 29 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900e97de47036d95a0721ef 6b28479b8ef de. .. PPP Encr/ Conp Pkt :
900e97de47036d95a0721ef 6b28479b8ef de8el6b398... PPP | P Pkt:
4500006002d600008011760ec0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 30 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900f 75bf 4c8cbcf 11464bf 52bd7f 6155¢7d6. .. PPP Encr/ Conp Pkt :

900f 75bf 4c8cbcf 11464bf 52bd7f 6155c7d62ea2cabe. .. PPP | P Pkt:

4500006002d900008011760bc0a80101f fffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 31 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d9010f 221e7bal69702765529e4f f a368dba5. .. PPP Encr/ Conp Pkt :

9010f 221e7bal69702765529e4f f a368dba5610921ae... PPP | P Pkt:

4500006002da00008011760ac0a80101f fffffff0089... from (192.168.1.1) to 255.255.255. 255 on
interface outside outside PPTP: Recvd XGRE pak from 10.44.17.104, len 231, seq 32 PPP rcvd, ifc
= 0, pppdev: 1, len: 222, data: ff0300fd9011c23a03921clel0ccc38847cb8056fa93... PPP Encr/ Conp
Pkt: 9011c23a03921clel0ccc38847cbh8056f a9387018912... PPP I P Pkt:
450000d602dd000080117591c0a80101ffffffff008a... side outside PPTP: Recvd XxGRE pak from
10.44.17.104, len 345, seq 33 PPP rcvd, ifc = 0, pppdev: 1, len: 336, data:

ff 0300f d90127d7213f 35cd1d82d8988e28e0930eccl. .. PPP Encr/ Conp Pkt:

90127d7213f 35cd1d82d8988e28e0930ecc104a993f... PPP | P Pkt:

4500014802df 00008011751dc0aB80101ffffffff0044. ..



FREDEERE

BRPPTPR X

PIX6XTR127TZBADEREZERTET, ROIT— XV E—IHNFRFRENFET,
%PIX-3-213001:PPTPHI#7F—E> VT Y Nio acceptT 5 —, errno=5
Jyiyai—->3Z:

PIX6.xTlk, 1280@KEY 3> ON—RIITHRABHY KT, PPTPURZT VT Y KT
12ZELUBIK &, BERERBEF127ICEVET,

PIX & PC AREZZXISTI—KTERL

CRREEZ’ ARG, PIXHAETTEHVWZTORNIN(JIN—2 3 21T 7 < Shiva Password
Authentlcatlon Protocol(SPAP)#& & U*Microsoft CHAP/N—=) 3 2 2(MS-CHAP v.2)ICX L TRREE
NET), PCEPIXARREEIC DV TEETERL, PCICARDXY E—IHNFRRENET,

Di sconnected - Error 732: Your conputer and the renpte conputer
coul d not agree on PPP control protocols

PIX & PC AFigB{tEZXIASIT—hTELL

PCIEEESILD & ICEEEE 1. vpdn group 1 ppp encrypt mppe 40 required 1< > RIZPIXA S HiBR
ENET, PCEPIXHABEEIICODVWTERTET, PCLRODXYE—IHFRRENET,

Error 742 : The renote conputer does not support the required
data encryption type

PIX & PC AEEB{t2ZI>IT—bhTERW

PIXI&vpdn group 1 ppp encrypt mppe 40 required & PC for no encryption allowed(C 5% E & 11 T L
T, ik, PCICXYE—DRERENEEAN, Yy arHdEEh, PXTNY T
CXDOEANFRTENET,

PPTP: Call id 8, no session id protocol: 21,

reason: nppe required but not active, tunnel termnated
603104: PPTP Tunnel created, tunnel id is 8,

renote_peer_ip is 10.44.17.104
ppp_virtual _interface_id is 1, client_dynamic_ip is 192.168.1.1
usernane is cisco, MPPE key_strength is None
603105: PPTP Tunnel deleted, tunnel _id = 8,

renote_peer_ip = 10.44.17.104

PIX MPPE RADIUS O [Ef&

PIXI&vpdn group 1 ppp encrypt mppe 40 requiredIZZXEE N TH V), RADIUSH—/NNDFERET
FAENEBES{LAOPCEMPPEFXF—ZIRLEE A, PCICRDXY E—IARTENET,

Error 691: Access was deni ed because the usernane



and/ or password was invalid on the donain.

PIXOFNY TICERDEISICRRENET,

2: PPP virtual interface 1 -

user: cisco aaa authentication started
603103: PPP virtual interface 1 -

user: cisco aaa authentication failed
403110: PPP virtual interface 1,

user: cisco missing MPPE key from aaa server
603104: PPTP Tunnel created

tunnel _id is 15

renote_peer _ip is 10.44.17.104

ppp_virtual _interface_id is 1,

client_dynamic_ip is 0.0.0.0

usernanme i s Unknown,

MPPE_key_strength i s None
603105: PPTP Tunnel del eted

tunnel _id = 15

renote_peer _ip = 10.44.17.104

PCICRDXY =TI HFRRENKT,

Error 691: Access was deni ed because the usernane
and/ or password was invalid on the donain.
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