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RADIUS H RV TACACS+ FRElE. FTP, Telnet, KT HTTP OEFICHL TEITTEEXT,
FoRLld, —MRMTEAEWMEO TCP 7ORILTE, BERITSCENTEET,

TACACS+ WA HR—RENTVWET, RADIUS FAIE I R—hEhEH A, PIX4.4.1FFEL,
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TRV EEA
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oL & 55 A O LB

. F2E ( Authentication ) &, 1—HHFAEHN ZRITHD_ETT,
. 27 (Authorization ) &, 1—HYHFMAZTERHZHFAITHETT,
. REEE, FUANBLKTERMTY,

CHFAE, BRI BVWEEBMTRESYEE A

XY RID—ORHIC100 I—HEFEEL, TOSE61I—HOHKIZ, XY NTD—UH4ET FTP,
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CCT.31—HD5501 ATerry ZERTERVELE T, Terry ICHAZ FTP REZFFAL
FIH, HTTP&:Telnet(&*n‘F—IbKL\CtLbi?o CDFE, I—YNHH, ZHR T DEREEIC
AT, BEA(2FEYI—HHFRITTEDREZTTTHHEE) ELM@'%M\E#&U??’O
PIX LZ'”—I’EJ_jJ[I?%)&: PIX E&AIZ Terry D1—HRBENAD—RZEFIUFT 1 H—/NIC
EELERT, RIC, Terry "EITLEKSELTVWD TNV Ry &2#EF21UT1 HY—=NIZERS
HRAVIIARNEEEBLET, H—/\DNELLKEY RTYTENTVWIIEX, Terry i& "TFTP
1234, BFUETIhETH., HSWBDHTTP B LY Telnet 7O ARKERTENET,
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1 —Y # Authentication/Authorization ZF >/ IcU L EZICRPE
HER

FORL/FT A2 AL T, RAIL SHMAL, RERAAASHAIICBEILELSETRE, RDKLSIC
RRENET,

- Telnet : I—YBER®HDI 7OV M I—HVIERREhEH, NAD—RZEREThET
o Rl ( BRVFA ) A PIXIF—NTEEICThhB &, UEOEBARARNYSI—HERE
NADT—ROAANEROSNET,

-FTP: A—HYEBZROBD 7OV T MNFRRENET, 1—HHEICT
local_username@remote_usernamey Z, /NAT—RIZ T
local_password@remote_passwordy Z AN T A HENH ) ETF, PIX & "local_username
& Tlocal_passwordy ZO—AILOEF1 VT4 H—NIZEFLET, BEE ( BRVFHFH
) A" PIXIP—=NNTEEICTTONBE, Tremote_username.s & "remote_password s (& EARE
DL FTP H—NIZEEhET,

CHTTP : DAY RN T SOHILRRENT, A—HFRENAD—RAIBRENET, B3t
(BLTHFAM)HNAEEICTDONDE, BEDO Web 4 RBKRTZTDOXRICEELET, 757
LR 2TA—YRENAD—RFFY Y2 I1EhDEITERLTLKEEV, PIXH
HTTP B2 R A AT IR TBIRENHDIDICEZALTINLEVEE, RBICETZIY
R THFEANMITOATVRHEAF SN ET, Fryv>1EhlI1—HFRBENAT—RY
PIXA TESh, , RICPIX A ChERIY—NAEBELET, ZOBRKE. PIX O syslog
FERET—NOFNYTICRENET, Telnet X FTP Tlk TEEFEIC, HEELTVWB KRS TE
HTTP R TR ES THRWEER. ChARETY,

IXTOIFIVACEATED X1 VT 14— /)\ERE

CiscoSecure UNIX TACACS H—/SDERTE

PX®DIPF7RLAKERTEEBHRA AV BREF—H CSUClg 77 MILICBEENTVD L%
LT,

user = ddunlap {
password = clear "rtp"
default service = permit

}

user = can_only_do_tel net {
password = clear "tel netonly"
service = shell {

cmd = tel net {

permt .*

}

}

}

user = can_only_do_ftp {
password = clear "ftponly"
service = shell {

cmd = ftp {

permt .*

}



}
}

user = httponly {

password = cl ear "httponly”
service = shell {

cmd = http {

permt .*

}

}

}

CiscoSecure UNIX RADIUS H—/XDE&E

SBERIST7AHN 1 A422—TIT4A(GUl) ZFEALT, XYRND—DV TIOLAHY—
JN(NAS) DU ANICPIXIPEF—ZEBMLET,

user =adm nuser {
radi us=Ci sco {
check_itens= {
2="all"

}

reply_attributes= {
6=6

}

}

CiscoSecure NT 2.x RADIUS

RICRTFIRZRTLET,

1. [User Setup] 29> 3> TNATD—RZAFLET,

2. [Group Setup GUIl 9> a>hs, BHE6(H—EA XA47) %Z [Login] Fizl&
[Administrative] ICEREL £,

3. NAS #8 GUI TPIXIP ZEMLET,

EasyACS TACACS+

EasyACS D RFIAIXVRNT, Y RTYTIZOVTRERBHAETATVET,

1.TIN—=T"1023>2T (execHERZNETB1HIZ ) [Shellexec] 20U Y I LET,

2. 587 (authorization ) Z PIX IZEBMT B ICE. I —TRED TE T [Deny unmatched 10S
commands] 27 JY L%,

3.HUTHEIAN R (Telnet 5 & ) Z & (2 [Add/Edit new command] ZiBRU £7,

4. BEDOTAMAD Telnet ZEFATBICIE., Bl EIS 32 IC "permit #4H# EVWSFERXD
IPZAILET, IXNTOHABMAD Telnet ZFFA T 5 IZI&. [Allow all unlisted
arguments] 27 UY O LET,

5. [Finish editing command] Z2 )Y 2 L& 9,

6. ¥AMENBIAT K (Telnet, HTTP, FTP) Z &2, TAZhATY S 1 ~ 5 ZFVET

7. [NAS Configuration GUI] 923> T PIXIP ZEMLE T,

CiscoSecure 2.x TACACS+




J1—% GUI @ [Usersetup] 02> 3 > TNAT—RZAFLET,

1.
2.

3.
4.

5

7.

IIN—T10>3>T, (execHERZFETS1HIZ ) [Shellexec] 20 Y I LET,
PIX ICRRAZEBMTBICE, TI—TEED TEH T [Deny unmatched I0S commands] Z ¥
Dy OULET,

HATHEITT K (Telnet 5 & ) T & - [AJI/Edit] ZBRUET,

BEDH A MAD Telnet ZFFAIT2ICIE., SIBOMNAKXICHFTIP ZANLET (LAl
[permit 1.2.3.4] ) o INTOH A MAD Telnet ZFF ] TS (C &, [Allow all unlisted
arguments] 22 1JY L&Y,

. [Finish editing command] 22 )Y L&Y,
6.

FAENBIAT R (Telnet, HTTP £ FTP) &2, ThThRATY S 1 ~ 5 &84TV
£9,
[NAS Configuration GUI] 29> 3> TPIXIP ZEMLE T,

Livingston RADIUS H— /DR E

PXIPEIOF—ZIVTATNT77A4ILNICEMLET,

adm nuser Password="al | "
User - Servi ce- Type = Shel | - User

Merit RADIUS H—/SDERTE

PXIPEIOF—ZIVFATN T77A4ILNICEMLET,

adm nuser Password="al "
Servi ce- Type = Shel | - User

TACACS+ Z)—xIF Y—)\DERIE

key = "cisco"

user = adm nuser {
login = cleartext "all"
default service = permt

}

user = can_only_do_telnet {
login = cleartext "tel netonly"
cmd = tel net {

permt .*

}
}

user = httponly {

login = cleartext "httponly"
cmd = http {

permt .*

}
}

user = can_only _do ftp {
login = cleartext "ftponly"
cmd = ftp {



permt .*
}
}

TNV U DFIR

- FREE, BRAEI, BRETHIUTFT142T (AAA) ZEBMTSHIIC, PIXERENMMEL TVWD
EEMBLTILKEEY, REAELHTEZHETDHICRNT 71V UV EZBBESEBI LN TESR
W&, BRChSZHIETERLSAZRYET,

LPIXOOF U TJZ2BMCLET : AFOSV AT ATIE logging console debugging AN >/
REFERALBEWVWTLEE L, logging buffered debugging ANX > RIFFEATE £J, show
logging £ =& logging AY > RA SO h%E syslog H—/NCEBFL TERBEBIDCENTES
9o

. TACACS+ H—/NEzIE RADIUS H—NNDOFNY THFAFA B P>TWVWB L ZHRALET,
COFAT IR IRNTOY—NTENTT,

XY BND—IK




Outside:

11111115
EEEERERE
Imside: | 10.31.1.150
110.31.1.1 2
17168118 1 103115

|1?1.68.1’18.1D1

Tacacs Server

17165 118115

Fadius Server

PIX O E

pi X- 5# write terminal
Bui | di ng configuration...
. Saved

Pl X Version 4.4(1)

nanmei f ethernet0 outside securityO
nanmei f ethernetl inside securityl00
namei f ethernet2 pix/intf2 securityl0
namei f ethernet3 pix/intf3 securityl5
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFnbNI dI . 2KYQU encrypt ed
host nanme pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720




fixup protocol rsh 514

fixup protocol sqglnet 1521

names

pager lines 24

no | oggi ng tinestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

logging facility 20

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto

interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nu pix/intf2 1500

ntu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0

i p address inside 10.31.1.150 255.255.255.0
ip address pix/intf2 127.0.0.1 255. 255. 255. 255
ip address pix/intf3 127.0.0.1 255.255. 255. 255
no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2
failover ip address pix/intf3
arp tineout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netnask
255. 255. 255. 0

static (inside,outside) 11.11.11.20 171.68.118.115
net mask 255.255.255.255 0 0

static (inside,outside) 11.11.11.21 171.68.118.101
net mask 255.255.255.255 0 0

static (inside,outside) 11.11.11.22 10.31.1.5 netmask
255.255.255.255 0 0

conduit permit icnp any any

conduit permt tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

tinmeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

ti meout rpc 0:10: 00 h323 0:05: 00

ti nmeout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

0.0.0.0
0.0.0.0

|
!--- For any given list, multiple AAA servers can !---
be configured. They will be !--- tried sequentially if
any one of them is down. ! aaa-server Qutgoing protoco
tacacs+ aaa-server Qutgoing (inside) host 171.68.118.101
cisco tinmeout 10 aaa-server |ncomi ng protocol radius
aaa-server |ncomng (inside) host 171.68.118.115 cisco
ti meout 10 aaa authentication ftp outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http
out bound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoi ng aaa




aut hentication tel net outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Qutgoing aaa authentication ftp inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication http
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa

aut hentication tel net inbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Incom ng no snnp-server |ocation no snnp-server
contact snnp-server comunity public no snnp-server
enable traps telnet tinmeout 5 terminal w dth 80

Crypt ochecksum b287a37a676262275a4201cac52399ca : end

PIX A S OBRET/SY T 6

LTROFTNY THITIE,

Outbound

10.31.1.5 DAHBI—HH 11111115 ADATE RS 7 1 v 2% BHB L. TACACS+ £ L TS
EnET, KERNS 74 Y2, TACACS H—/\ 171.68.118.101 #ELH—/V URN ( /S
) ZERALET,

Inbound
11.11.11.15 OAEI—HH 103115 (11111122 ) NOREFPNZ 7 1 v U &K L. RADIUS

ZNULTRIAEIhET, BERNTT7 1Y U, RADIUS #—/\¥ 171.68.118.115 Z&LH—/V 1
AN(RE) ZEALET,

PIX /XY & - RiF/&585E - TACACS+

OBlE, BREFEFREED PIX FINY T2 RLET,

109001: Auth start for user '???" from 10.31.1.5/11004 to 11.11.11.15/23
109011: Authen Session Start: user 'ddunlap', sid 3

109005: Aut hentication succeeded for user 'ddunlap’

from 10.31.1.5/11004 to 11.11.11.15/23

109012: Aut hen Session End: user 'ddunlap', sid 3, elapsed 1 seconds
302001: Built outbound TCP connection 4 for faddr 11.11.11.15/23 gaddr
11.11.11.22/11004 | addr 10.31.1.5/11004

PX TNy T - kB U ERREE (1—Y_R|FEE/NAT—R ) - TACACS+

ROBIE, BBEE( I—FRBELEENAT—R)FKBUEPIXZRLET, 4 DOI1—FAR/INA
DJ—R Y R I—HICRRENET, AOXYE—IHARRENET., Error:max number of
tries exceeded"

109001: Auth start for user '???" from 10.31.1.5/11005 to 11.11.11.15/23
109006: Authentication failed for user '' from10.31.1.5/11005 to 11.11.11.15/23

PIX F/SY % - ping TERHFRHEN &\ - TACACS+

ROBIE, PIX IZRHELTVWEW ping AIRER Y —/NO PIX FNY JZRLTVET, 1—HEH
—EBEFRTEN, PXENAT—RZERLEHA (Zhid Telnet £TT ),



"Error: Max nunber of tries exceeded

109001: Auth start for user '???" from 10.31.1.5/11006 to 11.11.11.15/23

109002: Auth from 10.31.1.5/11006 to 11.11.11.15/23 failed

(server 171.68.118.101 fail ed)

109002: Auth from 10.31.1.5/11006 to 11.11.11.15/23 failed

(server 171.68.118.101 fail ed)

304006: URL Server 171.68.118.101 not responding, trying 171.68.118.101

109002: Auth from 10.31.1.5/11006 to 11.11.11.15/23 failed

(server 171.68.118.101 fail ed)

109006: Authentication failed for user '' from 10.31.1.5/11006 to 11.11.11.15/23

PIX 7/VY & - 4—/XIC ping TZ &\ - TACACS+

ROBIE, ping TEBEVWH—=NICHTE PXFNYTEZRLTVET, I—HICHLTI—HR
F—ERTENET, PXRENAT—RZERLEEA (ChE Telnet £ETT ), ROXYE—
IHRRENET, "Timeout to TACACS+ server" & & U "Error:Max number of tries

exceeded" ( Z MEXEHIIE bogus H—/NERLTVET ),

109001: Auth start for user '???" from 10.31.1.5/11007 to 11.11.11.15/23

109002: Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed

(server 171.68.118.199 fail ed)

109002: Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed

(server 171.68.118.199 fail ed)

304006: URL Server 171.68.118.199 not responding, trying 171.68.118.199

109002: Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed

(server 171.68.118.199 fail ed)

109006: Authentication failed for user '' from 10.31.1.5/11007 to 11.11.11.15/23

PIX F/\¥ ¥ - B#73528E - RADIUS

ROBIE, BREFREFRED PIX FINY T2 RLTVWET :

109001: Auth start for user '???" from11l.11.11.15/11003 to 10.31.1.5/23
109011: Authen Session Start: user 'adnm nuser', sid 4

109005: Aut hentication succeeded for user 'adm nuser’

from10.31.1.5/23 to 11.11.11.15/11003

109012: Aut hen Session End: user 'adm nuser', sid 4, elapsed 1 seconds
302001: Built inbound TCP connection 5 for faddr

11.11.11.15/11003 gaddr 11.11.11.22/23 laddr 10.31.1.5/23

PIXFNNY T - KU ERREE (A1—YEFEB/NADT— K ) - RADIUS

ROBIE, BEE( I—HBREFLEENADT—R)AFKBLUEPIXZRLET, I—HFRENADT—
ROADEBRN I—HICRREIhET, EESHHAELLAEVE, Tincorrect passwordy &S
XY= N ABRRRENET, R, I—HOEENFIHEIhET, COBEICE/NT ID
CSCdm46934 HFEV) HTSshTVET,

"Error: Max nunber of tries exceeded
109001: Auth start for user '???" from11.11.11.15/11007 to 10.31.1.5/23
109006: Authentication failed for user '' from10.31.1.5/23 to 11.11.11.15/11007

PX 7NNV T - FT—E 81k, PIX LEFETEAL - RADIUS

ROBIE, ping AIBETTF—FENEFLELTVBRH—NICHTSE PIXFNY T Z2RLTVWET, ¥
—NEEPIX EBELFEFREA, I—HICRI—YBRICHEVTINADT—RIFIRRENET, ROXY
t—IHNRRENET., "RADIUS server failed" & & T "Error:Max number of tries exceeded"



109001: Auth start for user '???" from 11.11.11.15/11008 to 10.31.1.5/23

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed

(server 171.68.118.115 fail ed)

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed

(server 171.68.118.115 fail ed)

304006: URL Server 171.68.118.115 not responding, trying 171.68.118.115

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed

(server 171.68.118.115 fail ed)

109006: Authentication failed for user "' from10.31.1.5/23 to 11.11.11.15/11008

PIXF/)NY YT - H—/NIC ping TERZV, ELEBF—/VTFAF> bF—% - RADIUS

ROBIE, ping TEBWH =N, FLERF—/OFATRNF—HLEBEVT—NO PIX TNV YT
ZERLTVET, I—HFERIHEBENAD—RARFTENET, ROXY E—TIHRREN
£ 9, "Timeout to RADIUS server" & & T "Error:Max number of tries exceeded" ( — MERE D 1
—NGEZZHRATY ),

109001: Auth start for user '???" from 11.11.11.15/11009 to 10.31.1.5/23

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed

(server 171.68.118.199 fail ed)

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed

(server 171.68.118.199 fail ed)

304006: URL Server 171.68.118.199 not responding, trying 171.68.118.199

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed

(server 171.68.118.199 fail ed)

109006: Authentication failed for user '' from10.31.1.5/23 to 11.11.11.15/11009

A DB

RAFFRRIE L TREM S-S, BUXET/EAHRICEANI BETT

aaa authorization ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa authorization http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa authorization telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

RIE

BiENT714Y U5 RADIUS TRRALE 1, RADIUS RANEMTHB =%, TEREL OFAZ
MUBWSEITEBRLTLSEZL,

PIX /S OFERES RTCRBADT/VY T 6l

B, BAARBL L PIX F/VY T - TACACS+

e

ROPIE, FBEAN RFTRANKI LI PIXTFNY TZ#RLET,

109001: Auth start for user '???" from 10.31.1.5/11002 to 11.11.11.15/23
109011: Authen Session Start: user 'can_only do_telnet', sid 7

109005: Aut hentication succeeded for user 'can_only_do_tel net

from 10.31.1.5/11002 to 11.11.11.15/23

109011: Authen Session Start: user 'can_only do_telnet', sid 7



109007: Authorization pernitted for user 'can_only_do_tel net'
from 10.31.1.5/11002 to 11.11.11.15/23

109012: Aut hen Session End: user 'can_only_do_telnet', sid 7,

el apsed 1 seconds

302001: Built outbound TCP connection 6 for faddr 11.11.11.15/23
gaddr 11.11.11.22/11002 | addr 10.31.1.5/11002 (can_only_do_tel net)

PIXF/)\v T - RiF7EE8E, BB (C kKB - TACACS+

ROBIE, RN RIFTRAICKBLEPX FNNY T EZRLTVET,

i, ZCTEII—YI(Z "Error:Authorization Denied" E WS XY E—JERRENE T,

109001: Auth start for user '???" from 10.31.1.5/11000 to 11.11.11.15/23
109011: Authen Session Start: user 'can_only do ftp', sid 5

109005: Aut hentication succeeded for user 'can_only_do_ftp'
from10.31.1.5/11000 to 11.11.11.15/23

109008: Authorization denied for user 'can_only_do_ftp' from

10.31.1.5/11000 to 11.11.11.15/23

109012: Aut hen Session End: user 'can_only do_ftp', sid 5, elapsed 33 seconds

FHhOUT 14> DEM

TACACS+

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing

THIVTAVINAUIFATODEESOBEEEFNYTRRAULSICRRENET, £EL, T
Builty BFIC "B, 7HO T4 T LOA—REGHFFELET,. "Teardowns (T4 T7HD
SVBC. (I FADYT A4S LO— REEFAEELET,

TACACS+ FHIT 42U LOA—REFRDESIZEVYET ( Zn5d CiscoSecure UNIX D E
DTH') . CiscoSecure NT DFBERFR A NXEY ICBRD AN HYET )

Thu Jun 3 10:41:50 1999 10.31.1.150 can_only_do_tel net
PI X 10.31.1.5 start task_id=0x7 foreign_ip=11.11.11.15

l ocal _i p=10.31.1.5 cnd=tel net

Thu Jun 3 10:41:55 1999 10.31.1.150 can_only_do_telnet PIX 10.31.1.5
stop task_i d=0x7 foreign_ip=11.11.11.15

l ocal _i p=10.31.1.5 cnd=tel net el apsed_tinme=4 bytes_i n=74 bytes_out =27

RADIUS

aaa accounting any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incoming

FAIDTAVIRAVIATOEESOBRET/NY TRAULS CRREhET, £EL, T
Builty BIC "B FHOT 420 LOA—RFEEEhET, "Teardowns (TATFHIY
YBEIC, TEIE, PHIUFA4T LO—-RFREEhET

RADIUS 7HOT 42T LOA—RBEROKRSICHVYET ( Zhsld CiscoSecure UNIX D€ D
TH'), CiscoSecure NT DBEERFE A NXEY ICKD AN HYET )



10. 31. 1. 150admi nuser -- start server=rtp-evergreen.rtp.ci sco.com
ti me=14:53: 11 dat e=06/3/ 1999 task_i d=0x00000008
Thu Jun 3 15:53:11 1999
Acct - St at us- Type = Start
Cient-1d = 10.31.1. 150
Logi n-Host = 10.31.1.5
Logi n- TCP- Port = 23
Acct - Session-1d = "0x00000008"
User - Nane = "admi nuser"
10. 31. 1. 150 adni nuser -- stop server=rtp-evergreen.rtp.cisco.com
time=14:54: 24 date=06/ 3/1999 task_i d=0x00000008
Thu Jun 3 15:54:24 1999
Acct - St at us- Type = Stop
Cient-1d = 10.31.1. 150
Logi n-Host = 10.31.1.5
Logi n- TCP- Port = 23
Acct - Session-1d = "0x00000008"
User - Nane = "admi nuser"
Acct - Session-Time = 73
Acct - I nput-Cctets = 27
Acct - Qut put - Cctets = 73

except AN~ RO EH

XY RID—UAT, BEORETPEELICFE, BA, PTHIUT A INFBEZVEHITE h
PHZEICRE. RORSBREEZRITTERT,

aaa authentication except outbound 10.31.1.60 255.255.255.255
11.11.11.15 255.255.255.255 Outgoing
aaa authorization except outbound 10.31.1.60 255.255.255.255
11.11.11.15 255.255.255.255 Outgoing

AL S IP 7P RLAZBRATREECRANFTVICBE2>TVRIEERF. RALSETNERAT
PUBNBINET,

BAtEvSa 04> A—YORR

—#®D TACACS+ & KTV RADIUS H—/NNICF, "&XRKEYZ a2, &iE@& "OJ4>2 1—H0
KRR BEFHYVET, BEAREYIIVERFTLEYOTA A—HZ2FIT v I LIEY) T2HEE
&, THAIOUT 42T LOA-RIEK2>TEDY XS PHOTA2T THim, LO— RAER
ENTVBY TEiE) LO-RAFEELBEWEE, TACACS+ £/-l&k RADIUS H—/Nik, 201
—HHFEREOQTA2LTVWD (DY PIXZNLEEY S IVEHFLTVS ) ERELET,

ChiF Telnet X FTP &5 TR EHFOME LS T<#ELET, HTTP TREHOMEL, +45
ICBEBELER A, ROBITE, BIORY RDO—OBRENERAEATOVETY, BISFEELUTY,

JA—YH PIX ZBL T Telnet 2R1TL, BRTHRAZTVERT :

(pix) 109001: Auth start for user '???" from 171.68.118.100/1200
to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user 'cse', sid 3

(pi x) 109005: Authentication succeeded for user 'cse' from
171.68.118.100/12 00 to 9.9.9.25/23



(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/23

gaddr 9.9.9.10/12 00 | addr 171.68.118.100/1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998 rtp-pi necone.rtp.ci sco.com cse
Pl X 171.68.118. 100 start task_i d=0x3 foreign_i p=9.9.9.25

| ocal _i p=171. 68. 118. 100 cnd=t el net

H—/NiE "B LO—REDRBLEEOD (ZOBAT) EIE, LO—RABVED, H—
NiE TTelnety I—HAOTALTVWBZERRLET, RAEXBEITIROELEEZNOT
— AN (LEEAFBIDOPCHS ) AAEBE, (BAEYZIVEYR—-KNTE ) P—-NTZO
I—HICHTBIBEREYZIUHN T, ICRETATVRE, BREEY—NICE>TEFTEIET

o

I—HEFEEZD Telnet X FTP DEXEZZX—TY N RANETHRITLUEE, BRTLET (T
105 ZEBPLET ),

(pix) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr
9.9.9.10/128 1 | addr 171.68.118.100/1281 duration 0:00: 00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998 rtp-pi necone.rtp.cisco.comcse

Pl X 171.68.118. 100 stop task_i d=0x3 foreign_i p=9.9.9.25 | ocal _i p=171. 68. 118. 100

cnd=t el net el apsed_time=5 bytes_i n=98 bytes_out =36

uauth 2 0 ( BEIRREE ) MBEE. 0 KV REV (FRREZ 1 BTV vauth HIEHREBETHL&KL
)IEBETE, PTVRRENLEINTOY A NTTAIO T4 LO—-RIHIRENET,

EEUHTTP I, To7ORJILOMEL, BENBBEYET, KICHTTP 0flZRLET,

J—4H7#171.68.118.100 5 PIX Z2HAL T 99925 L7 T VALET :

(pix) 109001: Auth start for user '???" from 171.68.118.100/1281

to 9.9.9.25 /80

(pix) 109011: Authen Session Start: user 'cse', sid 5

(pix) 109005: Authentication succeeded for user 'cse' from
171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/80 gaddr

9.9.9.10/12 81 | addr 171.68.118.100/1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998 rtp-pinecone.rtp.cisco.comcse
PI X 171.68.118.100 start task_id=0x9 foreign_ip=9.9.9.25

| ocal _i p=171. 68. 118. 100 cnd=http

(pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr

9.9.9.10/128 1 | addr 171.68.118.100/1281 duration 0:00: 00 bytes 1907 (cse)
(server stop account) Sun Nov 8 16:35.35 1998 rtp-pinecone.rtp.cisco .com
cse PI X 171.68.118. 100 stop task_i d=0x9 foreign_ip =9.9.9.25

| ocal _i p=171. 68.118. 100 cnd=http el apsed_ti me=0 bytes_ i n=1907 bytes_out =223

-G, F7>0O0—RENIZWeb R—DZFZHAET,

16:35: 34 BIBE NI AR — ML O—R&E16:35:3BICEB/ENZARNY FLO—R, 2O

O—RIZFIBOXRY, BELO—REFELI-ROBRE 1 BRETLE ). I—F4H Web

R=TJEZHATWVWREE, I—HE Web A MIOJA 2 LEXRKRT, BEARELTVST

L&SP?2VWVR, CCTREREYZAVEREROTAI-—TFORTRIEELETH, BEAR
WWX, TI. HTTP O#HE ( "Rtk & "8 7T. OROKE ) "EIED LD, MEETE

FBA, "THHL BKY TFIE, LOI-RE, 1¥UTTY, LO-REEENICAUKFRTH

£33, "FIE) LO—ROSW TBHK LO-REBHYNXEA. vauth H" 0 ICERESZ N T

WTE, TARECRETNTVWTE, K723 &0 -—NICEFEEND TR &
KO TEIE) LO-RBEEREFELET, £EL, BEXEYZ a2 eOJ42 - ORTE,

HTTP #5OMEICR W HEELEE A,



PIX BT OREES RO BEXL

HMORBETIE, PIX ENLE Telnet (BKY HTTP, FTP) RS 7 4 ¥ VOFIEIC DV THERNE
Lo XOBITIE, BRBEEZBEMICLBELSTEPIXAD Telnet ZRTTEREEHERLET,

telnet 10.31.1.5 255.255.255.255
passwd ww

RIZ, PIXA®D Telnet #7925 1—H%2RAIT2H IV RZEBMLULET,

aaa authentication telnet console Outgoing

I—H%HF PIXAD Telnet 2L1TTD &, Telnet/NAT—R ( "Twwy ) ZROSIhET, Fi.
CDB/AE PIX A TACACS+ ( TR, H—/N URRAERE % ) £/ id RADIUS O 1
—HFRBENAT—RERHET,

aaa authentication enable console Outgoing

CMXY Y RTIE, TACACS £l RADIUS H—NICEFE D 1I—HRBENRD—REASD
TRROSI—HIIROET, COB/E. "RHEL H—/NUVAMEAETIhZ O, EXE
TACACS H—NICiESshE T, BLAORIANT Y NEOTAVRAOREIANTY NERUTH
L%, I-HREEAUI—HYRBE/NAT—REHE 2T TACACS £k RADIUS TEMILTE X
¥ (L I1—HA TACACS £74l& RADIUS Z#F> T PIX ICOJA > TEDHE ), cDREE
([ZIE/YY ID CSCAmM47044 HFEIV H TSN TVET,

B—NHFE I LEEERE. 1—HE "PIXU BT PIXDBEDASZ—7IL NAD—KR

( enable password whatever ) 2 AN 925 & T, I—H@E PIX A X—7 ) E—RIZTIEART
Z%J, lenable password whatevers; A" PIXRREICEENAWVES, I—HREI1—HE "
PIXJ ZABAULTEnter ¥F—2HLET, 1 X—TIL NATD—RABREET N TVRIHNTHALEES
. VEYRNTBLEOICNAD—REBTAAINFBETT,

DT A2V =) OREE

PX®DOUFI AV=ILICT Ot ATSHIC, aaa authentication serial console V> R T
GREOBRIANSNBETT, 1—HHFIVV—IHISKREIN REETITDE, (syslog FAR
TNV T LRI T syslog ZEETDELD PIXHAREETNTVBIEHES ) syslog XY =T HH|
BRENE T, syslog H—NDHlZEXRIZRLET,

Jun 5 07:24:09 [10.31.1.150.2.2] 9%l X-5-111008: User 'cse' executed
t he ' host nane' command.

Z7OV7 hEERICRRENIAY LD

ROIANV RERITIDELRT,




auth-prompt THIS_IS PIX 5

PIXREBRIZ, ROZ—T VAN I-HICRFETNET,

THIS IS PIX 5 [at which point one would enter the usernane]
Password: [at which point one would enter the password]

LT, BERBOBBERY VAIZREZETSE. TUsername:s & "Password:y 7O 7 NA'5E
HKRY DAZRRENET,
CO7OV7RMEPIX ZRBATZI—HICOXATEL, PX ICEEELERA,

EPXET IO EARTREOOTHIU T4 TL - REHIBREhEHE A,

BUYEBFICIA—FCRRENDXAYE—JOHAEIAX

ROIANY RERTIDELXRT,

auth-prompt accept "You're allowed through the pix"
auth-prompt reject "You blew it"

PIXTHOOY AV RBURHEEIC, ROXY =D I—HICRRENET,

THIS IS PIX5
User nane: asj dkl
Passwor d:
"You blewit"
"THI S IS PI X 5"
User nane: cse
Passwor d:
"You're all owed through the pix"

A—HYZEDT A RILAERZA LTI B

uauth D74 R)L RALT I RNERHERA LTI E, I—P T &2 TACACS+ H—/\H SE(E
TEXRY, RYRMT—TAOIXNTOI—HICEALUZA LTI vauth ZRETDHERE. <h
ZRELBEVWTLKEZY, I—HYIZEILEBD vauth " RETHNIE., COFERH/ITLTILKEE
W

Z® PIX O# T, timeout uauth 3:00:00 AN REFERALET, 2FVY), $21—YHNRi
nNd&, TORIBBEIBRAITIXLENBLLBZVYET, L, ®xo7O077/4)&2E>T
—HZEREL. PIX TTACACS AAARAIZBMICTSE, I— 7O774ILAOT A4 RIL &
ALTINERTRALTIRND, TOIA—HIZBITB PIXTORA LTINS vauth 274 —/\—
FARLET, chld, A4 RILAERRA LTI RNEIZ PIXZBHD Telnet £y > 3 > A&
N EVSERTREBYFERA, BICHRIANRTETNIHLESHEFHITZEFTT,

user = tineout {

default service = permt
login = cleartext "tineout"
service = exec {



timeout = 2
idletine = 1

—

}
SREE&(C. PIX T showuauth OV RERFTLET :

pi x- 5# show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'tinmeout' at 10.31.1.5, authorized to:
port 11.11.11.15/tel net
absol ute timeout: 0:02:00
inactivity tineout: 0:01:00

A=A 15874 RIVREBLCE212R, PXDTFNYTRROISIZE)ET,

109012: Aut hen Session End: user 'timeout', sid 19, elapsed 91 seconds
I—5HFEAUER—TY N KRANIER2EVRIORANZFEALLY TR EEICE. BFEAINME
T,

{R#8 HTTP

PIX BIRIZIA T PIX AZDOH A NTERIENMERBE., 7N EEREEEZRER L
AHYET, ChF7SIOFN 1I—HEBENAT—REZFYVS1F2EHTT,

ChZaR#I2ICEFE, ROOY REFEAL T, PIXREICREC 1918 7 RLA (D&KW, 12X
—XYNETIL—TFT A TFREET, PIXHEBRY NT—JICHLUTAEMT—ERT RLRA) z&
m¥ad2&T, RIEHTTPZEETEXT,

virtual http #.#.#.# [warn]

dA—HNF PIXAZBICBEILELSETHE, w.,uEb‘M\EL_KUiﬁ“O warn NS X—2 & 254
IA—HRUBAALIN XYy E—2ZELET, BEEE. vauth OFOHBICIThhET, R
FAXKNIRLTWRESIZ, {RZE HTTP Tt timeout uauth V> ROHIM%Z 0 BICEREL
BVWTLEEW, HTTP A"EBED Web H—/NICEHETERLSRYYET,

R HTTP AE0Hl


http://www.cse.ohio-state.edu/cgi-bin/rfc/rfc1918.html

99920
(Dutside)

99491

PIX

‘ 171.68. 118115 (Mirtual IP 171.68.118.99)

el

Inside

TACACS+ Server 17168.118.143
171.68.118.101

{RF8 HTTP EE D PIX BE :

ip address outside 9.9.9.1 255.255.255.0
i p address inside 171.68.118. 115 255. 255. 255. 0
gl obal (outside) 1 9.9.9.5-9.9.9.9 netnmask 255.0.0.0
ti meout uauth 01: 00: 00
aaa- server TACACS+ protocol tacacs+
aaa- server Qutgoing protocol tacacs+
aaa-server Qutgoing (inside) host 171.68.118.101 cisco tinmeout 10
aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing
virtual http 171.68.118.99
aut h-pronpt THIS IS PI X 5

{R#8 Telnet

mail ZEQ—BOZ7ORNIINBEEEICBIEE N BV, IXNTOEESIVOCRENT 71V D
ZRAMITDRSPIXZRETDCERFHERTEFRLA, PXZREITDINT 71 Y I ITXNTR
MENDHFE, X—=ILHP—NEIVSATURNFPXENLTEELELSETDE, REIETERL
7’0 I\ZI)MZB%?‘% PIX syslog ICIRD A Y E—I A RRENET,

109001: Auth start for user '???" from9.9.9.10/11094 to 171.68.118. 106/ 25
109009: Authori zation denied from171.68.118.106/49 to 9.9.9.10/11094
(not authenticated

)( )lﬂ'&c‘:‘@ HBOH—ERAE, RIATEDRFETDICHENTELYELEA. 1 DOBREKL
T, RE/ERAAIC except AN REFEATEERT (A= Y—=NIVFA4FT> NOEBT/IR



RERS IXTZERBIALET ),

EEL, ASshOEREY—EAZBREICHIALETIVNEN HDHEE. virtual telnet AN R%E
HFHATEET, COOAXY RICEKY ., {RIE Telnet IP TORIEA TEEICHZV ET, CORIFE. 15
BREHY—EAORNT 714y 0., REIPICBEEFITSNLEEEBOY—/NIZESKhET,

COPITE. TCPR—K4ORZ T 4 v I AEARRAN9.9.9.100 S NERAR A N171.68.118.106(
RNBEZHALET, CORTT74Y VRERICEFBAEALRTREZEVWE®, R Telnet’z 3R

ELET,
{R*8 Telnet ZE :
39910
[outside)
2991 (Virtual IP 9.9.9.20)
PIX
‘1?1 £3.118.115
_E
Inside
Tac+ Server 17168 118 106

17168118101

{R#8 Telnet Z{E M PIX R&E :

ip address outside 9.9.9.1 255.255.255.0

i p address inside 171.68.118. 115 255. 255. 255. 0

static (inside,outside) 9.9.9.30 171.68.118. 106 net mask 255. 255.255.255 0 0
conduit permt tcp host 9.9.9.30 host 9.9.9.10

aaa- server TACACS+ protocol tacacs+

aaa-server |ncom ng protocol tacacs+

aaa-server |ncomng (inside) host 171.68.118.101 cisco tinmeout 5

aaa aut hentication any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng
virtual telnet 9.9.9.30

{R#8 Telnet Z{E M TACACS+ H— /Y 1—HEEE :



user = pinecone {
default service = permit

login = cleartext "pinecone"
service = exec {

ti meout = 10

idetine = 10

}

}

{R#8 Telnet FFED PIX T/Xv ¥ :

99910 NI1—HIFPIX £EM 99930 FRLAIC Telnet 5 2& T, TTHAMENDHBENFHY)
9,

pi xfirewal | # 109001: Auth start for user '???" from9.9.9.10/11099
to 171.68.118. 106/ 23

109011: Authen Session Start: user 'pinecone', sid 13

109005: Authentication succeeded for user 'pinecone' from
171.68.118.106/23 to 9.9.9.10/ 11099

SREENRRINL =%, showuauth AN RICEK 2T, I—HFOBWRBMFARTENET :

pi xfirewal | # show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'pinecone' at 9.9.9.10, authenticated
absol ute timeout: 0:10:00
inactivity tinmeout: 0:10:00

9.9.9.10 O F/NA AH" 171.68.118.106 DT/NA AIZ TCP/49 hZ 7 1 v U ZIEET B HER.

pi xfirewal | # 109001: Auth start for user 'pinecone'
from9.9.9.10/11104 to 171.68.118. 106/ 49
109011: Authen Session Start: user 'pinecone', sid 14
109007: Authorization permtted for user 'pinecone' from9.9.9.10/11104
to 171.68.118. 106/ 49
302001: Built TCP connection 23 for faddr 9.9.9.10/11104 gaddr
9.9.9.30/49 | addr 171.68.118.106/49 (pinecone)
302002: Teardown TCP connection 23 faddr 9.9.9.10/11104 gaddr 9.9.9.30/49
| addr 171.68.118.106/49 duration 0:00:10 bytes 179 (pi necone)

{R#8 Telnet IX(E :

RERNTTAVINFIAIRNTEHATENATVWS S, RIE Tenet EENDFEATREAZRT AV Y
NARETT, XOHFITIE. 171.68.118.143 OARZBI—H A RAE 9.9.9.30 |Z Telnet $#4H L. FIEE
ThET, Telnet BRI EESICROY SENET,

WRLENBd &, 171.68.118.143 15 99910 DH—/XAND TCP RZ 7 4 Y VN FAEThET,



99910
[outside)
9991 (Mirtual IP 9.9.9.30)

PIX

17165 118114

—=

Inside

Tac+ Server 17168118 143
17168118101

{R78 Telnet EF D PIX FRE :

i p address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118. 115 255. 255. 255. 0

gl obal (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0

ti meout uauth 00: 05: 00

aaa- server TACACS+ protocol tacacs+

aaa- server Qutgoing protocol tacacs+

aaa-server Qutgoing (inside) host 171.68.118.101 cisco tinmeout 10

aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing
virtual telnet 9.9.9.30

{R#8 Telnet EE®D PIX F/Xv ¥ :

109001: Auth start for user '???" from 171.68.118.143/1536 to 9.9.9.30/23
109011: Authen Session Start: user 'timeout 143", sid 25

109005: Aut hentication succeeded for user 'timeout 143" from

171.68.118. 143/ 1536 to 9.9.9.30/23

302001: Built TCP connection 46 for faddr 9.9.9.10/80 gaddr 9.9.9.30/1537
| addr 171.68 .118.143/1537 (tineout_143)

304001: tineout 143@71.68.118.143 Accessed URL 9.9.9.10:/

302001: Built TCP connection 47 for faddr 9.9.9.10/80 gaddr 9.9.9.30/1538
| addr 171.68 .118.143/1538 (tineout_143)

302002: Teardown TCP connection 46 faddr 9.9.9.10/80 gaddr 9.9.9.30/1537
| addr 171.68. 118.143/1537 duration 0:00: 03 bytes 625 (timeout_143)
304001: tineout 143@71.68.118.143 Accessed URL 9.9.9.10:/

302002: Teardown TCP connection 47 faddr 9.9.9.10/80 gaddr 9.9.9.30/1538



| addr 171.68. 118.143/1538 duration 0:00: 01 bytes 2281 (timeout_143)
302009: O in use, 1 nost used

{R#8 Telnet A7 b

d—HHRAE Telnet IP |Z Telnet &9 2354 . show uauth N> RIC & 2 TEF® uauth ' RR
EhET., (uvauth DEEAEZ>TVREHEE )Y a RTRICNS 74YONBBEHILET

5. E2FETHI Y&, R Telnet IP ICBU Telnet AT IHBENHVET, cniZkt)
vy aEFA7ICOEDYET,

R— b OFETH

R—REREICHULTRAZERIDCENTERT, ROBITE., INTOXETRAN 5| EH
EXETTH, BARKE TCPR—K 23 ~ 49 TOHHBETT,

PIX DRYRE :

aaa authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing
aaa authorization tcp/23-49 outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing

CN/E., TelnetFR—K 23523 ~ 49 OEHICEEND -, 171.68.118.143 A5 9.9.9.10 N\
D Telnet R TR ERANRELET, 171.68.118.143 5 99910 AD HTTP Y 3>
BETITZDHEERFYRBANBETTAHN, 801k 23 ~ 49 n&EHTHEWESD, PIX & TACACS+
H— ALHﬂPWTE?wiﬁA

TACACS+ 7 )—J I F H4—/SOKRE

user = telnetrange {
login = cleartext "tel netrange"”
cmd = tcp/23-49 {
permt 9.9.9.10
}
}

PIX A" TACACS+ H—/NIZ Temd=tcp/23-491 &V Tecmd-arg=9.9.9.10, ZEFELTWA &I
AEELTLKEE L,

PIX TDF/\Y Y :

109001: Auth start for user '???" from 171.68.118.143/1051 to 9.9.9.10/23
109011: Authen Session Start: user 'telnetrange', sid 0
109005: Aut hentication succeeded for user 'tel netrange' from
171.68.118. 143/ 1051 to 9. 9.9.10/23
109011: Authen Session Start: user 'telnetrange', sid 0
109007: Authorization permtted for user 'telnetrange' from
171.68.118. 143/ 1051 to 9.9 .9.10/23
302001: Built TCP connection 0 for faddr 9.9.9.10/23 gaddr 9.9.9.5/1051
| addr 171.68.1 18.143/1051 (tel netrange)
109001: Auth start for user '???" from 171.68.118.143/1105 to 9.9.9.10/80
109001: Auth start for user '???" from 171.68.118.143/1110 to 9.9.9.10/80
109011: Authen Session Start: user 'telnetrange', sid 1
109005: Aut hentication succeeded for user 'tel netrange' from
171.68.118.143/1110 to 9. 9.9.10/80



302001: Built TCP connection 1 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1110

| addr 171.68.1 18.143/1110 (tel netrange)

302001: Built TCP connection 2 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1111

| addr 171.68.1 18.143/1111 (tel netrange)

302002: Teardown TCP connection 1 faddr 9.9.9.10/80 gaddr 9.9.9.5/1110
| addr 171.68.11 8.143/1110 duration 0:00: 08 bytes 338 (tel netrange)

304001: timeout_143@71.68.118. 143 Accessed URL 9.9.9.10:/

302002: Teardown TCP connection 2 faddr 9.9.9.10/80 gaddr 9.9.9.5/1111 | addr
171.68. 11 8.143/1111 duration 0:00: 01 bytes 2329 (tel netrange)

EEH
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