ASADU—R9.(X)32OAHTBEY ND—H &
1203 —%Y NOEHGEORRED

&

BE

Bl R SRt

EZ#®
FEAIBZAVR—F b
BE

FYRI—=TUK

ASA 9.1 OFRFE

"

axX rE
B
iy

Connection

Syslog
NAT Z#a

N el
NTY S bL—%
*v7F ¥

BE

CORFIXVRTE, 3DOABZRY NT—ITHEATZEHIC/N—T 3> 9.1(5) D Cisco &
ISBEF1)F4 FTTIAT A (ASA) BRETDHEICODVTHALE T, FEGEICTS
2, I—RTAEZTA4Y I )—bEFEALET,

BIRRA
4

CORFIXNIBEOERHREHYEFEBA,

FRATZIIAR—FT B

CORFIXDNOEHIE, Cisco BB EFIUT A FTTFZAT A (ASA)N—>2 3
9.15) ICEIKEMNTT,

CORFIXVNORHRE. HEDFARRELCHAZITNARACETVWTERENELIZ, DR
FIAXRNTEATEZINTOTFNARRG, A (F7FIIN ) REOREASBELTVET
o WRDRY RD—UNEBRBHTHIBHEICEF. ENOLXSBOANRIZDVTE, TOEEN
BEEIODVTHRIERL THBENfBYUET,

E

ﬁl{!ll



COEIVSIVTRER, CORFIANTHHAITIHREZRETDLOICLEZBREZRMLT
WET,

F:Z0EVDIDTHEASND IV ROFMIC OV T, Command Lookup Tool (&
BI1—YEH)ZFRALTLEETL,

Y hO—UK

Rauteri
B __ﬁ;; 15P-Rauer
: InteEnnet
: o s
10.2.1.0024 10.1.1.0124 M 411224 M0 413334 =7
natwork Lt -
— 3 i Chrtsice
== Rauterd
10310024
network

10.1.1.5024
workestation

E:CORETHEALTWVWAIPPRLAAF—LE, 18—V METERICIL—T 1
DUARBEDOTEHEEA, CNS5IE REC1918 THEAZTNTWVWAT RLATHY,
ZRBBETHEAENEEDTY,

ASA 9.1 OFEE

CORFIXVNTRAOEREZFEALET. ZEADAD F/N1 AN write terminal N>/
ROHIT—E2HH2BER, 7TIORTYN ATV R (BRI—YER) Z2FALT. S
BFRENIEERBIEEZRTTEXT,

E

ﬂgl

=3 A OFRFE
- L—2 B OFRE
-ASA UED 3> 9.1 LIERDERE

IL—% A ORRE

Rout er A#show running-config
Bui | di ng configuration...

Current configuration : 1151 bytes
!

version 12.4

service timestanps debug uptine


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

service timestanps | og uptine

no service password-encryption

1

host nane Rout er A

1

boot - st art - mar ker

boot - end- mar ker

1

enabl e password ci sco

1

nmenory-si ze i onem 25

no network-cl ock-participate slot 1
no network-cl ock-participate wic 0
no network-cl ock-participate wic 1
no network-cl ock-participate wic 2
no network-cl ock-participate aimO0
no network-cl ock-participate aim1
no aaa new node

ip subnet-zero

ip cef

ip audit po max-events 100
no ftp-server wite-enable

no crypto isaknp enabl e

i nterface FastEthernet0/0

ip address 10.1.1.2 255.255.255.0
dupl ex auto

speed auto

1

interface FastEthernet0/1

ip address 10.2.1.1 255.255.255.0
dupl ex auto

speed auto

1

interface | DS-Sensorl/0

no i p address

shut down

hol d- queue 60 out

1

ip classless

iproute 0.0.0.0 0.0.0.0 10.1.1.1
ip route 10.3.1.0 255.255.255.0 10.1.1.3
no ip http server

no ip http secure-server

control - pl ane
1
1
1



line con O

line 33

no activation-character
no exec

transport preferred none
transport input al
transport output al
line aux O

line vty 0 4

password ww

I ogin

!

!

end

Rout er A#
IL—3 B OE

Rout er B#show running-config
Bui | di ng configuration..

Current configuration : 1132 bytes
|

version 12.4

no service pad

servi ce tinestanps debug uptine
service tinestanps |og uptinme

no service password-encryption

|

host nane Rout er B

|

boot - start - mar ker

boot - end- mar ker

|

!

no network-cl ock-participate slot 1
no network-cl ock-participate wic 0
no network-clock-participate wic 1
no network-cl ock-participate wic 2
no network-cl ock-participate aimO0
no network-clock-participate aim1
no aaa new node

i p subnet-zero

ip cef

ip audit po nax-events 100
no i p domai n | ookup
no ftp-server wite-enable

no crypto i saknp enabl e

interface FastEthernet0/0
ip address 10.1.1.3 255.255.255.0



dupl ex auto

speed auto

no cdp enabl e

1

interface FastEthernet0/1

ip address 10.3.1.1 255.255.255.0
dupl ex auto

speed auto

1

interface | DS-Sensorl/0

no i p address

shut down

hol d- queue 60 out

1

ip classless

iproute 0.0.0.0 0.0.0.0 10.1.1.2
no ip http server

no ip http secure-server

control - pl ane

1

1

!

line con O

stopbits 1

line 33

no activation-character
no exec

transport preferred none
transport input al
transport output al
line aux O

line vty 0 4

password ci sco

I ogin

!

!

end

Rout er B#
ASAUET 3> 91 ABRORE

ASA#show run
Saved

ASA Version 9.1(5)

!

host nane ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encr ypt ed
names

!

interface G gabitEthernet0/0

nanei f out si de

security-level 0

i p address 203.0.113.2 255.255.255.0
!

interface G gabitEthernet0/1



namei f inside
security-level 100
ip address 10.1.1.1 255.255.255.0

!
boot system di sk0:/asa915-k8. bin
ftp node passive

1--- Enable informational |ogging to see connection creation events

| oggi ng on
| oggi ng buffered informational

l--- Qutput Suppressed
l--- Creates an object called OBJ_GENERI C ALL.
l--- Any host |IP not already matchi ng anot her confi gured

1--- object will get PAT to the outside interface IP
1--- on the ASA (or 10.165.200.226) for internet bound traffic.

obj ect network OBJ_GENERI C_ALL

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) source dynami ¢ OBJ_GENERI C ALL interface
l--- Qutput Suppressed

I--- Define a default route to the | SP router.

route outside 0.0.0.0 0.0.0.0 203.0.113.3 1

1--- Define a route to the INTERNAL router with network 10.2.1.0.
route inside 10.2.1.0 255.255.255.0 10.1.1.2 1

1--- Define a route to the INTERNAL router with network 10.3.1.0.

route inside 10.3.1.0 255.255.255.0 10.1.1.3 1

: end
ST, RENERICHELTVBAESH ERBLET,

TIOIRTYNADER=TVRY—=) (BRI-FEHEH)F. HEOD show AX¥Y RZEHR—KL
TWET, show AN ROHEI OB ZRTIT BICIE. Output Interpreter Tool ZEAL £,

Web 75 JHTHTTP ZN LT Web HA NZCT7OEALTHET, COHITIE,
198.51.100.100 CRARENTWVWBDH A R EFEAL TVWE T, EBHENRIITDE, ASACLIZKR
DHEANRRIENET,

Connection

ASA(confi g)# show connection address 10.2.1.124

16 in use, 918 nost used

TCP out side 198.51. 100. 100: 80 inside 10.2.1.124:18711, idle 0:00:16, bytes 1937,
flags U O



ASAGAT—RIINL TZ7ATIA=I)LTHY, Web B—N\HAS5DVER—2 RSTAVIEET7
AT IA—NEGT—TINOEGED 1 2E—BKTBIED, 774 TF 73— DBBEFTEhE
T BHICEETZIEHD 1 D2E—BIDRNT T4V IR, A VX—TIAAACLICK2TT
OY9&EhBWTTIFPATIA—)LOBBEHFTENET,

towEsTR. ABAER—TIAARALDIFZAT U RIARAZEZ—TITAADSD
198.51.100.100 RAMANDEHKEZBI L E L Iz, COEKETEF TCP 7OR LA EAETATSH
W, 6 BT A RIVRETT, EEDT7ZT7E, COEGOREMVREZRLET, BRODTZ
TOFMICOVTEE., TASAD TCP#EHTIZ V4 25RLTLSEEL,

Syslog

ASA(confi g)# show log | include 10.2.1.124

Apr 27 2014 11:31:23: Y%ASA-6-305011: Built dynamic TCP translation fromi nside:
10.2.1.124/ 18711 to outside:203.0.113.2/18711

Apr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside:
198. 51. 100. 100/ 80 (198.51.100. 100/ 80) to inside:10.2.1.124/18711 (203.0.113.2/18711)

ASA 77 AT I #—)LIEIEREEEFIC syslog ZERL £, Syslog DEFML ARIIEOTEREIC
BEJ3&FET, COHDRFLARILG, DFY "TEFHRL LRILTO 2EED syslog ZRLET,

COBITIE, 2 D0 Syslog MERENTVWET, 1 BB, 774703 —)LFTTREERL
&, BENICREAFTIY I TCP O (PAT) 272 &2 RdAOT XYy £—2TT
o ChlE, RZTAVINAMBAVE—TIA AN SABAVE—T I/ AICEDEED, EfE
FTIPFRLAER—K, BROTHRED IP P RLAER—NERLET,

2FHD syslog k77 AT OA—IDN VAT RNES—NEBOZOBEONT 74y VRAICE
BT —7IINTEREERLECEERLET, COERRTZE/OVITRIRDICTIZATIA
—I)ABEEILIZE®, TOMOER (VY —RAFHWELIFBREZAOTEMSE ) ICL>2TZO
BEODERIBTFONDBEEAE. 774 T 04— )LREBENBIEh-CEE2RIOTEBERL
FHA. BER. RDVIC, EENEETIhD2EHRY, EEOEREHITFEERICE TS KiEE
BELET,

NAT ZE#t

ASA(confi g)# show xlate local 10.2.1.124

2 in use, 180 nost used

Flags: D - DNS, e - extended, | - identity, i - dynamic, r - portmap,

s - static, T - twice, N - net-to-net

TCP PAT frominside: 10.2.1.124/18711 to outside: 203.0.113.2/18711 flags ri idle
0:12: 03 tinmeout 0:00:30

COREN—FHELT, IBHRARNDIPTRLAZAVEZ—ZXYRNTIL—FT 12T TEBDTRL
AICEBRTDIEDIC PATHFRESNET, CNSOEBRAIMERETNTVWBDRCEZERTDICIE,
NAT Z# (xlate ) T—7ILZFI Y I LET, 7> R showxlate, IElocal ¥F—D— RBKRTR
BERARDIP 7 RLALHEAZADEDE, TORANOERTF—TILCHEDIIRTOIVNUE
KRARLVLET, LRROHDE, AL RX—T I A AEAEA 2 RZ—T IAADBTZDOHRANIC
U TREERENEE|ABHZCEERLTVET.,. AHKRARDIP EAR—NIBREEELT
203.01132 7 RLAICE#FBEENET, REeNTWVWE 75T rilk. ZRHNFFZTAFTIVIOTHY),

R—KRIVTTHBZEEZRLTVET, BB NATREDFMIE., TNATICET2158H. %=
SBLTLSEEV,


//www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113602-ptn-113602.html

NS7IL>a1—bk
ZoTH, BEORS TN I—FA VI ERATERBRERLET.

ASA REHRERNS TN 21 —RIZ2EOOEHRODY - ZREHELTVET, REEEZL THHRR
ODHAOZEFIVIOULEBTERBENBRENBZVEES., CheOY—ILETIOZY VR ERESE
ODEEZHETDEDICERILDBEN HVYVET,

(]
NTry s NL—Y
ASA(confi g) # packet-tracer input inside tcp 10.2.1.124 1234 198.51.100.100 80

--Oritted--

Resul t:

input-interface: inside

i nput-status: up
input-line-status: up
output-interface: outside
out put-status: up
output-1line-status: up
Action: allow

ASADNTY N NL—HY#egERERTZE, Ia1L—MENENTYRNERRELT, 7747
VA=) TR TAVIRMNBITDEZILBDICESIERATY Y, FI VY, Bz INTHE
RCEFXRT, CcOY—IIZFEARATDIE, 77ATIA=NENRAAIN—TFDeNHFAEThDIE
TORZ T4V O0HERBINTZDEHICKRIE, TOS5 XTI EEALTINS 74V 9% 31
L—KRTZEEXT, GICOHITIE., ATOXRGFZBLEITEERTEIIL—NTBEHIC, NT
YN NL—HZERALET,

XAl —RkENENTY NARBPICEIET S,

CAFEAETATVS OIS TCP TH B,

ZAL—RENEIDTATRDIP 7 RLAN 10.21.124 TH B,

COTSAT U RNIEERNFR—N 1234 THB RS T 1 v U RZEELTVS,

RS T749v0F,. IPT RLZA198.51.100.100 DH—/NETICEEFEENET,

N7V IODEERFR—N 80 T,
OV RICAVZ—T I A Aoutside ICBTRERNBVCEICEELTLKEETY, ChENT
YN NL—HORFICKDIEETT, cOY—IIE., CORATOEERTETI7TATI4—)
TEDXKSICMEBITDIONERL, L—FTATDOFER, EDAVRZ—TIA AN SEETS
DHENEENET, NTYN NL—HOFEHICOVWTE, TNTY N NL—YZFERLENTY
ROKNL—Rs ZBSRLTLSEEL,

¥vTFv

ASA# capture capin interface inside match tcp host 10.2.1.124 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASAH show capture capin

3 packets captured



1: 11:31:23.432655 10.2.1.124.18711 > 198.51.100. 100. 80: S 780523448:
780523448(0) wi n 8192 <nss 1460, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712518 198.51.100.100.80 > 10.2.1.124.18711: S 2123396067
2123396067(0) ack 780523449 wi n 8192 <nss 1024, nop, nop, sackCK, nop, wscal e 8>

3: 11:31:23.712884 10.2.1.124.18711 > 198.51.100. 100.80: . ack 2123396068
win 32768

ASA# show capture capout
3 packets captured

1: 11:31:23.432869 203.0.113.2.18711 > 198.51.100. 100.80: S 1633080465
1633080465(0) win 8192 <nmss 1380, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712472 198. 51. 100. 100.80 > 203.0.113.2.18711: S 95714629
95714629(0) ack 1633080466 wi n 8192 <nmss 1024, nop, nop, sackCOK, nop, wscal e 8>

3: 11:31:23.712914 203.0.113.2.18711 > 198.51.100.100.80: . ack 95714630
Wi n 32768/ pre>

ASAT77ATIF=)ITE, 1VEZ—T I ALBEELRIRETDINT 710 F Y TF+v
TEET, COFYTFYHEEERF, NSZTAVINTFPATIA=INICBELELMRT AT
=)D SEFLENZREICRIATEDLOERTT, sI0HlF. AFSAX—T T4 AD
capin EAZFA R —T I A AD capout EVD 2 DX Y 7F Y DEREZRLTVET,
capture AN > Ri&, match F—D—RZFEALET, FYT7FYITBIRNFT 71V UV ZEHHIC
BETEET,

F ¥ 7 F vcapin®FSIE., tep host 10.2.1.124 host 198.51.100.100iCc — I HAFPA/ > 2 —7 1
AARA(ADELEGHD ) TRODP2ENSTAVIERETIVEN BB ENFNTRENATVET

o DFV), host 10.2.1.124H 54IC4IZ4I12EFERA M198.51.100.100F = (F ¥, match ¥F—7—R
EERTRDCET, 77A4T7IF—=ILTRT T4V 0 BNABQTF YT FYTEET, AL

R—TIAAICEEES Nz capture AN RIE, F77ATIA=IUNTDIZATRDIP TR
LAICPAT 2792, RBISATURDIPTRLAZSBLELA, LEN 2T, *

DIZATRNDIPT7RLALERGIBETEREA, KDVYWIC, ZOHITE., TTEEDHDITNT
DIPFRLANTOEELE-HIDELERTEHICany ZF#EALET,

FYTFVYERELLES., RICEHROBILZEHITL TAH S, show capture <capture_name> ]
IVRICKDFYTTFYORRICEZRET, COFITRE, FYT7FrICHBTCPDOIVIA/\
VRIIAVDICEDTHSHBESICIZAT M Y—NICERTELLEEZBRTEERT,
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