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TVWERY,
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voH—k, I—H¥7O7 74 ERET DB, user-profiles profile_name 1Y > KTH®O T
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D—REBHAEENET, LEXEF., IXNTOIL—FARUNADT—REI—YEEHETSE
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1. EBEERZEFODTHIMNTCLIICOVALET,
22.XYRND—DOTFTOELAE—RICAWET,
sensorf#configure terminal
sensor (config) #service network-access
sensor (config-net) #

3.A—Y7O77AINBZEERLET,

sensor (config-net) #user-profiles PROFILE]1

4. FQ1—970774INO1—HEZAILET,
sensor (config-net-use) #fusername username
5 - ONAT—RZEELET,
sensor (config-net-use) # password
Enter password[]: **x**x&k
Re-enter password ****x*¥x*

6. I— DA ZX—TINADT—REEBELET,
sensor (config-net-use) # enable-password

Enter enable-password[]: **xxx&#kx*
Re-enter enable-password *****xxxx*

7. REZWRELET,
sensor (config-net-use) #show settings
profile-name: PROFILE1
enable-password: <hidden>
password: <hidden>
username: jsmith default:



sensor (config-net-use) #

8.XYND—OT VLAY TE—REKTLET,

sensor (config-net-use) #fexit
sensor (config-net) #fexit
Apply Changes:?[yes]:

0. XFEZEMIZEEE Enter F—Z2#H L, EEZREIZHEEE [No] ZEANLET,

IL—REACL
ACLZERTA7OYF I FNAATARCERETDE, ACLRERAD LS ICEBRENET,

1. 22 —OIP7 RLAZFDHTELRE., FLREEBEEENTVWAEEEEH—ONAT7Z RL
AF O —070Ov0%2HFTTIE,. COTKACLICRRENEFEA,

2. 7L70OYUACL (EEENTWVWEEHEE ) ZOACLIE, FNAARICTTICEELTVRIHE
AHVET, F: ARCEERREES NIZACLOTZFRARY . chsnfT270Y JACLD
SHEICIE—LFT,

3.T7UT«47Kk70v Y

4. Post-Block ACLE 7= I&permitip any any® W hA:7TOY V¥ACL (EEL 8BS ) 2D
ACLIZ, PNAAICTTIZTFELTVRUENHET, & : ARCIEACLOITEFTAEY)
CNSOITEACLORRICOE—LET, F: —BLEVIXTONT Y NEFTT2HE
(k. ACLOZREDITH permitipany anyTH 3 & ZMEL £9, permitip any any ( Post-
Block ACLAEEE N TVWABARMEALELA)
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1.2 —07AOvyF 0 2EMILET,

2. TFNAADKREZZEELET,
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JOvFIONFBEEMICAZE, B —EFHLVWFNA AREEZHZAEY £,

E:1DO0EH—TEBRODTFNAAEZBETERITN., EHOEH—T120FN/1 A
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I—B2OFET, Z7L7OYJACLERARNTOY JACLEZER L THRELET., ChEdD
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ACLO & (Zpermitip any anyZ AL £ 9,
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LARARNTOYIACLOITRNTOERETOIE—
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ROFIEZETLT, 7O0YF2TEL—NHIREERT TSRS ICCiscoll—FZEEBTHLSIC
T —ZRELET,

1. EBEEREZF>TAHIRNTCLICOTA 2 LET,
2. XY RND—=OTFORAYTE—RIZCAYET,
sensor#configure terminal
sensor (config) #service network-access
sensor (config-net) #

3. ARCICK > THIHENBIL—ZDIP7 RLAZEEL XTI,

sensor (config-net) #router-devices ip address

4. 1—HTO7 7 A LOBREBICERL -REF/NA RAEEADLET,

sensor (config-net-rou) #profile-name user profile_name

FE ARCRADLVIEHNBEZZWTANEY, - TO77MIIUNFETIHESHZHEL

FtA.
5 2 —ADOT IV EALLERTRIFEEZEELET,
sensor (config-net-rou) # communication {telnet | ssh-des | ssh-3des}

EELBWEEE, SSH3DESHERAENET, X : DESE/-IF3DESZEAT 2HEE.
ssh host-key ip_address A > RZEAL TF/NA AN SSSH¥F —ZZ T ANDLEN )
£7,

6. L H—ONATP RLAZEBELET,

sensor (config-net-rou) #nat-address nat_address
FE:2hZRY, ACLOITTEDIPT RLANEH—DOT RLANSNATT RLAICEE
ENET, NATZRLAR, 24— 70YF2IFNA AOBICHLET S, FEF/NA
AL >TEBREN LY —T RLAKRARNATTT,

7. )0MN=2F70vF2T, L—h4IR, SEETOAAZRTIZHNESHEEELET, X
: 772 )L MEblockingT g, L—RICTOYFUIETZRTESERHEERF. DEMEE
RETDHEGFHYEEA, L—KFIRDOHK

sensor (config-net-rou) #response-capabilities rate-limit



ZOvFJEL—NEIROMA

sensor (config-net-rou) #fresponse-capabilities block|rate—1imit

8B.AVR—TIAARE/EZEEELRT,

sensor (config-net-rou) #block-interfaces interface_name {in | out}

E:AVE—T7I4ADOBBI, interface N> ROBICIL—FZHFFERAL LBEICRETS
BB THBIDENFHYVET,

9. (A7'2a>r)7LACLEZEMLET (7AYFTDH ),
sensor (config-net-rou-blo) #pre-acl-name pre_acl_name

10. (#7232 )RANACLEZEMLET (7AYFTDH ),

sensor(conflg—net—rou—blo)#post—acl—name post_acl_name

M. REZHRLET,

sensor (config-net-rou-blo) #exit
sensor (config-net-rou) #show settings

ip-address: 10.89.127.97
communication: ssh-3des default: ssh-3des
nat-address: 19.89.149.219 default: 0.0.0.0
profile-name: PROFILEL
block-interfaces (min: 0, max: 100, current: 1)
interface-name: GigabitEthernet0/1
direction: in
pre-acl-name: <defaulted>
post-acl-name: <defaulted>

response-capabilities: block|rate-limit default: block

sensor (config-net-rou) #

12.FZY ND—=OTF O AHYTE—REKRTLET,

sensor (config-net-rou) #exit
sensor (config-net) #fexit
sensor (config) #exit

Apply Changes:?[yes]:

13. ZEZ BRI ERE Enter ¥— 2L, BEZREITZDHERE [no] ZABLET,

Cisco7 FATFT I #— ) EBRIDLHDOEY—DORRE

Cisco7 7AT VA=) ZERBITBELICEVY—ZRETSICRK. ROFIEZRITLET,

1. EBEEREZF ODTHIRTCLIZATALET,
2. XY RNDT—=OTFORAYTE—RIZCAYET,
sensorfconfigure terminal
sensor (config) #service network-access
sensor (config-net) #

B.ARCICK > THIBEND T 7ATIA—IDIPTRLAZEELXT,

sensor (config-net) #firewall-devices ip_address

4. 1—H7O77ALORERICERL I T7O77AILEEZADLET,

sensor (config-net-fir) #profile-name user profile_name

E ARCEANTRENZINTRITANET T, REBTNAANFETZH ES H 2R
FtA



5 U —ANOTIVEALCERATEIHEZEELXT,

sensor (config-net-fir) #communication {telnet | ssh-des | ssh-3des}

EBELAZVESE, SSHIDESHEAENE T, X : DESEIK3DESEFEA T HEE.
ssh host-key ip_address AN > REFEAL THF—EZ T ANDIHBENFHYVET, TS5LEV
&, ARCHTFNAALCERTEFLA,

6. 2 —ONAT7 RLAZEELE T,

sensor (config-net-fir) #nat-address nat_address
E:ChlkY, ACLOZRHDITOIPT RLAHFEH—DIPFT RLAASNATT RL A
BEENET, NATZPRLAG, 29— 7O0YF 2 IFNA AOBICLET S, HETF
NAARAZE>TEBRENEH—T RLAKRARMNATTT,

7. XY RND—=OTFVEAHTE—REKTLET,

sensor (config-net-fir) #fexit
sensor (config-net) #fexit
sensor (config) #exit

Apply Changes:?[yes]:

8. XFEZEMIZESEEnter ¥F— 2L, EEZRERIDERWE o] EADLET,

PIX/ASATHOSHUNZERAL =70Ov

shunJNX > RZRTIDE, WERARSOERAT7/OYVENET, IV ROEIC—HT
PNTYRE. 7OV VBENEIRENZETERE N, OJICEFEENET, shunlk, EEL
ERART RLAZEDERNIRETIT A7 THRINESHICHRESBREIET,

RV RLA, BRERAR—NEELER—N, BLTTORINZEETDE, ThSO/NTX—
R —HI B ERICsShunZRY)IAKZT T, &Y —AIPT RLAILKHL TshundX > RZE1D T
ERATEXRY,

shundX Y REREZBNIC/OY VIR LEHICEREND O, 2F1VTFTATTIATURA
DREICFRRENETEA,

A2VE—TIAANEIRENDE, TOAVE—TIAALLEBENATVRZIXRNTOZ Y NE
HIBRE N E T,

Z0FlE. FEOKRANI0.1.127)FTCPICH L THERK(10.2.2.89) & HEHELTWD Z EE R
LTVWET, EF1VFTATITSATAOERET—TIILOELEE, ROXKSICBEYET,

TCP outside:10.1.1.27/555 inside:10.2.2.89/666

KERARNDSOEREZTOY VFTBICIE, $$HEEXECE— RTshunOY > RZEFHALE T,
shunON > REROA TS a e E&ICBERALET,

hostname#shun 10.1.1.27 10.2.2.89 555 666 tcp

OOV RE, EXIUFATTSATUAQERT—7 LA SEEEHIRKRL .
10.1.1.27:555(TCP) A 510.2.2.89:666(TCP)AD /ST Y RFEF 1T A T7S5 4 7> A% i
Z0EPHIELET,
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