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Side-A internet side-B

fqterfau Tunﬁel% ) interface Tunnell
ip addre 10.10 . . a 10.10.10.2 25

tunnel rce GigabitEth

tunnel mode ipsec ipv4

tunnel destination 192.168.1.1

tunnel protection ipsec profile IPSEC-Profile-1

d
o lend

End with CNTL/Z.

= 1
1

config terminal

ip access-1ist extended <ACL name>

permit udp host <local address> host <peer address>
permit udp host <peer address> host <source address>
exit

exit

REENIEACLIE, FYTFYENERT T4V IZKRVIACLEHICERAE N, Mo RIOXT
SI-2aVIlERAETNR A ER—T I/ ALLBREENET,

Monitor capture cap access-list cap buffer size 10 interface GigabitEthernet 1 both

Name of the capture Name of the ACL Buffer size in MB  Interface to apply In-inbound packets
the capture Out-outbound packets
Both-inbound &
outbound packets



192.168.1.1 192.168.2.1
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Side-A internet side-B
Here Here

cap access-list cap buffer size 10 interface GigabitEthernetl both o, ist cap buffer size 10 interface GigabitEthernetl both

LINEAR (default)
in MB): 10

econd: 1000

monitor capture <capture name> access-1ist <ACL name> buffer size <custom buffer size in MB> interface

FYTFYERELES, F¥T7FvEBRELTELELEY, JUTLEY, XAOONY RTHR
%btl\77'f‘y7ﬁ?ﬂiﬁbt”1’€§?o

— RN ¥ 7 F v EHRZEEFE L F T, show monitor capture
* v 7F v OBB/MZLE - monitor capture cap start/stop
FYTFAYANTY RZRELTVBD & &R L E T, show monitor capture cap buffer
NST74vO0EEEHNIESEL T EE L :show monitor capture cap buffer brief
F ¥ 7F ¥ DU 1J)TF : monitor capture cap clear
FrY7FrHENEHELET,
RV TFYITNTE T OER
- monitor capture cap export bootflash:capture.pcap

NTYRFYTFVICKRDNRIVEBIALDOSHT
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IKEV2 PACKET EXCHANGE
INITIATOR RESPONDER

UDP 500/4500 packets seen.
N | vio,sa, ke, Nonce :> NGoTAT
Initiator and responder roles.

IKE_SA_INIT Response SETTes

VID, SA, KE , Nonce | SECRET KEY

EXCHANGE
IKE_AUTH Request .

PROVE
EJ

PHASE : . IKE_AUTH Response IDENTITY

PHASE 1 AND PHASE 2 COMPLETE- ENCRYPTED &AUTHENTICATED

SPI values created.

Unencrypted
Unanuthenticated
&
i

Phase 1 in clear text.
Phase 2 encrypted

Encrypted
Unanuthenticated

W—BAr5DOF+7FrOBESHEIZRTE, ETEOA RS0 3 A#FEE . UDPN
TYRFEEENERT,

site-A#show monitor cap cap buffer brief
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Ami@ =" RERe=EFLTEQaQqrn
LIETNT ke ... <Corlf> [= Bk
N Time Source Dessination Protocel Length Info
r 10.000000 192.168.1.1 192.168.2.1 ISAKMP 496 IKE_SA_INIT MID=8@ Initiator Reguest
2 9.0P0B00  192.168.2.1 192.168.1.1 ISAKMP 529 IKE_SA_INIT MID=8@ Responder Response
3 p.0e0Eee  192.168.1.1 192.168.2.1 ISAKMP 682 IKE_AUTH MID=@1 Initiator Request
4 p.000000  192.168.2.1 192.168.1.1 ISAKMP 362 IKE_AUTH MID=P1 Responder Response
5 0.600008 192.168.2.1 192.168.1.1 ISAKMP 496 IKE_SA_INIT MID=6@ Initiator Request
6 0.000000 192.168.1.1 192.168.2.1 ISAKMP 529 IKE_SA_INIT MID=8@ Responder Response
7 ©.800000 192.168.2.1 192.168.1.1 ISAKMP 682 IKE_AUTH MID=@1 Initiator Request
8 9.800000 192.168.1.1 192.168.2.1 ISAKMP 362 II(E_AI.ITH MID=81 Responder Response
9 9.080000 192.168.2.1 192.168.1.1 ISAKMP 138 INFORMATIONAL MID=02 Initiator Request
10 9.000080 192.168.2.1 192.168.1.1 ISAKMP 138 INFORMATIONAL MID=83 Initiator Request
11 @.eeoeee 192.168.1.1 192.168.2.1 ISAKMP 138 INFORMATIONAL MID=82 Responder Response
12 @.0e0eee 192.168.1.1 192.168.2.1 ISAKMP 138 INFORMATIONAL MID=83 Responder Response
1 A AARARA 142 1RR 1 1 192 1R 2 1 TSAKMP 13R TNFNRMATTOMAI MTN=14 Raenandar Ranuaet
> Frame 1: 496 bytes on wire (3968 bits), 496 bytes captured (3968 bits)
> Ethernet II, Src: Realtekl ©0:80:80 (52:54:00:00:00:08), Dst: RealtekU 9@:09:84 (52:54:00:00:00:04)
» Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.2.1
> User Datagram Protocol, Src Port: 58@, Dst Port: 580
> Internet Security Association and Key Management Protocol

EEET N KA DIKE_SA_INIT Exchange/NT Y b Dinternet Protocolz > 3 /(2. UDP/NT Y
NOEFRXT RLAEEET RLAN B ET, User Datagram Protocol ( UDP ; 1—HF—24&
JZAL770RIN ) O aVICl@E, FAENTWSHR— KN Einternet Security Association and
Key Management Protocol(ISAKMP)E 2> 3>, Z7ORINON—23 2 RPpEhBD XY 2—
SORAT. FNAAOO=I)., BETERENBSPINKRRENET, IKEV2TF/NY T ENET
&, AUBBA TNy ITOTICRRENET,

L3 T Source Desmaign TP Dl Torw
10,000 192.168.1.1 191, 168.2.1
2 8.808_ 192.168.2.1 192.168.1.1
3 8.800_ 193.168.1.1 1516821
4 0,000 192.168.2.1 192.168.1.1
50,000 192.168.1.1 19k, 168.1.1
5 8.8088_ 192.168.1.1 192.168.2.1
7 8.808_ 193.168.3.1 15 168.1.1
BN 192.148.1.1 192.188.2.1
90,000, 192.168.2.1 192.168.1.1
10 0,00 192.168.2.1 192.168.1.1
11 8088 192.168.1.1 193.168.2.1
13 5,000 192.168.1.1 192.1628.2.1

Frams 1: 496 bytes oa wire (3968 Blts), 496 ptured (3963 bits)

[

ot s Realtel
Enternet Frotocol Version 4, S

Rext paylosd: Seowrity Associstion (33)
Wersionm: 1.0

Excharge typf: [KE_S3A_
» Flage: e |Indtistor, No higher version, Request)
Message I0:

Length: 434
Paylond: Secwrity Association (33)
Payload: Key Exchange (34)
¢ Paylosd: NMomce (483
Paylosd: Wendor ID (43) : Clsco Delete Resson Supported
Paylosd: Wendor ID (43) : CHsco VPN Rewision 2
Paylosd: Werdes ID (43) @ Chico Dynasic Roule Supparted
¢ Paylosd: Wemdor ID (43) @ Clsco FlexWPH Supported
Payload: Notify (41) - MAT_DETECTION_SOURCE_IP
Paylosd: Notify (41) - MAT_DETECTION DESTINATION_IF

BT = |Unencrypted!

IKEv2:(SESSION ID = 18,SA ID = 2):Sending Packet [To
192.168.2.1:500/From 192.168.1.1:500/VRF i0:f0]

Initiator SPI : E9F5FB100567C549 - Responder SPI : 0000000000000000
Message id: 0

IKEv2 IKE_SA_INIT Exchange REQUEST

Payload contents;

SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP)
NOTIFY(NAT_DETECTION_DESTINATION_IP)

Debug crypto ikev?2
Debug crypto ipsec




Dot TCF Delia Time
192.168.2.1
182.168.1.1
192.168.2.1
192.168.1.1

38,080 102,168,
48,000 192,168,

i

1.1

PHASE 1 IKE_SA_INIT Response 2.1
5 @00 192.168.2.1 192.168.1.1
0 VID, 54, KE , Nonce I 6 9.eea_ 192 168.1.1 192.168.2.1
70,000 192.168.2.1 192.168.1.1

1.1

2.1

21

oyl

1.1

59,000 192.168.1. 192.168.2.1

99,000 192.168.2. 192.168.1.1

10 0,000 192_168.2. 192.168.1.1

11 8,898 192.168.1. 193.168.3.1

12 0.000. 192.168.1. 192.168.2.1
|KEV2:{SESS|UN ID=18SAID = 2):F{eceived Packet IFI'OH'I { Frame 2: 520 bytes on wire (4232 bits), 520 bytes captured (4232 bits)
192.168.2.1:500/To 192.168.1.1:500/VRI iU:fﬂ] , ; ternet I'Irotuco::. w::h.n 4, - 192.1;9.;.1: D;:f:m.ise.;.: =

initiator SPI : EOF5FB100567C549 - Responder P : AC6900BED253AFBY | sl g sotcr, s et s, ot s s
Message id: O ]‘T‘:’:‘Wﬁ'ﬁ%ﬁ o
IKEvZ IKE_SA_INIT Exchange RESPONSE ot S A B

Next paylosd: Security Association (33}

Payload contents: B T 1T

SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP) Flags: 0439 [Responder, Ho higher version, Response)
NOTIFY(NAT_DETECTION_DESTINATION_IP) CERTREQ ['::;i:f f,ﬂ;
NOTIFY(HTTP_CERT_LOOKUP_SUPPORTED) : ;:;m E"E:EL :::5;;::;0.. (33

Payload: Honce (40}

Paylosd: Vendor 10 (43) : Cisco Delete Resson Supported

» Payload: Vendor 1D (43} : Clsco VPH Revision 2
Paylosd: Wendor 10 (43} : Cisco Dynamic Route Supported
Payload: Vendor ID (43} : Ciico FlexVPH Swupported

» Payload: Wotify (41) - HAT_DETECTION_SOURCE_IP

» Payload: Wotify (813 - MAT_DETECTION DESTIMATION IP
Payload: Certificate Request (38)

P laod. MaRIE. FEAL GTTA STAT | SR CLERRARTIR

Unencrypted!

IKE_AUTHRB XIS T—> 3 FfThbhd e, RAO—RBESLERTTH, BICHERE L
IESPIRHERENERNS Y U232 0e47RE, FAIT—23aVICBT2 —MBOBERNF &
RENFTT,

Mo, Time St Darsbnabcn TOFDe
10,000, 192.168.1.1 192.168.2.1
20,808 192,168.2.1 192.168.1.1
3 o0 192.168.1.1 192.168.2.1
49,000 192,168.2.1 192.168.1.1
PHASE 2 5 0000 192.168.2.1 192.168.1.1
. IKE_AUTH Rezponss 60000 152.168.1.1 192.168.2.1
70,000 192.168.2.1 192.168.1.1
20,008 152 168.1.1 192 168.2.1
99,000 192.168.2.1 192.168.1.1
10 0. 000 192.168.2.1 192.168.1.1
119,090 192,168,1.1 192.168.2.1
12 @000 192.168.1.1 192.168.2.1

£

» Frame 4: 362 bytes on wire (28596 bits), 362 bytes captured (2296
» Ethermet II, Src: Realtekl) 00:00:08 (52:54:00:00:00:04), Dst: Real
» Intermet Protocol Version 4, Src: 192.168.2.1, Dst: 192.168.1.1

+ Wser Datagras Protocol, See Port: 500, Dst Port: 504

Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AFEG [ | it enc raty Sreeinnaon ore, 7 Morosement protecel
Responder SPI: 4c608bad253af8%
Hiext load: Encrypted and Authentlcated (46
IKEv2 IKE_AUTH Exchange RESPONSE > Varetont T -
= Exchange type: IKE_AUTH (33}
Flags: Oxdd (Responder, Mo higher version, Response)
- ..

4

- Tttt T
el o.. om Veriion: Mo higher versiion
1. ..., = Response: Responst
Meiiage T0: Sl
Length: 338
> Payload: Encrypted and Authenticated (46)

Encrypted!

BEDIKE_AUTHRIBNT Y MAZEET D E, MR FOASI—23a N ETLET,



Al - - .
L Timg SeETE Tt TOF Dt

19,000 192,168.1.1 192.168.2.1 IKE_AUTH Request
20,009 192.168.2.1 192.168.1.1
30,000 192.168.1.1 192.168.2.1
48 889 192.168.2.1 152.168.1.1
50,000 192.168.2.1 192, 168.1.1
60,000 192.168.1.1 192.168.2.1
70,000 192.168.2.1 192.168.1.1
B0.000 192.168.1.1 192.168.2.1
90.000_ 192.168.2.1 192.168.1.1
10 0,060 192,168, 2.1 192.168.1.1
11 0,000 192,168.1.1 192,168.2.1
12 . 000 192.168.1.1 192.168.2.1

£

Frame 3:/682 bytes om wire (5455 bits), 682 bytes captured (5456 bt Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89
* Ethernet II, Src: Realtekl 90:00:00 (52:54:00:00:00:00), Dst: Realte
+ Internet Protocol Version 4, Sre: 102.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, Src Port: SN, Dit Port: 580
w Internet Security Association and Key Masnagement Protocol IK‘EVZ |KE—AUTH ExChan = REQUE
Initiator SPI: e3f5fb1R@567c343
Eesponder SPI: dc5000bSd753afE0
Mext payload: Encrypled and Authenticated (46)
* Mersjon: 2.8
Exchange type: IKE_AUTH (35)
w Flags: @& (Initiator, Mo higher wersiom, Reguest) |
Coua 1. Iaieiss Ialeiss

el oue. ow Version: Mo higher version
el uoo = Responde: Requeit

Message I0:

Length: 648

> Paylead: Encrypted and Authenticated (46) E r"l C rypted !

NATARBEICHBDBEDODNTHFoar
| 192.168.1.1 ->19851.100.1
1921681 19216821
& G1 G2 61 61 G2 G
NAT device [

ide- internet Side-B

w
>

Nat-transversalldg, R RILZAS T =23 A TONBEZEICRRENDIES1DOOMEETT,
FETFNAANRN D ZRILVICEAEND —FELEEEOT7 RL AZnatWEBL TWVWDHEE, 7I—
A2 (IKE_AUTHR# ) "2 > I —hEhd &, 7/NA RAIGUDPR— N &E5004H 54500l1CZFE L
9,

H A4 RATHEBEhEFY T F v

Ha. Tirre Sewrce Destnatory Profoos Length
1@.08. 192.168.1.1 192.168.2.1 ISAKMP
209.08. 192.168.2.1 192.168.1.1 ISaKMP
r 3 @9.88. 192.168.1.1 192.168.2.1 TSaKMP
4 9.88. 192.168.2.1 192.168.1.1 TSaKMP z
. Chdnio d IKEwv2:(SESSION ID = 10,SA ID = 1):Received Packet [From
Somcfrim el Siamdr e 192.168.1.1-4500/To 192.168.2.1-4500/VRF i0:f0]
Bo.00_ 192_168.2.1 192 _168.1.1

= Iniiator SPI - ECO1171F30D05063 - Responder SPI - SAOF8B75COE01C78

Message id: 1
» Frame 3: 618 bytes on wire (4944 bits), 618 bytes capturad (4344
> Ethernet IT, Src: Realtokl @0.B0:33 [S3.28.00:00.00.33% Noe: fog IKEv2 |KE_AUTH Exchange REQUEST
» Internet Protoccl Versign 4, Src: 192.168.1.1, Dst: 192.168.2.1
* User Datagram Protocol, [Src Port: 4588, Dst Port: 4588

, DR IKEv2-(SESSION ID = 10,SA ID = 1)-Stopping timer to wait for auth message
R (o e W e P P e IKEv2-(SESSION ID = 10,SA ID = 1):Checking NAT discovery
Resorir S1; SOOI IKEv2-(SESSION ID = 10,SA ID = 1)-NAT INSIDE found
e IKEv2:(SESSION ID = 10,SA ID = 1)-NAT detected foat to init port 4500,
» E::::':E;“;;P':;ni:i:’:f:? ::5‘:15"'" version, Request) r@ m-t dmn
Message ID: @xBRooBeal
Length: 572

» Payload: Encrypted and Muthenticated (46)

H A4 RBTHEBEhEFY I F v



f =

RZIZRDASI—2a VIl

e RER==E@Fis=Eaaan
Time e ezaraton Protocnl Lengd
1 8. 08a08a 198.51.198.1 192.168.2.1 ISAKMP
10000000 152.168.2.1 198.51.100.1 I52KNP
3 9.000008  198.51.108.1 192.168.2.1 ISAKMP
4 8, a60a 192.168.2.1 198.51.108.1 [SAKMP
5 0.00000a 158.51.198.1 192.168.2.1 ISAKMF
& B, BiD60a 192.168.2.1 198.51.108.1 [SAKMP
7 B.00000a 158.51.198.1 192.168.2.1 ISAKMF
B 8, 0od00a 192.168.2.1 198.51.108.1 TSAKMP

+ Frame 3: 618 bytes on wire [4944 bits), 618 8 bytas captured (-1.9-1.4 bl

» Ethernet II, Sre: Real
¢+ Internet Protocol Versfon 4, Src: 138.51.188.1

Dst: 192.168.2.1

* User Datagram Protocol) Sec Port: 4588, Dst Port: 4588
» UDP Encapsulation of IFEET PaCRULS

-

Intermet Security Assoclation and Key Management Protocel
Initiator SPI: ec@l171f30d05063
Responder SPI: 9aBFEbT5cRe@lors
Hext payload: Encrypted and Authenticated (46)
Version: 2.8
Exchange type: IKE_AUTH (35}
Flags: @wdd (Initiatoe, Wo higher version, Request)
Message ID: exDIO0OOa1
Length: 572
Payload: Encrypted and Authenticated (46)

IKEv2-(SESSION ID = 11,SA ID = 1):Sending Packet [To
192.168.2_1:4500/From 198.51.100.1:4500/VRF 10:f0]

Initiator SPI1 - EC01171F30D05063 - Responder SPI - 9A0F8B/5C0EQ1C78
Message id: 1

IKEv2 IKE_AUTH Exchange REQUEST

Payload contents:

NO—L7L—2D&H3REE

BZE5XA30-NIEFLERABOERN BV, F¥T7F v THE

FRDEETEXRT, RIC, RE—MNBEFTUFZERLET,

REDF—H

COTFIFRF, EFNARTI—K1BLPTI—R2OBREEHE T D ETHRTEEXT,

I

L, VE—RIVRICTIVEATEBVWS T UANFETHIAEMENI BV ET, EOF/NA
AN T I—=K1ELRF20VT A T/NT Y NHTNO_PROPOSAL_CHOSENZXE T2 24 E
FTBEILKR?PT ALTEZFAYTFYLET, OB, RECMASHORBBEN H S IEE
FHY, EOTI—A%ZRABITDIVEN HBDHLZRLTVET,

File Edit View Go Captwre Analze Statitics Telephosy Wirslers Tools Help

dm @ R QenSE§Fe & aa

File Edit View Go Caplure Analyze Statistics Telephony Wireless Took Help

AR:@ - =a8al
=3 L1E 03 -]+

1 0. 000008 192.168.1.1 102.168.2.1  TSAKMP  IKE_SA_INIT MID=00 Initiator Request

192.168.2.

3 0.000000 192.168.

1.1 z.1
4@, 000000 192.168.1.1 192,168.2.1 ISAKMP  IHFORMATIONAL MID=04 Initiator Request
5 0.000000 192.168.1.1  192.168.2.1 ISAKMP  IKE_SA_INIT MID=09 Initiator Request
6 @, 000000 192.168.2.1 192.168.1.1 ISAKMP  TKE_SA_INIT MID=89 Responder Response

Protocel 10: IKE (1)
SPL Size: @

”
~ Payload: Transform (3}
Next payload: Transform (3)
Reserved: 09
Payload length: 12
Transform Type: Encryption algorithm (EMCR) (1)
Reserved: @@
Transform ID (ENCR): ENCR_AES_CBC (12)
Transform Attribute (t=14,1=2): Key Length: 256
Baylogd: T form (3}

S N

TSAKMP i“FOW'IWL MIp=25 Initiator Request ‘

IxE _SA_TNIT MID=09 Responder Msponse
ISAKMP  INFORMATIONAL MID=04 m;‘l;‘,uo.- Request
ISAKMP  IKE_SA_INIT MID=0@ Initiator Request

ISAKMP  IKE_SA_INIT MID=0@ Responder Response

{ 4 8.000008 192,
50, 000000 192,
| 6 2.000008 192,

» Frame 2: 7@ bytes on wire (624 bits), 78 bytes captured (624 bits)
Ethernet IT, Src: Realtekl @9:80:36 (52:54:00:00:00:36), Dst: Realtekl O0:00:33 (52:54:00:00
» Internet Protocol Version 4, Src: 192.168.2.1, Dst: 192.168.1.1
» User Datagram Protocol, Src¢ Port: 588, DSt Port: 500
| Internet Security Association and Key Management Protocol
Initiator SPI: SB2aT9a17edd0aze
Responder SPL: acetedf53frasced
Next payload: motify {(a1)
» Wersion: 2.9
Exchange type: IKE_SA_INIT (34)
Flags: ©x2@ (Responder, Mo higher wversion, Response)

Hessage ID: QuOGBOODDD
Length: 36 Values sent from site-A
| Payload: motify (41) - NO_PROPOSAL_CHOSEN '—b do not match was is
configured on site-B




IPSech > RILZFIAIT—>3a>i@k, IV RFNAABONALTRAS I3 N7y KK
ROYTEhTVRLEOICKBMIZ AN BN ET. BREhDNTY ME, 7T -K1F LR
7I—=R2ONTY RTTF, COBE. WENTY NEBEHEITBITNAARREONT Y N EBZ
EL. SERATLTEREN B WVWEE., FRIBKRTL, BNLSBREIET,
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o, Time Souree Destnation. Protocnl e N[Aoply o dugler fiter b
1. 800000 192.168.1.1 192.168.2.1 ISAKMP  IKE SA INIT MID=0@ Initiator Request L e, Sourch Digsaten Frotocul fris

-2.1  19J.168.1.1 TISAKMP IKE_SA_ = nitiator Reques 10.000000 192.168.2.1  192.168.1.1 ISAKMP IKE_SA_INIT MID=08 Initiator Request

3 9 D030 192, 155 1.1 192.168.2.1 ISAKMP  IKE SA INIT MID=08 Responder Response 2 B.000008 192.168.2.1 192.168.1.1 TSAKMP  IKE_SA_INIT MID=08 Initiator Request
A J. oudeny 192, 168, 1.1 192 108 2.1 ISAKME  LKE SA INLI MIUSEG INIT1aTON Kequest 3 0.000000 192.168.2.1 192.168.1.1 15AKW TKE_5A_ ]:NlT HlD % Iruilator Req,uesl
5 2.900000 192.168.1.1 192.168.2.1 ISAKMP  IKE_SA_INIT MID=8@ Initiator Request L 8. Baeens 193,168, 2. 9 68

6 2.000300 192.168.1.1 152.168.2.1 ISAKMP  IKE_SA_INIT MID=08 Initiator Request
7 ©.000000 192,168.1.1 192.168.2.1  ISAKMP |IKE 5‘\ INIT MID=8@ Initiator Reawest
8 2.000000 192.168.2.1 192.168.1.1 TSAKMP _INIT MID=8@ Initiator Request
9 2.9000008 192.168.1.1 192.168.2.1 ISAKMP IKE _SA_INIT MID=8@ Responder Response

A device or service in between is blocking UDP packets

that come from side-A
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