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I—HYEBLTENAD—RERUI—HRENAT—RZAALET,

Enter User name and password for [0S IPS

Usemame: |admin

Password: |

OK | Cancel

4.SDM 1—H 42X —7 T 4 AT, [Configure], [Intrusion Prevention] ®JEIZO Y I L&
9o

5.[EditIPS| 27 & OVUYHULET,

6. )l—R T SDEE BHNEMICET N TVWAVEEEF, [OK]%Z22 )Y UL T SDEE BH%ZH%b
ULET,

: |
Information E3 !

@ SDEE notification is not enabled. IPS will enable SDEE notification so it
can receive SDEE messages.

7. [Edit IPS] 2 7 ® [Download signature file from Cisco.com] #8318, T. [Get the latest SDM file
and CLIpkg] #7>a> RA>E VUYL TH S [Browse] 20y UL, &o>O—R
LEZ77A4ILFREEATVBZO—-AIPCLEOFALIRNUERBIRLET, TFTP LK
FTPH—NDOIL—K FALIRNUZEBRTEEXRT, BRULETFALINUN, B#TSTZ
AF¥* NV T—2%)—ZFICBEATIRICERAEhET,

8. [Download] 20 )Y O L&,
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9.[CCO Login| FATOTVRY VANEKRTRENIZS, CCOBRRI—HEENAT—REAS

Enter CCO Usemname and Password

Lsermame:; user
Password: ey
oK | Cancel | Help
LEd, SDM A" Cisco.com |Z#%

#L. SDM 7 7 1)L ( #I : sigv5-SDM-S307.zip ) & CLIpkg 7 7 4 )L ( #l : 10S-S313-
CLlpkg) OWlisZE, ATV7 7 TCE8RULEFALIONIVIZHATO—RLET, ADT
TAILNOADVA—RAETITSDE, SDMAF I O—RLESTZFY Nvo5—2%)
—RICTYVI1TRINESH EBRTEET,



OClick Yes to confirm, Mo to quit.

& Do you want to push this packages to router?

Ma

10. I0SIPS R EEIL—RIZHREENTVEVESD, [No)ZVUYILET,

11. SDM AB&REF D IOSCLI I ZF+ Nvr—2#ADO—RUE#R, I I0SIPSREE
ERT B0, [Create IPS] R T2V YHILET,

12.BFZ))—ZIBATZES5ROS5 N5, [Apply Changes] 20U Y UV LET,

13. [Launch IPS Rule Wizard] 292U Y 9L E T, FATOATRY VAN RREN, T5—bh
ZHBTRICE SDMAIIN—ZRICKTD SDEEH TRV VTSI 2#BUTHIHEN HD
CEZEBHAILETD,
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14.[OK] &2 ') Y 2 L £, [Authentication Required] X4 7OAJRY VAN RRENET,



Enter login details to access level_| or view_access on
1172.25.90.39:

User name:

Password:

[~ Save this password in your password list

Authentication Required

admin

BTl

Authentication scheme: Integrated Windows

15. L—ZIZHL T SDM ZFBRET A LOICFEATRI 1I—HRENATD—RZASDL, [OK] Z
21)Y 9 LET, [IPS Policies Wizard] X4 7OAJRY DANRRENET,

IPS Policies Wizand

Welcome to the IPS Policies Wizard

This wizard halps you o configure the IFE miles for an inlefsce and to specify the
location of the configuration and thi signatune fila.

This wizard will 255158 you in configuring the following tasks:
* Select the inlerface o apply he IFS rule

* Select the trafc fow dirsction that should be ingpacted by the IPS nulas.
* Specify the signature file and public key 10 be usad by the router.

= Specify the config location and select the category of signatunes to be apphed o
the selected inlerfaces.

To confinue, click Mexd

e | Em:ml

Help |

16. [next) 20 VY I LET,




IPS Policies ‘Wizard

Select Interfaces
Selact the inkerfaces to which the IPS ule should be applied. Also choose whether tha rule
should be applied to Inbound or outbound.

Interface Name | Inbound | Outbound
GigabiEtharmatnd m =
GigabREhemaiin ~ C
Viani r I
Vian192 r r

-aml N’“’I Firfeh I CH'H:HI Help I

17. [Selected Interfaces] V4 > RUT, 122 —7 I A4 AL, IOSIPS ZEAT % HMHZER
L. [Next] Uy I LTHITLET,



IPS Policies Wizard [ ]
Signature File and Public Key

— Signature File
i Specify the signabure file you want to use with 103 IFS,
signature File: |9 10.1.1.253108-8313-CLI phy i E

" Getthe latest signaturs fila from Cisco.com and save to PC.

Lacation | Browse |

Configure Public Ky

Mamea;

Irealm-cls.-:n pub |

FE3IFOCAT B9BCHTER SS4AETAC FAIELRD FEE:I
50437722 FFEEBSEY SE41089FF CC1B8CES GIC

00GCF498 OTSFBEFE ASB3FB1F SFETBICE 5531

ZFSE0E2E 89 BEFIC BOCALFAD BTEFCAZE BFF
-

F

Ky,

F3020301 0001

1] |

«Back | Medt= | Firich | cancel| Help |

18. [Signature File and Public Key] 7 1 > R7J ® [Signature File] 7838 T, [Specify the
signature file you want to use with IOS IPS] A 7> 3> REZ VUYL THS
[Signature File] R&> (...) ZOVYOUL, STZF¥ NvT—2 T7ALAIMNOBFR ( AT
V7 TTRHRELEFALIUND) ZEBELET,

Specify Signature File
"~ Specify signature file on flash
File Mame anflash l

' Specify signature file using URL

| x|

v

Protocol: |t |
tp.i [10.1.1.253N08-8313-CLI.pkg|
Example: hitp:fM10.10.10.1A08-5259-CLI.pkg

" Specify signature file on the PC

Location:

Ok I Cancel |

Browse. .. |

o |

19. [Specify signature file using URL] A7~ 3> RE>& VUYL, [Protocol] KOY 7HA



Y DANDSZ7ORIILEBIRUET, F: COBITRE, 2TI_Fr+N\vi5—>2%)—
RIZADO—RIBLEHICTFTPEFEAL TVET,

200 -Fv 774D URLZAHBL, [OK|ZVVUYILET,

21. [Signature File and Public Key] 7 1 22 R7J ® [Configure Public Key] #818 T, [Name] 7 4
— )L RIZ realm-cisco.pub EA DL TH S, ATFOLBMF—2IE—LU T [Key] 71— K
CREYHRTET.

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00C19E93 A8AF124A D6CC7A24 5097A975 206BE3A2 06FBAL3F 6F12CB5B 4E441F16
17E630D5 C02AC252 912BE27F 37FDD9C8 11FC7AF7 DCDD81D9 43CDABC3 6007D128
B199ABCB D34EDOF9 085FADC1 359C189E F30AF10A COEFB624 7E0764BF 3E53053E
5B2146A9 D7AS5EDE3 0298AF03 DED7A5B8 9479039D 20F30663 9AC64B93 CO0112A35
FE3F0C87 89BCB7BB 994AE74C FA9E481D F65875D6 85EAF974 6DI9CC8E3 F0B08B85
50437722 FFBE85B9 5E4189FF CC1l89CB9 69C46F9C A84DFBA5 7AQ0AF99E AD768C36
006CF498 079F88F8 A3B3FBLF 9FB7B3CB 5539E1D1l 9693CCBB 551F78D2 892356AE
2F56D826 8918EF3C B80CA4F4D 87BFCA3B BFF668E9 689782A5 CF31CB6E B4B094D3

F3020301 0001
X ZOLBF—IE Cisco.com ( http://www.cisco.com/pcgi-bin/tablebuild.pl/ios-
vbsigup (B I—HEMH ) ) P SXVO—RTEXT,

22. [Next] Z0 Y O UL TRIZEARET,

IPS Pl s Wirard E
Config Location and Category

Config Locaion

Specify the direciory path of the IPS configuration files where 108 IPS sub-systam
stores the signature information and the user-defined modifications, i Cisco 105
IPS fails to contact he specified location, i will refry for & specific imeout peroed
unfil it successhully conacts the specfied location

Corfig Location: | [ ]

Chibgse Category

Slgnatura calegorias are subsets of signatures created for routars with differant
amounts of available mamory. The basic cateqory is rnecommendad for routers
with less than 128 MB of mamory. The advanced categony is recommended for
roulers with 128 ME of memorny, or morne.

Choose Category I-i'-Tf'EI'IE ed "'I

:Hm:kl Mexi» | Finigl | can:aﬂl Help |
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23. [Config Location and Category] 7 1 > R T, [Config Location] /RZ> (...) ZO9 UYL
VI TTFYEBRERETTFAIINERETHEAEEEL LT, [Add Config Location] &
ATATRY DANRRENET,

Add Config Location Ed

R T R e

Directory Name: |

" Specify the config location using URL.

l‘ _'I.i.. iy 1" w

http iy
Example Htp 0O DT fipss

Mumber of Retnes (1-5):

Timeout (1-10); (sec)

(0] 4 Cancel Help

24. [Add Config Location] &4 7Y R Y 2 AT, [Specify the config location on this router] 7
72a>REEIIYOLTHLS, BREZ77AMIOBFAEIEET S /=8 IC [Directory
Name] KRR (...) 22 JY I LET, [Choose Folder] X4 FOTRY AN RRENE
To CORAATATRY VAT, SU_FVYERERET7AINERETHHBAAELT,
BFEOTFALINVZBRTDD, LR T7SVv21LICHRTALIONIEZERTESR

Choose Folder Ed|

3 Newr Folder

B-# S 1Mash

s

QK Cancel Help




25. FIRTALIORNVZERTRZEEK, XATOTRY DADLEBICH S [New Folder] &2
DYy OLET,

26. F4LORNUZERBRLES, OK| 202UV OLTEEZBRALTAS, [OK|ZIUY UL
T [Add Config Location] X4 7AJRY V AZFALUET,

27. [IPS Policies Wizard] £ 4 POYKY AT, L—RICAVAR—LENTLVWBXEYOE
WU T I ZF vy ATFdVEBIRLET, SDM TERTED IV ZF vy ATV E,
[Basic] & [Advanced] ® 2 2TF, L—RIZA Y AR—ILE NTLB DRAM # 128MB O
BE, XTEVE)HTORKMERTZ-HIC [Basic) AT IV EBIRTZCEEZHBLET
o W—=RIZAVAR=)LEN TS DRAM A" 256MB 2B X TV HEE., £E550HTF
JUEBRLTEBVELEA,

28. FATZ AT IVERBIRLES, [Next] 22 Y 2L T [Summary] R—JIZERE T,
[Summary] R— &, I0S IPS HIHiRRERXR AV ICE TR BMENf KRRENE T,

IPS Policies Wizand

Surnmany
Please chick Finigh' o deliver to router

IFS nule will be applied to the incoming rafic on the following interfaces. =]
CilgabrEthe metl
Signature File location:
Mp010.1.1. 253008-831 3-CLI pkn
Pullic Key:
MWame. realm-cisco pub
Ky 30820122 30000609 2ABE488E6 FT0D01 01 01050003 8201 0F00 30820104 02¢
DOCADEDS ABAF1 244 DECCTAZE SOOTASTS J06BEIA2 OBFBA1 IF BF12CESE AE441F1
1TEGI00S COZAC 26T 1 2BEZTF 3TFODACE 11FCTAFT DCODE1DA 43CDABC BOOTL
B198ABCE DI4EDOFS 085FADCT 350 180E FI0AF 104 COEFBE2Y TEOTE4BF JESI0S
SE2146A9 DTASEDES 0296AF03 DEDTASEE 34790390 20F 30663 SQACEIBGI CO11 24
FEIFDCHT A9BCETER 904AETAC FASE4B1D FESATSDEG BSEAFATS EDACCEED FOBOSE
50437722 FFEEESEY SE41R9FF CC1ROCEI 6ACHEFIC ABADFEAS TADAFOGOE ADTESC
00GCF 498 0TAFEEFB AZBIFE1F SFETBECHE 5539E101 9693CCEBA 551FTED2 8923564
IFSEDB2E S99 9EF3C B0CAMFAD 8TBFCAZE BFFEBRES BRATEZAS CF 31 CREBE BABDOY
FA020301 0001
Config Location:
flaghnipsy
Salectad catagory of signalures:
advanced

q| I:l;I

= Back | “ext = | Finish | Cancel Help
| e~ | Finisn | | |

29. [Summary] R— T [Finish) 20UV 033 EICK 2T, BREBKVITIZF+ Nv 7T
—2&)—RIZEBIELET, SDM O [Preferences] ;RET/LE1I— IR R A7 3>
FEMCEL2>TVSDES, SDMIZ, SDMAFIIL—RICEETS CLI AR ROEWNZRT
[Deliver Configuration to Router] X 4 7AJRY J AN RRENET,



Deliver Configuration to Router Ed

Deliver delta commands to the router's unning config.
Preview commands that will be delivered to the router’s running configuration

ip ipe notify SDEE -
ip ips name sdm_ips_rule
interface GigabitEthermet0Nn

ip Ips sdm_ips_rule in

exit
ip ips config location lashaips!
ip ips signature-c ategory
category all

refired trus

by o

The differences between the running configuration and the stadup configuration are lost whenevar the
router is tumed off,

[~ Save running config. to router's startup config.
This operation can take several minutes.

Deliver | cancel | Save mﬁlel Help |

30. [Deliver] 22 1) v U L T#:1TL £ ¥, [Commands Delivery Status] F44 7O RY U AH
KrREhn, OV ROBERRATEIET,

Commands Delivery Status E3

Command Delivery Status:

Preparing commands for delivery... j
Submitting 14 commands, please wait...
Configuration delivered to router.

o o
I —

ok |

1. ANV RNFIL—ZICEBEEhES, [OK| 22U Y 2L THEIITLET, [IOSIPS
Configuration Status] F 4 7AJRY VAL, L—RICO—RBPOITZF v HAFRTENE



9o

[0S IPS Configuration Status E3

Please wait. Signatures are being configurad on
the router. This process might take several

minutes.
||

32. V9 ZF v AO—R&Ehd &, SDM O [Edit IPS] X7 ICBED

DRENRRENET, 10S

IPSAEDAEZ—TIAADEDHFATAEMICBE2>TVRIDOAZHANT, REZKIAL
ESEI

P Ciico Raid e and Secirily Device Mahager (SOME L TE25.5
File E3t iew Tools Help
ﬁ a& v D Savm Sty Heip
Intrusion Pravention System [IPS)
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Aokl Taks

=52

Erﬂqum-- o rboung Fiter Duitoundg Filler
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33. show ip ips signatures count AX > RZEAL T, I ZF ¥ Ny r—IFEHLCO—KR
TRTVBRCEERILET,

router#show ip ips signatures count
Cisco SDF release version S313.0
Trend SDF release version V0.0
|
snip
|
Total Signatures: 2158
Total Enabled Signatures: 829
Total Retired Signatures: 1572
Total Compiled Signatures: 580
Total Signatures with invalid parameters: 6
Total Obsoleted Signatures: 11

ChT, SDM25%2FAL KL I10SIPS B 7OEESaZ 9N ETLEL L
34.SDM T, XORICRITIVIZF v B EEZBRAL TLSEEL,
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