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1. Security Device Event Exchange ( SDEE ) /1 X NBHIZA Z—TIINICTRD LRSI —2 %
HRELET,

yournameffconf t

2.8T79BICEFE, A>T74F1L—23> AR (17122 ) ZAHALT, Cntl F—
ZHURETZF—ZHLET,

yvourname (config) #ip ips notify sdee

BAVER—TIAADBEEMRFICERAENS IPSIIL—ILBEEKLET,

yourname (config) #ip ips name myips

4.Cisco IOS IPS VAT AN DT ZRF v Z5mIHMBD 77 AL ZIEET S IPS location IX > R
ERELET, COBITRE, 72Vv21LORODTT7AINEERLET, 128MB.sdf.— M ]
XRoO7—23a> URL OFDE., 774ILERANTD, 75v>1, F14RYD,
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yourname (config) #ip ips sdf location flash:128MB.sdf
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yourname (config) #interface fastEthernet 0
yourname (config-if) #ip ips myips in
*Oct 26 00:32:30.297: $IPS-6-SDF_LOAD_SUCCESS:

SDF loaded successfully from opacl
*Oct 26 00:32:30.921: %$IPS-6-SDF_LOAD_SUCCESS:

SDF loaded successfully from flash:128MB.sdf
*Oct 26 00:32:30.921: $IPS-6-ENGINE_BUILDING:

OTHER - 4 signatures - 1 of 15 engines
*Oct 26 00:32:30.921: $IPS-6-ENGINE_READY:

OTHER - 0 ms - packets for this engines will be scanned
*Oct 26 00:32:30.921: $IPS-6-ENGINE_BUILDING:

MULTI-STRING - 0 signatures - 2 of 15 engines
*Oct 26 00:32:30.921: $IPS-6-ENGINE_BUILD_SKIPPED:

MULTI-STRING - there are no new signature definitions for this engine
*Oct 26 00:32:30.921: $IPS-6-ENGINE_BUILDING:

STRING.ICMP - 1 signatures - 3 of 15 engines
*Oct 26 00:32:30.941: $IPS-6-ENGINE_READY:

STRING.ICMP - 20 ms - packets for this engine will be scanned
*Oct 26 00:32:30.945: $IPS-6-ENGINE_BUILDING:

STRING.UDP - 17 signatures - 4 ofl5 engines
*Oct 26 00:32:31.393: $IPS-6-ENGINE_READY:

STRING.UDP - 448 ms - packets for this engine will be scanned
*Oct 26 00:32:31.393: $IPS-6-ENGINE_BUILDING:

STRING.TCP - 58 signatures - 5 of 15 engines
*Oct 26 00:32:33.641: $IPS-6-ENGINE_READY:

STRING.TCP - 2248 ms - packets for this engine will be scanned
*Oct 26 00:32:33.641: $IPS-6-ENGINE_BUILDING:

SERVICE.FTP - 3 signatures - 6 of 15 engines
*Oct 26 00:32:33.657: $IPS-6-ENGINE_READY:

SERVICE.FTP - 16 ms - packets for this engine will be scanned
*Oct 26 00:32:33.657: $IPS-6-ENGINE_BUILDING:

SERVICE.SMTP - 2 signatures - 7 of 15 engines
*Oct 26 00:32:33.685: $IPS-6-ENGINE_READY:

SERVICE.SMTP - 28 ms - packets for this engine will be scanned
*Oct 26 00:32:33.689: $IPS-6-ENGINE_BUILDING:

SERVICE.RPC - 29 signatures - 8 f 15 engines
*Oct 26 00:32:33.781: $IPS-6-ENGINE_READY:

SERVICE.RPC - 92 ms - packets for this engine will be scanned
*Oct 26 00:32:33.781: $IPS-6-ENGINE_BUILDING:

SERVICE.DNS - 31 signatures - 9 of 15 engines
*Oct 26 00:32:33.801: $IPS-6-ENGINE_READY:

SERVICE.DNS - 20 ms - packets for this engine will be scanned
*Oct 26 00:32:33.801: %$IPS-6-ENGINE_BUILDING:

SERVICE.HTTP - 132 signatures - 10 of 15 engines
*Oct 26 00:32:44.505: $IPS-6-ENGINE_READY:

SERVICE.HTTP - 10704 ms - packets for this engine will be scanned
*Oct 26 00:32:44.509: %$IPS-6-ENGINE_BUILDING:

ATOMIC.TCP - 11 signatures - 11 of 15 engines
*Oct 26 00:32:44.513: $IPS-6-ENGINE_READY:

ATOMIC.TCP - 4 ms - packets for this engine will be scanned
*Oct 26 00:32:44.513: $IPS-6-ENGINE_BUILDING:

ATOMIC.UDP - 9 signatures - 12 of 15 engines
*Oct 26 00:32:44.517: $IPS-6-ENGINE_READY:

ATOMIC.UDP - 4 ms - packets for this engine will be scanned
*Oct 26 00:32:44.517: $IPS-6-ENGINE_BUILDING:

ATOMIC.ICMP - 0 signatures - 13 of 15 engines
*Oct 26 00:32:44.517: $IPS-6-ENGINE_BUILD_SKIPPED:

ATOMIC.ICMP - there are no new signature definitions for this engine
*Oct 26 00:32:44.517: $IPS-6-ENGINE_BUILDING:

ATOMIC.IPOPTIONS - 1 signatures - 14 of 15 engines



*Oct 26 00:32:44.517: $IPS-6-ENGINE_READY:

ATOMIC.IPOPTIONS - 0 ms - packets for this engine will be scanned
*Oct 26 00:32:44.517: $IPS-6-ENGINE_BUILDING:

ATOMIC.L3.IP - 5 signatures - 15 of 15 engines
*Oct 26 00:32:44.517: $IPS-6-ENGINE_READY:

ATOMIC.L3.IP - 0 ms - packets for this engine will be scanned
yourname (config-if) #ip ips myips out
yourname (config-if) #ip virtual-reassembly
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yourname (config) #int vlan 1
yourname (config-if) #ip virtual-reassembly
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2. [Create IPS] 27 &2 v 2 L. XIZ [Launch IPS Rule Wizard] 22 ') ¥ 2 L &9, Cisco
SDM Tl&, Cisco IOS IP #ge &2 ET S =, SDEE ZNL LIPS AR NBHRINMHET




T T7FIDNTIE, COMEFEMCEZ>TVWET, Cisco SDM TlE, XORICRT &
S5, SDEE ZNT LT IPSAAKRY NBHZEMICTEDELSICERENET,

Information

@ SDEE reotification is not enabled. IFS will enable SDEE nodfic alon so it

can receive SDEE messages.

3.[OK] &2V )Y U LET, [IPS Policies Wizard] X 4 7OJ 7R Y U A® [Welcome to the IPS
Policies Wizard] V1 > RN RRENET,

S Policies Wizard &I

Welcome to the IS Policies Wizarnd

The IPS rule configuration wizard configures IFS nikes on an inteniace and also
specifies ®e location of the SDF (signature defnrd@an fle). You must spedify he
dirgction of the irafiic thal should be Scanned. ITyou do ol wanl &8 rafic 1o be
stanngd, you should specify the interesling traffic to be scanned The rouler iGads
me S0F and starts scanning Me inferesting frafic.

This wizard will 855121 you in configuring the following lasks

= Seleci e inferace o apphy the IPS rule.

* Belect B traffic N dirgction thal should be inspectid by the IPS nules,
= Specily the location of the SOF 0 be used by the rowar.

T cantiriue, click Mot
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4. [next] YUY I ULET, [Select Interfaces] V1 > RN RRENET,



S Policies Wizard F:’rl
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Select the inferfaces fo which e IPS nde should be applied. Also choose whether the nile
shousd be applied 10 inbournd of cutbound.
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6.[next] #2271y I LET, [SDF Locations] 71 > RIANRRENET,

7.SDF OSFERETDICIE, [Add] 2V U Y UL ET, [Add a Signature Location] X« 7O
TRY DANRRENET,



PS5 Policies Wizard

SDF Locations

Epetify he locations from vwhich e SDF (signalee dednibon fle) should be loaded oy the
Cigcd I06E IPE, I Cisto 108 IPE fails b0 losd the SOF framm the firk] lacalion, it ines the
lacations in order unhl it successiully loads the SDF file,

BDF Locations

Add a Signalure Location

= Spacify SOF anfash:
4 File Name onflash: | 25EME st hd
A " Spacify SOF using URL B

: | | Iulun.l:nn
I
~ [autosave)
ik | Cancel E Halp I
< Back | Hext » | | cancel| Hew |

8. [Specify SDF on flash] 227 R&E> &2 1) Y U LT, [File Name on flash] RO Y 7’&AJ >
JARNAS 256MB.sdf ZIBIRL £,

9. [Autosave] FI Y IRY VRZFICLT, [OK|ZYVUY O LET, & : [Autosave] 7
2AVICKRY, DURFAYNBEENEGE, PUXRFYI7AIINFBBNCREFEENET
o [SDF Locations] 71 > RJIZHF L L) SDF OFFRIARRENET,
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Epecily e locations frorm which the SDF (signabune definition file) shauld be loaded by e
Cizen 108 IPS. HCisco 108 IPS fails fo load the SDF from the first locaton, it tnes the

lpcalions & order undl it succeseully loads the SDF fle.
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10. [Use Built-In Signatures (as backup)] FL Y VRY VRAZFICLET, FE: 12U LDIE
FREEELTVWEBVLRY, HAAXDBEAT7 I 2FALBVIEZHERLET,
M. T BICIE [Next] 20V Y ILET, [Summary] V12 RUARRENET,

5 Polickss Wizard

SUrmiEany
Please click Fini=h' o delver io rouer

nule will be applied to the oulgeeng rafic on the following interaces.

FasEmemati)
IFE nale will be applied o the incorming ramic on the allowing intemaces.
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12. [Finish) 22 1) ¥ 2 L £ ¥, [Commands Delivery Status] X4 7OJRY 2 A, IPS T
SUNITRTOITRFYZ2AVNAN L IEEEDAT—RANRRENET,

Comemanids Delivery Status

Ciormmand Dalvary States:

Fl'ﬁﬂil'l'ln commands for delvary...
Submiting 10 commanids, please wall..
Corfiguraton delivered b router

e
Ok |

13. Z7AEANET LIS, [OK| 20 Y U LET, [Signature Compilation Status] X 4 7O
JRY DRAZ, 9F¥AVNAINBBIRRTENET,

Sipnature Compilation Status

IPE signature engines ang buill and ane ready 1o Scan packeis

Mo | Enging | Caatus | Ha of Signatures ‘l
F | MULTLETRING Skipped M Mew Signatures
1 ETRINGICMP W Losded 1
] STRIMG, LDP W' Loaded 17
] STRIMNG TCP W Loaded S8
] SERVICEFTF w* Loaded 3
T SERVICE. SMTF W Loaded I
] SERVICE.RPC v Losded 20
g SERVICE.DNE W Losded 21
10 SERVICEHTTP W Loaded 132
11 ATOMIC TCP W Loaded 11
12 ATOMIC LIDE W' Loaded 9
12 ATORIC, |CWP Skipped Mo Meew Signatures
14  ATORIC IPOFTIOMNG & Lo@ded ]
S ATOMEC L3P 5 =

Cloge |

CcOBEWICE. AN ZRITLEL
OVE, FOIVD VA TRFYEANRRENE T, AZ—ZAFIC [Skipped] &
RRENEIVOVOBE, TOIVOVRAICO—REALEDITRFrREHVEEA,

14.[Close] 22 1) ¥ 2 L T, [Signature Compilation Status] ¥ 4 7O RY JAZFHUE T,

15. EQTZRF A AMIN—RICAEO—REhTVWB PRI T B (CIE, [Configure] 20 )Y U
L. JXIZ [Intrusion Prevention]| 22 )Y O LE ¥,

16. [EditIPS] 27 &2 1Y 2L, RIZ [Signatures] 22 ') ¥ 2 LE ¥, [Signatures] 74 > R
JICIPSITXRFYIUARNFRRENET,
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SUZRFYOER, EEGERFER I0S-Sxxxzip 77 AINDITZF v BROZHEY) ICERAT
3 CLIOXR>V RIEEHYEH A, SDM £ (& IPS 2% — A Management Center ® W\ h
ZE>T, CiscolOSIPS AT AN IXRF v 2EBID L EHRLET,

FTTIEITZRFYITAINEEFBLTVWT, COT7AI)L% CiscolOSIPS VAT ALATETLT
W% SDF &EX—2 928548, XOOXV REZFHATEET,

yournamef#show running-config | include ip ips sdf
ip ips sdf location flash:128MB.sdf
yourname##

SU%Fv 07— 32 OXVRTEBLESTRF ¥ 774G, L—2OUO—KE, &
ERIL—210S IPS DERERIC, L—EHYT2F* 774 LEO—RTBT7ALTE. <
—Y TOLRAEERCETIBR. YUXF¥ 7740 O —> 3> ANV RTESEE hi
TIANLEHTBAENBYET .

1. BEREENTVRIXFYOBMERFETHICIE. show IV REFEALET. D
CRBEENLEDITRXFYONENFRRENET, COOAVY RE, BEERTEATVSES
JRFAAECHSO—RENEAZRTLET,
yourname#show ip ips signatures
Builtin signatures are configured

Signatures were last loaded from flash:128MB.sdfCisco SDF release version S128.0Trend



SDF release version V0.0
URFY JT7AIINERX—FBICIE, copy <url>ips-sdf X K&, BIOFMETEHSEL
EEREFETHEALET,

yournameffcopy tftp://10.10.10.5/mysignatures.xml ips-sdf
Loading mysignatures.xml from 10.10.10.5 (via Vlanl): !
[OK - 1612 bytes]
*Oct 26 02:43:34.904: %IPS-6-SDF_LOAD_SUCCESS: SDF loaded successfully from opacl
No entry found for lport 55577, fport 4714 No entry found for lport 51850, fport
4715
*Oct 26 02:43:34.920: %IPS-6-SDF_LOAD_SUCCESS: SDF loaded successfully from
tftp://10.10.10.5/mysignatures.xml
*Oct 26 02:43:34.920: $IPS-6-ENGINE_BUILDING: OTHER - 4 signatures - 1 of 15 engines
*Oct 26 02:43:34.920: %IPS-6-ENGINE_BUILD_SKIPPED: OTHER - there are no new signature
definitions for this engine
*Oct 26 02:43:34.920: %$IPS-6-ENGINE_BUILDING: MULTI-STRING - 0 signatures -
2 of 15 engines
*Oct 26 02:43:34.920: $IPS-6-ENGINE_BUILD_SKIPPED: MULTI-STRING - there are
no new signature definitions for this engine
*Oct 26 02:43:34.920: $IPS-6-ENGINE_BUILDING: STRING.ICMP - 1 signatures -
3 of 15 engines
*Oct 26 02:43:34.920: %IPS-6-ENGINE_BUILD_SKIPPED: STRING.ICMP - there are
no new signature definitions for this engine
*Oct 26 02:43:34.920: $IPS-6-ENGINE_BUILDING: STRING.UDP - 17 signatures -
4 of 15 engines
*Oct 26 02:43:34.920: %$IPS-6-ENGINE_BUILD_SKIPPED: STRING.UDP - there are
no new signature definitions for this engine
*Oct 26 02:43:34.924: $IPS-6-ENGINE_BUILDING: STRING.TCP - 59 signatures -
5 of 15 engines
*Oct 26 02:43:36.816: %IPS-7-UNSUPPORTED_PARAM: STRING.TCP 9434:0 CapturePacket=False -
This parameter is not supported
*Oct 26 02:43:37.264: $IPS-6-ENGINE_READY: STRING.TCP - 2340 ms - packets for this
engine will be scanned
*Oct 26 02:43:37.288: $IPS-6-ENGINE_BUILDING: SERVICE.FTP - 3 signatures -
6 of 15 engines
*Oct 26 02:43:37.288: $IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.FTP - there are
no new signature definitions for this engine
*Oct 26 02:43:37.288: $IPS-6-ENGINE_BUILDING: SERVICE.SMTP - 2 signatures -
7 of 15 engines
*Oct 26 02:43:37.288: $IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.SMTP - there are
no new signature definitions for this engine
*Oct 26 02:43:37.288: $IPS-6-ENGINE_BUILDING: SERVICE.RPC - 29 signatures -
8 of 15 engines
*Oct 26 02:43:37.288: $IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.RPC - there are
no new signature definitions for this engine
*Oct 26 02:43:37.292: $IPS-6-ENGINE_BUILDING: SERVICE.DNS - 31 signatures -
9 of 15 engines
*Oct 26 02:43:37.292: $IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.DNS - there are
no new signature definitions for this engine
*Oct 26 02:43:37.296: $IPS-6-ENGINE_BUILDING: SERVICE.HTTP - 132 signatures -
10 of 15 engines
*Oct 26 02:43:37.296: $IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.HTTP - there are
no new signature definitions for this engine
*Oct 26 02:43:37.316: $IPS-6-ENGINE_BUILDING: ATOMIC.TCP - 11 signatures -
11 of 15 engines
*Oct 26 02:43:37.316: $IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.TCP - there are
no new signature definitions for this engine
*Oct 26 02:43:37.316: $IPS-6-ENGINE_BUILDING: ATOMIC.UDP - 9 signatures -
12 of 15 engines
*Oct 26 02:43:37.316: $IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.UDP - there are
no new signature definitions for this engine
*Oct 26 02:43:37.320: $IPS-6-ENGINE_BUILDING: ATOMIC.ICMP - 0 signatures -
13 of 15 engines
*Oct 26 02:43:37.320: %IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.ICMP - there are



no new signature definitions for this engine

*Oct 26 02:43:37.320: $IPS-6-ENGINE_BUILDING: ATOMIC.IPOPTIONS - 1 signatures -
14 of 15 engines

*Oct 26 02:43:37.320: $IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.IPOPTIONS - there are
no new signature definitions for this engine

*Oct 26 02:43:37.320: $IPS-6-ENGINE_BUILDING: ATOMIC.L3.IP - 5 signatures -
15 of 15 engines

*Oct 26 02:43:37.320: $IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.L3.IP - there are
no new signature definitions for this engine

yourname##

copy ANV RZERFTIDE, L—RBFIITXFY 774 LEXEVICO—RL, TXF
YIVDUEMELET, IV —I)LSDEE XY E—COHEATR, 9% Fv I
CVOBERENIRRENET, %IPS-6-ENGINE_BUILD_SKIPPED l&, CcOI>UICIEH
BOIZXRFyNBVWCEZRLTVWET, %IPS-6-ENGINE_READY &, iR T ZRF v
HY), TN ER/TETVDREZRLTVET, sl EHY, "150f 15
engines) EVWSXYE—JRF, IXTOIVIUNBREREZATHDIEZRLTVET,
IPS-7-UNSUPPORTED_PARAM (&, Cisco IOS IPS A" ED/NTZX—ZZHR—KNLTW
BV EZERLTVWET, =& & CapturePacket & ResetAfterldle T3, 3 : <hsd
XY tE—2FEHREFEAT, CiscolOSIPS DT XF Y HEEXR /N T A —X 2 ANDEEE H
WEBA, chsoOd XvtE—2&, OF T LRILEFNYT (LRILT) &KV LI
BMETBDCETHIICTEERT,
UFRFY O30 ANV RTEZRENTLVS SDF 2FH L, L—20UO— REIC
EFHENEDIRFYE—RBUIN—DENEITXRTFY Y RIREREECNDKRSICLE
'd'o COBITIE, X—2Eh 2 JXFv% 128MBsdf 75V > 1 77A4I)LICREFEL &
DT77AIN A AOEEERERLTVWET,

yournamef#show flash:

-#- --length-- ----- date/time------ path

4 504630 Aug 30 2005 22:58:34 +00:00 128MB.sdf
yourname#copy ips-sdf flash:128MB.sdf
yournamef#show flash:

-#- --length-- ----- date/time------ path

4 522656 Oct 26 2005 02:51:32 +00:00 128MB.sdf

BS L WI28MB.sdflcid, BEENN—DULES T ZFyHFEENRTVET, REE.
SAOADTT7AIBND 128MBsdf 77 AN ERFERBRYFTTRIAZEB TS -HIC, DT 7

AIINEROBRICEETD_EEHRBLET, BAZEELLEEES, JxFv¥ Oy—>
A ANV REEETIHENBYET,
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Cisco IOS IPS ZEMICT B &, CiscoSDM A4 A R— N gEZFE> T, T FF ¥ Y N2 ET
LTWBIL—ZICHLWS IRFYyZ2EBNTEET, ILLWOIRFYZAR—RNTBICE
RXOFIEEEITLET,

1. BMOSTRFryE2AR—RNTBIZE, TF7 7N SDF £zld 10S-Sxxx.zip EF 7 7 A
ILEBBIRLULET,

2. [Configure] Z2 ') Y 2 L., XIC [Intrusion Prevention] 22 1JY VL&Y,

3.[EditIPS] 27 &Y UL, RIZ[Import) 2V )Y UV LET,
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EH_D L2LAL4 Profocal G 53 0 | FIP imgroper Address e sm SERW
Bl Releazes -
ﬁ A a Wil Winus C Wariant File Allsl deop LT SERV
rese
o 064 1| W Albaba afinck 7 i (- SERVI
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u 1132 a Wahoo Messenger Through HT sl Fricerrasticnisl SERV
G 060 0 AW BN WebSphers sccess mmm keres SERE
ﬁ pral] a FANY S0 wreD by BT i ¥ ] SERY
ﬁ 053 [i] PAAAY YT Opeasn albermgl Bl Pl SERV
G 538 0 | Back Door TermSooud mwm Fech STRM
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|
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4. [Import] RAY 7H I UARNDS [FromPC] ZEIRLE T,
5.00FFYDAR—NADOT7AIINERBIRLET,

ot

Lok jrc | 3 CC050 | = & -

Sors-5a08. 50 055214, 50
Sos-sais. 6 —105-5215.50
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FIZEMTZEDFHLVWITXZFYORBERSNTVWET, BIRULEDVXFYORNfZTE
A, XFEURROLES, L—REHLVITXFrE2INXNTO—RTELZVEEF HY)
F9, VIURFY T7AINOO—RAETITDE, [IPSImport] XA TFOTRY AN KRR
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ok | Cancel |  Help
ENhFET,

EQOYV)—E1—-IZBEBL., 1 VR—KNTBITXFYOED [Import] FT Y IRY VA%
FICLET,

[Merge] ZF RE&EVDYOL, RIZOK|ZVUY I LET, & : [Replace]F 72 3
k. LR TREENTVAIREDI I _FvZ, A VR—KNITBDBERLEZTZFvIC
BEMAET, OK| 2OV YUFDE, CiscoSDM 77U T—>a> i EIN—RICTTRF

Signature Delivery Status

Delivering SDF to router...

YZEMLET, x:2U%
FYyOANAINLBLRTCO—RFICHEVCPUERERNIRELEXT, 1 X—TIA AT
CiscolOSIPS ZBMICT D E, TXRF¥ 774N OO—RFHABRENETT, I—FT
SDF DA—RATETITHIETHNS ANV ET, CiscolOS Y7 T ITT CLI A5 show
process cpu X R&#E>T, CPU DEARERRTEERT, 1EEL. JI—FH SDF %
O—RLTVBEEE, TOMAOINY RO SDF OO— REFEETLBEVTSEEY, C
DEOBRERETIDE, J9FFY ANAIILN T7OCANETITBDETORENF KL
BV ET (SDF OO— REFIC CPU EAEN 100 N—tE NIELS B2 ), ZTXRF




YOUANESHBU T, enabled RETHEVBE, TV RFTEBINCITDLENBI)ET
o VU ZF Y OMBIES1ICEMUELE, CORICEK, 77A4ILEEYTHATFIVICET
210S-S193.zip7 PA N THEATEBZINTODI I _F Yy HNFEENET,
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Create F5 | Edit IPS
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o B | | DS Authors Fequest s o SeEy)
*] iR

031505 UTC Mon Mar 13 2006 ﬁ

Cisco SDM Z > T Cisco IOS IPS #gE 2 BB T2 HEZIC DV TOKRY)BEBRNEY ZICDOWT
(&, XD URL ® CiscoSDM RFI1IX>U R ESBLTLSEZL,

SUXFYOEBRESTZRF v AT OBE

ZYRND—=OHBICELLVIZXFYZ2MNRENIBIRTZSFEERETDICIK. REIROXRY
D—2CBEALTVW 2 s B HhiEBESsBEVWCENHY)ET, CiscoSDM 2.2 AT, B
ENEITXRFY ATIVICKY, I—HFREZRYRD—VEREIDELVIIXFY Yy %
BIRTEET,

ATdVE, P0RFYZEIIN—THTBHEETT, chiZkV, ZTXRFrOERE, HEIC
BETRZIRF YOG/ Y NIKROBENTEXT, 1 20 TXRFYE 1 ATIVICE
WEIRCLEHNE, BEOATIVIIETREEHYET,

S5 D2OATIVERTICRLET,

0SS BRATLAR—ADI I ZFv 58

B _REILEILKIIRFYOLE

cH—ER—HY—EACEIKIITZFrTOHE

LAY2 ~470R3L : 7ORIANLRILOZTZF v 58

=R — D) =RICEIKIITRFrOHE
tROEHFIAVE, cSCHYTHFIVICHEENET,



EEREF, 12—V NE VPN BHTRERY ND—IAOT7O— RN REFGAEILT
WBR—LRYRT—DBEZZTHEL&D, 7JO—RNV R IIL—Z TR, IXNTOEHT, (
VE—FXYRNDSREENERT T4V INERENTWVWER—AL XY NT—=IOANEEFEE AL
KD, 1R —Y NADF—T> ( FEVPN) ##: T Cisco 10S Firewall FEMICEh TV E
To R—LRXYRNT—IODBAFZ—FYRMNDODIXNTORNT T4V ORFFATIhET,
Windows X—A®M PC &, HTTP (Web 7502 0T Y REFA=IBEOTTVr—a> %
EHTRHELET,

A—HYABEBEETRDTIIT—23a> EFFIL—2Z2NLTEBBTEDLSIC, TJ7PATI4—
ILERELET, chickY, XY NT—T2EKIZIEN D, FEBRS 74V IXEBENICEE
NDHBDRNF 74V 0070—NBHENET, F—AI—YFHFEEOH—ERZMXEBEELEN D
V), EHALBVEBEZZEATAHAELELDS, TOY—EAN T 7ATIA—)L2BBITH N
FAEhTVWEEHE, REICFASChTERBN XY ND—I2ERICEABTNOHD 7N BET
BEIBYNET, RANTTIT1 AR, BEBY—ERADHKEHFITITSD_ETT, C_TlE
 BMICTRYIRTFYEBIRTDENKWEETT, J77AT7I4—)2BIBITDLEHT
IRIH—EACHITRIIITRFYETEBIICITZIETTIARET, COHITRE., Y—EARICE
BEFXA—I)EHTTPHAEENET, CiscoSDM I NHREXFHHILLET,

A7) ZFE> TRERITXTF v Z2BIRTBICE, [Service] > [HTTP] DJEISEIRL T, $XT
DIITXRFYEENILET, COBRTOELAR, IXNTOHTTPIXRFrZ2&RL. 20
JIRFYEILN—BIZAZVR—RNTED, PIRFYOAVR—KN ZATOATTEBELET,

BIRTZMVENHBEMATIVICE,. DNS, NETBIOS/SMB, HTTPS &KV SMTP &% h
F9,

T7#)IBNSDFE 77 ANDETXF ¥ DEM

BEE N 7=3DNOSDF ( attack-drop.dsf, 128MB.sdf, & & U'256MB.sdf ) l&, JRIE
http://www.cisco.com/pcgi-bin/tablebuild.pl/ios-sigup ( E#&I1—HHEA ) M Cisco.comTAE
TVET, chsO77M4INoFHN—23a2k, ERAARICEDEISIEARENET, chsS
DT 7 # )L N® SDF T Cisco IOS IPS ZE1TT2IN—RZEFHMIBDICE. Web B NZT O
ALT, CThsO774ILORHFN—2a 20240 O0—RLTLKEEL,

CLI DF)H

1.0 2O0—RLET7ALE, ChSsOT77AINDA I O—RTELTIL—ZFTREET
TVREAMICOE—LET, - THRERESNTVIEMZHRZETSICE. show
running-config | in ip ips sdf A~ > R

Router#show running-config | in ip ips sdf
ip ips sdf location flash://256MB.sdf autosave

COBITIE, IL—RIE, 75v>1LD256MBsdf ZERALET. COT7AI)IE,. FHL
KAIUO—RULE256MB.sdf ZI—ZNDT7TYv 21 AE—TFBELEEHFEINET,

2.Cisco IOSIPS H 7 AT LAZ)O—RLT, HILLW 774 ERTLET, Cisco IOS IPS
ZVO—RIDICEARD22OFENHYET, L—2&2UO—RTBH, I0OSIPS HTZ
ATLZBRELT, 9FXFy+yZ2)O—RITBELSINVH—FTBETT, CiscolOS
IPS ZBRRETBICIE, BREFALDA 2V EX—T I ANSTNTO IPSIL—=ILZHIBRL., 1
VER—TJIAAICIPS =) EZBRALETETT, chiZkl), CiscolOSIPS AT A
DUO—RARNDH—EThET,

SDM 2.2 OF)E

W—Z2LEDOFT7#)L SDF ZEFHIBICIE, XOFIEZRITLET,
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1. [Configure] Z2 1) Y U L., JRIZ [Intrusion Prevention] 22 Y 9 L&Y,
2. [Edit IPS] 27 %%y % L. R [Global Settings] 722 UY 2 LEY,
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g ——yaye
| Craate IPS | Edit IPS
| [h 1P Polces | & Ea
| B cobal Settings || em Name |lam\l'alua |
! ﬁ 20CE Wossian :.l SOEE Erabilid
LG8 srawres  Z| SOEE Merts 200
SDEE Waszages o
EDEE Bubacriplion 1
Enginé Oplions
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Deny Aclion on IPS inlerface Digabled
Shwin Ewiril
Timeoud 0
Configured SOF Locations: % Add & Edt [ Delate 4 1o 0 b Move Down g Feioad & «
Mashcisdnnipes. sdf
flaghifl 2BMB £d7 (aulosane)
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U OLESBICTO-NILBREN RRENET, U DOTESDF, BEREEN TS SDF O
BZRLET, CcOBJBE, 77v21 XTUHLSEHEMAENT 256MB.sdf 7 7 1 LI ERE
ThTVET,

3. [File] XZ1—7A"5 [File Management] Zi#IRL £ 7, [File Management] X4 FOJKRY &
AFRRENET,




File Manapemmen

i Refresh o Format dMewFolder W Losdfefom PC By Copy R oo (& Rename [ Delete
Fafiash | Name Sizaytes) Tirme Mocded
1 TAMB. 5ol ORIZ5005 01 :37:02
256MB. gt TI5608 01¢28106 10:40:00
batkup, g T 1 MOTI0E 10:910:33
o1 G- advipserdceskiomz 1 28-6T 17,755 040 0311006 14:09: 26
Camim o 1ar 1,007.616 10M2A05 M0:32:16
ficrre. animi 1,008 12406 B0 3216
homn, tar 11NET 12408 003216
& far 4,045,920 10245 00:32:18
saAmCoMig-1 By 1,820 00406 22:15:56
sdimips df FITO2E 031 06 031 4:42
securedeskiop-ins-31.1 IT-kpkg 1,884 57T Q30406 F2:1 702
sigtalegories xml 321559 111005 104946
gelelienbwin-1.0.2 127 phiy HE66T D046 221718

Close ] Help |

4. |Load file from PC‘ 2#OUYOLET, ‘Save File! RATOATRY DANRRENET,

Lock e |3 5O0F =] =& O
O] 1 5

| ) vt v e o,

Flepame  [2SEMD s | Doen |
Fletof bpe: | A0 Fiez ") -] Cancel |

5 BN ME SDF %, [Open] 0 Y U LET, SDM BE

SO Warning

YE—IARFENE

& This direciory already contains a e named I56ME. df. Do you want 1o
ovaraTibe?

R i T 1 Mo |

ERD
6.RABFENDTTANZEEHLADICE, [Yes] 27U Y ILET, FATOT RY DANKRTRE
h, TY7O— ROEBRREFRENET,




I_'.rrp:,'.inp. File[=]

h Ugloading SOM Ses from PC 1o router...

TSEMB. gt

5% of T.68 KB

7.7v70—RZ7OAANETLES, SDFOT—>3> Y—)LIN—0O LIZH S [Reload
Signatures] 22 Y OLET, CDREICKY), CiscolOSIPS A"UO—RENFT,
*  Intrusion Prevention System (IPS)

Creste IPS | EdWIPS

| Eb ®s Polices ; o Em
E3 Global Settings i | Herm Mamea Herm Value |
{ SDEE Messages |
' -E' g 'i EDEE Enabled
| @ signatures || soEE mens 200
SOEE Megzages 200
EDEE Bubscrglion 1
Enginé Oplions
Fail Closed Disabled
Lize Buil-in Signatures {35 backug) Enabled
Diemy Aclion on IPS inedace Dizabded
Ehun Evénd
Timeaut 0
Configured SOF Locatons: % Add 3 Bt T Delete & 1 L0 A Move Down gl Reload Signatu «

fash.sdmips sdl
flash 28MB. 5417 (aubos )
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3 1 10S-Sxxx.zip/NY T —ZIZI&, Cisco IOS IPSHAHR—KRFTBDIXNTOIIT _F ¥ HAEF
NTVET, COVTRFY NvT—20Fy7IL— R, ERHATREICEYIRE,
Cisco.com TABEhET, CONYVIT—DICEFNTVRBRZEFHITBHICE. ATV
2Z2BLTLEEV,
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