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class-map type inspect match-any priv-pub-traffic

mat ch protocol ftp

mat ch protocol tcp

mat ch protocol udp

mat ch protocol icnp

! policy-map type inspect priv-pub-policy class type
i nspect priv-pub-traffic inspect class class-default !
zone security public zone security private zone-pair
security priv-pub source private destination public
service-policy type inspect priv-pub-policy ! interface
Fast Et hernetO i p address dhcp ip nat outside ip virtual -
reassenbly zone security public ! interface
Fast Ethernet1l no i p address pppoe enable no cdp enable !
interface FastEthernet2 no cdp enable !--- oOutput
Suppressed interface VI anl description LAN Interface ip
address 192.168.108.1 255.255.255.0 ip nat inside ip
virtual -reassenbly ip tcp adjust-nss 1452 zone security
private !---Define LAN-facing interfaces with "“ip nat
inside” Interface Dialer O description PPPoX dialer ip
address negotiated ip nat outside ip virtual-reassenbly
ip tcp adjust-nmss zone security public !/---Define ISP-
facing interfaces with “ip nat outside” ! ip route
0.0.0.0 0.0.0.0 dialer O ! ip nat inside source route-
map fixed-nat interface Dialer0 overload ip nat inside
source route-map dhcp-nat interface FastEthernetO

overl oad !---Configure NAT overload (PAT) to use route-
maps ! access-list 110 permit ip 192.168.108.0 0.0.0.255
any !---Define ACLs for traffic that will be NATed to

the ISP connections route-map fixed-nat pernmit 10 match
ip address 110 match interface Dial erO route-map dhcp-
nat permt 10 nmatch ip address 110 natch interface
Fast Et hernet 0 !---Route-maps associate NAT ACLs with NAT
outside on the !--- ISP-facing interfaces

j 42

CoTR, RENERICHELTVWRHES A ZHRBLET,

TORTYINAVER=TVRY—) (BRI—FER) (OIT) F, HEND show I RZEYH
R—BLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

- show ip nat translation : NAT Inside 7R A M & NAT Outside IRANDE® NAT 7OV T 1 EF
1ZRRLET, COOX REFEATSD L, Inside RAMATEH O NAT Outside 7 RL A
EMEND EEBRETEERT,
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Rout er # show ip nat translation

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
tcp 172.16.108. 44: 54486 192. 168. 108. 3: 54486 172.16. 104. 10: 22 172.16. 104. 10: 22
tcp 172.16.106.42: 49620 192. 168. 108. 3: 49620 172. 16. 102. 11: 80 172.16. 102. 11: 80
tcp 172.16.108.44:1623 192.168.108. 4: 1623 172.16.102.11: 445 172.16.102. 11: 445
Rout er #

-showiproute : 123 —%Y NMADIN—NFEBEETDIEEZRBBLET,

Rout er# show ip route

Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S, su- ISI1Ssumary, L1 - IS-ISlevel-1, L2 - IS 1S level-2
ia- IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is 172.16.108.1 to network 0.0.0.0

C 192.168.108.0/24 is directly connected, M anl
172.16.0.0/ 24 is subnetted, 2 subnets
C 172.16.108.0 is directly connected, FastEthernet4
C 172.16.106.0 is directly connected, VIanl06
S* 0.0.0.0/0 [1/0] via 172.16.108.1
[1/0] via 172.16.106.1

. show policy-map type inspect zone-pair sessions : 7S A R—k, V=2 KAME TNT
YD1 IV=2RANMODTIFPATIOA=INA2VARDSZ A POTAET1ZRRLE

FTo cOONRZFEHTDE, RARND TOutsides EF21UFT4 V—"RHOHT—ERE
BETHEZEIC Inside RAMNDKRT 714V IONBRETATVWA L ZRIETEERT,

7L 1—b

ZIT, REORS TN 1 —F A4 I I ERATEDBERERLET,

Cisco I0OS JL—H2 T NAT Z L 1R (CEEIMEEL B WVEEE., ROZEZBEL TSEEL,

- Outside 1 A —T7 I A A& Inside 1 X —T T4 AT NAT A EHICEBATATVWS,
-NATSRENTETHY . NATZBHTILENHBDNFT T4V ION ACL ICRBRENTWVS

A=Y NB LT WAN NORATBERZIL— NN EREFET S,
TTATIA=)IRIS—H, L—FOBBZHATEINT T4V VDM EZERICKBRL
W3,

1R

P
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