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router(config)#ip inspect name name service
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rout er#show ip inspect [ all | config | interfaces name
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CDO3DDVRF DENFNICHDKRKARNTRE, NTUY DU £ X —%FY NT HTTP, HTTPS,
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version 12.4

!

ip cef

!

ip vrf acct

!

ip vrf arch

!

ip vrf atty

!

ip inspect nane acct-fw ftp

i p inspect nane acct-fwtcp

i p inspect nane acct-fw udp

ip inspect nane acct-fwicnp

ip inspect nane arch-fw ftp

i p inspect nane arch-fwtcp

i p inspect nane arch-fw udp

ip inspect nane arch-fwicnp

ip inspect nane atty-fw ftp
ip inspect nane atty-fwtcp
ip inspect nane atty-fw udp
ip inspect nane atty-fwicnp

i p inspect nane fwglobal tcp

i p inspect nane fw gl obal udp

i p inspect nane fwglobal icnp

!

!

i nterface FastEthernet0/0
description $ETH LANSSETH SW LAUNCH$S$I NTF- | NFO- FE 0%
i p address 172.16.100.10 255. 255. 255.0
i p access-group 121 in
i p nat outside
i p inspect fwglobal in
ip virtual -reassenbly
speed auto




interface FastEthernet0/1
no i p address

dupl ex auto

speed auto

no cdp enabl e

nterface FastEthernet0/1.171
encapsul ati on dot1Q 171

ip vrf forwarding acct

i p address 10.1.2.1 255.255.255.0
i p access-group 111 in

ip nat inside

ip inspect acct-fwin

ip virtual -reassenbly

no cdp enabl e

nterface FastEthernet0/1.172
encapsul ati on dot1Q 172

ip vrf forwarding arch

i p address 10.1.2.1 255.255.255.0
i p access-group 111 in

ip nat inside

ip inspect arch-fwin

ip virtual -reassenbly

no cdp enabl e

nterface FastEthernet0/1.173
encapsul ati on dot1Q 173

ip vrf forwarding atty

ip address 10.1.2.1 255.255.255.0
i p access-group 111 in

ip nat inside

ip inspect atty-fwin

ip virtual -reassenbly

no cdp enabl e

|

iproute 0.0.0.0 0.0.0.0 172.16.100.1

iproute vrf acct 0.0.0.0 0.0.0.0 172.16.100.1 gl oba
iproute vrf arch 0.0.0.0 0.0.0.0 172.16.100.1 gl oba
iproute vrf atty 0.0.0.0 0.0.0.0 172.16.100.1 gl oba

|
i p nat pool pool-1 172.16.100.100 172.16.100. 199 net mask
255. 255. 255. 0 add-route

ip nat inside source list 101 pool pool-1 vrf acct
over | oad

ip nat inside source list 101 pool pool-1 vrf arch
over | oad

ip nat inside source list 101 pool pool-1 vrf atty
over | oad

|
I The follow ng static NAT translations all ow access
fromthe internet to

| servers in each VRF. Be sure the static translations
correlate to “permt”

I statenents in ACL 121, the internet-facing list.

|
ip nat inside source static tcp 10.1.2.2 21
172.16.100. 11 21 vrf arch extendabl e

ip nat inside source static tcp 10.1.2.3 25
172.16.100. 12 25 vrf acct extendable

ip nat inside source static tcp 10.1.2.4 25
172.16.100. 13 25 vrf atty extendable

ip nat inside source static tcp 10.1.2.5 80




172.16.100. 13 80 vrf atty extendable
!
access-list 101 permit ip 10.1.2.0 0.0.0.255 any
access-list 111 permt tcp 10.1.2.0 0.0.0.255 any eq www
access-list 111 permt tcp 10.1.2.0 0.0.0.255 any eq 443
access-list 111 pernit tcp 10.1.2.0 0.0.0.255 any eq
sntp

access-list 111 permt tcp 10. .255 any eq ftp

access-list 111 permt tcp 10. . 255 any eq
domai n
access-list 111 pernit udp 10.1.2.0 0.0.0.255 any eq
domai n

access-list 111 permt icnp 10.1.2.0 0.0.0.255 any
access-list 121 pernit tcp any host 172.16.100.11 eq ftp
access-list 121 permt tcp any host 172.16.100.12 eq

sntp

access-list 121 pernit tcp any host 172.16.100.13 eq
sntp

access-list 121 pernit tcp any host 172.16.100.13 eq ww
end
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XYRD—=O TRLABBETFATIOA—)LOBRER., ROIN> RTE VRF ICDEHE
nEXY,

KD &SIZ, show ip route vrf [vrf-name] 1Y > RT&H VRF IDIIL—KZRBXET,

st g- 2801- L#show ip route vrf acct

Routing Tabl e: acct

Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS1S, su- 1SI1Ssumary, L1 - IS-ISlevel-1, L2 - IS 1S level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is 172.16.100.1 to network 0.0.0.0

172.16.0.0/24 is subnetted, 1 subnets

S 172.16.100.0 [0/0] via 0.0.0.0, NVIO
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.2.0 is directly connected, FastEthernet0/1.171
S*  0.0.0.0/0 [1/0] via 172.16.100.1
st g- 2801- L#

RO ESIZ, showip nattra vrf [vrf-name] Y > RTE VRF O NAT 7 VT A ET 1 ZFAXET

o

st g- 2801- L#show ip nat tra vrf acct

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
tcp 172.16.100.12:25 10.1.2.3:25 --- ---
tcp 172.16.100.100: 1078 10.1. 2. 3:1078 172.17.111. 3: 80 172.17.111.3: 80

RDESIZ, showipinspectvifname IN > RTEVRF D77 A 70— )L BREOHKTIERZ
ERLET,



st g- 2801- L#show ip insp se vrf acct
Est abl i shed Sessi ons
Sessi on 66484034 (10.1.2.3:1078)=>(172.17.111.3:80) tcp SIS OPEN

VRF &5 Cisco I0S Y—R—RA RV —I10S 77ZAFI#F—=)

COEVZIVTRER, CORFIXNTHAIIHEZRETDLOICHLEZBTRERAL
WE7,

NILF VRF IL— 9]/74#—1I/ /El/L.ClscoIOSJ //\ ARV —TFPATI#+—
ILZEMTRE, VRFIERIEOT 7V Tr—>3a>cny— TFTATOF=)IHISsOEZERFEL
AEFBRENhFELA, DFY), ’J‘%ZGD?)L?VRF lﬁlﬁ@%#@l_bu@iaAEF?L\‘Cti VRF 3E
IEDY = R=ARV—=TTFATIA—=)DNH>2>TVBREDERUIIL—ILICHE>THRI S —
HENFITOIhET,

V=UR=ARV—=TT7ATI0Fx=)ILOtF1)714 V=ICELKZENDTER M X
—TJIAARK, 120V —=D80DAR—T T4 AEFTT,
wtmﬂmFt@ﬁ®t$1U?4j CVEEBLKCENTEET,
V=UR=ARVI—=T7ATIF=)TE, IL—FT14>2T% NAT [CHKZEL T, VRF ED
h774l7®$3#ﬁ73h§?04/9 VRFY—RTETORT 714V I00OKREE
BBEITSTFATIA=IRIS—F, VRFEDOKRS 714V OOBEBOFTICEEI TR
HYEEA

VRF X5 Cisco I0S Y= R—=A RV — T PATIA—=)LDERE

VRF HIEY—2NR—A RV —TF7AT I 4—)LTlE. VRF ERBY - R—ARIZ— 7T

FATOA#—)ERBUREBXAEREN, A/ VF—TIAAFEF1UT14 V-VICEWUET
S5h, V=2EZBBIBDNZ714v0ICtF1UT 1 RUI—HAEREH, €512, BYUKY
—RTTIZI=2azilteFa1)T14 RUS—HENHTSNET,

VRF ERIDREFEFETT., RUZ—I VT TOREBILESICERDONTX—2I Y THEME

NEWRY, JO-NILBRENTFXA—EFBAENET, EMTEIREZERITZEHICNT
X=BIVTHERENDIBEETE, TONFX—EIVYTRE VRFEETEH Y EEA.

VRF ¥ Cisco I0S Y= R—ARYS— T FPATFTIFA—NTFITI1ETL1DRT

VRFRIIEY =2 R—RARVS =T 7 AT IO4—)LOshowAN > Ri&, IEVRFRIEIAN REER
BERFRBYNFERA, V=UR—=ARV—=TF7ATOF=)IE, EXETEBAEX—TI(A
OVRFEY) BETICERAEL, 5 EF1VT4V—2OAEZ—TIAALSHOEFI VT4
V—" DA 2— 7I4ZL@E?6F77417E@%b¥?0g®$5tbfswwﬂmy
—R—=ARDI—=TF7ATIx=)LTE, ROKSICVRF ERIETIVr—a>TY—
R=ARIV—TF7AT I #+— )Lt_ﬁﬁéﬂéwtﬂbshow:l?/hb‘“ TFPATIA— )L
TOTAETAORRCFERAENET,

rout er #show policy-map type inspect zone-pair sessions

VRF X5 Cisco I0S Y= R—=A RV — T PATFTIA=IOERT—A

VRE XS 7 AT 04— )LOERT—ARLEEHEICKTET, ROFAACHICHLZY KT,



VTN YA N VRF ®ISOE R : ChRBE, YILFFFUONT720Fa4RUT—IL X
YRD—=DICERENET,

CTSOF AT AR T=IEZEHREOT IV r—>3> : ZOHE, 774X —KMXY
NDO—=D RSTAYIFNT VYL R—FY N RST14VvIhS5oBENE VRF ICE
PNET, 1 VFX—FKYNRIVI—TFFIVT5—23 2 CR/LULTE, 1 V2—FXYNTIOER
I—HREDPRAZRY ND—0 11— SERHEIATHY, IXTOEZRARY D —
98T T74Y IR VPN EHTHQ YA MNMIEEENET,

RLFVRES TN ALA MDY= R—ARIVI— T FPAFTI#—)

TFTFONY—ERELTA UV EZ—FRYNTIORAZREBITZIIILFTFN A NTRE, VRF
RSDT7ATIA—=ILEFERALT, A—N—FVTHTFRLALVIZE—BOTT7ATI4+—
LRI —%IXRTOTFNIE)H TR ENTEET, —BROICE., 1F—FXYNTY
TAIZ1 DN CiscolOS IL—R2ZHETIRENT A NTOEHD LAN ATH2H, 50V

. DPEEEZEXMOH—EABEDESZFA/N—RF—ICR/RLT, XFYRNT—=TO N—RIJITX
A=Y NEROEBIMEHZLT, /1 VF—FXYNEBRAA—FT—DORY RDO—VDHEEY
PANDERZHESBHT—2 XY ND—VZREBIZIEEIC. COT7VTr—2a 4 TER
WET, ThENROI—HIZE>TO VRF ZEHOFIKICKY, IL—FT 1 T AJEAR—XA,
NAT, BRTPUVE—RNTIECADLEOOEH, ES5IZH A M VPN H—E R ICKHISAIBET
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version 12.4
!

ip cef
!

ip vrf acct




!
ip vrf arch
!
ipvrf atty
!
cl ass-map type inspect nmatch-any out-cnap
mat ch protocol http
mat ch protocol https
mat ch protocol ftp
mat ch protocol sntp
mat ch protocol ftp
!
class-map type inspect match-all pub-arch-crap
mat ch access-group 121
mat ch protocol ftp
!
class-map type inspect match-all pub-acct-crap
mat ch access-group 122
mat ch protocol http
!
cl ass-map type inspect pub-atty-nmail-cnap
mat ch access-group 123
mat ch protocol sntp
!
cl ass-map type inspect pub-atty-web-cnap
mat ch access-group 124
mat ch protocol http
!
policy-map type inspect arch-pub-pmap
cl ass type inspect out-cnmap
i nspect
!
policy-map type inspect acct-pub-pmap
cl ass type inspect out-cnmap
i nspect
!
policy-map type inspect atty-pub-pmap
cl ass type inspect out-cnap
i nspect
!
policy-map type inspect pub-arch-pmap
cl ass type inspect pub-arch-cmap
i nspect
!
policy-map type inspect pub-acct-pmap
cl ass type inspect pub-acct-cmap
i nspect
!
policy-map type inspect pub-atty-pmap
cl ass type inspect pub-atty-mail-cnmap
i nspect
cl ass type inspect pub-atty-web-cmap
i nspect
!
policy-map type inspect pub-self-pmap
cl ass cl ass-default
drop | og
!
zone security arch
zone security acct
zone security atty
zone security public
zone-pair security arch-pub source arch destination
public




service-policy type inspect arch-pub-pmap

zone-pair security acct-pub source acct destination
public

service-policy type inspect acct-pub-pmap

zone-pair security atty-pub source atty destination
public

service-policy type inspect atty-pub-pmap

zone-pair security pub-arch source public destination
arch

service-policy type inspect pub-arch-pmap

zone-pair security pub-acct source public destination
acct

service-policy type inspect pub-acct-pmap

zone-pair security pub-atty source public destination
atty

service-policy type inspect pub-atty-pmap
zone-pair security pub-self source public destination
sel f

service-policy type inspect pub-self-pmap

|

1

i nterface FastEthernet0/0

descripti on $ETH LANSSETH SW LAUNCH$S$I NTF- | NFO- FE 0%
ip address 172.16.100. 10 255. 255.255.0

ip nat outside

zone- nenber security public

ip virtual -reassenbly

speed auto

no cdp enabl e

nterface FastEthernet0/1
no i p address

dupl ex auto

speed auto

no cdp enabl e

nterface FastEthernet0/1.171
encapsul ati on dot1Q 171

ip vrf forwarding acct

ip address 10.1.2.1 255.255.255.0
ip nat inside

zone- nenber security acct

ip virtual -reassenbly

no cdp enabl e

nterface FastEthernet0/1.172
encapsul ati on dot1Q 172

ip vrf forwarding arch

ip address 10.1.2.1 255.255.255.0
ip nat inside

zone- nenber security arch

ip virtual -reassenbly

no cdp enabl e

nterface FastEthernet0/1.173
encapsul ati on dot1Q 173

ip vrf forwarding atty

ip address 10.1.2.1 255.255.255.0
ip nat inside

zone- nenber security atty

ip virtual -reassenbly

no cdp enabl e

|

iproute 0.0.0.0 0.0.0.0 172.16.100.1




ip route vrf acct 0.0.0.0
ip route vrf arch 0.0.0.0
iproute vrf atty 0.0.0.0
|
i p nat pool pool-1 172.16.100.100 172.16.100. 199 net mask
255. 255. 255. 0 add-route

ip nat inside source list 101 pool pool-1 vrf acct

.0.0.0 172.16.100.1 gl oba
.0.0.0 172.16.100.1 gl oba
.0.0.0 172.16.100.1 gl oba

o O O

over| oad
ip nat inside source list 101 pool pool-1 vrf arch
over| oad
ip nat inside source list 101 pool pool-1 vrf atty
over| oad

|
I The follow ng static NAT translations all ow access
fromthe internet to

| servers in each VRF. Be sure the static translations
correlate to “inspect”

I statenents in in the Zone Firewall configuration, the
internet-facing list.

! Note that the ACLs used in the firewall correspond to
the end-host address, not

I the NAT Qutside address

|
ip nat inside source static tcp 10.1.2.2 21
172.16.100. 11 21 vrf arch extendabl e

ip nat inside source static tcp 10.1.2.3 25
172.16.100. 12 25 vrf acct extendabl e

ip nat inside source static tcp 10.1.2.4 25
172.16.100. 13 25 vrf atty extendable

ip nat inside source static tcp 10.1.2.5 80
172.16.100. 13 80 vrf atty extendable

|
access-list 101 permt ip 10.1.2.0 0.0.0.255 any

access-list 121 pernit ip any host 10.1.2.2
access-list 122 pernit ip any host 10.1.2.3
access-list 123 pernit ip any host 10.1.2.4
access-list 124 pernit ip any host 10.1.2.5
!

! Di sable CDP

!

no cdp run

!

end

YIWF VRF >4 )LY 4 N Classic Network M 7= % @ Classic Firewall & NAT O FER2

XYRD—=O TRLABBETFATIA—)LOBRERF., ROIN> RTE VRF ICDE M

nEI,

RD&SIZ, show ip route vrf [vrf-name] 1Y > RT&H VRF IDIIL—KNZRBXET,

st g- 2801- L#show ip route vrf acct

Routing Tabl e: acct

Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS1S, su- 1SISsumary, L1 - IS-ISlevel-1, L2 - IS 1S level-2
ia- IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route



Gateway of last resort is 172.16.100.1 to network 0.0.0.0

172.16.0.0/24 is subnetted, 1 subnets
S 172.16.100.0 [0/0] via 0.0.0.0, NVIO
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.2.0 is directly connected, FastEthernet0/1.171

S 0.0.0.0/0 [1/0] via 172.16.100.1

st g- 2801- L#

show ip nat tra vrf [vrf-name] <X REZ#EAL T, FEVRFONATP VT A1 ET 1 ZRBBELET,

st g- 2801- L#show ip nat translations
Pro I nside gl obal

I nsi de | ocal

tcp 172.16.100. 12: 25 10.1.2.3: 25

tcp 172.16. 100.

tcp 172.16.100. 11: 21 10.1.2.2:23
tcp 172.16.100. 13: 25 10.1.2.4: 25
tcp 172.16.100. 13: 80 10.1.2.5:80

RDEKSIZ, show policy-map type inspect z

HEERLEXT,

100: 1033 10.1. 2. 3: 1033

Qut si de | ocal

172.17.111. 3: 80

one-pair AN RTT77AT I —)LBREOHKE

st g- 2801- L#show policy-map type inspect zone-pair
Zone-pair: arch-pub

Servi ce-policy inspect

RVFVRES ZIINYA NI R=—RARV—TFAFTI2—),

Gl ass- map:

Gl ass- map:

Mat ch: protocol http
1 packets, 28 bytes
30 second rate 0 bps

Mat ch: protocol https
0 packets, 0O bytes
30 second rate 0 bps

Mat ch: protocol ftp
0 packets, 0 bytes
30 second rate 0 bps

Mat ch: protocol smtp
0 packets, 0 bytes
30 second rate 0 bps

| nspect

out - cmap (mat ch- any)

ar ch- pub- pmap

CQut si de gl obal

172.17.111. 3: 80

Packet inspection statistics [process switch:fast sw tch]

tcp packets: [1:15]

Sessi on creations since subsystemstartup or |ast

Current session counts (estab/half-open/term nating) [0:0:0]
Maxever session counts (estab/half-open/termnating) [1:1:0]
Last session created 00: 09: 50

Last statistic reset never

Last session creation rate 0

Maxever session creation rate 1

Last hal f-open session total

Mat ch: any
Drop (default action)
8 packets, 224 bytes

0

cl ass-default (match-any)

reset

1

128—%Y b, V=2

TONYOFYTERALIEA2—%Y b, JT0O—/VLVRFBHQIC EEt
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NDAVE—ZY NERICRENICETFFSATVSDITTRAVDOAN, COERTT,

V=R—=ARI—=TFPATIA=IIKNBRENT, 77FA4R—NFXYRKND—2ED VPN I
KBTIORARE, NTVY O LANBELUTEN—RF—LAN EA 2 B—FY NEOT VA %54
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TIAN e 55 |EE N/A

—K (=] (=] (=]

RYRNARY NEN—RF—FRYNRKNSTAYIRAONAT 77U Tr—3avicky), NXTUY
DAVE—ZXY ML SOBEARKESICHLLLBE>TVETHY, BEOHDI1—FRYTIRNIIT
CKYTIOTATBENAT EY I NERETNDAHEMEIE>TVET, AT—N7IILEBRE%R
T5T77V5—>3>TlRk, 7A—7 2B NATEY I ADOKEIZELZO—HI FARADE
ADAEEMNAZMEENET, COFITE 87TIWARATNATVETH, COOQ714F1L—
2avRFMBOISRTSY N7 A#—ATHEICERNTETT,

ILVFVRFOIVIINYBARNYIV=R=ARI)SI—=JTFATFTIF=), NYOTFYT%2#E>575
A 422 —%Y NEEE, YO0—/8)LVRF ICHQAD VPN O FUATOERE

TTFVRNY—ERELTAVE—ZRYNTIOERRAZRHEIZIIILFTFN 4 NTE. VRF
MISDTFATIA—=)EERALT, A—N—FVTRHPRLALIDE-BOTITATI4—
LRV —ZINTOTFRNIEN)ETRENTEET, ThEROI—HFICE>TO VRF
RBEORKCKY, L—TFT A2 TAG@AR—A, NAT, BLVPVE—KNTIEADLHDEH,
ESICY A RE VPN H—ERICHISTRET, ThUAZE, ETFTV MNALHARAEI A XEh
EY—EANRHEhET,

version 12.4
1

host nane stg-871
!
aaa new node
!
aaa authentication |login default |oca
aaa aut horization consol e
aaa aut horization exec default |oca
!
aaa session-id common
ip cef
!
no i p dhcp use vrf connected
!
ip dhcp pool priv-108-net
i mport al
network 192.168.108.0 255. 255.255.0
default-router 192.168.108.1
!
ip vrf partner
description Partner VRF
rd 100: 101
!
ip vrf public
description Internet VRF
rd 100: 100
!
no i p domai n | ookup
i p domai n name your domai n. com
!
track timer interface 5
!
track 123 rtr 1 reachability
del ay down 15 up 10
!
cl ass-map type inspect match-any hot spot-cmap



mat ch protocol dns
mat ch protocol http
mat ch protocol https
mat ch protocol ftp
cl ass-map type inspect match-any partner-cnmap
mat ch protocol dns
mat ch protocol http
mat ch protocol https
mat ch protocol ftp
1
policy-map type inspect hotspot-pmap
cl ass type inspect hotspot-cmap
i nspect
cl ass cl ass-default
1
zone security internet
zone security hotspot
zone security partner
zone security hq
zone security office
zone-pair security priv-pub source private destination public
servi ce-policy type inspect priv-pub-pnmap
1
crypto keyring hub-ring vrf public
pre-shared-key address 172.16.111.5 key ciscol23
1
crypto i saknmp policy 1
aut hentication pre-share
group 2
1
crypto i psec transform set nd5-des-ts esp-des esp-nd5-hmac
1
crypto i psec profile nmd5-des- prof
set transformset nd5-des-ts
1
bridge irb
1
nterface Tunnel O
i p unnunbered VI anl
zone- nenber security public
tunnel source BVI1
tunnel destination 172.16.111.5
tunnel node ipsec ipv4d
tunnel vrf public

tunnel protection ipsec profile md5-des-prof
!

nterface Fast EthernetO
no cdp enabl e

nterface FastEthernetl
no cdp enabl e

nterface FastEthernet2
switchport access vlan 111
no cdp enabl e

nterface FastEthernet3
switchport access vlan 104
no cdp enabl e

nterface FastEthernet4
description Internet Intf

ip dhcp client route track 123
ip vrf forwarding public



i p address dhcp

i p nat outside

ip virtual -reassenbly
speed 100

full-dupl ex

no cdp enabl e

nt erface Dot 11Radi 00

no i p address
!

ssid test
vl an 11
aut henti cati on open
guest - node
!
speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-rol e root
no cdp enabl e

nterface Dot 11Radi 00. 1

encapsul ati on dot1Q 11 native

no cdp enabl e

bridge-group 1

bri dge-group 1 subscriber-1oop-contro
bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-|earning

no bridge-group 1 unicast-flooding

nterface Vl anl

description LAN Interface

i p address 192.168.108.1 255. 255.255.0
ip virtual -reassenbly

ip tcp adjust-nss 1452

nterface Vl anl104

ip vrf forwarding public
i p address dhcp

i p nat outside

ip virtual -reassenbly

nterface Vl anll

no i p address

i p nat inside

ip virtual -reassenbly
bridge-group 1

nterface BVI1

ip vrf forwarding public

i p address 192.168.108.1 255. 255.255.0
i p nat inside

ip virtual -reassenbly

1

router eigrp 1
network 192.168.108.0

no aut o- sunmary

!

ip route 0.0.0.0 0.0.0.0 Tunnel O
ip route vrf public

ip route vrf public
|

0.0.0.0 0.0.0.0 VIan104 dhcp 10

0.0.0.0 0.0.0.0 Fast Ethernet4 dhcp

ip nat inside source route-nmap dhcp-nat interface VM anl04 vrf public overl oad

ip nat inside source route-map fixed-nat interface FastEthernet4 vrf public overl oad
|

ipslal



i cnp-echo 172.16.108.1 source-interface FastEthernet4
ti meout 1000

threshol d 40

vrf public

frequency 3

ip sla schedule 1 life forever start-time now
access-list 110 permit ip 192.168.108.0 0.0.0.255 any
access-list 111 permit ip 192.168.108.0 0.0.0.255 any
no cdp run

1

route-map fixed-nat permt 10

match i p address 110

mat ch interface FastEthernet4

1

rout e-map dhcp-nat pernmit 10

match i p address 111

mat ch interface Vlanl04

1

bridge 1 protocol ieee

bridge 1 route ip

1

end

RONTRETIE, VPN ELEOREHZRLTVET,

version 12.4
|

host nane 3845-bottom
!
ip cef
!
crypto keyring any-peer
pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23
!
crypto i saknp policy 1
aut hentication pre-share
group 2
crypto i saknp profile profile-name
keyri ng any- peer
match identity address 0.0.0.0
virtual -tenplate 1
!
crypto i psec transformset ni5-des-ts esp-des esp-mid5- hmac
1
crypto i psec profile mi5-des- prof

set transformset nd5-des-ts
!

nterface Loopbackl1ll
i p address 192.168.111.1 255. 255.255.0
i p nat enable

nterface G gabitEthernet0/0
no i p address

dupl ex auto

speed auto

medi a-type rj 45

no keepalive

nterface G gabitEthernet0/0.1
encapsul ation dot1Q 1 native

i p address 172.16.1.103 255. 255.255.0
shut down



interface G gabitEthernet0/0.111
encapsul ati on dot 1Q 111

ip address 172.16.111.5 255. 255. 255.0
ip nat enable
interface Virtual - Tenpl atel type tunnel
i p unnunbered Loopback11l

ip nat enable

tunnel source G gabitEthernet0/0.111
tunnel node ipsec ipv4d

tunnel protection ipsec profile md5-des-prof
!

router eigrp 1

network 192.168.111.0

no aut o- sunmary
|

iproute 0.0.0.0 0.0.0.0 172.16.111.1
!

ip nat source list 111 interface G gabitEthernet0/0.111
!

access-list 1 pernit any

access-1list 111 deny ip 192.168.0.0 0.0.255.255 192.168.0.0 0.0. 255. 255

access-list 111 permit ip 192.168.0.0 0.0.255.255 any

!

|

End

RVFVRFEOZINMNYANIV—R=ARIS—TFATFTIA=)N, NYIOTFYTH>37>
ARV A28 —%y NE, J0O—/YL VRF IC HQA® VPN O>F ) FTORRE

ZYRND—=O FRLAZBET7ATOF=)LORBRERK., OO RTH VRF I[CDEHER
h%Ed,

XD &SIZ, show ip route vrf [vrf-name] 1Y > RTH& VRF IDIIL—KNZRBXET,

st g- 2801- L#show ip route vrf acct

RDESIZ, show ip nat tra vrf [vif-name] Y RTEVRF O NAT PO T 1 ET 1 ZRXET

o

st g- 2801- L#show ip nat translations

XD &S IZ, show policy-map type inspect zone-pair N> RTT7 7 A 70— )LREOKIE
HEERLET,

st g- 2801- L#show policy-map type inspect zone-pair

i i

Cisco I0S M VRF X5 Classic A4 7V —UR—=—A RV —DTF7PATIA—=ILIZ&KY), B
NERY RIT—=DICHTRHEEFIVTAZ2/ESIIY ND)—VEHKZRIPO/N\N— RO I T TRE
THREHOIAANEERBLOBHENfHBENET, BHOXY ND—JICHTEINTF—X R
EARAT—FEUT A4 HEREh, REIARNZEBNES R B, XYRNT—DV A1 2VTFAR
SOFvEH—EADLEOOMRNBTSY N T —LFREEAET,



j 2

B, CORECEATE SRRBTEES ) Et A
hZ7)L>a1—h

FE

IL—Z®DO Outside 1 VRX—T IAANSTIOARAFIVD H—NICETIOEATEFXFE A,
fRRG *
CORBEEEBETDICE. I—XTSMTPREZAZ—7TIIZLET,

7N AV T7a4F1L—>3Y

ip nat inside source static tcp 192.168.1.10 25 10.15.22.2 25 extendabl e
ip nat inside source static tcp 192.168.1.10 80 10.15.22.2 80 extendabl e
ip nat inside source static tcp 192.168.1.10 443 10.15.22.2 443 extendabl e

access-list 101 pernit ip any host 192.168.1.10
access-list 103 permit ip any host 192.168.1.10
access-list 105 permit ip any host 192.168.1.10

class-nmap type inspect match-all sdmnat-http-1
mat ch access-group 101
mat ch protocol http

class-nmap type inspect match-all sdmnat-http-2
mat ch access-group 103
mat ch protocol http

class-nmap type inspect match-all sdmnat-http-3 **
mat ch access-group 105
mat ch protocol http

policy-map type inspect sdm pol - NATQut si deTol nsi de-1
class type inspect sdmnat-http-1

i nspect

class type inspect sdm nat-user-protocol--1-1
i nspect

class type inspect sdmnat-http-2
i nspect

cl ass cl ass-defaul t
policy-map type inspect sdm pol - NATCQut si deTol nsi de-2 **
class type inspect sdm nat-user-protocol--1-2
i nspect
class type inspect sdmnat-http-3
i nspect
cl ass cl ass-defaul t

zone-pair security sdm zp- NATCut si deTol nsi de-1 source out-zone destination in-zone
service-policy type inspect sdm pol - NATQut si deTol nsi de- 2
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