ASA BT Cisco I0OS JI)L—7 OY Y #eeL
AAA BB & T WebVPN 0O Efi

A&

BE
[FIE7 o San
2%
FHTRAR—F b
ERE
ASA O—AH ) ® group-lock
AAA B ® VPN3000/ASA/PIX7.x-Tunnel-Group-Lock Z {#H L 7= ASA
AAA B D VPN3000/ASA/PIX7 .x-IPSec-User-Group-Lock %Z i L 7= ASA
Easy VPN (CB§9 % Cisco I0S O—AJL® group-lock
Cisco |10S AAA ipsec:user-vpn-group for Easy VPN
Cisco 10S AAA ipsec:user-vpn-groupd & U Group-lock for Easy VPN
|IOS WebVPN @) —7"0Ov
o
N Sl
B E SR

B=
5 DB WSS AR ER 1Y T 4T B W5~ R PA S5I550 Q8 o s R B

fFERLTUET . Cisco 10S (2 DWW Tl group-lock & user-vpn-group 0)1&\,\ C2WT, WA DM

BT I2HEZARICEAITZ[ELEEICHABLTVERT, Kk, BiAERXIZ2FEALL
Cisco I0S WebVPN OBIERLTVET,

Bl S&H

B
ROEECELTEANBABY 65 LM ERENET,

.ASACLI DBRES LT EF1F7 YT Y K LA+ (SSL) VPN OEE
. ASA & CiscolOS TOE—KN 72U+ A VPN ORE

EATRIAVR—F> b



CORFIXVNOBERE. ROVIKRIITON=23VICETVTVET,

ASAVT7RNDIFT N—23 8.4 LR

. Cisco I0S /N\—2 3> 151 L&
CORFIXNOERIE. BEOSRREBICHZDTFNAAICEIVWTERENELE, COR
FAXKRNTERAIZINTOT/NA AR, I (F7 2N ) REORELNSEEBLTVET
o MRODRY NIT—IONEBBFTHHIHEEICEK., EOKSBIAIRICOVTE, TOEEW
BEEBIODVTHIEICERL TBBENfGYVET,

RE

ASA O—71)L @ group-lock

COEMEE, 1—& K group-policy TEEZTEER T, RIC. O—AHIL I—F0EHDHIZ R
LET,

usernane cisco password 3USUcOPFU MCO4Jk encrypted
usernane cisco attributes

group-lock value RA

usernane cisco2 password BAtr3ulT7j leEcYr encrypted
usernane cisco2 attributes

group-lock value RA2

tunnel -group RA type renpte-access

tunnel -group RA general -attributes
defaul t - group-policy My
tunnel - group RA webvpn-attri butes
group-alias RA enable

tunnel - group RA2 type renpte-access
tunnel - group RA2 general -attributes
defaul t - group-policy My
tunnel - group RA2 webvpn-attributes
group-alias RA2 enabl e

group-policy MY attributes
addr ess- pool s val ue POCL

webvpn
enabl e inside
anyconnect enabl e
tunnel -group-1ist enable

d—4® cisco & RA tunnel-group 27 ZEATE, 11— ® cisco2 I& RA2 tunnel-group 7 11 %
ERATEEXY,

J—%® cisco2 & RA tunnel-group Z BRI D &, RIZRT RO ICERNEETENET,



|sermame: I (o

Password: ||

| oK | cancel |

Cisco AnyConnect Secure Mobility Client

J

4

YPH:
Please enter vour username and password.

f152.165.1.250 - Connect |

May 17 2013 17:24:54: YASA- 4- 113040: G oup <My> User <cisco2> | P <192.168. 1. 88>

Terminating the VPN connection attenpt from <RA>. Reason: This connection is
group locked to .

AAA B VPN3000/ASA/PIX7.x-Tunnel-Group-Lock Z /L 7= ASA

AAA H—)\H 5RE B EMED 3076/85 ( Tunnel-Group-Lock ) Tld, £2=<ELUEBEZTV
£9, COEMEI—FLE policy-group ( =& Internet Engineering Task Force ( IETF ) ®
BHE25)RBAELEEICETCENTE, TOIL—FZHED tunnel-group ICAY JLET,

JRIZ Cisco Access Control Server (ACS ) OFFAIZ7O7 74N OHlERLET,

Manually Enterad

Afiribute Type Yalue

CVPMID0MASAIPIET x-Tunnel-Group-Lock | Sthing RA

BHA AAA A S5BEEhBE, RADIUS AV L& > TETDBREARDELS CERENET,

tunnel - group RA2 general -attributes
aut henti cati on-server-group ACS54

Parsed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 2 (0x02)

Radi us: Length = 61 (0x003D)

Radi us: Vector: E55D5EBF1558CA455DA46F5BF3B67354
Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)



Radi us: Value (String) =

63 69 73 63 6f | ~cisco

Radi us: Type = 25 (0x19) d ass

Radi us: Length = 24 (0x18)

Radi us: Value (String) =

43 41 43 53 3a 61 63 73 35 34 2f 31 35 38 33 33 | CACS: acs54/ 15833
34 34 38 34 2f 33 | 4484/3

Radi us: Type = 26 (0x1A) Vendor-Specific

Radi us: Length = 10 (0x0A)

Radi us: Vendor ID = 3076 (0x00000C04)

Radi us: Type = 85 (0x55) The tunnel group that tunnel must be associated with
Radi us: Length = 4 (0x04)

Radi us: Vvalue (String) =

52 41 | Ra

rad_procpkt: ACCEPT

RADI US_ACCESS_ACCEPT: nornal term nation

#HRIE. RA2tunnel-group IC7 7t A%EFR &S E EEIC, RA tunnel-group BT group-lock & 1
PBEERLUTT,

May 17 2013 17:41:33: %ASA-4-113040: G oup <My> User <cisco> | P <192.168. 1. 88>
Termi nating the VPN connection attenpt from <RA2>. Reason: This connection is
group locked to

AAA &0 VPN3000/ASA/PIXT7 .x-IPSec-User-Group-Lock Z M L 7= ASA

COEME, ASAICK D THEET NIz VPN3000 FA LI RNUASEBENET, COBEME.
84 DEBHRAA RICEERFEL (LEL, HLWN—232 OBEAM RTREIBRENEL L=
). RDFESICHBAETNRTVET,

| Psec- User - Gr oup- Lock
0 = Disabl ed
1 = Enabl ed

Tunnel-Group-Lock BEABEEL TWRHBETE, COBMRIIINL—T7T OV IEEM_TEDED
ICFEATEDELSICRAET, Tunnel-Group-Lock EEEIC O ICRRELECOBEHZRES LT
D(CnlF, FEBELBEZI—YRITYT ) EESLBILETICRLET, ChlFk, JIL—70v
IDEMELERAKADEEEIC, BE®D tunnel-group BERITHEICHFERICELDNDZETLLS

o

Manually Entared

[ Atiribute Type Value _
CVPMI0D0ASAPIAT x- P Sac-User-Group-Lg Enumeration OFF j
CWPMI0D0QASAPINT x-Tunnel-Group-Lock | String R

TNV ITTRE, ROLSICRRENET,

Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 3 (0x03)

Radi us: Length = 73 (0x0049)

Radi us: Vector: 7C6260DDFC3E523CCC34AD8B828DD014
Radi us: Type = 1 (0x01) User-Nane


//www.cisco.com/en/US/docs/security/asa/asa90/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa90/configuration/guide/ref_extserver.html

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

63 69 73 63 6f | ~cisco
Radi us: Type = 25 (0x19) d ass

Radi us: Length = 24 (0x18)

Radi us: Value (String) =

43 41 43 53 3a 61 63 73 35 34 2f 31 35 38 33 33 | CACS: acs54/ 15833
34 34 38 34 2f 34 | 4484/4
Radi us: Type = 26 (0x1A) Vendor-Specific

Radi us: Length = 12 (0x0C)

Radi us: Vendor ID = 3076 (0x00000C04)

Radi us: Type = 33 (0x21) Group-Lock

Radi us: Length = 6 (0x06)

Radi us: Vvalue (Integer) = 0 (0x0000)

Radi us: Type = 26 (0x1A) Vendor- Specific

Radi us: Length = 10 (0x0A)

Radi us: Vendor ID = 3076 (0x00000C04)

Radi us: Type = 85 (0x55) The tunnel group that tunnel must be associated with
Radi us: Length = 4 (0x04)

Radi us: Value (String) =

52 41 | Ra
rad_procpkt: ACCEPT

chiCk>T, AUEBR (JIL—7"0Ov 0N ERAENIEEETITAH. IPSec-User-Group-Lock &
ZRENBLSBYELE)FBSIhFET,

May 17 2013 17:42:34: Y%ASA-4-113040: G oup <My> User <cisco> | P <192.168. 1. 88>
Termi nating the VPN connection attenpt from <RA2>. Reason: This connection is
group locked to

SEBD group-policy Tld IPSec-User-Group-Lock=0 &R L, 1 —HFFEA I Tunnel-Group-
Lock=RA £Z TEV) EL 1k, EEL, TO1—YEFsIEHKEOVYIETNIEERET, J)—70
YINRITENLEETHDEZEKRLET,

REBIDERETIE, S EBD group-policy A 4FE D tunnel-group A& &I ( Tunnel-Group-Lock ) %
BRI EEEIC, BEDI— D group-lock DXL ( IPSec-User-Group-Lock=0 ) ZE & £ T H
VEOI-HICRLTRIL—7T O INE|IEHREBREIAEETETT,

ChiCkY, COBMACAULEEAE AV EABIAEhET, COBME. T VPN3000
SY—XTHERENTVWEL £, Cisco Bug ID ® CSCui34066 ABANTVET,

Easy VPN [CB89 % Cisco I0S O—7AJL® group-lock

Cisco I0S MU I —7R’ETHOO—AHIL group-lock DA 7> 3>k, ASA L FEIMEN BRIV E
¥, ASA Tk, I—¥HAOY V& hTWS tunnel-group DHEBTZIEL £9, CiscolOS O
group-lock 77> 3> (5|8 L ) Tk, BIMOKRIEN ATEEIZAY) . username ( FERX

: user@group ) TRHEENETIL—TNIKEID (TIL—T7F ) LB hFET,

FHHICOWTIEE, TEasy VPN B4 K, CiscolOS VJ—R 15M&T 1 ZZRL TS EE LY,

BLTRA—6ITY,

aaa new nodel
aaa authentication login LO3 N | ocal
aaa aut horization network LOGd N | ocal


https://tools.cisco.com/bugsearch/bug/CSCui34066
//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_esyvpn/configuration/15-mt/sec-easy-vpn-srvr.html#GUID-E4E2505A-73E9-495C-AAA6-201061A96FA1

usernane ci scol@-ROUP1 password 0 ciscol
usernane ci sco2@>R0OUP2 password 0 ci sco2

crypto i saknmp client configuration group GROUP1
key cisco

pool POOL

group-lock

save- password

1

crypto i saknmp client configuration group GROUP2
key cisco

pool POOL

save- password

crypto i saknmp profile profl
match identity group GROUP1
client authentication list LOG N
i sakmp aut horization list LOG N
client configuration address respond
client configuration group GROUP1
virtual -tenplate 1

crypto i saknp profile prof2
match identity group GROUP2
client authentication list LOG N
i sakmp aut horization list LOG N
client configuration address respond
client configuration group GROUP2
virtual -tenplate 2

crypto i psec transform set aes esp-aes 256 esp-sha-hnmac
node tunnel

crypto ipsec profile profl
set transformset aes
set isaknp-profile profl

crypto ipsec profile prof2
set transformset aes
set isaknp-profile prof2

interface Virtual - Tenpl atel type tunnel
i p unnunbered Ethernet0/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile profl

interface Virtual - Tenpl ate2 type tunnel
i p unnunbered Ethernet0/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile prof2

ip local pool POCL 10.10.10.10 10.10.10. 15
chid. GROUPIICH LTI —70Y VRIAFBHICBE>TWARZEZRLTVET,
GROUP1ICH L TEFAIE N TV B HE— 01— Eciscol@GROUP1T ¥, GROUP2 ( 7)L—7'0O
YORL)ICHRLTR, MADI—YAOJATEXT,

RICRTERSIC, RIEECKIITBICIE. GROUPT & & %12 ciscol @GROUPT ZFERAL £ ¥,

*May 19 18:21:37.983: I SAKMP: (0): Profile profl assigned peer the group named GROUP1
*May 19 18:21:40.595: | SAKMP/ aut hor: Author request for group GROUPlsuccessfully
sent to AAA



RICRT RS, REAEDLEHIZIE., GROUP1T &£ &% I(C cisco2@GROUP2 ZEAL £,

*May 19 18:24:10.210: | SAKMP: (1011): User Authentication in this group failed

Cisco I0S AAA ipsec:user-vpn-group for Easy VPN

ipsec:user-vpn-groupld. AAAHY—/AH SIRENBRADIUSEM T, I—HUREECOKBERATE R
T (group-lock T IIN—TICERENELE ). MAOKERHEEICHENBZENDT, XX
BEETHEHRAENET,

SHMAICOWTIE., TEasy VPN A R, CiscolOS J1)—RA 15M&T1 #SBL T &L\,

BHEE group-lock E FBIMEN"ERV ETH, AUBRIBSNET, BVE. COBEEICE
BEDENFrYVETHD L (ASANBELERE ). BRTHFENDIEN Internet Security
Association and Key Management Protocol ( ISAKMP ) ®J)L—7°& (IKEID ) &tkBRE B &
T9, TSN —HBLABEWVWEE, BREXBRLET, ’7747“/ NZAAARRFEZZ TS B,
group-lock ZHREERATRHEEMICTRLEHICHOHZZEELLBE. ES5BDHPZRICRLET,

usernane ci sco password O cisco #for testing
aaa aut hentication |ogin AAA group radius

crypto i saknp client configuration group GROUP1
no group-1| ock
crypto i saknp client configuration group GROUP2
no group-1| ock

crypto i saknp profile profl
client authentication |ist AAA
crypto i saknp profile prof2
client authentication |ist AAA

1—4I(Cipsec:user-vpn-groupB AN EERE . JIL—7ICgroup-lock " EEE N TWVWB & ITE
BELTLKEEL,

ACSIZ &, ciscol&cisco2M2DNDI1—HAHVY) ET, ciscol I—HDIF/E. XOBHENREIhE
9, ipsec:user-vpn-group=GROUP1, cisco21—%MiF4 . ipsec:user-vpn-group=GROUP2&
SEEFBEIET,

J—%® cisco2 #* GROUP1 TAJV A L&S5ETRE, ROIZ—HFHBEENET,

debug radi us verbose
debug crypto isaknp
debug crypto isaknp aaa

*May 19 19:44:10.153: RADI US: Ci sco AVpair [1] 29

" ipsec:user-vpn-group=GROUP2"

*May 19 19:44:10.153: RADI US(00000055): Received fromid 1645/23

AAA/ AUTHOR/ | KE: Processi ng AV user-vpn-group

*May 19 19: 44:10. 154:

AAA/ AUTHOR/ | KE: User group GROUP2 does not match VPN group GROUPl - access denied

chik, 11— ® cisco2 ® ACS A, Cisco I0OS T GROUP1 & Lt 9 % ipsec:user-vpn-
group=GROUP2 2R /=TT,

CDERSIZLT, group-lock DIZEERKIC, BUBENfERKEhELE, TR I-HHF1—


//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_esyvpn/configuration/15-mt/sec-easy-vpn-srvr.html#GUID-FAE44C39-E24D-443A-861F-269D943DD391

HHEEL T user@group ZA DT BDRERFHYELBAN, user( @group LT ) ZERATE D
CENTHOHIBDETTTY,

group-lock M35& (&, ciscol@GROUP1 ZFEATAHBEN BV ET, <hld. CiscolOS THE
DES (@ U ) FBREEThT. BYDOBHIN IKED (FIL—TE ) EHBEhBEHTT,

ipsec:user-vpn-groupTlk, Cisco VPN ClientTciscolZ 2 FHATNE+9Td, TOI1—Hik
ACSTEZE 1, $¥EDipsec:user-vpn-groupHNiBRE n ( ZDHEEF=GROUP1 )., TOEME
IKEIDE LEBRE hE T,

Cisco I0S AAA ipsec:user-vpn-groupd & ¥ Group-lock for Easy VPN
WA OMEZRIBFICERAINETEAVERZUTICRLET,

RDESIZ, group-lock IFBEEBMTEEXT,

crypto i saknmp client configuration group GROUP1
group- | ock
crypto i saknmp client configuration group GROUP2
group- | ock

CcCT, 70—ZRLET,

1. Cisco VPN J1—H%'A" GROUP1 M#E#HZEREL T, #EHELET,

2. TITLYST E—ROT7I—AHFRUML, CiscolOS IZLK>TIA—HHFE/NAT—RZERD
% xAuth BRI IEFE KT,

3.Cisco VPN A—HHRYTTYvT7EZZFE>T, ACS LTERENIZELWNRAT—RE
EEICI—YHED ciscol@GROUP1 ZA BN LT,

4. Cisco I0S T, group-lock DF T Y VN RITENET, DFVY, I—FRBICEEE LTI
—7EBNFBREENT, IKEID EEEBRENFET, —HU TEHBRIRIILET,

5. Cisco I0S T, ACS H—/NIZ ( 1—H'—® ciscol@GROUP1 3R & T ) AAA ERNEFE
nEY,

6. ACS IZ& 2 T, ipsec:user-vpn-group=GROUP1 & & £ (C RADIUS-Accept "I RENE T,

7.CiscolOS T, 2 BEEOERBNRITENET, DFV) . SEE RADIUS BMIC & > TR
Ni=JI—7"HIKEID EEBEhET,

ATYV7A4(JN—70v70 ) TEBHIKRBLIEBE, JLTFUI v (BRER ) HMRE
ENEERICROIZ—HFOJVICREBENETT,

*May 19 20:14:31.678: | SAKMP/ xauth: reply attribute XAUTH USER_NAME V2
*May 19 20:14:31.678: | SAKMP/ xauth: reply attribute XAUTH _USER_PASSWORD V2
*May 19 20:14:31.678: | SAKMP: (1041): User Authentication in this group failed

AT Y 77(ipsec:user-vpn-group) TREENKE T D &, AAAFRIIORADIUSEMHZZEL &
BICLIZ—NRENET,



AAA/ AUTHOR/ | KE: User group GROUP2 does not match VPN group GROUP1l - access denied

IOS WebVPN 7 )L—7"0OY ¥

ASA E£TI&, Tunnel-Group-Lock ZgXTOUE—N 7UEAVPNH—ER (IPsec, SSL,
WebVPN ) IZX L TERATEE T, Cisco lOST I —70OY U8 & Wipsec:user-vpn-groupNBE
. IPSec (easy VPNHY—/\ ) TOXKEELE T, HFED WebVPN IV TF AN (BRI
N 7= group-policy ) AOHEED 1—HIZK L T group-lock Z1T5ICIk, RERX A EEHATS
RENFHVNET,

BLTA =BT,

aaa new node
aaa aut hentication login LIST |ocal

usernane cisco password 0 cisco
username ciscol@Cl password 0 cisco
username cisco2@C2 password 0 cisco

webvpn gat eway GW

i p address 10.48.67.137 port 443
http-redirect port 80

| oggi ng enabl e

i nservice
!

webvpn install svc flash:/webvpn/anyconnect-w n-3. 1. 02040- k9. pkg sequence 1
!

webvpn context Cl

ssl authenticate verify al
!
policy group Cl
functions file-access
functions file-browse
functions file-entry
functions svc-enabl ed
svc address-pool "POOL"
svc defaul t-domain "cisco.cont
svc keep-client-installed
defaul t-group-policy C1

aaa authentication list LIST
aaa authentication domain @C1l
gateway GW domain C1 #faccessed via https://IP/C1
| oggi ng enabl e
i nservice

!

!

webvpn context C2
ssl authenticate verify al

url-list "L2"
headi ng "Li nk2"
url-text "Display2" url-value "http://2.2.2.2"

policy group C2

url-list "L2"

def aul t - group-policy C2

aaa authentication list LIST
aaa authentication domain @C2



gateway GW domain C2 #accessed via https://IP/C2
| oggi ng enabl e
i nservice

ip local pool POOL 7.7.7.10 7.7.7.20

COBIZE, 220 TFARCIEC2, BAVTHFANIR., BEOREZF MBI )L —
TR —HFHVET, C1 Tk AnyConnect 7V EANFAENTVET, ANV TFAN
CleC2haBYNET,

RICRTESIC, I—H D ciscot A https://10.48.67.137/C1 ZFERALTC1 OOV THFARNCT
VERTBE, REARAXAIU TR C1FEMENT, O—HILTER/E I (list
LIST ) ciscol@C1 1—H'BERA L TRAEThET,

cIsco SSLVPHN Service

English -

Llsarname
Welcome to ciscod

Pagswiord

Cisco Systems

SSLVPN Service [Togn’ [Clear

debug webvpn aaa
debug webvpn

*May 20 16:30:07.518: W/: validated_tp : cert_usernane : matched_ctx :

*May 20 16:30: 07.518: W/-AAA: AAA aut hentication request sent for user: "ciscol"

*May 20 16:30:07.518: W: ASYNC req sent

*May 20 16:30:07.518: wWv-AAA: AAA Authentication Passed!

*May 20 16:30:07.518: %SSLVPN-5-LOGIN_AUTH PASSED. VW CtX: Cl1 vw gW. GW renote_ip:

10. 61. 218. 146 user_name: ciscol, Authentication successful, user |ogged in

*May 20 16:30:07.518: WV-AAA: User "ciscol" has logged in from "10.61.218.146" to gateway "GW"
context "C1"

C1 32T F AN (https://10.48.67.137/C1 ) ICT VEAFIC, 1—HEE L Tcisco2 TAT 1~
LESETBRE, ROBENfrREEIhET,

*May 20 16:33:56.930: W/ validated_tp : cert_usernane : matched_ctx :

*May 20 16: 33:56.930: W/- AAA: AAA authentication request sent for user: "ecisco2"
*May 20 16: 33:56.930: W: ASYNC req sent

*May 20 16: 33:58.930: WV-AAA: AAA Authentication Failed!

*May 20 16: 33:58.930: %SSLVPN-5-LOGIN_AUTH REJECTED. VW CtX: Cl vw gw. GW

renote_i p: 10.61.218. 146 user_name: cisco2, Failed to authenticate user credentials

chik, 1—H® cisco2@C1 A" BRI TVWEWESHTT, 1—HFDciscold, ENTTFRA
NMCEOJA>TEER A,

3



RE, COREICERATEIRIAFIREH ) EEA,

NZ7L>1—b

RE. COREBEICHIZREORNS TN 1—T 1V TBHREBEEA,

BEE T

. Easy VPN #p4 K, CiscolOS U U —2X 15M&T
. Cisco ASA > U—X VPN CLI #RH1 R 9.1
cTO_ AN YR—PE RFI XD -Cisco Systems



//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_esyvpn/configuration/15-mt/sec-easy-vpn-srvr.html#GUID-FAE44C39-E24D-443A-861F-269D943DD391
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