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Time | Source | Destination | Protocol |Length |Info
1 11:27:30.116244 14.0.65.75 172.18.124.20 RADIUS 306 Access-Request id=11
2 11:27:30.184821 172.18.124.20 14.0.65.75 187 Access—-Accept id=11
3 11:27:31.242718 14.0.65.75 172.18.124.20 313 Accounting-Request id=8
4 11:27:31.258999 172.18.124.20 14.0.65.75 62 Accounting-Response id=8

Frame 1: 3086 bytes on wire (2448 bits), 306 bytes captured (2448 bits)
Ethernet II, Src: Cisco_4a:81:02 (6c:b2:ae:4a:81:02), Dst: VMware_c9:84:88 (00:0c:29:c9:84:88)
Internet Protocol Version 4, Src: 14.0.65.75, Dst: 172.18.124.20
User Datagram Protocol, Src Port: 1645, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @xb (11)
Length: 264
Authenticator: a8f87e2a6ed40c7c87465456fae@c2b79

v Attribute Value Pairs
AVP: t=User-Name(1l) 1=14 val=5c838ff850d8
AVP: t=User-Password(2) 1=18 val=Encrypted
AVP: t=Service-Type(6) 1=6 val=Call-Check(1@)
AVP: t=Vendor-Specific(26) 1=31 vnd=ciscoSystems(9)
AVP: t=Framed-MTU(12) 1=6 val=1500
AVP: t=Called-Station-Id(3@) 1=19 val=34-A8-4E-DB-07-04
AV/D « +—!"n11in::_c+:+'inn_'l'd!'_'l1} 1-10 wal-Er_Q3_AF_FR_EA_NA"
AVP: t=Message-Authenticator(80) 1=18 val=f2116042ddcd47db45053dd@e76212de
s AVF. L=I’:Hr""l\tf_‘|l""1‘dllllfllllﬂ'£ll L=£ VdL=—
» AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=18 vnd=ciscoSystems(9)
AVP: t=Framed-IP-Address(B8) 1=6 val=192.168.16.127
AVP: t=NAS-IP-Address(4) 1=6 val=14.0.65.75
AVP: t=NAS-Port-Id(87) 1=20 val=GigabitEthernet@/4
AVP: t=NAS-Port-Type(61) 1=6 val=Ethernet(15)
AVP: t=NAS-Port(5) 1=6 val=50104
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| Time | Source | Destination | Protocol |Length |Info
1 11:33:57.435498 14.0.65.75 172.18.124.20 RADIUS 99 Access-Request id=12

2 11:33:57.573576 172.18.124.20 14.0.65.75 RADIUS 62 Access—Reject id=12

Frame 1: 99 bytes on wire (792 bits), 99 bytes captured (792 bits)
Ethernet II, Src: Cisco_4a:81:02 (6c:b2:ae:4a:81:02), Dst: VMware_c9:84:88 (00:0c:29:c9:84:88)
Internet Protocol Version 4, Src: 14.0.65.75, Dst: 172.18.124.20
User Datagram Protocol, Src Port: 1645, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @xc (12)
Length: 57
Authenticator: 82411d9bd5701fa8898885a0e69181a2

Attribute Value Pairs

> AVP: t=User—Password(2) 1=18 val=Encrypted
> AVP: t=User-Name(1l) 1=7 val=jesse

> AVP: t=Service-Type(6) 1=6 val=Login(1)

> AVP: t=NAS-IP-Address(4) 1=6 val=14.0.65.75
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EAP Protocols - - Protected
MAB, PAP, Have on the Supports Protected
CHAP, checkbox Message-
MSCHAPv1 2, “Require Authenticator for
Authorize-Only Message- non-EAP
Authenticator for | protocols
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