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ROEBICEIZHAAN HD N HEREIET,

« Cisco Identity Services Engine M & E
« Cisco Catalysti%E

R D S S
CORFIXYRNOBERF, ROVYIRIITEN-RIITON—ZIVICETLVTVET,

« ldentity Services EnginefR#83.3/\ ¥ F1
+ C1000-48FP-4G-L 15.2(7)E9
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CORFIXVRNTE, CORTOMABRIENREELRIAZBNLET,

£ K &

Win10 PC1 (MAB) Win10 PC2 (Capture PC) Win10 PC3 (Gateway)
192.168.10.10 192.168.10.20 192.168.10.100

Vianl2 192.168.10.254
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C1000-48FP-4G-L Core Switch ISEv
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=b§—\l HH

MABSREEA" RRIIL TE, Win1IOPC1O) T —KN (FERFRT—TIOKREEL ) #&lF, ¥—hDI
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I NTERICE2>TVET, Windows PCHIPFNA AR Y F D IHNAZ—=TIICE 2TV
BCatalystAM ¥ FILEHEE N TVSEE, WindowslITIP7 RLADBEENF BRHE D e
FHVET, Chik, COXAZXLOBRET 4> RUBICARPZO—7 (EEXTIPT RLA
0.000) FFEETILELHICREL, IPPRLAFEEELTERDONET,

A 74F1L—>3>
CORERTIE, MABREZDIPENAARSYF I 0OBEERLET,
C1000 T DX E

ZtiE, C1000 CLITOHZ/NRDERETT,

aaa new-model

radius server ISE33
address ipv4 1.x.x.191
key ciscol23

aaa group server radius AAASERVER
server name ISE33

aaa authentication dotlx default group AAASERVER

aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER
dotlx system-auth-control

interface Vlanl2
ip address 192.168.10.254 255.255.255.0

interface Vlanl4
ip address 1.x.x.101 255.0.0.0

interface GigabitEthernetl/0/1
Switch port access vlan 14
Switch port mode access

interface GigabitEthernetl/0/3
Switch port access vlan 12
Switch port mode access

interface GigabitEthernetl/0/4
Switch port access vlan 12
Switch port mode access

interface GigabitEthernetl/0/2
Switch port access vlan 12

Switch port mode access
authentication host-mode multi-auth
authentication port-control auto
spanning-tree portfast edge

mab

// for packet capture
monitor session 1 source interface Gil/0/2
monitor session 1 destination interface Gil/0/3



ISETDIERE
ATFYT 1 FINA ADEBM

Administration > Network DevicesD JEICEBEIL ., AddRE>Z01) Y UL TC10007/N1 A& &
L %9,

« ZBI:C1000
« IP7RL A:1.xx.101

= il Identity Services Engine Administration / Network Resources
)| Bookmarks Network Devices Natwork Davice Groups Metwork Davice Profiles External RADIUS Sarvers RADIUS Sarver Sequences NAC Managers External MDM ]
§% Dashboard Hat

Narwork Dovicos Mow Novsork Dovice

Context Visibilit .
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F | Administration

Work Centers
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Dy Prafile Cise ]
Mool Name -
Software Versio w

Motwork Device Group

Location All Locations W SelTo Default
PSEC s IPSEC Deviee v SetTo Default
Device Type All Devies Types v S To Default
-] RADIUS Authentication Semings

RADIUS UDP Settings

Protocol RADIUS

I Shared Secret clsco123 I e

7N ADEH
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Context Visibility > Endpoints® JEICBE L., AddRZ> 20U Y VLTI RERA 2 NOMACE
EBmMLET,



Add Endpoint

I RKRA NDEM

ATY7T3:RUZ—tY hOEM

Policy > Policy SetsD JEICBEL, + 20Uy OLTRIUS—EY NZEMLET,
-« RJ>—tvY MH:C1000_MAB
- HB:mabTANA

o %f4:Wired MAB
s HFAIEBD7ORNINGF—N TR FT7FIMNODZRYRND—OTOEA

= b ldentity Services Engine Policy / Policy Sets

text Visibilit

RUS—t Y hOEM
ATV 4 FBER) D —DIEM
Policy Sets(C#& L, C1000_ MABZ2 Y UL TREERI>—ZEBMLET,

« )L—J)L#&:MAB_authentication
« Z:Wired_ MAB
« £ NI RKRA B

Conditions Use Hits  Actions
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ATY 75 AR —0EM
Policy SetsIC#& L. C1000 MABZ VY JLTRBARI—ZEBMLET,

« JL—)L%:MAB_authorization
o % :Network_Access_Authentication_Passed
« 4R :PermitAccess

Rosults

Status  Rube Name Conditions Profiles Security Groups Hits  Actions

-]

FFRRY S —0EM

MAB O 8% 7E il

show ip devicetracking dl AX > RZETL T, IPFNA AR T Y X THENBUICE>TVWB ZEZHAEALET,
<#root>

Switch #

show i p device tracking all

Global IP Device Tracking for clients =

Di sabl ed

MAB®D R E %

ATY 7 1: MABREED &l

show ip devicetracking dl X > RZRITL T, IPFNAARNTY F U THENFNBMCE>TVB ZEZBRELET,
<#root>

Switch #

show i p device tracking all



Global IP Device Tracking for clients =

Enabl ed

Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

Total number 1interfaces enabled: 1
Enabled interfaces:
Gil/0/2

AT Y7 2: MABEREE#E

Win10 PC1A' S MABRREE Z W HA{L L. show ip devicetracking all X > RZRE1TL T, GigahitEthernetl/O2TDIPT /N1 ARNZ Y F2
TOAT—RAZHERLET,

<#root>
Switch #

show i p device tracking al

Global IP Device Tracking for clients =

Enabl ed

Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

192. 168. 10. 10

b496.9115.84cb 12 GigabitEthernetl/0/2 30

ACTI VE

ARP

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2

ATV 73Rty a>orER

show authentication sessions interface GigabitEthernetl/0/2 details 1Y > RZE{TL T, MABRRIIEY > a > ZHRBLE T,



<ffroot>

Switch #

show aut hentication sessions interface G gabitEthernetl/0/2 details

Interface: GigabitEthernetl/0/2
MAC Address: b496.9115.84cb
IPv6 Address: Unknown

IPv4 Address: 192.168.10.10
User-Name: B4-96-91-15-84-CB
Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A
Session Uptime: 114s

Common Session ID: 01C200650000001D62945338
Acct Session ID: 0x0000000F
HandTe: OxBE000007

Current Policy: POLICY_Gil/0/2

Local Policies:

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:
Method status Tist:
Method State

mab Authc Success

AT YT 4 RadiusT /4 70T ORER

ISE GUI TOperations>RADIUS > LiveDJEIZBE L, MABRINOZ (4 7OV ERRELE T,

Live Logs Live Sessions

Mihsconfigurod Supplicants Misconfiguned Notwork Dovicos

) )

ATYT S5 IPEFNAARNSYFTONT Y NEFHOMES

RADIUS Drope Cllont S1opped Roiponding Ropest Gomnter

ndposnt Profile  Authenticstion Pollcy Authorizstion Policy Authorization Profes 1P Addross Matwork D

show interfaces GigabitEthernet1/0/20X > K &2 E4TL T, GigabitEthernet/O/2OMACT RL R ZHZEL £ T,

<ttroot>



Switch #

show i nterfaces G gabitEthernetl/0/2

GigabitEthernetl/0/2 1is up, line protocol is up (connected)

Hardware is Gigabit Ethernet, address is 3c41.0e4f.1782 (bia 3c41.0e4f.1782)

NTY RFE¥7TF ¥ T, ARPTO—TA30WC & IZGigabitEthernetl/0/2A SEEE R TWBD ZE #RELE T,

74 81:26:01.357866 3c:41:0¢:ﬂf:1?!82

75 81:26:01.357988
113 @1:26:30.825787
114 @1:26:30.825919

IntelCor_15:84:ch
3c:i4l:0e:4F:17:82
IntelCor_15:84:ch

138 @1:26:59.688695 3c:41:0e:4f:17:82

139 @1:26:59.688876

IntelCor_15:84:cb

158 @1:27:28.392691 3c:41:0e:4F:17:82

159 @1:27:28.392910
179 @1:27:57.827636
18@ @1:27:57.827784

IntelCor_15:84:ch
3c:i4l:0e:4f:17:82
IntelCor 15:84:ch

ARPZ'O—7

NTYREYTF+ T, ARPFTO—T OREERIPT RLAN0.00.0THD L E#RRELET,

Wireshark - Packet 74 . pciPassthruQ
p

IntelCor 15:84:ch
3c:41:0e:4F:17:82
IntelCor_15:84:cb
3c:41:0e:47:17:82
IntelCor_15:84:cb
3cidl:0e:4f:17:82
IntelCor_15:84:ch
3c:41:0e:4f:17:82
IntelCor_15:84:cb
3c:41:0e:4F:17:82

ARP
ARP
ARP

ARP
ARP
ARP
ARP

ARP

6@ Who has 192.168.10.107 Tell @.0.0.0
68 192.168.10.10 is at b4:96:91:15:84:ch
68 Who has 192.168.10.187 Tell 9.9.92.9
60 192.168.10.10 is at b4:96:91:15:84:ch
6@ Who has 192.168.10.187 Tell 0.0.0.0
68 192.168.10.10 is at b4:96:91:15:84:ch
6@ Who has 192.168.10.187 Tell @.0.0.0
6@ 192.168.10.10 is at b4:96:91:15:84:ch
6@ Who has 192.168.10.187 Tell 9.0.02.0
6@ 192.168.10.10 is at b4:96:91:15:84:ch

Hardware type: Ethernet (1)
Protocol type: IPwv4 (8x@588)
Hardware size: 6

Protocol size: 4

Opcode: reguest (1)

Sender MAC address: 3c:4l:8e:47:17:82 (3c:4l:@8e:47:17:82)

sender IP address: @8.08.8.8

Target MAC address: IntelCor_15:84:cb (b4:96:91:15:84:ch)
Target IP address: 192.168.18.18

ARPZ'O—7 M4

Bl

Frame 74: 68 bytes on wire (488 bits), 68 bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:41:8e:4T:17:82 (3c:41:8e:4f:17:82), Dst: IntelCor_15:84:cb (b4:96:91:15:84:ch)
¥ Address Resolution Protocol (request)

CatalystA A Y FDIPFINA ART Y F 2 UBEEIC & Y) ., Windows PCHEETIPF RL A0.0.0.0CARP O—7 ##E T DHERIC,

IP7 RLADBRENRETDAREMNIBUET,

EZXASNBHREK

EZASNBIERIELCOVTE,
FHEEREIZILHICAOAOTIRTTARENLEZY VI —-23 2 0FERICRLET,

FE#IPT RLR0.000T5 =XV +—=JQrZTINa—F1>2T,; ZBRBLTIEZL,

1. ARPZ O—7 OEEBIE

ip device tracking probe delay <1-120>1Y > RZRTL T, AM Y FHASODARPTO—7 NEEEZESEET, cOIN RiIK, U
DODTYTITTYV T ERELEEZIL, AMYFH< ~ 120BB7O—TZEETERVKRSICLET, Chlky, U


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000

TORMAOKARNNERIPT RLAZEELTVWABICTO-T RT3 TESENI S INRICHIShET,

RIZ, 1I0WBEOARPO—7 DEBEABRETBHERLET,

Switch (config)#ip device tracking probe delay 10

show ip devicetrackingdl AX > RZR{TL T, BEOEREZEIELE T,

<#root>

Switch #show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30

d obal | P Device Tracking Probe Delay Interval = 10

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2

2. ARP7O—7 D HEHEETNHRTE

ip device tracking probe auto-source fallback <host-ip> <mask> [override] 1Y > RZETL T, ARPFO—7 DREETIPT RLAZZEE
LET, cOOAXREFEATRE, ARPZO—T7DIPY—RIK0.0.00T%E<, RARNFEETBVLANKRDAA Y FREA >
B—T T4 ASVNDIPT RLAIZEYET, SVILIPZ RLANREE N TWAEVESR., BBNICHEEILET,

R, <host-ip>%0.0.0.200l_58E T3 HlZ# RLE T,

Switch (config)#ip device tracking probe auto-source fallback 0.0.0.200 255.255.255.0 override

NEZ—IVIDIPAEREEThTWVD

CORFIXYNTE., MABRIIZRITT D1 > 22— 7 I A A(GigabitEthernetl/0/2)IZ5%F L TSVI IPF RL A (vlanl2®IPF KL A
Y FREENATVS S, ARPFO—T OREETIPT RL AIE192.168.10.254CEFENE T,

show ip devicetrackingal AN > RZETL T, auto sourceD X EZEREL £,



<tfroot>

Switch #show ip device tracking all

Global 1P Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval =0
IP Device Tracking Probe Auto Source = Enabled

Probe source | P selection order: SVI, Fall back 0.0.0.200 255. 255. 255.0

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP

Total number 1interfaces enabled: 1
Enabled interfaces:
Gil/0/2

Ty RFE¥7F v T, ARPFO—TA308C & IZGigabitEthernet/02A S EEE N TWA C EZRIEALE T,

182 13:31:03.121397 3c:41:8e:4f:17:cl IntelCor_15:84:ch ARP 68 Who has 192.168.18.187 Tell 192.168.18.254
183 13:31:03.1216088 IntelCor_15:84:ch 3cid4l:@e:4fi17:cl ARP 6@ 192.168.10.10 is at b4:96:91:15:84:ch
123 13:31:33.886355 3c:41:0e:4F:17:c1 IntelCor_15:84:cb ARP 60 Who has 192.168.10.187 Tell 192.168.16.254
124 13:31:33.806582 IntelCor_15:84:ch 3ci4l:Be:4f:17:cl ARP 6@ 192.168.10.18 is at b4:96:91:15:84:ch
144 13:32:01.534263 3c:4l:@e:4f:17:cl IntelCor_15:84:cb ARP 6@ Who has 192.168.18.107 Tell 192.168.18.254
145 13:32:01.534377 IntelCor_15:84:cb 3c:4l:8e:4f:17:c1 ARP 66 192.168.10.10 is at b4:96:91:15:84:ch
163 13:32:38.386323 3c:41:0e:4f:17:cl IntelCor_15:84:cb ARP 6@ Who has 192.168.18.187 Tell 192.1658.18.254
164 13:32:30.386325 IntelCor 15:84:ch 3cid4l:@er4fil7:cl ARP 60 192.168.10.10 is at b4:96:91:15:84:ch
182 13:32:59.184148 3c:41:0e:4F:17:c1 IntelCor_15:84:cb ARP 60 Who has 192.168.10.187 Tell 192.168.16.254
183 13:32:59.1084318 IntelCor_15:84:cb 3c:4l:8e:4f:17:c1 ARP 60 192.168.10.18 is at b4:96:91:15:84:ch
ARPZ O—7

NTY NEYTF+ T, ARPTO—T DREETIPT RL AH192.168.10.254(SVI(VIan 12)DIP) TH D Z & #FERBL £ T,

M Wireshark - Packet 102 - pciPassthrud

Frame 182: 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:4l:8e:4f:17:cl (3c:41:8e:4f:17:c1), Dst: IntelCor_15:84:chb (b4:96:91:15:84:ch)
¥ Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPw4 (8x@388)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

ender MAC add ; 141:@ecaf:17:c1 (3c:4l:8e:47:17:c1)
Target MAC address: IntelCor_15:84:cb (b4:96:91:15:84:ch)
Target IP address: 192.163.18.18

ARPZ'O—7 Mt

INZ—=22VIDIPABREES hTVLWEW

CORFIXYNTIE., ARPZO—T7 D% E192.168.10.10/24TH B 1=, SVIIPF RLAABREE A TVWAWVES, EET
IP7 RL A1£192.168.10.200T 9,



SVIDIPT RL AZHIBRL £,

Switch (config)#int vlan 12

Switch (config-if)#no ip address

show ip devicetrackingal AN > RZETL T, auto sourceDRXEZEFEL E T,

<ffroot>

Switch #show ip device tracking all
Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global 1P Device Tracking Probe Interval = 30
Global 1P Device Tracking Probe Delay Interval =0
IP Device Tracking Probe Auto Source = Enabled

Probe source

| P selection order:

SVI, Fal | back 0.0.0.200 255. 255. 255.0

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP

Total number interfaces enabled: 1
Enabled interfaces:

Gil/0/2

NTY RF¥7F ¥ T, ARPZO—T7A30W & ICGigabitEthernetl/02A SEEE T WA #BELET,

176
177
196
197
217
218
238
239
257
258
278
279

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

39:
39:
39:
39:
39:
39:
4a:
4a:
4a:
4a:
41:
41:

28,
@a.
20
29
58.
58.
27
27 .
57.
57.
27.
27

167788
167975
131512
131616
724683
724858
746620
746784
248571
248782
193284
193419

ARP7'O—7

3ci4l:ge:4f:
IntelCor_15:
3c:4l:0e:4T:
IntelCor_15:
3c:4l:ge:4f:
IntelCor_15:
3c:4l:0e:4T:
IntelCor_15:
3c:41:8e:4F:
IntelCor_15:
3ci4l:ge:4f:
IntelCor_15:

17
a4
17

a4
182

17

84
182

17

84
182

17

a4
182
:ch

17
84

182
:ch
182

cb

ch

cb

ch

IntelCor_15:
3c:4l:@e:4T:
IntelCor_15:
3c:41:8e:4F:
IntelCor_15:
3ci4l:@e:af:
IntelCor_15:
3c:41:0e:4F:
IntelCor_15:
3ci4l:@e:af:
IntelCor_15:
3c:41:8e:4F:

84
17:
84
17:
a4
17:
:ch
17:
84
17:
84
17:

84

ch
82
cb
82
ch
82

82
cb
82
ch
82

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

6@ Who

68 192.

68 Who

68 192.

68 Who

68 192,

68 Who

6@ 192.

68 Who

68 192.

6@ Who

68 192.

has
168
has

168.

has

168.

has

168.

has

168.

has
168

192.168.18.187

.18.18 is at b4:

192.168.18.18?2

16.18 is at b4:

192.168.18.182

18.18 is at b4:

192.168.10.187

16.18 is at b4:

192.168.16.182

18.18 is at b4:

192.168.18.187

.18.1@ is at b4:

Tell 192.

96:91:15

Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 1a2.
96:91:15:
Tell 192.
96:91:15:
Tell 192.

96:91:15

NTY RFYTF+ T, ARPFTO—T7 DXETIPT RL AN 192.168.10.200l. BEEEhTWBH L ZBELET,

168.18.
:84:ch
168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.
:84:ch



M Wireshark - Packet 176 - pciPassthru0

Frame 176: 6@ bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:4l:8e:4f:17:82 (3c:41:@e:41:17:82), Dst: IntelCor 15:84:cb (b4:96:91:15:84:ch)
% Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x@3e8)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: 3c:41:8e:47:17:82 (3c:41:8e:41:17:82)
Target MAC address: IntelCor_15:84:chb (b4:96:91:15:84:ch)
Target IP address: 192.163.18.18

BIPFNAARNT Y F T % EBEINICEMDCTS

ip devicetrackingmaximum0 N> RZRITL T, IPFNAARNTZYF T EZEMIILET,




E:2OOXY REBEBICIPENAARNS YR IEBHICTEDHTTRBYEEAN. RSYFUTTBRANOHK
ZOICHIBRLE T,

show ip device tracking all

Switch (config)#int g1/0/2
Switch (config-if)#ip device tracking maximum O

N> REZEFTL T, GigabitEthernet/0R2DIPFINA AR T YF T D AT —RRAZERLET,

Switch #show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

Total number 1interfaces enabled: 1
Enabled interfaces:
Gil/0/2

s

Duplicate IP Address 0.0.00T5— XY t+—S O RS TN a—F1424

IPDTZ /N (D) s


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
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