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Chain ACCEPT_22_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp -- ethO * x.x.x.x/x 0.0.0.0/0 tcp dpt:22 Firewall rule permitting the SSH traffic from segment X.x.x.x/x
461 32052 ACCEPT 4l -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

65 4048 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_161_udp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT udp -- * * x.x.x.x/x 0.0.0.0/0 udp dpt:161 Firewall rule permitting the SNMP traffic from segment x.X.X.x/x
00ACCEPT al -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPdl -- * * 0.0.0.0/0 0.0.0.0/0

o 32LETE. showfirewdl IN>Y REZFEALTTIFATIA—)II—II ZHETELRT,

o 32T, IPPOEAKIRICK2>TTOVIEND Y —ERAELYMAI < HBHTEET,

gjuarezo-311/admin#show firewall

Chain ACCEPT_22_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

170 13492 ACCEPT tcp -- ethO * x.x.x.x/x 0.0.0.0/0 tcp dpt:22 Firewall rule permitting the SSH traffic from segment X.X.x.x/x
00 ACCEPT dl -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

13 784 DROPll -- * * 0.0.0.0/0 0.0.0.0/0



Chain ACCEPT_161_udp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT udp -- * * x.x.x.X/x 0.0.0.0/0 udp dpt:161 Firewall rule permitting the SNMP traffic from segment X.X.X.x/x
00ACCEPT al -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPall -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_8910_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp -- * * x.x.X.x/x 0.0.0.0/0 tcp dpt:8910 Firewall rule permitting the PxGrid traffic from segment x.x.X.x/X
00ACCEPT al -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

90 5400 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_8443 tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp -- * * x.x.X.X/x 0.0.0.0/0 tcp dpt:8443 Firewall rule permitting the HTTPS traffic from segment X.X.X.x/x
00 ACCEPT dl -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPdI -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_8444 tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp -- * * x.x.x.x/x 0.0.0.0/0 tcp dpt:8444 Firewall rule permitting the Block List Portal traffic from segment X.x.x.x/x
00 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPdll -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_8445 tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

00 ACCEPT tcp - * * x.x.X.x/x 0.0.0.0/0 tcp dpt:8445 Firewall rule permitting the Sponsor Portal traffic from segment X.x.X.x/x
00ACCEPT al -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

00DROPl -- * * 0.0.0.0/0 0.0.0.0/0
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2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.infrastructure.systemconfig.CpmlpFilterCache -:::::- IpList -> 198.18.133.0/24/basi cS
2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.infrastructure.systemconfig.CpmlpFilterCache -:::::- Low ip address198.18.133.0
2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.infrastructure.systemconfig.Cpml pFilterCache -:::::- High ip address198.18.133.255
2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.nsf.impl.NetworkElement -:::::- The ip addressto check isv4 198.18.134.28
2024-07-18 02:27:55,508 DEBUG [admin-http-pool4][[]] cisco.cpm.infrastructure.systemconfig.CpmlpFilterCache -:::::- Checkin Ip InipList returned Fir
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