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Intune Integration Architecture

Shel LBl NAD Cisco ISE
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ISE authenticates to the Azure AD token issuance
endpoint and requests a Customer Specific
+ Customer Register’s to Azure ® TR e e e e > Get
. Integration works with oAuth 2.0 The Azure AD token issuance endpoint validate Token
¥ i = - quest and issues the access token.
« Cert's are validated (instead of just taking the MDMEett} -~ o mm o m s e e e e
+ Upload ISE Cert on to Azure
ISE uses the access token (NOT the username and password) to
3 authenticate to Microsoft Intune authenticates to the Azure AD
Authenticate L o=
Microsoft Intune responds with successfull unsuccessful Authentication
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g Certificate X

General petails Certification Path

[ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
» Proves your identity to a remote computer
= 1.3.6.1.4.1.311.42.1

* Refer to the certification authority's statement for details.

Issued to: portal.azure.com

Issued by: Microsoft IT S5L SHAZ2

Valid from 7/21/2017 to 5/7/2018

Issuer Statement

OK
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AT Y71 IZBE)L Azure Active Directory, App registrations.
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Create

Web app / API v

= B
sign-on URL O
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ATY 7 3: &ERL TsSettings, 77U T—> 32 % {mEL. BYERIDVR—XNEBMLET,

L Settings  # Manifest [ Delete

Display name Application 1D

[SE_test bb735el3-a22e-40ee-9a12-934bad33 7713
Application type Object ID

Web app / AP f33bb654-54fa-45c2-a51e-ad4 a1 5a5af
Home page Managed application in local directory
https/ faewecisco.com ISE_test

ATY T 4 TTHEBHERESetings, IBIRL., ROFAT>a>&@ALET,

e Microsoft Graph
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Add a permission ~ Grant admin consent for pavagupt-tme

APl / Permissions name Type Description Admin consent requ... Status

~ Arure Active Directory Graph (3) b
Directory Read All Delegated  Read directory data Yes @ Granted for pavagupt-t wew
Directory Read All Application Read directory data Yes @ Granted for pavagupt-t wos
User Read Al Delegated Read all users' full profu!es Yes 0 Granted for pavagupt-t e

 Imtune (1) waw
get_device_compliance Application Get device state and compliance information from Micros... Yes @ Granted for pavagupt-t b

" Microsaoft Graph (T) P
Directory Read All Delegated  Read directory data Yes @ Granted for pavagupt-t wee
Directory Read All Application Read directory data Yes @ Granted for pavagupt-t L
offline_access Delegated  Maintain access to data you have given it access to No © Granted for pavagupt-t | ==«
openid Delegated Sign users in No 0 Granted for pavagupt-t L1 L]
User Read Delegated  Sign in and read user profile No @ Granted for pavagupt-t bl
User.Read All Delegated Read all users’ full profiles Yes @ Granted for pavagupt-t waw
User Read Al Application Read all users' full profiles Yes @ Granted for pavagupt-i wye

Settings Required permissions
../'f.) iiter sett ngs | + Add R Grant Permissions
GEMERAL APl APPLICATION PERMI... DELEGATED PERMIS...
H Propertis > | eotteasn 0 : e
‘= Reply URLs b Microsoft Intune AP 1 0
&l Owners > Windows Azure Active Directory 1 2
APl ACCESS
A Required permissions .
Keys >

TROUBLESHOOTING + SUPPORT

K Troubleshaot »
:; New support request >
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# X Edit manifest

ﬁ Settings ,f Manifest [ Delete Fl 53 XK Discarc ,l’ Edit * Upload ! Download

Application ID

8630721¢-b06d-4¢20-20086-0786eeadfabe |£
" w. "pE20 A as » _ e ®
Application type Object ID ”appIc = “803,?31*: b@6d-4cal-aB86-8786eeadfabc”,
Web app / AP 220a1¢02-23d1-4eda-8739-2733019bd0fd approles”: [1,
Home page Managed application in local directory “availableToOtherTenants": false,

"displayName™; “ISE",
"errorUrl™: null,
“groupMembershipClaims”: null,
"optionalClaims™: null,
"acceptMappedClaims”: null,

ISE
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ATYVT 2: FXTDO/—RASISEZATAMHEEZTI I AR—KNLET, PANT, Default self-signed server certificatel BE L
TiEIRAdministration > System > Certificates > System Certificates, L. %% 'J ¥ U UExport. £ 9, Export Certificate Only ( 77 # )L b
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Administration > Certificates > System Certificates

System Certificates For disaster recovery it is recommended to export certificate and private key pa

@‘. CiscolSE |/ Edt | [dp Generate Seff Signed Certficate | <= Import |@- !:x:r"D k Delete || J! View

Friendly Name Used By Portal group tag jed T
Yia
EAP
se-1.demo. Jocal#Cerlificat =
- _ ~. Authentication, D efault Portal Certificate
%,;l Client Machine = Se EndpointSubC P_nf'ﬂ, oD e ise-1.demolocal
¥ A A - G ors Lt
Ise-1800001 pxGrid

Things to do with the ISE System Cert

i1 WXy LLASY 5N 1 BqdBOREDS
i4cViFgBeNnEuz S4EMiure pyEvaa

= Delete the -—--BEGIN CERTIFICATE-—--
+ Delete the -----END CERTIFICATE-----

= All the text should be in single line ...
MIIESjCCAt6gAwWIBAgIQPfz/H2njSVRrlAgAYF/scjANBgkghkiGOw(
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- fp——— Delete this line

20206 ARE, R—RIITRHIBEEEZERT Y TO—RTEET,



2 e bl e o 61 I

Home > self | App registrations

ISE | Certificates & secrets =

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable locatior

2 Search (Cmd+/) «
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

B Overview

¥ (Coscamam Certificates
# Integration assistant (preview) Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys.
Manage T Upload certificate
= Branding Thumbprint Start date Expires
BCE1BABBCASBE40E4F2T1EA3D2583D33E0F0CACES 4/3/2020 4/2/2025

3 Authentication

Certificates & secrets BOC1360BCCD305F2D53E265668D508499ADBI3AS 4/5/2020 44442025

I' Token configuration

= API permissions

LAY =747 3>

ATFY 7 1: PowerShdl 7O —2 ¥ #R1TL CTIIBAE #BASECAIC T L, AzureJSONNZ7 I AR 7 ZAJICHEEYIC A > R— K~
L £, WindowsH S Windows PowerShell & 7= & Windows PowerShell ISEFZ U —> 3> &#ERALE T, XOON REFALE

ED

$cer = New-Object System.Security.Cryptography.X509Certifi cates. X 509Certificate2 $cer.Import(“mycer.cer”) $hin = $cer.GetRawCertData() $haseb4V:

ATFYT2: ROFIETHERT D $base64Thumbprint, $baseb4Valuedd & UF $keyidDEZRIZFLET. ChSDEIK TN TISONT 1
=)L RIZEMENE T, keyCredentidsc tild, F7 AL M TRADISICRTRENDEHTT,

15 "identifierUris™: [

16 "https://rumaiacisco.onmicrosoft.com/239c7d6d-12d6-453c-8d3e-acfa/@ldcasd™
17 | T

18 "keyCredentials™: [],

19 "knownClientApplications": [],

ZDEHICE, ROEFTEZEALTSEEL,

"keyCredentials": [ { “customKeyldentifier": “$base64Thumbprint_from_powerShell_for_PPAN", “keyld": “$keyid_from_above PPAN“, "type":"/

ATY T 3 ISECHEAEhDAAEERIATZ-OIC, MEL 1ZISONT 7 1)L ZAzure’R— R JLkeyCredentiadslc 7 v 7 — KL
£Y,
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ATV 7 4: Ty 7O—R#EE. MicrosoftflliC &k > THRIDT Y 7O—REICCNSOENFRRENEVKRS ICEFEEhD 0,

"keyCredentials": [

£
"customkKeyIdentifier”: "wteOPVePuMBwUeFNBSs22fkDYZE=",
"endDate™: "2819-81-22T11:41:817",
"keyId": "eb7bl833-3248-4283-98a36-c3ccchToRded”,
"startDate": "2018-81-22T11:41:817",
"type": "AsymmetricX589Cert”,
"usage": "Verify",
"walue": null
s
1
"customkeyIdentifier"”: "BSZz6@fZKHGNO6gAMvE43swIZOko=",
"endDate™: "2&19-81-85T14:32:387",
"keyId": "B6462723-544b-423d-8e5e-223df3521423",
"startDate": "2013-81-85T14:32:38Z",
"type": "AsymmetricX589Cert”,
"usage": "Verify",
"walue": null
ks
1
"customKeyIdentifier”: "GM1Dp/1DYiNknFIJkgjnTbjoSnk=",
"endDate™: "2&18-12-86T18:46:327",
"keyId": "2edSb262-cedb-4cla-Bala-c@abb82ae3cl”,
"startDate": "2017-12-86T16:46:327",
"type": "AsymmetricX589Cert”,
"usage": "Verify",
"walue": null
s

TO7 vaue 1 —)L RA keyCredentids TRRE null hd ZEICFEEL TS EE L,
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Endpoints

FEDERATICMN METADATA DOCUMENT

| https://loginmicresaftonline.com/82fbd1 |E

W5-FEDERATION SIGN-ON ENDPOINT

| https://loginmicrosoftonline.com/82fb... JE

SAML-P SIGN-ON ENDPOINT

| https:/flogin.microsoftonline.com/82fb... JE

SAML-P SIGN-OUT ENDPOINT

| https://loginmicrosoftonline.com/82fb... JE

MICROSOFT AZURE AD GRAPH APl ENDPOINT

| https://graphwindows.net/82fbd165-f... JE

OAUTH 2.0 TOKEN ENDPOINT

| https:/flogin.microsoftonline.com/82fb... |E

OAUTH 2.0 AUTHORIZATION EMDPOINT

| https://loginmicrosoftonline.com/82fb... JE

NS DEI, ISEGUITADTRIHENHYET, #L LWH—/VAdministration > Network Resources > External MDM (&L
EMLET,

ISE Intune

B 8% HURL [T> R7RA > N] > [Microsoft Azure AD Graph APIZ> RRA > N]

2Z4TF> KM ID |{Registered-App-Name} >F7 7' —>3a~>ID

N—=U2RTURL "I RARA b1 > TOAUth20h =02 T2 RRA 2 b




MDM Servers = Intune

Name* | Intune|

Server Type Mobile Device Manager ¥ @

Authentication Type OAuth - Client Credentials Y| @

Auto Discovery Yes Y @

Auto Discovery URL * hitps:/fgraph. windows_net/82fod165-323-4a38-aeb8-7 34056 d25101

Client 1D = 86397a1c-b06d-4ca-al86-0786eeadfabe

Token Issuing URL * hitps:/login. microsoftonline. com/82fhd 165-1323-4a38-aeb8-734056d251 01/ oauth2A

Token Audience = hitps:/fapi.manage microsoft. com/

Description
Paolling Interval 240 (minutes} @
Status Enabled v

Test Connection

RENFZETITRE, AT—F AN enablede RRENE T,
MDM Servers
= Refresh 4 Asd Dupcale & Egt 8 Trach
Name Status Service Provider MDM Server
Intune Enabsed Microsoft fel msub03 manage microsoft. com

BRENZ TN 2a—F12T

Server Type

Mobite Device Manager 4

sun.security.validator.ValidatorExceptiontZ 2 5 < "Connection to the server failed .

Description
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Connection to server failed with:

sun.security.validator.ValidatorException:
PKIX path building failed: sun.security.provider.certpath.SunCertPathB
uilderException: unable to find valid certification path to requested target

Please try with different settings.

AFYT1: x0OOV%#EBHR—NNY RIZETRACEL AR TIREL ET,

e porta (guest.log)
e mdmportal (ise-psc.log)

e external-mdm (ise-psc.log)

ATV 2: Risepsclog DOV ZRBLET,
e 2016-10-17 12:45:52,158 DEBUG [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmAzureActiveDirectoryClient -::::-
Clientld - a46a6fd7-4a31-4471-9078-59ch2bb6a5ab, Token issuance endpoint - https:/login
«  microsoftonline.com/273106dc-2878-42¢eb-b7c8-069dcf 334687/0auth2/token, Resourcel d/App Id uri - https://graph.windows.net

e 2016-10-17 12:45:52,329 DEBUG [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Certificate
Friendly Name -USMEM-AMO01-I SE.Sncorp.smith-nephew.com#USM EM-AM01-1 SE.Sncorp.smith-nephew.c

¢ om#00003

e 2016-10-17 12:45:52,354 DEBUG [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Result of
command invocation

e 2016-10-17 12:45:52,363 DEBUG [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Result of
command invocation

e 2016-10-17 12:45:52,364 DEBUG [admin-http-pool9300]([] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Successfuly
decrypted private key

e 2016-10-17 12:45:52,794 ERROR [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmAzureActiveDirectoryClient -::::-
Thereis a problem with the Azure certificates or | SE trust store. sun.security.validator

e .ValidatorException: PKIX path building failed: sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid
certification path to requested target



https://login
https://graph.windows.net

e 2016-10-17 12:45:52,794 ERROR [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmA zureActiveDirectoryClient -::::-
Unable to acquire access token from Azure

e javautil.concurrent.ExecutionException: javax.net.ssl.SSL HandshakeException: sun.security.validator.ValidatorException: PKIX
path building failed: sun.security.provider.certpath.SunCertPathBuilderException

« :unableto find valid certification path to requested target

chid, 2OR—JIZHRRENTWSEEgraph.microsoft.com BHEZ AV R—NTRUENHBDEZRLET,

& Secure | hitps//graph.windows.net

This XML file does not appear to have any style information associated with it. The document tree is shown below.

/schemas . microsoft, com/ado/2007/08 / dataservices /metadata® wmlnsixsd="http://ww,wd . org 2001/ XL Schema™ wmins xsi="http: //wwe, w3, org/ 2001/ ¥ML5chema-instance”s

w<error smlns="http:/
scoderReq DataContractVersionMissing</coder
Timessage xm ng="en"»
The specified api-version is invalid. The walue must exactly match a supported version.
¢ message>
<ferrors

ATYT3: FAlockee A&V )Y IL, AHEOFHEERIELET,



a Certificate -t

General petails Certification Path

B Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of @ remote computer
» Proves your identity to @ remote computer
= 1.3.6.1.4.1.311.42.1

* Refer to the certification authority's statement for details.

Issued to: graph.windows.net

Issued by: Microsoft IT TLS CA 2

Valid from 9/26/2017 to 9/26/2019

Issuer Statement

OK

ATY T 4: ChEBASEAERD 77 A IIIZREL, ISEEEARNTICA Y R— LET, BE2BHAEFI—2 %214 KR—FL
LCEEBRELET., TOHE. MDMY—NADELEZBETFT2MLET,



Azure ADA'SERREN =V 2 EMBTEXRLBATLL

Connection to server failed with:

Failed to acquire auth token from Azure AD. Error validating credentials. Client assertion contains an invalid
signature. [Reason - The key was not found., Thumbprint of key used by client:
'105D6E9BAOF5D6EACCF8AS562DES1C1C6450CBEES,

Configured keys: [Key0:Start=03/14/2018, End=12/17/2018, Thumbprint=pZ0CqWkpVzZluEez;]] Check if
either ISE certificates not being uploaded or problem with certificates already uploaded to App on Azure AD

Please try with different settings.

BE,. COIS—Ik, NZ7IARNTT7IONAIICEED EISERIFREF I—U N EENTVRHBEAICRELET, N_7I AN
T7A4NEAzurelc 7Y 7O—RIBHIC, DB EERDBEAFEETHIHESHEBIALTLEE LV

M

"keyCredentials': [ { “customKeyldentifier": “ $base64Thumbprint_from_powerShell_for_PPAN", “keyld": “$keyid_from_above PPAN", "type": "Asym

BOFIE, PANESANAH B FUAICETVWTVET, PowerShdIAS ATV T NEBEXRTL, BY)/EBASE64ERE 4 ~ K —
FLET, NZ7IARNT77ANETYTO—RLTLKEEWN, IS—HFRETDERBYEEA.

$cer = New-Object System.Security.Cryptography. X 509Certificates. X 509Certificate2 $cer.Import(“ mycer.cer”) $bin = $cer.GetRawCertData() $base64V ¢

TRE, OEOFIETHAET N TS &S $hase64Thumbprint, $baseb4Value 12, Skeyid DEZATEAL T EE W,

Azure ADD SRREIAEN—U 2 ZEBTEREBATLL



o Connection to server failed with:

MDM Server API error
Connection Failed: 401:Unauthorized: the MDM server is
not reachable

Please try with different settings.

Z<OBE. COIT—. TAzwe7 7VICEYAT IV EAFANEZA STV EREVESICRKEL portd.azurecomET, 77U
ICELVEHAREENATVR L 2BREBL. ZEOLTICY Y Y UGrant ParmissionsT 2 Z & ZRERELE T,

o Connection to server failed with:

Failed to acquire auth token from Azure AD. There is a
problem with the Azure certificates or ISE trust store.

Please try with different settings.

s

COAYE—DE, ISENfM—URTURLANDT I EAZRITL., ISENREBEVIIAENr RENESEICRELET, B2k
CAFI—UHNISEEEARNTILHD BB LET, ELWVAENISENEETEDARNTICA VAR =T EREBEY
BRLBEVEBERR, NWTYRFYTFrERITL, ANFEEETVIN ERRBIZDLOICERZTANLET,

BEE TR R

e UFATURNILFUI YN EFERLET—ERF -



https://learn.microsoft.com/en-us/previous-versions/azure/dn645543(v=azure.100)?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/previous-versions/azure/dn645543(v=azure.100)?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/previous-versions/azure/dn645543(v=azure.100)?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/previous-versions/azure/dn645543(v=azure.100)?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/previous-versions/azure/dn645543(v=azure.100)?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/previous-versions/azure/dn645543(v=azure.100)?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/previous-versions/azure/dn645543(v=azure.100)?redirectedfrom=MSDN

Azure - Quickstart: Microsoft Identity Platform\D 7 7" U 4 —< 3> Q& &

Azure Active Directory 7 Z7UX _7 T A B

TO_HIN HR—BR&E RFI XTI - Cisco Systems



https://learn.microsoft.com/en-us/entra/identity-platform/authentication-vs-authorization
https://learn.microsoft.com/en-us/entra/identity-platform/authentication-vs-authorization
https://learn.microsoft.com/en-us/entra/identity-platform/authentication-vs-authorization
https://learn.microsoft.com/en-us/entra/identity-platform/authentication-vs-authorization
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
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