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CORFAIXNTR, PTATFOTATAEBOBEBLICEATE BRest APIZERAL T, 74
FUFAFAIN—TEI—FEERBLCEETBHEC OV THALE T, CORTHHT
2FEE, YOI DOAR> R7OVISERREJSONF X M Rest API Firefox Client(SIST)ICE S
WTWET,

BIRRA
4

ROERICETDHBAN BB N HRENET,

- Cisco Identity Services Engine ( ISE )
- REST API
- JSON

ATV R—F2 b

CORFIXVRNE, BEDVIRIITHELEN—RIITON—-T3aVIIREENDENDT
k7x<. RESTAPIZEAL LREHDHA RICTERE A,

CORFIAIXNDERIE., BEODTARREBICHADTFNAAZEIVWTERENELE, COR
FAXKRNTERIZITINTOT/NA AR, YA (F7 2N ) REORELSEEBHLTVET
o BEETNDZRYRND—UTR. BATVRICE>TRCHAREMNI HHEEE T 9oL TL
EEW,
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APl Request and Response flow

POST ( Identity Group Creation) ) _
' 201(Created)

GET ( Identity Group Details_Retrieval
‘ 200 ( details in JSON Representation)

POST ( User Creation) ’
‘ 201(Created)

GET { User Details_Retrieval) }
‘ 200 ( details in JSON Representation)

PUT ( User Details Modification) ’
‘ 200 ( updated field)

RTE, APIZERALEREDY DV TINATYTZRLET, COATYTR, MBEOI—I)L%Z
TR IEHNDZRELTHEATEERT,

1.PAFTATATN—TDER

POSTXY Y REFEALTIDTIL—TZERLTSEE L,

APIJ—)L ®URL:
https://<ISE IP>:9060/ers/config/identitygroup
APIOd—)LOAY S — .

HTTP 'Content-Type' A\ ¥ &

HTTP 'Accept A Y & — : application/json

application/json

DI —7ERRBAHOIJSONTI— R

{ "IdentityGroup": { "name": "

Bl -



Request

POST x

Headers~

Content-Type

Accept

+Add header

Basic auth~

ersadmin

Request bodyv

Type

https://10.71.244.140:9060/ers/config/identitygroup

application/json

application/json

Custom

Response (0.711s) - https://10.71.244.140:9060/ers/config/identitygroup

201 Created

Headers >

2FAFOF 14T 4T ) —7 OFMAIE

GETXVY RZFERALT, FTATUTATATIL—TD

APIJ—J)L ®URL:

HMENBLET,

Show password?

https://<ISE IP>:9060/ers/config/identitygroup?filter=name.CONTAINS.<IDZ JL—7"&>

APID—LOAY 5 —

HTTP 'Content-Type' A ¥ &

HTTP 'Accept'AY & — :

Bl -

application/json

application/json



GET

Headersv

Content-Type

Accept

+Add header
Basic auth

ersadmin

:J .140:9060/ers/config/identitygroup?filter=name.CONTAINS.testusergroup

application/json

application/json

Response (0.786s) - https://10.71.244.140:9060/ers/config/identitygroup ?filter=name.CONTAINS.testusergroup

200 o«

Headers >

{

"SearchResult": {

"total": 1,
“resources": [
{
"id": "bb6ae7220-4289-11lea-aB4@-cee7c3felbld",
“name": "testusergroup";
"description”: " User group for testing",
“link": {
"rel": "self"”,

Send request

"href": “https://10.71.244.140:9060/ers/config/identitygroup/b6ae7220-4289-11ea-aB48-ceeTcifelbld”,

"type": "application/xml"

X COFATFUTATAIN—TICI—F 2RI, D(TATFUT

TORETEE ) FBETT,

3.1—YDERK

POSTXVY Y REFEALTI—Y—ZERLET,

APId— )L MURL:

https://<ISE IP>:9060/ers/config/internaluser/
APIJ—=)ILOAY X — :

HTTP Content-TypeA Y & — application/json
HTTP%’E FARQAY A —: application/json

JA—HEKANISONI— R :

"

{ "InternalUser": { "name":

Bl -

Show password?

4

.3:

1J)—



Request

POST - https://10.71.244.140:9060/ers/config/internaluser/
Headersv

Content-Type application/json

Accept application/jsen

+Add header
Basic authv

ersadmin  sssessses

Request body

Type Customn
{
“InternalUser”: {
"name": "testl23",

"email": "test@cisco.com",
"enabled": true,
"password”: "Letmein!l”,

"firstName": "test”,

"changePagsword”: false,

"identityGroups": "b6ae7220-4289-1lea-a840-ceelc3felbld",

Response (80.364s) - https://10.71.244.140:9060/ers/config/internaluser/

201 Created

Headers >

4.0—Y—H#ElOHE
GETXVY Y RZEFERALTI—Y—0EZMBLET,
APIJ—)LMDURL:

https://<ISE IP>:9060/ers/config/internaluser

Show password?

E:COURLEE, I—HEZTANRVITIBLHICERTERT, 1—Hi,
firstName. lastName. identityGroup. name. description. email. enabledZ{ERAL T7 «

WRIDTTERY,

EFA—LDEI—HTEIL—BETHBLD, BFA—LIDEFEALTI—YOFEET 1 LA

)20 zHE8HLET,

https://<ISE IP>:9060/ers/config/internaluser?fitter=<7 1 LAV JI_ERTD7 1 =)L ROBHI

>.CONTAINS.<7 A ILEZVITRT 14 =) ROE>
APIJ—=LDOAY & — :

HTTP Content-TypeA ¥ & — application/json



HTTPZ T AQAY & — : application/json

Bl -

Request o B+
GET - 140:9060/ers/config/internaluser?filter=email.CONTAINS. testlcisco.com
Headers~
Content-Type application/json i}
Accept application/json i}

+Add header
Basic authv

ersadmin Show password?

Response (1.348s) - https://10.71.244.140:9060/ers/config/internaluserfilter=email. CONTAINS.test@cisco.com

200 o«

Headers >
{

“SearchResult": {
"total": 1,
"resources": [
{
*id": "be9aee27-22f2-4a77-aBe9-3092ba3b636e",
"name": "testl23",
"link": {
"rel": "self",
"href": "https://10.71.244.140:9060,/ers/config/internaluser/be%aee27-22f2-4a77-aBe9-3092ba3b636e",
“type": "application/xml"

EFI—HYONAD—RXZOMOIBEHREZEFITSICIE. CZTREL LIDB KU Named &4
ETY, hreflURLIEI—1BHROEFHICEAETNET,

5. 1—Y—DFlEE

PUTXVYY REFRALT, 11— —NNATJ—REZZELFXT,

APIJ—)LMDURL:

https://<ISE IP>:9060/ers/config/internaluser/< A7 Y 7ATHRBL 7O AZEAL T1—¥
ID% 2 &>

ERR, AT Y TATHAL T OERAEEAL TREL zhref URLT T,
APID—LOAY & —

HTTP Content-TypeA ¥ & — application/json



HTTPZ T AQAY & — : application/json

A—Y—ERBHROEEANDISONI— R :

{ "InternalUser":

i -

Request

PUT j

Headersv

Content-Type

Accept

+Add header
Basic authv

ersadmin

Request body~
Type

{
"InternalUser": {

{ nigr. v

140:9060/ers/config/internaluser/be%aee27-22f2-4a77-a8e9-3092ba3bbibe

application/json

application/json

Custom

"id": "beY%aee27-22f2-4a77-aBed9-3092ba3b6i6e",

"name": "testl23",
password”: "Letmein!3",
enablePassword": "Letmein|3"

Response (2.177s) - hitps://10.71.244.140:9060/ers/config/internaluser/be9aee27-22f2-4a77-aBe9-3092ba3b636e

200 o«

3

Show password?

IDJIIN—7" %59 Sk, ISE GUIT[Administration] > [Identity Management] > [Groups] >
[Identity Groups] > [User Identity Group]ic BEIL £9,

11— Z®HET5I(CE. ISE GUIT[Administration] > [Identity Management] > [Identities] >
[Usersin]icBEIL £ 9,
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