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ISEA* S LDAPA D2 1N
1. [Administration] > [Identity Management] > [External Identity Sources] > [Active Directory] >

[LDAP|-BBIL =7,
2. [General] 2 7 €, LDAPOEFIZ AL, AF— D[Active Directory] ZiEIR L £,

= Cisco IS] Administration - Identity Management
Identities Groups External Identity Sources dentity Source Sequences Settings
¢ LDAP_Server

External Identity Sources

LDAP Identity Source

Certificate Authentication F
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1 LDAP
1 oDBC
Name L rver

=1 RADIUS Token
RSA SecurlD Description
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BEHRX 417 ELDAPRREDRRE

1. [ISE] > [Administration] > [Identity Management] > [External Identity Sources] > [LDAP](C BB L
9.

2. 754X JLDAPH—/NDHRARE %, K— K389(LDAP)/636(LDAP-Secure)& & & IZEL &
9,

3. LDAPH—NOEB/NAT— REGFAL T, SEZREON)O/NAEANLET,
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1. [ISE] > [Administration] > [System] > [Admin Access] > [Authentication]ic BB L £ ¥
2. [Authentication Method]&Z 7 ¢, [Password-Based]|# 7> a>&BIRL £7,
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4.[Save Changes]| 27 )Y VL&,
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1. [ISE] > [Administration] > [System] > [Authorization] > [Permissions] > [Menu access]ic BB L &
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1. [ISE] > [Administration] > [System] > [Admin Access] > [Authorization] > [Policy]\C BE L £ ¥

2. HAIIC & B [Actions] RO Y 7’HJ> XZ1—7H5 [Insert New Policy Below] ZiZiR L T,

FLLWRUS —ZEMLET,
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AD|EY >3V TEEBLEEEIIN—TICIVEDTIL, XZ21—TOEAREF—RTOt

ACHERZEVIETERT,
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Identity Services Engine

Intuitive network security
admin2@anshsinh.local

LDAF_Server ~

EELAR—NTEBEOJTA 00714 2H7LET, [ISE] > [Operations] > [Reports] >
[Audit] > [Administrators Logins]icBE L £ ¥,
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RBAC : OJ A &FH#% &, RBACEHENDXY E—I A KRRENE T (ise-psc.log)
access-filter : YUY —RA7 1 )LZT 7t A(ise-psc.log)ZENEl L £

runtime-AAA : OJ A VB KRTPLDAPA R Z0> a> Xy t—2(prrt-serverlog) DO A &
nEd

NNy RE Y TF ¥ 47

Bind Request and response using LDAP for the
1 U administrator. @c - +

[ Trme Source Deztnaticn T T TR T I
579 FO2E-0%-38 01:27:88.H40523 18.196.37. 184 18.127.197. 188 L ’:‘L\\‘ b indReguest [4)
"w

TG 20090530 1127110, B4R421 10, 108.37. 184 19.127.197. 180 Lo [BisdRsquestil] “(M=ASeinictrator CNsUsers, DO=antnginh, BC=10ca1" simple |
il F028-99-38 01:31:13, 388424 18.137.197.180 19.186.32. 184 Lba# &5 | bindRespanseil! swocess
1

Thid 2000-03-38 81:21:10, 340581 18,927,147, 189 18, 186.32, 154 Liwp 475 W searchResEntry(2) “Ot=admin2, ON-lser s, DE=anshs inn, DO=Tecal™ w-nnhf‘nJ
1048 2020-9%-30 01! 26 18.196.12.104 19.127.107.180 Loap 12 g BissRequest(l) "(M-asvinl, ON-Ucers, DC=aashsind, Dls Local™ sivple |
149 Joie-or3-3e 01: 18,127,197, 188 10, 106,02, 184 LbiF 3 ‘ bindhesperseil}

15308 2006-99-30 ™ 18,7 37.184 19.127.197. 188 Lbap 1 'J/' ’,J' searcheguest(3) s i, dc=loeal” whileSubtree

1515 2008-d- 30 H LL I 107,180 19, 186,52, 154 Lhap -|'./' Vi searchResFnt ry(l in2 , (N=lisers , D=anshsinh, 0C=lacal™ searchiedh
15330 2020-02-30 01: B09736 18.106.12.104 10.127.107.100 Lbag ~1 ra bisdhequest(2) "(Meadeinl, (Nalicers,DCaanchs ind, DCslocal™ sisple

15337 2020-93-38 81:11:48, 7pas - e - - e s bindhesponsel! swocess

Search request and response Entry for the
username to the mapped LDAP qroup.

¢ Frame 1843: 191 bytes on wire (1528 bits)

‘ Bind success for the username search

OJ a4

prrt-server.logZ L £ T

PAPAuthenticator,2020-10-10

08:54:00,621, DEBUG, 0x7£852bee3700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessionID=ise30:u
serauth286,user=admin2@anshsinh.local,validateEvent: Username is [admin2@anshsinh.local]
bIsMachine is [0] 1sUtf8vValid is [1],PAPAuthenticator.cpp:86 IdentitySequence,2020-10-10
08:54:00,627,DEBUG, 0x7£852c4e9700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessionID=ise30:u
serauth286,user=admin2@anshsinh.local, ******* Authen

IDStoreName:LDAP_Server, IdentitySequenceWorkflow.cpp:377 LDAPIDStore,2020-10-10
08:54:00,628,DEBUG, 0x7£852c4e9700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessionID=ise30:u
serauth286,user=admin2@anshsinh.local, Send event to LDAP_Server_9240gzxSbv_199_Primary

server, LDAPIDStore.h:205 Server,2020-10-10

08:54:00,634,DEBUG, 0x7£85293b8700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessionID=ise30:u
serauth286,user=admin2@anshsinh.local, LdapServer: :onAcquireConnectionResponse: succeeded to
acquire connection, LdapServer.cpp:724 Connection,2020-10-10

08:54:00,634,DEBUG, 0x7£85293b8700, LdapConnectionContext: : sendSearchRequest (id = 1221): base =
dc=anshsinh,dc=1local, filter =

(& (objectclass=Person) (userPrincipalName=admin2@anshsinh.local) ), LdapConnectionContext.cpp:516
Server,2020-10-10

08:54:00,635,DEBUG, 0x7£85293b8700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessionID=ise30:u
serauth286,user=admin2@anshsinh.local, LdapSubjectSearchAssistant: :processAttributes: found
CN=admin?2,CN=Users, DC=anshsinh,DC=1local entry matching admin2@anshsinh.local

subject, LdapSubjectSearchAssistant.cpp:268 Server,2020-10-10



08:54:00, 635, DEBUG, 0x7£85293b8700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessionID=ise30:u
serauth286,user=admin2@anshsinh.local, LdapSubjectSearchAssistant: :processGroupAttr: attr =
memberOf, value = CN=employee,CN=Users,DC=anshsinh,DC=1local, LdapSubjectSearchAssistant.cpp:389
Server,2020-10-10

08:54:00,636,DEBUG, 0x7£85293b8700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessionID=ise30:u
serauth286,user=admin2@anshsinh.local, LdapServer: :onAcquireConnectionResponse: succeeded to
acquire connection,LdapServer.cpp:724 Server,2020-10-10

08:54:00,636,DEBUG, 0x7£85293b8700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessionID=ise30:u
serauth286,user=admin2@anshsinh.local, LdapServer: :authenticate: user = admin2@anshsinh.local, dn
= CN=admin2,CN=Users,DC=anshsinh,DC=1local, LdapServer.cpp:352 Connection,2020-10-10
08:54:00,636,DEBUG, 0x7£85293b8700, LdapConnectionContext: : sendBindRequest (id = 1223): dn =
CN=admin2, CN=Users, DC=anshsinh,DC=1ocal, LdapConnectionContext.cpp:490 Server,2020-10-10
08:54:00, 640, DEBUG, 0x7£85293b8700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessionID=ise30:u
serauth286,user=admin2@anshsinh.local, LdapServer: :handleAuthenticateSuccess: authentication of
admin2@anshsinh.local user succeeded,LdapServer.cpp:474 LDAPIDStore,2020-10-10

08:54:00, 641,DEBUG, 0x7£852c6eb700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessionID=ise30:u
serauth286,user=admin2@anshsinh.local, LDAPIDStore: : onResponse:
LdapOperationStatus=AuthenticationSucceeded -> AuthenticationResult=Passed, LDAPIDStore.cpp:336

ise-psc.logZBFEBLET

chsoOihs, RYRIDI—=IOFNAADVY—-ALTIEALELS ELEEE ICadmin2 11—
YICEAETNDRBACR) > —2HFETELY,

2020-10-10 08:54:24,474 DEBUG [admin-http-pool51][] com.cisco.cpm.rbacfilter.AccessUtil -
:admin2@anshsinh.local:::- For admin2@anshsinh.local on /NetworkDevicesLPInputAction.do --
ACCESS ALLOWED BY MATCHING administration_networkresources_devices 2020-10-10 08:54:24,524 INFO
[admin-http-pool51][] cpm.admin.ac.actions.NetworkDevicesLPInputAction -
:admin2@anshsinh.local:::- In NetworkDevicesLPInputAction container method 2020-10-10
08:54:24,524 DEBUG [admin-http-pool51][] cisco.ise.rbac.authorization.RBACAuthorization -
:admin2@anshsinh.local:::- :::::::::Inside RBACAuthorization.getDataEntityDecision::::::

userName admin2@anshsinh.local dataType RBAC_NETWORK_DEVICE_GROUP permission ALL 2020-10-10
08:54:24,526 DEBUG [admin-http-pool51][] ise.rbac.evaluator.impl.DataPermissionEvaluatorImpl -
:admin2@anshsinh.local:::- In DataPermissionEvaluator:hasPermission 2020-10-10 08:54:24,526
DEBUG [admin-http-pool51][] ise.rbac.evaluator.impl.DataPermissionEvaluatorImpl -
:admin2@anshsinh.local:::- Data access being evaluated:LDAP_Data_Access 2020-10-10 08:54:24,528
DEBUG [admin-http-pool51][] cisco.ise.rbac.authorization.RBACAuthorization -
:admin2@anshsinh.local:::- :::::::::Inside RBACAuthorization.getDataEntityDecision::::::
permission retrieved false 2020-10-10 08:54:24,528 INFO [admin-http-pool51]I[]
cpm.admin.ac.actions.NetworkDevicesLPInputAction -:admin2@anshsinh.local:::- Finished with rbac
execution 2020-10-10 08:54:24,534 INFO [admin-http-pool51][]
cisco.cpm.admin.license.TrustSecLicensingUIFilter -:admin2@anshsinh.local:::- Should TrustSec be
visible :true 2020-10-10 08:54:24,593 DEBUG [admin-http-pool51]I[]
cisco.ise.rbac.authorization.RBACAuthorization -:admin2@anshsinh.local:::- :::::::::Inside
RBACAuthorization.getPermittedNDG:::::: userName admin2@anshsinh.local 2020-10-10 08:54:24,595
DEBUG [admin-http-pool51][] ise.rbac.evaluator.impl.DataPermissionEvaluatorImpl -
:admin2@anshsinh.local:::- In DataPermissionEvaluator:getPermittedNDGMap 2020-10-10 08:54:24,597
DEBUG [admin-http-pool51][] ise.rbac.evaluator.impl.DataPermissionEvaluatorImpl -
:admin2@anshsinh.local:::- processing data Access :LDAP_Data_Access 2020-10-10 08:54:24,604 INFO
[admin-http-pool51] [] cisco.cpm.admin.license.TrustSecLicensingUIFilter -
:admin2@anshsinh.local:::- Should TrustSec be visible :true
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