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=] Wiawapant guests’ passwords

. Send SWS notiicalions with guests’ credentials

b1 Reset guests’ account passwords

1 Extend guest accounis

1 Delete gueasis’ accounts

14l Suspend guests’ accounts
L i Reguire Sponsor o provide @ réason

b1 Reinstate suspended guests” acoounts

b Approve andview requests from seliregisiering guests
® Any pen ding accounts

_) Only pending accounts assigned to this sponsor

TARNFTHAI> SNOER

APIZSTLTTARNT AT R 2RI BICE. ARIY—E LT, REARH—HREITS
R—ZILZNUTISEICAPIO—LZRETIHBENBYVET,

ATYTULISETCERREENTVRIXNTOARARY Y —R—ZI)IOR—Z)LIDERET S ICIE,
ROEREECEEDORESTVZA T NEEALET,

XYY R GET
URL https://<ISE-IP>:9060/ers/config/sponsorportal
Credentials ERSEEBEZEILTF VY I EZFERTS

Content-type:application/xml

Y- Accept:application/xml

S Ty sl

i Fia
SR TaOry ml




FREEIhDHED :

<?xm version="1.0" encodi ng="utf-8" standal one="yes"?>

<ns3: searchResult total ="1"

xm ns: ns5="ers.ise.cisco.conf

xm ns: ers-v2="ers-v2"

xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"

xm ns: ns3="v2. ers.ise.cisco.conl>

<ns3:resources>

<nsb5:resource description="Default portal used by sponsors to create and nanage accounts for
aut horized visitors to securely access the network"
id="274a95f0-2e58-11e9-98£fb-0050568775a3" name="Sponsor Portal (default)">

<link rel="self" href="https://10.127.197. 186: 9060/ er s/ confi g/ sponsor port al / 274a95f 0- 2e58- 11e9-
98f b- 0050568775a3" type="application/xm"/>

</ ns5: resource>

</ ns3:resources>

</ ns3: searchResul t >

BLUDER., TARNI—YOERICEATEIARIY—R—FILOR—F2IIIDTT, COHITE
. ID& T274a95f0-2e58-11e9-98fb-0050568775a3.1 T T,

ATYT72: COAPIO-)ZFERALT, TANTHO NZERLET, ZZ Tportal DOE I
ATYTIASEBLEETT,

XYY R POST

URL https://<ISE-IP>:9060/ers/config/guestuser/

Credentials AR =T HONOEREHRZERATS
Content-
type:application/vnd.com.cisco.ise.identity.guest

ANY S — user.2.0+xml

Accept:application/vnd.com.cisco.ise.identity.gu
estuser.2.0+xml
<?xml version="1.0" encoding="UTF-8"?>
<ns2:guestuser
xmlns:ns2="identity.ers.ise.cisco.com">
<customFields>

X </customFields>
<guestAccesslinfo>
<fromDate>04/25/2020 18:55</fromDate>
<location>7*!) —</location>



<toDate>04/28/2020 19:55</toDate>
<validDays>3</validDays>

</guestAccessinfo>

<guestinfo>

<company>z A Z</company>
<emailAddress>abcd@cisco.com</emailAddres
s>

<firstName>John</firstName>
<lastName>Doe</lastName>
<notificationLanguage>% &
</notificationLanguage>
<password>9618</password>
<phoneNumber>9999998877</phoneNumber>
<smsServiceProvider>7 O—/N)LDOF 7 # )L k
</smsServiceProvider>
<userName>johndoe</userName>
</guestinfo>

<guestType>fsEB¥E (F7#I b

) </guestType>
<personBeingVisited>abcd3@cisco.com</perso
nBeingVisited>
<portalld>274a95f0-2e58-11e9-98fb-
0050568775a3</portalld>
<reasonForVisit>& &t S DR T D FHHE
</reasonForVisit>
</ns2:guestuser>
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[ISE GUI] > [Master GuestReport][CBEIL T, 7HU Y MERENIA ESH ZEEBLE T,
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XYY R GET
https://<ISE-

URL IP>:9060/ers/config/guestuser/name/{name}
Credentials AR —THIONOERERZERATS
AY A — Content-type:application/xml

Accept:application/xml

FRENDED :

200 &



<?xm version="1.0" encodi ng="utf-8" standal one="yes"?>

<ns4: guest user id="3b967932-86f 8- 1lea- aaf e-72889dc971d1" nane="j ohndoe"
xm ns: ers="ers.ise.cisco.conf

xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"

xm ns:ns4="identity.ers.ise.cisco.con>

<link rel="self" href="https://10.127.197. 186: 9060/ er s/ confi g/ guest user/ nane/j ohndoe"
type="application/xm"/>

<cust onfi el ds/ >

<guest Accessl nf o>

<f r onDat e>04/ 25/ 2020 18: 55</ f r onDat e>

<l ocat i on>Del hi </ | ocat i on>

<t oDat e>04/ 28/ 2020 19: 55</t oDat e>

<val i dDays>3</val i dDays>

</ guest Accessl nf o>

<guest | nf 0>

<conpany>Ci sco</ conmpany>

<creationTi me>04/ 25/ 2020 18: 55</creati onTi ne>

<enmi | Addr ess>abcd@i sco. conk/ enni | Addr ess>

<enabl ed>f al se</ enabl ed>

<firstName>John</first Name>

<l ast Name>Doe</ | ast Nane>

<noti ficati onLanguage>Engl i sh</noti fi cati onLanguage>

<passwor d>9618</ passwor d>

<phoneNunber >9999998877</ phoneNunber >

<smsServi ceProvi der >d obal Defaul t </ smsSer vi ceProvi der >

<user Name>j ohndoe</ user Name>

</ guest | nf 0>

<guest Type>Cont ract or (default)</guest Type>

<per sonBei ngVi si t ed>abcd3@i sco. conx/ per sonBei ngVi si t ed>
<reasonForVisit>Visiting Bob from Accounti ng</reasonForVisit>
<sponsor User | d>1f 7627f 0- 86f 8- 11ea- aaf e- 72889dc971d1</ sponsor User | d>
<sponsor User Nane>Sponsor _ERS</ sponsor User Nane>

<stat us>AWAI TI NG_I NI TI AL_LOGJ N</ st at us>

</ ns4: guest user >
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https://<ISE-
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FREREIhDHED :

200 X

<?xm version="1.0" encodi ng="utf-8" standal one="yes"?>
<ns3: oper ati onResul t

xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"

xm ns: ns3="ers.ise.cisco.coni>

<attributesList>

<attribute nane="password" val ue="2557"/>

</ attributesList>



</ ns3: operationResul t >
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XYy R HI BR
URL https://<ISE-
IP>:9060/ers/config/guestuser/name/{name}
Credentials AR =T HONOEREHRZERATS
w A Content-type:application/xml
AV Accept:application/xml
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401 Unaut hori zed

<message type="ERROR' code="CRUD operation exception">
<title>Sponsor does not have permi ssion to access REST Apis</title>



</ nessage>
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400 Bad Request
<message type="ERROR' code="CRUD operati on exception">
<title>Creating GuestUser failed due to

com ci sco. cpm guest access. val i dati on. Guest AccessVal i dati onException: Portal not found for portal
sessi on elfcl5a7-al70-4d6a-b02c- 0ab7b0bc54ff</titl e>
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200 (OK):REST APIA BHIO T V> a v A ERICEFLEZEERLET,

201 (B ):OLYY I VATUY—ANEREhECEERLET,

204 (A FTYRL ) :SnlF@E, PUT, POST, £LIEDELETEERADISEE L TIEE
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400 (Bad Request): FEAEREX., B BENTA—RBEOBBICHTSZ —BKHETS—1
— R XvtE—P0EMAERAT, ERZEHBLTSEEL,

401 (BHFW ) ChlEk, FO2AVHR2EILTUIYILTRITENED, JLTOO Y
BFRBEWD, PAOURNZOT I3V ORTEHFAETATVEVWIEZRLET,
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