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RADIUS Access-Request
» Prooy RADIUS Acceii Request

— k&

10117 15680
RADIUS Access-Accept/Reject
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RADIIS Access-Accept
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sliills Identity Services Engine
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Administration > Network Resources > External RADIUS Servers > Add & %%Fﬁ

- e License Waming 4k
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-y et Do Fond Sy
METRICS =2 et -
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Settings My Devices
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~ Administration

Identity Services Engine

Ll » Context Visibility

+ System

r Metwork Devices

b Identity Management |~ Metwork Resources

Network Device Groups  Netwark Device Profiles

External RADIUS Servers List > ISE_BackEnd_Server
External RADIUS Server
* Name

Description

" HostIP

* Shared Secret

Enable KeyWrap

* Key Encryption Key

* Message Authenticator Code Key
Key Input Format

* Authentication Port

* Accounting Port

* Server Timeout

» Device Portal Management

» Operations » Policy

pxGrid Services  » Feed Service ¥ Threat Centric NAC

External RADIUS Servers  RADIUS Server Sequences  MNAG Managers  External MDM  » Location Servicas

ISE_BackEnd_Server

This will be used as an external ISE server

p
10.127.196.82 |
[eeen | [ Show
D 7
Show
Show
© ASCHl  HEXADECIMAL
1812 | (valid Range 1 to 65535)
1813 | (Valid Range 1 ta 65535)
s | seconds (valid Range 1 to 120)

* Connection Attempts | 3

| (valid Range 1 to 9)
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cisco  ldentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration + Work Centers

» System  » Identity Management = ~ MNetwork Resources ¢ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Metwork Devices  Metwork Device Groups  MNetwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MOM

RADIUS Server Sequences List > New RADIUS Server Sequence

RADIUS Server Sequence
Advanced Attribute Settings

*Name | External_RADIUS_Sequence

Sequence in which the external servers should be used.
Description

+ User Selected Service Type

Select the set of external RADIUS servers to use to process requests. Servers are accessed in sequence until a response is received

Available * Selected

ISE_BackEnd_Server

<

Remote accounting

[[) Local accounting

(o
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ISETCO—HIICETTEH., AZBRADIUSH—/NTERITITEIHLZBIRTZDETT, <
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cisco  ldentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System » Identity Management = ~ Network Resources » Device Portal Management  pxGrid Services } Feed Service » Threat Centric NAC

» Network Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM

RADIUS Server Sequences List > External_RADIUS_Sequence

RADIUS Server Sequence
General

v Advanced Settings

[] strip start of subject name up to the first occurrence of the separator

[ strip end of subject name from the last occurrence of the separator

» Modify Attribute in the request

[] Modify attributes in the request to the External RADIUS Server

i [ Add .| |select an item VG

» Continue to Authorization Policy

On Access-Accept, continue to Authorization Policy

+ Modify Attribute before access accept

[] Modify attributes before send an Access-Accept

Add : Select an item o=

[ seve QLT

o FHMRE  FVZIR2EFEAL CRADIUSERO I —HBEDAXHEFTIFREEZHIBRT S
F7avERHELET,

« Modify Attribute in the request: RADIUSERORADIUSEMHZZETH A/ a >z R
MUET, ROVUANIC, BN, HIBR, FLREEHFTEIEHZEZRLET,

User-Name--[1]
NAS-IP-Address--[4]
NAS-Port--[5]
Service-Type--[6]
Framed-Protocol--[7]
Framed-IP-Address--[8]
Framed-IP-Netmask--[9]
Filter-ID--[11]
Framed-Compression--[13]
Login-IP-Host--[14]
Callback-Number--[19]
State--[24]
VendorSpecific--[26]
Called-Station-ID--[30]
Calling-Station-ID--[31]



NAS-Identifier--[32]
Login-LAT-Service--[34]
Login-LAT-Node--[35]
Login-LAT-Group--[36]
Event-Timestamp--[55]
Egress-VLANID--[56]
Ingress-Filters--[57]
Egress-VLAN-Name--[58]
User-Priority-Table--[59]
NAS-Port-Type--[61]
Port-Limit--[62]
Login-LAT-Port--[63]
Password-Retry--[75]
Connect-Info--[77]
NAS-Port-Id--[87]
Framed-Poo1--[88]
NAS-Filter-Rule--[92]
NAS-IPv6-Address--[95]
Framed-Interface-Id--[96]
Framed-IPv6-Prefix--[97]
Login-IPv6-Host--[98]
Error-Cause--[101]
Delegated-IPv6-Prefix--[123]
Framed-IPv6-Address--[168]
DNS-Server-IPv6-Address--[169]
Route-IPv6-Information--[170]
Delegated-IPv6-Prefix-Pool--[171]
Stateful-IPv6-Address-Pool--[172]
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Overview

Event 5200 Authentication succeeded
Username testaccount
Endpoint Id

Endpoint Profile
Authentication Policy External_Auth_Policy_Set
Authorization Policy External_Auth_Policy_Set

Authorization Result

ATY 7 3 BERAABRADIUSH —NICEEE BN ESH EZRIBLET,

Steps

11001 Received RADIUS Access-Request

11017 RADIUS created a new session

11049  Settings of RADIUS default network device will be used

11117  Generated a new session ID

15049 Evaluating Policy Group

15008 Evaluating Service Selection Policy

15048 Queried PIP - DEVICE.Device Type

11358 Received request for RADIUS server sequence.

11361 Valid incoming authentication request

11355  Start forwarding request to remote RADIUS server

11365 Modify attributes before sending request to external radius server
11100 RADIUS-Client about to send request - ( port = 1812 )

11101  RADIUS-Client received response

11357  Successfully forwarded request to current remote RADIUS server
11002 Retumned RADIUS Access-Accept

4. Continue to Authorization Policy on AccessAccept 7> 3 & IBIRL, RBAIRU D —HFFHlichTVWB AL E
SHhemRBLET,



-llmlh |dent|ty Services Englne

Overview
Event 5200 Authentication succeeded
Username testaccount
Endpoint Id
Endpoint Profile
Authentication Policy External_Auth_Policy_Set
Authorization Policy External_Auth_Policy_Set >> Default
Authorization Result PermitAccess

Steps

11001  Received RADIUS Access-Request

11017  RADIUS created a new session

11049  Settings of RADIUS default network device will be used

11117 Generated a new session ID

15049 Evaluating Policy Group

15008 Evaluating Service Selection Policy

15048 Queried PIP - DEVICE.Device Type

11358 Received request for RADIUS server sequence.

11361 Valid incoming authentication request

11355 Start forwarding request to remote RADIUS server

11365 Modify attributes before sending request to external radius server
11100 RADIUS-Client about to send request - ( port = 1812 )

11101 RADIUS-Client received response

11357  Successfully forwarded request to current remote RADIUS server
15036 Evaluating Authorization Policy

15016 Selected Authorization Profile - PermitAccess

22081 Max sessions policy passed

22080 Mew accounting session created in Session cache

11002 Returned RADIUS Access-Accept

NS7I>1—bk
F)A 1. AR KN -5405 Radius EXRp RO Y 7°
- BRTHIVENHZBELEERC LG, FAARRIALA—RNOFIETT, COFIET

RADIUS-CIlentrequesttlmeoutexplredtaa_‘%/T\é1"—7;_*%::\ ISE (& E&EE N -/ E8 Radius H—/\A S5
ZZZELTVERA, ChIRROBEICHRELET,



1. A EB Radius Y —/NE DELICEABIH Y ET, RESNTWVWSHR—KNTISE HHIB
Radius H—/NIZEETEXH A,
2. ISE A"H\&f Radius H—/NXOZRY RD—OFNA AELEIENAS ELTEREETNTLVELBA

o

3. REREEATHRADIUSH—NTOMEMSH DOREEIIC K, ATBRADIUSH—/NICK > TNT
Y RAREBEENKT,

Steps

11001 Received RADIUS Access-Request

11017 RADIUS created a new session

11049  Settings of RADIUS default network device will be used

11117 Generated a new session ID

15049 Evaluating Policy Group

15008 Evaluating Service Selection Palicy

15048 Queried PIP - DEVICE.Device Type

11358 Received request for RADIUS server sequence.

11361 Valid incoming authentication request

11355 Start forwarding request to remote RADIUS server

11365 Modify attributes before sending request to external radius server
11100 RADIUS-Client about to send request - ( port = 1812 )

11104 RADIUS-Client request timeout expired (E} Step latency=15011 ms)
11356 Failed to forward request to current remote RADIUS server

11353 Mo more external RADIUS servers; can't perform failover

NTYRFYTFYERRBLT, ChHFBOXYE—DTHREVA, DEVISENY—NDSNT
YREZRBFELTVZEDOD, ERFRALATINLECEZHRELTVWR A ZH#ELET,

1841 6.537919 18.127.156.840 18,127,196, 82 207 RADIUS Access-Request(1) [id=18, L=165])

1718 11.542634 18.127.196. 88 19.127.196.82 7 RADIUS Access—Requesti{l) [id=18, 1=165], Duplicate Request
2430 16.547829 18.127.196. 88 12.127.196.82 287 RADIUS Aceess-Request(1) (id=18, 1=165), Duplicate Reguest

« FIEIZRENTVDIHE Stat forwarding request to remote RADIUS sever § < CITHONERAT Y 7'lE -
No more external RADIUS servers; can't perform failover, JRIC, ERES NI TN TOAZBRADIUSH —/VH
REdeadeN—U2 1, dead XA N—HN"HEVNICE > LRICOAERN BT B &
EKRLET,

Steps

11001 Received RADIUS Access-Request

1017 RADIUS created a new session

11049 Settings of RADIUS default network device will be used
11117 Generated a new session ID

15049 Evaluating Policy Group

15008  Evaluating Service Selection Palicy

15048  Queried PIP - DEVICE.Device Type

11358 Received request for RADIUS server sequence.

11361 Valid incoming authentication request

11355 Start forwarding request to remote RADIUS server

11353 No more external RADIUS servers; can't perform failover



N S ISEQABRADIUSH —/SDTF T AL RDFY RAA LRSS TF. CON—T 3>
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?l[ﬂ IZRENT \/\éi%n RADIUS-Client encountered error during processing flow %(D?é (Z Failed to forward request
to current remote RADIUS server; an invalid response was received., chlk, 9+~iBRAD|US'U'—/\"\(DE=R(DE
EHRICISECHEABNArRELECEZBERLET, CHRFBEE. XY MT7—TF/V1 A/NASH
S5ISEISEEE NIzRADIUSERIZ naAsiPAddess 7R UEI—RD1D2&ELTHEALET, 7
£ L& WBE NAsIP-Addess AEBRADIUSH — /A BERAE h TV WIHEE, ISElE NASIP-Address
7A4—=)IRENTY NOEBRIPEASILET, L. ShiFHEB Radius F—/NIEA
RFOFZEFERAEhELEA,

>FIF 2. AKX -5400 FFEED KK

« CDFE. KROFEZEITU FE T 11368 Please review logs on the External RADIUS Server to determine the precise
falurereason— i, FAEBRADIUSH —/NBRTEREEA KL . Access-RejecthiEf§E nic C
ZEKRLET,

Steps

11001 Received RADIUS Access-Request

11017 RADIUS created a new session

11049 Settings of RADIUS default network device will be used
11117  Generated a new session 1D

15049 Evaluating Policy Group

15008 Evaluating Service Selection Policy

15048 Queried PIP - DEVICE.Device Type

11358 Received request for RADIUS server sequence.

11361 Valid incoming authentication request

11355 Start forwarding request to remote RADIUS server
11365 Modify attributes before sending request to external radius server
11100 RADIUS-Client about to send request - { port = 1812 )
11101 RADIUS-Client received response

Please review logs on the External RADIUS Server to determine the precise

11368 .
failure reason.

11357 Successfully forwarded request to current remote RADIUS server

11003 Returned RADIUS Access-Reject

« FIEICTRENTWVWBIES 15039 Rejected per authorization profile 2 £ V) . ISEIE SAAZBRADIUSH —/\ A 5
Access-AcceptZZELEL A, ISERREENLERBARVS —CETVWTERAZESL
£,



Steps

11001 Received RADIUS Access-Request

11017  RADIUS created a new session

11049  Settings of RADIUS default network device will be used

11117 Generated a new session ID

15049 Evaluating Policy Group

15008 Evaluating Service Selection Policy

15048 Queried PIP - DEVICE.Device Type

11358 Received request for RADIUS server sequence.

11361 Valid incoming authentication request

11355 Start forwarding request to remote RADIUS server

11365 Modify attributes before sending request to external radius server
11100 RADIUS-Client about to send request - ( port = 1812 )

11101  RADIUS-Client received response

11357  Successfully forwarded request to current remote RADIUS server
15036 Evaluating Authorization Policy

15016 Selected Authorization Profile - DenyAccess

15039 Rejected per authorization profile

11003 Returned RADIUS Access-Reject

* If the FalureReason iseTlk, FREENKRBMUL EBEIC. CCTHBEL EUADMAS H O FENE
BAEehFzEzd, chik, REFLRKISEEHROEENBEEEEZEKRITZEENHVET, TO
BERF. CORKTTACT—RZHAK L EZHEOHLFET,
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