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AAA Mode Settings Add TACACS+ Server

Active Sessions

® " IP Address
Change Password
" DNS Name
Local Password Policy
* Port 49
RADIUS Servers
Shared Secret Format ASCII v
SS80 Server Settings « Shiaradl Saciat Q
§S0 Servers * Confirm Shared Secret
TACACS+ Servers * Retransmit Timeout 5 (secs)
User Groups " Retries 1
Authentication Type PAP v
Users e
Local Interface IP 192.168.10.154 v

m Cancel
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| A RA Moue Settngs l AAA Mcde Settings

Active Sessions
AAA Mode @ Local RADIUS S50

Change Password

¥ Enable fallback to Local | ONLY on no server respon: ¥

Local Password Palicy

Save |

RADIUS Servers
550 Server Settings
550 Servers
TACACS+ Servers
User Groups

Users
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» Overview » |dentities User |dentity Groups  Ext Id Sources | +MNetwork Resources | Metwork Device Groups » Policy Elements  Device Admin Policy Sets Reports Settings

o
Network Devices Network Devices
Default Devices Selected 0 | Total 0 4 &b
TAGAGS Exiamal Servers J Edit |oadd | EyDuplicate | goimport &y Export @ Generate PAC | 3¢ Delete Show [All = ” -]

Name +  IP/Mask Profile Name Location Type Description
TACACS Server Sequence g yp 4

No data available
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Network Devices

|‘ Name || |
Description

| * IP Address: | ¢ | o

Default Devices

TACACS External Servers

TACACS Server Sequence

* Device Profile |3 Cisco | v €

L —
Software Version l:l

* MNetwork Device Group

Device Type [ pevice Types @ | Set To Default |

Location (4] Locations © | [ SetTo Defauit |

O [} RADIUS Authentication Seftings

» TACACS Authentication Settings

IShared Secret \—I Show |

Enable Single Connect Mode [

* Legacy Cisco Device
TACACS Draft Compliance Single Connect Support
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O » Advanced TrustSec Sefttings
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TACACS Command Sets TACACS Profiles

Rows/Page 6 v 1 " Go  GTotal Rows
TACACS Profiles

2 Refresh Duplicate @ Trash~ & Edit T Fitere v

Name Description
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Cverview b Identities  UserIdentity Groups  » Network Resources  Network Device Groups  » Policy Conditions  ~Policy Results  Device Admin Policy Sets  Reports  Settings
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TACACS Profiles > New

TACACS Command Sels
TACACS Profiles TACACS Profile
Name *
Description
p—
Task Attribute View

Profile Attributes
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A | Administration / Users / Users, Roles & AAA @ on

AAA Mode Seitings User Groups

Active Sessions Group Name Members Audit Trail View Task
Change Password Admin P El
Local Password Policy Config Managers (=] Task List
RADIUS Servers Lobby Ambassador User! , CostaRica , Yita a8 Task List
S50 Server Settings Monitor Lite = Task List
NBI Credential =) Task List
$S0 Servers
NBI Read = Task List
IAEACY = Sonvs NBI Wiite A Task List
I User Groups I North Bound AP 2| Task List
Users Root root = Task List
Super Users = Task List
System Monitoring =) Task List
User Assistant = Task List
User Defined 1 2| Task List
User Defined 2 & Task List
User Defined 3 2| Task List
User Defined 4 = Task List
mDNS Policy Admin =] Task List
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(] | Administration / Users / Users, Roles & AAA eon

AAA Mode Settings Task List . . X . .
| @ Please copy and paste the appropriate protocol data below into the customivendor-specific atiribute field in your AAA server.
A ienls e iane TACACS + Custom Attributes RADIUS Custom Attributes
©Ifthe size of the RADIUS atiributes on your AAA server is more than 4096 bytes, Please copy ONLY
role attributes, ion will refrieve the associated TASKS
Change Password ~ ~
role@=Admin NCS:role@=Admin
Local Password Policy task@=Discovery Schedule Privilege NCS:task@=Discovery Schedule Privilege
taskl=Mesh Reports NCS:taskl=Mesh Reports
task2=Saved Reports List NCS:task2=Saved Reports List
RADIUS Servers task3=Monitor Menu Access NCS:task3=Monitor Menu Access
taskd=Device WorkCenter NCS:task4=Device WorkCenter
S50 Server Settings taskS=Inventory Menu Access NCS:taskS=Inventory Menu Access
z taské=Add Device Access NCS:task6=Add Device Access
$S0 Servers task7=Config Audit Dashboard NCS:task7=Config Audit Dashboard
tack8sCustom NetFlow Reports NCS:tack8=Custom NetFlow Reports
| task9=Apic Controller Read Access NCS:task9=Apic Controller Read Access
TACACS+ Servers taskl@=Configuration Templates Read Access NCS:taskl@=Configuration Templates Read Access
taskll=Alarm Policies Edit Access NCS:taskll=aAlarm Policies Edit Access
User Groups taskl2=High Availability Configuration NCS:taskl2=High Availability Configuration
taskl3=View Job NCS:taskl3=view Job
T taskl4=Incidents Alarms Events Access NCS:taskld=Incidents Alarms Events Access
task15=TAC Case Management Tool NCS:taskl5=TAC Case Management Tool
taskl6=Configure Autonomous Access Point NCS:taskl6=Configure Autonomous Access Point
Templates Templates
taskl7=Import Policy Update NCS:taskl7=Import Policy Update
tack18=PnP Profile Read-Write Access = NCS:taskl8=PnP Profile Read-Write Accessz =
task19=550 Server AAA Mode NCS:task19=550 Server AAA Mode
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TACACS Command Sefs TACACS Profiles > New

TACACS Frofiles TACACS Profile
Name* | Prime

Description

Task Attribute View Raw View

Profile Attributes

role0=Admin

taskO=Discovery Schedule Privilege
task1=Mesh Reports

task2=Saved Reports List
task3=Monitor Menu Access
task4=Device WorkCenter
taskS=Inventory Menu Access
task6=Add Device Access
task7=Config Audit Dashboard
task&8=Custom NetFlow Reports
task9=Apic Controller Read Access
task10=Configuration Templates Read Access
task11=Alarm Policies Edit Access
task12=High Availability Configuration
task13=View Job

Cancel @
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Administration > Virtual Domains Virtual Domains > ROOT-DOMAIN
Virtual Domains ROOT-DOMAIN
Virtual Domains Virtual domains are logical groupings of devices and are used to control who can administer a group. After you add devices to Prime
Infrastructure, you can configure virtual domains. Virtual domain filters allow users to configure devices, view alarms, and generate reports
( £ ] their assigned part of the network only.
T = by
TECeR * Name | ROOT-DOMAIN Time Zone | -~ Select Time Zone -- |
ROOT-DOMAIN
Email Address | Description ‘ ROOT-DOMAIN ‘

submit | [ Cancel |
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TACACS Profiles > Prime Access
» Conditions

TACACS Profile

+ Network Conditions
Name Prime Access

~ Results

Description
Allowed Protocols

TACACS Command Sets

TACACS Profiles

Task Attribute View Raw View

Profile Attributes

task162=Monitor Mobility Devices (]
task163=Context Aware Reports

task164=Voice Diagnostics

task165=Configure Choke Points

task166=RRM Dashboard

task167=Swim Delete

task168=Theme Changer Access

task169=Import Policy Update

task170=Design Endpoint Site Association Access
task171=Planning Mode

task172=Pick and Unpick Alerts
task173=Configure Menu Access

task174=Ack and Unack Security Index Issues
task175=Ack and Unack Alerts

task176=Auto Provisioning
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