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- Lightweight Directory Access Protocol(LDAP)

FERATIIAVR—F2 N
CORFIXNOBERE. ROVYTRIITEN-RIITON—JIVICETVTLET,

- Identity Services Engine 3.0

- Windows Server 2016
CORFIXNOERE, BEOTRREICHDTFNAAICEITVTERENELE, COR
FAIXPNTERATDIIXNTOFNA ARG, I (F72)N) Eﬁi@bﬁﬂﬁb‘bi@]b'{b\iﬁ
o RBEBHPDRY RD—IUTRR, BIANVRICK>TRDUENNI HIFEZ T 0HEREL TL
ZELV,

RUE

RORIL R IE

BEEEI—YIE, ISEOBRICTIVELATR-HICEEZRIATILEN HYET, EBEEI—
HFOIDE, ISENEZBIDARNT EEFATIDANTZFEAL THERTEET, EREME. NAD—
RELGFEAEICK > THERBTEET, ChSOREZERT S IZIE, [Administration] >
[System] > [Admin Access] > [Authentication] - BEI L £ [Authentication Method] 2 7 TR E /&
RRER A T ZBRULE T,

= Cisco I5E

Admin Access

Authantication Method

Authentication Type

Administrators >

Settings >

X NAD— RR—ADOFTIR, T77T)LI\'C7E>JJL7&’J‘CL‘$?O ChzeDZA4F> Nt
PAEXR—ATIALCEETIE, IXNTORFA/—RTTFTVT—232H—-NNIBEFHL £

EE

Identity Services Engine Tk, CLINS AN RZA A RZ—T T A A(CL)O/NAT—RAKRU>
—ZERETEXRA, V571 HWNI—HFA2R—T T4 AGU)ECLIOEBED/NAT—RRL
2—i&k, ISEOGUIZNL THOAKFRETEET. ChZERETSI(CIE. [Administration] > [System]
> [Admin Access] > [Authentication]\C#E L, [Password Policy]Z 7 [CB&L £,



= Cisco ISt

Deployment

Licensing

Authentication
Authorization ?
Administrators >

Settings >

= Cisco ISE

Deployment Licensing

Authentication

Authorization 3
Administrators >
Settings >

Administration « System

Certificates

Upgrade Health Checks Backup & Restore Admin Access

Settings

Password Policy

Account Disable Pc

GUI and CLI Password Policy

Minimurm

Password must not contain:

B Admin name or its characters in reverse order

[[] *eisce” or its characters in reverse order

O m

1 or 15 characters in reverse order:

] pie

© Delfault Dictionary (7)

) Custom Dicti

Browse.. | Mo file selacte

The newly added custom dictionary file will I the existi 1 dicti

ry file.

Administration - System

Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Settings

Password Policy Account Disable Policy Loc

Password must contain at least one character of each of the selected types:

B Lowercase alphabetic characters
Uppercase alphabetic characters

u Mumeric characters

Password History

B rassword must be different from the previous 3 versions  [When enabled CLI remembers only 1ast | password infespec

{ value configured)

Cannot reuse password within 15 oy

lid Range 0 to 365)

Password Lifetime

can b requirad to

Il Admin user i3 also configuied as
Admin user is also conligured as

a network user, an expired enable password can cause the admir 0wt 10 Become disabled

45 days after creation or last change (valid range 1 to 3650)

der 1o administrators 30 days prior to password expiration (v

alid range 1 to

ISEICIE, ETIOT A7 BEBEI—HZ2EMNCITZ7OEDa _DIFHYET, ChZzRE
9 % I(ZI&. [Administration] > [System] > [Admin Access] > [Authentication]\CEE) L. [Account
Disable Policy] * 7 IcBEIL £ 9,



= Cisco IS Administration - System

Dej L I Backup & Restore Admin Access
Authenticat
Account Disable Policy
Authorizati > . =
Account Disable Policy
Administrators >
Sattings > Disable account after 30 days of inactivity. (Valid range 1 lo 365

ISEIC(E. KBLEOJAVRATEHICESVWT, EBEI-YT7HUNEOAYIEEE—F
FILETRHEEHYET, ChEERETSICE. [Administration] > [System] > [Admin Access] >
[Authentication]\C#B) L . [Lock/Suspend Settings]2 7 - BEIL £7 .

= Cisco ISk Administration » System

Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Authentication

Lock/Suspend Settings

Administrators >

Sattings >

This account has been locked. For this account to become unlocked, please contact your IT heipdesk.

BEBET7OAZEEBIZICE,. EBIIN—7, 1Y, BLrOCERZFIHSIVERTHEEY
KBRS —/)L—=IIHFBETT,

EBIIN—TORGE

[EE] > [ ATA]> [BET VLA > [ERE] > [BEIIN-TICBBL, EBEITIN-TEHRE
LET. F7FINNTHHIREATVRTIL—TRBELETHY) ., HIRTEEEA,



Dep

Admin Groups

Authentication

Authorization 2
+- Add
Administrators s
Admin Users a Name External Groups Mapped
Aeimis Sroups O 2 Customization Admi ]
O 3 ERS Admin 0
Settings >
O £ ERS Operator 0
O 12 Elevated Systern Admin 0
O 1B Helpdesk Admin 0
: ] I Identity Admin o
O 0
] £ Policy Admin o
(0 % RBAC Admin 0
£ Read Only Admin 4]
0O &3 SPOG Admin 0
O B Super Admin ]
O & System Admin ]

Admin Access

Description

s Permission to Guest Menu and

Portal Manage

Full access permission to External RESTiul Services (ERS) APis. Admins

he External RESTiu

25 (ERS)

Access permission for

Mperations tab, Includes System and data accass

Access permission for Operations tab

Access permission for Operations tab. Includes

Management and.

nin with read-andy fu

This i 2 group for Admin 1o use the AP

And impart

=5 permission for Operations, Policy and Adminisirai

=5 parmission for Operations tab. Inc

stem and data aco

TIN—=TPERENZS, TOTI—T%ERL. [edit|ZVVYILTEOITI—TICERI—
HZEBMULET, ABDIIL—TZISELOEBIIIN—TICXYEVT LT, AREBEILI—Y
HNUREZERZNMBTEDXRSICTZ IO A _VINFHIET, ChERETDICE. 11—
HEBMTZDEEICZATELT[ExternallZi&RL £ 7,

= Cisco

Deployment Certificates qing

 Super A
Authentication Super Adminm

Admin Group

Authorization »

Administrators W

Admin Users

Administration «

Maintenar Health Ch

Upgrade

Super Admin

System

Backup & Restore Admin Access

Access permission for Operations, Policy and Administration tabs. Incudes data access permission for

Admin Groups L

Admin Groups, User Identity Groups, Endpoint Identity Groups, All Locations and All Device Types.

Type B exwernal

Settings >
External Identity Source

~ External Groups

Member Users

Add

O Status

O B Enat

BHEEI-YOBRE

Email Username

First Name

Last Name



EEEI1I—YZFRET SICIE. [Administration] > [System] > [Admin Access] > [Administrators] >
[Admin Users]icBBIL &7,

= Cisco |SE

eployment

Admin Access

Administrators

Authorization >

Administrators

Admin Users

a O Status Name Description First Name Last Name Email Address Admin Groups
Admin Groups

_] B e W r Default Admin User

Add] 22Uy O LET, BREBATSILE20HWET, 121, HLLI—YEEMTS
CETE, £31D05%E, ISEEBELLTRY ND—9F 2RI (RBI—HELT
REENEI—Y ) 2ERTBETT,

= Cisco ISE

Admin Access

Administrators

Authorization >

Administrators
Admin Users

Description First Mame Last Name Email Address Admin Groups
Admin Groups

Default Admin User
Settings ?

723 EBRULER, VECHBEEEIIHEN BV, I—FICEXShBHEREER
CESWTA—HJIN—T2BRIDVENBVET,



= Cisco ISI Administration - Systen

Admin Access

v A(
Authoriza tion >
Administ
Admin U: B o
Settings >
A
ooooooooo
.........
rate
r Inf
Admin Groups
Iz Customization Admin N
it ERS Admin
& ERS Operator
‘e Elevated System Admin
I Helpdesk Admin
W
¥ Identitv Admin
W

A—HIIN—TICBETEDIERICE. XO2200RATHHYET,

1. XZ1—=T9U+tA

2. 7F—2TUOtA
[Menu Access]ld, ISEQFTES—2a>ORRZFHIBLERT, [(RRELREERTR|ZT L
2oDFATIAVNBHY ., CNSREREREFARKETT, XZ1—TIVEAL—ILE, BRULEXTOE
TERTRERETEET,

F—=RBTOEAK, ISELEDTAFUOTATATF—R05IBY/TOCARAZERZFHLUET, 7
Dt AERIEK, EBIIL—7, I—HIDII—7. TV RRANDITIL—T, BXUTZRY N
—IOFNARTLN—=TICR LU TORERETEET, ISEEONSODI VT AT AICE3D2OFS
2aAUNHY, CNSREERETETT. JIT7ItEAR, iAWV ERT7IEA, 8LUTT7IER
Bl, ISERZERTICRLT, KD320AT2a>oVWThhZBIRTZELSICTF—E2TIEA
L= ZRETEEXT,
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ERTIBENHYNET, T7AILRNTHAIRAENATVRIRIZ -GV D2AHYETH, BIC



NABIAXTBDEE, HFILLRUS—ZERTEDEETEERT,

XZ1—=TOEARI—&FEETSICIE. [Administration] > [System] > [Admin Access] >
[Authorization] > [Permissions] > [Menu Access]icBEBIL £7,

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Authentication Menu ACC@SS

Authorization w
- Add
Permissions £
Menu Access O Name Description
Data Access
D Super Admin Menu Access Access permission for Operations tab, Policy tab, Guest Access tab, Mobile Device Management tab ¢
RBAC Policy D Policy Admin Menu Access Access permission for Operations tab, Policy tab, Gueast Access tab, Mobile Device Management tab,
[_] Helpdesk Admin Menu Access Access permission for Operations tab,
Administrators »
|_| Identity Admin Menu Access Access permission for Operations tab and ldentity Management.
Settings >
9 O Network Device Menu Access Access permission for Operations tab and Network Rescurces
D System Admin Menu Access Access permission for Operations tab and System
r] RBAC Admin Menu Accass Access permission for Operations tab and System
O MnT Admin Menu Access Access permission for Operations tab.
|:| Customization Admin Menu Access Access Permission to Guest Menu and Device Ponal Management.
O TACACS+ Admin Menu Access ssion to Operations, Administration and Workcenter

[Add] 27U Y OL&ET, ISEORFTET—232F723aviF, RUS—ICRRBERTERET
XY,

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

t » MNew RBAC Menu Access
Authentication

Create Menu Access Permission
Authorization w

Customn_Menu_Access
Permissions w
Description

Menu Access

Data Access

Menu Access Privileges

RBAC Palicy ] ] Permiss s for Menu Access
ISE Navigation Structure
& Policy ~
Administrators 2 Cﬁ Administration
) Hide
Sattings > o5 System

d Deployment
o Licensing
o Certificates
& Certificate Manage
o System Certificates

o Trusted Certificates

PR O U N T




TF—RTORAR) D —2BRET S ICIE., [BEE(Administration)] > [ AT A(System)] > [BRE 7
2t A(Admin Access)] > [#F A (Authorization)] > [#EBR(Permissions)] > [T—2 7 ¥ 2 A (Data
Access)|[icBEILET,

= Cisco ISE

Deployment

Authentication

Authorization

Parmissions
Menu Access

Data Access

RBAC Palicy

Administrators

Settings

Administration = System

Certificates ogging Maintenance Jpgrade fealth Checks Backup & Rest

Data Access

ore Admin Access

0 Name Description
O Super Admin Data Access Access permission for Admin Groups, User Identity Groups, Endpoint it ips, Al ations and ANl Devic £
o) Policy Admin Data Access Access permission for User Identity Groups and Endpoint Identity Groups
L} Identity Admin Data Access Access permission for User Identity Groups and Endpoint Identity Groups
) Metwork Admin Data Access Access permission for All Locations and All Device Types
Systerm Admin Data Access Access parmission for Admin Groups
RBAC Admin Data Access Access permission for Admin Groups
Customization Admin Data Access
O TACACS+ Admin Data Access Access permission for All Locations and All Device Types

nin Daia Access Access permission for All Locations and All Device Types, User ldeni

[Add]2 2 )Y JLTHLWRUS —ZEKL, EB/II—HTATFTATAITVRKRKANT
ATFTATAIRYND=DIN—=T T ORI EOOT IV EAHFAEZRELE T,

= Cisco ISE

Deployment

Authentication

Authorization

Permissions
Menu Access

Data Access

RBAC Palicy

Administrators

Settings

Certificates Logging

Administration - System
Health Checks

Maintenance Upgrade

Create Data Access Permission

Data Access Privileges

o Admin Groups

" User Identity Groups

o Endpoint Identity Groups
o Blacklist
o5 GuestEndpoints
d _RegisteredDeuices'
dd Unknown
o Profiled

o Network Device Groups

RBACR > —DEE

Backup & Restore Admin Access




RBACI&. Role-Based Access Control ( A—)ILRX—AF7 VA~ O—)L ) OBETY, 1—
FPETZO0-II (BEIN—T ), BEBEEX_1—RII—EF—ETIOARI —%FEH
TRDEIIILRETEE T, 1200 J)LICKL TEBORBACRI Y —ZRETHDEE, 100
RDD—ICBBOO-LZRELTIXZ1—XF—RITIVLELATRIEETEELET, chsD
BERATEZRUD —RGFINT, BBEI-YHFTIO3aERTLRSELEEECFHAENE
T, KW BRERK., TOO-INLNICHEAENDZIXNTORIZ—OENTT, FAFICHFTEER
EIS5FAELEL=IUDNHZBE,. HFAL—IIICE>TEBIL—IHFLEEEIhETT, Ch5D
RS —%ZERET SICIE. [Administration] > [System] > [Admin Access] > [Authorization] >
[RBAC Policylic BEILE ¥,

= Cisco Administration - System

Admin Access

Authorization

Parmissions > ~ RBAC Policies
RBAC Policy Rule Name Admin Groups Permissions
Custemization Admin + Customization Admin Menu ...
Administrators >
Elevated System Admin + System Admin Menu Access ... -+
Settings >
ERS Admin “+ Super Admin Data Access
ERS Operator 4 Super Admin Data Acecess
ERS Trustsec + Super Admin Data Access
Helpdesk Admin t Helpdesk Admin Menu Access
Identity Admin t Identity Admin Menu Access ...
MnT Admin t MnT Admin Menu Access
Network Device Admin t Network Device Menu Acces,
Palicy Admin { Paolicy Admin Menu Access a,.
m REALC Admin 4 RBAC Admin Mann Arsass a

RIS —Z2E@BBABIRTDICE. [7O023aV]e0UYILET,

FDATLEEB LT T AILNRID—RBEHRTET, F7FIIRNRIS—RHIBRTE
A

E:1DOOIL—INTERBROX _1—-/F—ET IV EAEREZRETD LRI TEREA,

EBT7OEADRE
RBACR) > —ICAT, IXTOEBE I HICHBOBREZRETEEXT,
GUI# K T'CLIMO [Maximum Sessions Allowed]. [Pre-login]. @ & T*[Post-login Banners] D ¥ & 5%

ET5IZIE. [Administration] > [System] > [Admin Access] > [Settings] > [Access]icBBIL £F .
[ty a R TTCChsERELET,



Health Checks Backup & Restore Admin Access

Session

Authentication ——

Authorizat| »
Administrators > G UI S .
eSssions
Settings
Access
Session Maximum Concurrent Sessions 1 Valid Range 1 to 20)

Portal Customization
Welcome to ISE

Pre-login banner

[_'| Post-login banner

CLI| Sessions

[] Pre-lagin banner

GUIB RT'CLICT IV EATESDIPPRLAD ANZRET S IZIE. [Administration] > [System]
> [Admin Access] > [Settings] > [Access]ic#EIL T. [IP Access]2 7 ICBEIL £,

= Cisco |S! Administration = System

Deployment Licensing Certificates Logging Maintenance Jpgrade Health Checks Backup & Restore Admin Access

IP Access
Authentication

Authorization >

55 |
P
Administrators > y listed IP 3
Settings o
Access ) )
~ Configure IP List for Ac Re tior
Session -
IP List
Portal Custormnization
a w MASK

BEEENCisco ISEOMNTE IS I VICTIOEATES / —ROVARNERETSICE,
[Administration] > [System] > [Admin Access] > [Settings] > [Access](ic#BBIL ., [MnT Access]® 7
CBELEY,

BREAELEERAD / —REEFEIVT 14T 14D MnTICsyslogZEETEDLSICTBICE,
[Allow any IP address to connectto MNT]A 7> 3> RA> & OUY O LET, EFEAO/—RZE



FEIVT AT A DR MITICsyslogZE R ETED LS ICTBICE. [BERD/— RO&KH
MNTICEET B EAHTTB|STAREVEIUYHILET,

= Cisco |5t Administration » System

Backup & Restore Admin Access

MnT Access

Portal Customization

3 : ISE 2.6/VY F2LUBE Tk, MnTADUDP Sysloglilf5 = "ISE Messaging Service % &

A28, F7FILRTHAVIZBEO>TVET, chik. BRAAOMOI T4 T1Hh50
syslogZzzfAILEHE A,

YA QT IOTATILEBDRALTINMERRET S IZIE, [Administration] > [System] >

[Admin Access] > [Settings] > [Session]ic BEIL £ ¥, D&k, [Session Timeout]X 7 TEREL
79,

= Cisco IS Administration - System

ogging Jpgrade Admin Access
Authentication
Session Timeout

Authorization >
ESsion I Timeout ¢ minutes (Valid Range & to 100
Administrators 2
Settings o
Access
Session

Portal Customization

BEOTIVTA7BEY 2 a2 aRRELGIEMCT S, [Administration] > [Admin Access]
> [Settings] > [Session] i #BE L . [Session Info]R 72 VU Y UL %,



= Cisco ISE Administration « System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Authentication
Session Timeout Session Info
Authorization >
Select session and terminate
Administrators >
Session Info
Settings (v
Access
Sasal UserlD - IP Address Session Creation Time Session Last Accessed
sion
Portal Customization O admin 10.65.48.253 Eri Oct 09 00:16:59 1ST 2020 Fri Oct 09 01:45:10 15T 2020

ADILFUO ¥ ) EERULETRAR—ZRILT IV EADRE

AD A® ISE OiES

ISEZAZBR XA IZSNE €% IZ(F. [Administration] > [Identity Management] > [External
Identity Sources] > [Active Directory]lc BB LU E 3., L LSRR 41 > hH &Active Directory K X
A2ZAALET, AVEI—FFTPIIORNEZEBMBELVEETEBADT LV M DERIER
ZABL, OKZOUYOLET,

Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

* AD User Name (i) Administrator

*Password 8800880880000

D Specify Organizational Unit (1)

[] Store Credentials (1)




Connection Whitelisted Domains PassivelD Groups Att
I
* Join Point Name AD

* Active Directory

rinsantr.lab
Comain
+ Joir + Leave £ Test U Diagr ol £3 Refresh Table
O ISE Node ~  ISE Node R... Status
[:] rini-ise-30.gce.iselab.local STANDALONE E Operational

F1LOBMN) TI—T08R

ributes Advanced Settings
®
®
Domain CGontroller Site

WIN-5KSMPOHEPSA rinsantr.|..  Default-First-Site-Name

[Administration] > [Identity Management] > [External Identity Sources] > [Active Directory] % JIE(Z
BRRLET, BROBERBZIUYIL., "JIL—71 27 ICBBL E T, [Add] > [Select

Groups from Directory] > [Retrieve Groups]Z2 V7 )Y VL& T, EEENEBITHADTIL—T D%k
EHE1D2M4VR—BNL, [OKIZOUY DL, (REIZVVYILET,

Select Directory Groups

This dialog is used to select groups from the Directory.

Domain rinsantr.lab

SID |

Type

Cancel

HameEier™ Filter Filter ALL
Retrieve Groups...|50 Groups Retﬁeved. ' '

[J Name -~ Group SID Group Type
O rinsantr.lab/Users/Enterprise Key Admins §-1-5-21-1977851106-3699455990-29458652... UNIVERSAL
[:] rinsantr.lab/Users/Enterprise Read-only Domain ... 5-1-5-21-1977851106-3699455390-29458652... UNIVERSAL
O rinsantr.lab/Users/Group Policy Creator Owners §-1-5-21-1977851106-3699455990-29458652... GLOBAL
D rinsantr.lab/Users/Key Admins 5-1-5-21-1977851106-3699455990-29458652... GLOBAL
[[]  rinsantr.lab/Users/Protected Users $-1-5-21-1977851106-3699455990-29458652... GLOBAL
D rinsantr.lab/Users/RAS and IAS Servers 5-1-5-21-1977851106-3699455990-29458652... DOMAIN LOCAL
[[]  rinsantr.lab/Users/Read-only Domain Controllers ~ $-1-5-21-1977851106-3699455990-29458652... GLOBAL
D rinsantr.lab/Users/Schema Admins 5-1-5-21-1977851106-3699455990-29458652... UNIVERSAL
n rinsantr.lab/Users/Test Group S5-1-5-21-1977851106-3699455990-29458652... GLOBAL

<



Connection Whitelisted Domains PassivelD Groups Attributes

Advan Settings
I
— Update SID Values
Name SID
O
rinsantr.lab/Users/Test Group $-1-5-21-1977851106-3699455990-2045865208-1106
U

ADZFERAL TISEQ/NAT— RR—AFRIZ B M TS IZE. [Administration] > [System] >
[Admin Access] > [Authentication]iIC#E) L £ 9, [Authentication Method]X 7 T, [Password-
Based|# 7' 3V EBIRLET, [DY—A]ROYZA I X=1—HS[AD]%ZZIRL . [Save]®
Uy OULEY,

Admin Access

Aithentication Method

Authentication Type

Settings 5 O Fassword Based

ISEEEIIIL—TOADTIL—TIYEZ TADKRE

ChIZKRYRBEICSWVWT, ADDITIIL—TF AN=29TILETVTEREORER—AT IOt
A#|fH ( RBAC ) #ERAHBIENET, Cisco ISEEBITII—TZE&RL., ThZEADTI—TICX
Y E>T 9 %IZIE. [Administration] > [System] > [Admin Access] > [Administrators] > [Admin
Groups]icBEULE T, [Add|Z2oVV Yy UL, HFLLWEBIIL—TORBZEADLET, [Type] 7
1 — )L R T [External check box] ZFA > ICUE T, [External Groups] RO Y 7A I X_1—H5
. COBBIN-—TEIVEYTTBADTIN—T7ZERL FT ( LEED[Select Directory
Groups|EV2a > TEEENTVET ), BEZEEFBLET,



= Cisco |SI Administration + System
ensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access
Authentication SE AD Admin Group

Authorization 5 Admin Group

Administrators
Admin Users

Admin Groups

External
Settings 3 External -Jdunm\r Source
v External Groups
A
Member Users
O Status Email Username First Name Last Name

EHEJI)N—7 0O RBAC PV AFADRE

HOtEo> 3> THERLEEEY ) —7ICRBACHER ZZ|V) 1T IZIE. [Administration] >
[System] > [Admin Access] > [Authorization] > [RBAC Policy]llc BEBIL £9. FRID[7 U av]R
AV 7RO X_1—h5, FILLARV—OFAIZBRLET, :ILWIL—I)LZEKL. LD
O IAVTERULEBEBIIL—TICIVYEVTIL, BEBTF—EBELCX_1—T UV AER
ZE|) YT, [Save]2 VY OLET,

= Cisco
Admin Access
uther
Authorization
Permissions RBA
REBAC Policy
Rule Name Admin Groups Permissions
Customization Admin + Customization Admin Men... +
Administrators 3]
RBAC Policy 1 ISE AD Admin Group — Super Admin Ménu ACCes... b4
Settings b
Elevated System Admin
in Me:
ERS Admin -
Admin Data Acces
ERS Operatar

ADVLFU Y I EERALEISEADT UV RALER

BEEGUIASOJTIRNLET, [DY—ARIROAYTE I XZ1—HSRERRA FEZER
LETF, AD F—ER—AASI—HHENAD—RZALL, OFL12LET,
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.4 é |dentity Services Engine
g Intuitive network security

Username
TestUser

Password
(T2 T 22X 1]

Identity Source
AD ~

|

BRENFEBICEHELTVWSR L ZHERETSICE. ISEGUINE LIBICH B ([Settings] 74 A S
HAEEN 1 —HYEEBRRELET, [T—/\BEREBBL., 1—HEE2RRELET,




Server Information

Username:

Host:

Personas:

Role:

System Time:

FIPS Mode:

Version:

Patch Information:

TestUser

rini-ise-30

Administration, Monitoring, Policy

Service (SESSION,PROFILER)

STANDALONE

Oct 27 2020 01:23:21 AM

Asia/Kolkata

Disabled

3.0.0.458

none

LDAPIC LD EBR—ZILT I EADKE

ISEA SLDAPA OE N

[Administration] > [Identity Management] > [External Identity Sources] > [Active Directory] >
[LDAP]ICEBLE T, [General| 27T, LDAPOZHIZ AL, AF— %[Active Directory]& L

TERLET,



= Cisco ISE Administration + Identity Management

ldentities Groups External Identity Sources ldentity Source Sequences

LDAP Identity Sources List » New LDAP Identity Source
External Ildentity Sources
= LDAP Identity Source

3 Certificate Authentication F
~ 3 Active Directory General Connection Directory Organization

“g AD
= LDAP * Name LDAPExample
—J ODBC Description
3 RADIUS Token

» Schema Active Directory

59 RSA SecurlD
5 SAML Id Providers

3 Social Login

Settings

Groups

Attribut

RIC, BROoBEEBRIZICE. BRI CBBLEY., 22T, 754X ULDAPY—/\D

RARNB/NP%E, R— N389(LDAP)/636(LDAP-Secure)& EEIZEREL £,

NAD—RZERAL T, EEFBBON)ONAZADLET,

= Cisco ISE Administration - Identity Management
ldentities Groups External ldentity Sources dentity Source Sequences Settings
ACTIVe Lirectary General Connection Directory Qrganizatior Groups Attributes Advanced Setting
——
g AD Primary Server
1 LDAP
QDBC
snm| .12 1 Hostnama/IP
RADIUS Token
1 RSA SecurlD - 38 Fort
SAML 1d Providers
1 Social Login
(] srecity se for each ISE node
Ananymous Act
O Aut tig i
Admin DN * CN=Administrator,CN=Users, D( B ehmin
Password Y S BRIBRBREN Password
€ >
Secure Authantication j Enable Secure Authantication Secure Authentication

Secondary Server

LDAPH—/NDERE

Enabde Secondary Sarver
©Q Anonymou
Agihenticated Ac
Enable Secure Authentication

JR\Z, [Directory Organization] Z 7 (Z#8 L. [Naming Contexts]Z % 'J ¥ 2 L T, LDAPH—/\
CREENATVRI—HORBICEIVTI—YOELVABIIIL—T%2B8RLET,



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources ldentity Source Sequences Settings
LDAP Identity Sources List > LDAPExample
External Identity Sources
= LDAP Identity Source

» B3 Certificate Authentication F

B3 Active Directory General Connection Directory Organization Groups Attributes Advanced Settings
% AD

» B Lpap * Subject Search Base DC=rinsantr,DC=lab ‘ Naming Contexts... ] ®

£ oDBC '. -‘

- * Group Search Base DC=rinsantr,DC=lab { Naming Contexts... ‘ ®

5 RADIUS Token J

£ RSA SecurlD

. Search for MAC Address in Format N MM MK e
= SAML Id Providers

&5 social Login

D Strip start of subject name up to the last occurrence of the separator

D Strip end of subject name from the first occurrence of the separator

[Connection] X 7 M[Test Bind to Server]2 2 1) Y U L. ISEAN SLDAPH—/NNADOEEMREMHEE T
AMLZFETY,



Ldap bind succeeded to 10.127.196.131:389
Number of Subjects 8

Number of Groups 50

Respaonse time 7ms

RIS, [TN=7127 CBBL., B> [FALINIDSTI-TZ8R] > [JI—T 0BB|Z
JUYILEY, EBENBIRIIN—T22BEE81DM4VKR—K L, TOKL 20UV L

"RfF, ZVUYIULET,



Select Directory Groups

This dialeg Is used to select groups from the Directory. Click Retrieve Groups.. to read directory

Filter: * Jetrieve Groups...|Number of Groups Retrieved: 50 (Limit is 100)

[ Name

-~
O CN=Server Operators,CN=Builtin,DC=rinsantr,DC=lab
__I CM=Storage Replica Administrators,CN=Builtin,DC=rinsantr.DC=lab
[[]  cMN=System Managed Accounts Group,CN=Builtin,DC=rinsantr,0C=lab
f_J CN=Terminal Server License Servers,CN=Builtin,DC=rinsantr.DC=lab
-] CN=Test Group,CN=Users DC=rinsantr,DC=lab
O CN=Users,CN=Builtin,DC=rinsantr,DC=lab
__] CN=Windews Authorization Access Group,CMN=Builtin,DC=rinsantr,DC=lab

W

(:an = “

t % LDAPExample
ternal Identity Sources

= LDAP Identity Source

=

Certificate Authentication F

1 Active Directory Gene

ral Connection Directory Organization Groups Attributes Advanced Settings
—
LDAP
Add i"; Delete Group
“4 LDAPExample + -
ODBC O Name ~
RADIUS Token [:j CMN=Test Group,CN=Users, DC=rinsantr,DC=lab
[ RSA SecurlD

LDAPI—HDOEBRTF UV ADHERL

LDAPZERA L TISED/NATD — RR—AFRIZE/MIC T S (CIE. [Administration] > [System] >
[Admin Access] > [Authentication]icBEI U £J . [Authentication Method] X 7 T, [Password-
Based]# 7> a2 ERBIRLE I, [IDYV—AIROYVYFIHA I X_1—HS[LDAP]ZEIRL .
[SavelZz V)Y L& Y,



= Cisco

Admin Access

Authentication Method

Authentication Type

[ s |
ISEEEJ ) —7Z#LDAPTIIL—TICIXYETILET

chicky), BEENEI—HEFRBACRU S —OHFIUICETVTEBET IV LAZMEBTESE
T, COH¥ERIF. I—HFOLDAPTIL—FT XU N=29 FICETVWTEIBENE T, Cisco ISEE
BIIN—T%2E&LTLDAPT =TI Y E> T F3IZ1E. [Administration] > [System] >
[Admin Access] > [Administrators] > [Admin Groups]icBBIL£¥., [Add|Z22J Y UL, HILLE
BIN—T0B8ZADLET, [Type] 7 1 —JL KT [External check box] ZF>ICLET. [4h
HBIIN—FIROAY TRZ I XA Z1—h5, COBBIIN—THFIVEDTENnBLDAPTIL—T
ZERLET (UBIICHBBRTERLEBZE ). BEERAEFELET,

= Cisco ISt Administration - System

Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Administrators
Admin Users

Admin Groups

Settings >

EEBJ)—7 0O RBAC PO EAHFANERE

BHOEYS 3 THERLEEES I —7ICRBACHER %2 1 T3IZIE. [Administration] >
[System] > [Admin Access] > [Authorization] > [RBAC Policylc BBIL £9. ARAID[7 V> 3 >V]R
Ov7’ZOXZ1—h5, FILLVARUS—OFAIZBRLET, :ILWIL—IIZERKL., LD
O IAVTERLEEEBIIL—TICIRYEVITI L, BEBTF—EZBLCX_1—T IV AER
ZEV) YT, [Savelz V)Y I LET,



= Cisco ISE Administration - System A Eranan

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Set

Authentication
Create Role Based Access Control policies by configuring rules based on Admin groups Menu Access permissions (menu items), Data Access permissions (identity group data elemen

Menu/Data Access pe
Authorization e pol

issionz are not allowed on a single policy. You can copy the defaul y them as needed. Note that system-created and default

icies cannot be deleted For decision making, all applicable policies will be evaluated. The subject’s permissions will be the aggregate of all permissions from each applicable policy.

digplayed in alphabetical arder of the pelicy name)

Permissions o
RBAG Policy ~ RBAC Policies
Rule Name Admin Groups Permissions
Administrators >
B -~ Customization Admin Policy It Customization Admin + then  Customization Admin Menu ... + Actions
Settings » B -~ RBACPolicy 2 It ISE LDAP Admin Group + then  Super Admin Menu Access a.. X Actions ~
u v Elevated System Admin Pol If  Elevated System Admin -+ then
Super Admin Menu Access i +
ﬂ ~  ERS Admin Policy It ERS Admin + then
_ Read Only Admin Data Acces: ™ &
u ~  ERS Operator Policy It ERS Operator + then
' »  ERS Trustsec Policy I ERS Trustsec + then  Super Admin Data Access -+ Actions
- vy Halndaock Admin Baline " Halndaok &dmin ke o Halndock Ardmin Manu Arroco 4 Artinne o

LDAPO L FU 2 ¥ LIERBISEADT VA LR

BB GUIASOJTIRLET, [IDY—RARIROYTEIVAZ1—HSLDAPEZERL T,
LDAPF—ZXR—ANSI—HHZENADT—RZAHNL, OTA1LET,

CIsCoO

ldentity Services Engine

Intuitive network security

Username
TestUser@rinsantr.lab

Password
(222 1 00T}

ldentity Source

LDAPExample v

RENERCEHELTVAZEERET SR, ISE GUINE LFBIC & B[Settings] 74 VA5
Rl nt-1—YEERELET, [Y—/VERCBBL, 1-FE&2RIALET.




Server Information

Username:

Host:

Personas:

Role:

System Time:

FIPS Mode:

\ersion:

Patch Information:

TestUser@rinsantr.lab

rini-ise-30

Administration, Monitoring, Policy

Service (SESSION,PROFILER)

STANDALONE

Oct 27 2020 03:48:32 AM

Asia/Kolkata

Disabled

3.0.0.458
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