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MICEFHFEhEL A, Active Directory/CA BB ENIHEEFH TCERTILENHYET,

ROBITIE., Windows Server 2012 R2 TiIBAEZEH T2 HEZ RLTVE T,

ISE ICRRENTWSHIH SCEP fLHAE.

Edit SCEP RA Profile

*Name | External_SCEP |

Description | |

URL ' http://10.0.100.200/certsrv/mscep Test Connection

Certificates

v LEMON CA

Subject CN=LEMON CA,DC=example,DC=com
Issuer CN=LEMON CA,DC=example,DC=com
Serial Number 1C 23 2A 8D 07 71 62 89 42 E6 6A 32 C2 05 E0 CE
Validity From Fri, 11 Mar 2016 15:03:48 CET
Validity To  Wed, 11 Mar 2026 15:13:48 CET

| v WIN2012-MSCEP-RA
Subject CN=WIN2012-MSCEP-RA,C=PL
Issuer CN=LEMON CA,DC=example,DC=com
Serial Number 7A 00 00 00 OA 9F 5D C3 13 CD 7A 08 FC 00 00 00 00 00 0A
Validity From Tue, 14 Jun 2016 11:46:03 CEST
Validity To Thu, 14 Jun 2018 11:46:03 CEST
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1. HVRBEF—ORKE

certutl ¥V —J)LZFEAL T, RAICEEN TSN TVRHEF—ZREDOTET, RIC, Key
Container zR D2 H &9,

certutil -store MY % COVPUTERNAMVEY MSCEP- RA

18 MSCEP-RASEHE D ZRIN BB >TVRHEE, TORMNECOIV IV IANTHETIHNE
FHB2EIFEBELTLEEY, L, BEICE, F7FI)MTOAEI—ZBHFEERTV
DRENHYET,

tsllzerssAdministratorcertutil —store
¥ "Perszonal®
Certificate 8
Ferial Mumber: 7afBBARAA?48cBeb5d5aade373I0000ARARAAAT
Izzwer: CHM=LEMOM CA, DC=example. DC=com
MotBefore: 14-86-2816 11:46
MotAfter: 14-06-2018 11:-46
Cfubject: CHM=WIN2Z812-MECEP-RA,. C=PL
ertificate Template Mame (Certificate Tuper: EnrollmentAgentOffline
on—root Certificate
emplate: EnrollmentAgentOffline,. Exchange Enrollment Agent (0ffline requestl
ert Hazh(zhal>: f3 3a h8 a? ae bha 8e b5 c4 eh ec BY ec 89 eh 58 1c 5a 15 ca
Kev Container = fF162c291346fh17hfc312f fe3d?d29258 a5332417—3e8f—4194—hee5—7F97

Simple container name: le—-84278304-3225-4h4?-abh8-5a1?7eci4720
Provider = Microszoft Strong Cryptographic Provider

rivate key iz NHOT exportahbhle

Eignature test passed

Certificate 3

Lerial Mumber: YaBB808000a?f5dc3d1dcdVabsf cHBBAAEHOARAL

Izzuer: CH=LEMOWN CA, DC=example, DC=com

MotBefore: 14-086-2816 11:46

MotAfter: 14-86-2018 11:46
Subject: CH=WINZ@12-MSCEP-RA,. C=PL

ertificate Template Wame (Certificate Tyuper: CEPEncryption

on—root Certificate

emplate: CEPEncryption, CEP Encryption

ert Hazshtshall: Be el £9 11 33 923 cB 34 2b hd hd 78 £f7 el h? 23 b6 Ba 5c b2

Kev Container = ed261Acl@hli28829c?' M1 dbeabbcBed3s a53324173Jed8f 4194 heebh—2£97

Simple container name: le-@755h42b—6442-48a8—2?7aa—9b4cBa?9c3I6?
Provider = Microsoft Strong Cryptographic Provider

rivate key is MWOT exportahle

Encryption test passed

ertlUtil: —store command completed successfully.
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RDT7ANENSSRE—ZFHTHIRLET,
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. v ThisPC » Local Disk (C:) » ProgramData » Microsoft » Crypto » RSA » MachineKeys v O

F Y

Mame Date modified Type

%) bdefcb2fd2b%8c0l ecdebelbldi2daal_a3332417-3elf-4194-bee3-0f07af Tcbfd2 11/03/2016 15:09 System file
| Tad36feB06e483065f48a804af 2febal_a3332417-3e8f-4104-bee3-9f07af Tcbfd2 11/03/2016 15:0G System file
| 76044fb33636aeddb9590521c2eB815a_a5332417-3e8f-4194-bee5-0f97af Tcbfd2 11/03/2016 15:09 System file
%] c2319c42033a5caif4der31bfd3falbs_a5332417-3edf-41%4-bee3-9f07af Tcbfd2 11/03/2016 15:09 System file
%] ded986f00a1eelde2dcB40870fdb506c_a3332417-3elf-4194-bee3-0f97af T cbfd2 11/03/2016 15:09 System file
%) e326010c0b128829c971d6eabbcBe035_a3332417-3e8f-4194-bee3-9f97af 7 cbfd2 B System file
%] edD7ebfed5bB0535d30408fd239982ee_a3332417-3e8f-4194-bee5-9f97af 7 cbfd2 11/03/2016 1317 System file
%] f162c291346fb17bfc312ffe37d29258_a3332417-3e8f-4194-bee3-4f97af Tcbfd2 h/2016 11:56 System file
| fo8baaceff42fbTiTceb231212eefdad_a5332417-3e8f-4194-bee3- 997 T cbfd2 3/2016 14:59 System file
%) foBbaacebB42fbificeb231212eefdad 34607 aa-3e3c-4004-9e3a-Tbde /f025c30 /2013 16:50 Systemn file
%] folbaacef®42fb7Tceb231212eefdad_fO9dbi3d0-2b5b-4682-9d23-ad03508c00b5 18/03/2014 10:47 System file

3. &L\ MSCEP-RA SEFA & O Bl BR
WEE—ZHIBRL =%, MMC OV =LA S MSCEP-RA GIFAZE Z HIBRL £ 9,

[MMC] > [File] > [Add/Remove Snap-in...] > [Add "Ceritificates"] > [Computer account] > [Local
computer]

File Action  View Favortes Window Help

e 2[E 0| 9= B[

-

_| Console Root Issued To Issued By Expiration Date  Intended Purposes Friendly Mame
4 [ Certificates (Local Corr|| FZ]LEMON CA LEMON CA 11/03/2026 <All> <None>
4[] Personal lwin2012.example.com LEMON CA 11/03/2017 Client Authenticati..  <MNone>
| Certificates TRl WIN2012-MSCEP-RA LEMON CA 14/06/2018 Certificate Request ... <MNone>
b [ Trusted Root Certifi | -]yyiN2012-MSCEP-RA LEMON CA 14/06/2018 Certificate Request... _<None>
[- || Enterprise Trust
= | Intermediate Certifi

4. SCEP O LU LI RO ER
4.1. Exchange 2 RiIARE LR TS

411 A0V 7Y =EAL T7 7 1)L cisco_ndes_sign.inf Z#ER L ET. < DIEHRIEG
certreg.exe WV —J)LICK > TERTHERAE N, AEAZTBRER (CSR) M"EmEnET,

[ NewRequest ]

Subj ect = “ CN=NEW MSCEP- RA, OU=Ci sco, O=Syst ens, L=Kr akow, S=Mal opol ski e, C=PL"
Exportable = TRUE

KeyLength = 2048

KeySpec = 2

KeyUsage = 0x80

Machi neKeySet = TRUE

Provi der Nane = “M crosoft Enhanced Cryptographic Provider v1.0
Provi der Type = 1

[ EnhancedKeyUsageExt ensi on]
OD=1.3.6.1.4.1.311.20.2.1

[ Request Attri but es]
CertificateTenplate = Enrol | nent Agent & fline

EN: COT77A4INFT7L—h2IE—T285EE. BEHICHEUTTTL—METE



BL, IXTOXF (5IAREET ) MBEYICOE—EhTVWA I ZRABL TS EEZ WL,

412 ROOARX >V RZ2FEALT, INF77AI)LICETVTCSR ZERL T,

certreq -f -new cisco_ndes_sign.inf cisco_ndes_sign.req
BEA 4 7OY [User context template conflicts with machine context] A"7/RY 7’7 v 7°L 54
.OKI|ZOUYOLET, COBERERTEET,

:\Userﬁ\ﬂdminiﬂtratuP\Desktup}certreq —f -new cisco_ndes_sign.inf cisco_ndes_si
-req

ctlue Directory Enrollment Policy

1558450638765 —-4CA3-84BB- E14191DFDE4E}

ldap:

ser context template conflicts with machine context.

ertReq: Regquest Created

sUserssAdministratorsDesktop

413. ) ROIN>Y RZFEAL T, CSRZEFLET.

certreq -submit cisco_ndes_sign.req cisco_ndes_sign.cer

COFIEOEICDA RINRYTTYTITDNOT, #EYI7% CAEZBIRTZIMBEN HVYET,
Certification Authority List Ii'g

Select Certification Authority
CA Computer

= =0 .
1L L N = = 5

(8 4 Cancel

sUserssAdminisztratorsDesktopicertreq —submit cisco_ndes_sign.req cisco_ndes_si

'ctlue Directory Enrollment Policy
{558458063-8765—4CA3-84BB- E14191DFDH4E}
ldap:

equestIld: 11

equestId:= 11"

ertificate retrieved{Ilszsued?» Issued

sUszerssAdninistratorsDesktop>

414 HOFBTHRTENCAREEZIANET, COIVY ROBR, HLLVEHEN 1>
HoNEDC: Dol IoE e AORARR N PEBENE,



certreq -accept cisco ndes sign.cer
tsUsersAdministratorsDesktopicertreq —accept cisco_ndes_sign.cer

txUsers~Adminisztrator~Dezsktop>

4.2  CEP FEB{LAIHABEERTD

4.21. 5L W7 7 1)L cisco_ndes_xchg.inf ZER L £ 7,

[ NewRequest ]
Subj ect = " CN=NEW MSCEP- RA, OU=Ci sco, O=Syst ens, L=Kr akow, S=Mal opol ski e, C=PL"

Exportabl e = TRUE

KeyLength = 2048

KeySpec =1

KeyUsage = 0x20

Machi neKeySet = TRUE

Pr ovi der Nane “M crosoft RSA Schannel Cryptographic Provider”
Provi der Type 12

[ EnhancedKeyUsageExt ensi on]
OD=1.3.6.1.4.1.311.20.2.1

[ Request Attri but es]
CertificateTenpl ate = CEPEncryption

41. THALERAUFIEZERTLET.

422 FLW.INF 77 A I)ICESVT CSRZERLF T,

certreq -f -new cisco_ndes_xchg.inf cisco_ndes_xchg.req

423. VOTANEZEELET,

certreq -submit cisco_ndes_xchg.req cisco_ndes_xchg. cer
424 FFULVEHAEZO—N/)L AVEI—XOBEARARNTICBEL T, COFIBEEZZ T AN
9,

certreq -accept cisco_ndes_xchg. cer
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FRRENKT,

& File Action View Favorites Window Help

o= 2= 8| ¢z BE

-

| Console Root lssued To Issued By Expiration Date  Certificate Template Intended Purposes Friendly M...
4 —e.-JJ Certificates (Local Com|| T]LEMON CA LEMON CA 11/03/2026 <All> <MNones
4[] Personal ExJNEW-MSCEP-RA LEMON CA 14/06/2018 Exchange Enrollment Agent (Offline request]  Certificate Request Agent  <Mone>
| Certificates oI NEW-MSCEP-RA LEMON CA 14/06/2018 CEP Encryption Certificate Request Agent  <Mone>
b [ Trusted Root Certifi T 0in2012. cxample.com LEMON CA 1170372017 Domain Controller Client Authentication, 5...  <None»

I» || Enterprise Trust

certuti.exe YV —J)LZFERAL T, FAPAEEZRWREIZLETEET (FHLLVIEHAEDEL VRBEZ
FRATAIHENHYYET ), FILLWRERBREEUTILEBESHIF SV MSCEP-RAGEEASEN KRR E



ha»RE9T9,

certutil -store MY NEW MSCEP- RA
wUzerssAdministratorsDesktopicertutil —=store MY MNEW-MSCEP-RA

Y "Personal"
================ (ertificate 2 ==s=s=s=s=s=s=s========
Cerial Number: 7aBBBBAAAchZ258f5a%d6cl11350000000BABNAC
lzzsuer: CN=LEMUM CH, Di=example, Di=com

MotBefore: 14-86-2816 13:48

MotAfter: 14-86-2018 13:46
Subject: CH=MEW-MSCEP-RA,. OU=Cisco, 0=Systemsz, L=Krakow, S5=Malopolskie. C=PL
ertificate Template MHame (Certificate Typel: CEPEncryption
on—root Certificate
emplate: CEPEncruyption, CEP Encryption
ert Hashishal>: 31 4e 83 B8 57 14 95 9 Bb ht 7a eBd 4f cb f2 cf 61 Bh e 29

Key Container = 1bha225d16a774c8cbl159e78b356342c_ab332417-3ebBf—4174-bee5-7£27a

Simple container name: CertReq—CEPEncryption—f42ec2ie—A7Y7a—4Ra?-hB83a—4YadbccBd
Be

Provider = Microszoft RSEA SChannel Cruptographic Provider
Encryption test passed

Serial Number: 7aBABABBRLZ281307Ha2h3616f ARBBHBBRBEAAL
Izzuer: CH=LEMOM CA, DC=example, DC=com
MotBefore: 14-086-2816 13:35
MotAfter: 14-86-2818 13:35
Eubject - CM=MEW-MECEP-RA. OU=Cisco,. 0=Systems, L=Krakow,. S=Malopolskie. C=FPL
ertiticate lemplate Mame (Certificate Tyuped: EnrollmentAgentOffline
on—root Certificate
emplate: EnrollmentAgentOffline,. Exchange Enrollment Agent <O0ffline request?
ert Hazh(shal>: 12 44 ha et 4c 4e f8 8 Ya ab ae 68 ?h bhA b2 ad e? bha 62 %a
Key Container = 320e64806bd15%eca?hl12283Ff3f6Yeeb_a5332417-3ebBf—-4174-bhee5-7f27a

Simple container name: CertReq—EnrollmentAgentOffline—BecBhBc4-8828-4f39-9227h—
2f86758%cab

Provider = Microsoft Enhanced Cryptographic Provider wil.@
Eignature test paszsed

ertlUtil: —store command completed successfully.

sUserssAdministratorsDesktop

6.1IS NEBRE

EEZERATRILEDHIC, AIVE2—FRIYNADTAX=232 B—ER(IIS) b—NZzEEBL
x9,

iisreset.exe

sUserssAdministratorsDesktopriisreset .exe

Attempting stop...

Internet szervices successfully stopped
Attempting start...
Internet szervices successfully restarted

7.5ILVWSCEPRA7’O7 71 LD ER
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External CA Settings
SCEP RA Profiles (SCEP-Simple Certificate Enroliment Protocol)

J Edit olAdd | 3 Delete

[] Name « | Description URL CA Cert Name
[ External_SCEP http://10.0.100.200/certsrv/mscep LEMON CA,WIN2012-MSCEP-RA
O New_External_Scep http://10.0.100.200/certsrv/mscep LEMON CA,NEW-MSCEP-RA

8. IA/T 7L —hOEE

BYOD A*fEATBIHET7L—MTHLWSCEPRAZO7 7AIINEEEENATVWD L LE
2L £ 9 ( [Administration] > [System] > [Certificates] > [Certificate Authority] > [Certificates
Templates] ZiBIRL THRTEET ),

cisco  |dentity Services Engine Home » Operations » Policy » Guest Access [RGULTINETENTA] » Work Centers

+ System » Identity Management  » Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Identity Mapping

Deployment  Licensing  ~ Ceriificates + Logging » Maintenance Upgrade  Backup & Restore b Admin Access b Setlings

[ <]
» Certificate Management Edit Certificate Template
~ Certificate Authority * Mame | EAP_Authentication_Certificate_Template |
Internal CA Settings Description | This template will be used to issue certificates for EAP Authentication |

Certificate Templates Subject

c Name (CN ;
External CA Settings omman Name (CN) - §UserName$

Organizational Unit (OU) | Example unit

Organization (0) | Company name

City (L) | City

State (ST) | State

Country (C) [ US

Subject Alternative Name {SAN)

[ MAC Address v]
Key Size |2048 T |
* SCEP RA Profile | New_External_Scep| v ]

ISE Internal CA
New_External_Scep
|Externa| SCEP

sEER

1. Microsoft Technet ¥ —> Qi E

2. Cisco ISE 528 HA R



https://blogs.technet.microsoft.com/askds/2008/04/28/configuring-network-device-enrollment-service-for-windows-server-2008-with-custom-certificates/
//www.cisco.com/c/ja_jp/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
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