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. Cisco ISE Central Web Authentication (CWA ) B RBEETHINTOHOIAVR—F 2~

- 770 L BEAE OB MRS
- Cisco ISE /X\—2r 3> 1.2.0.899 Ll
. Cisco ereless LAN Controller (WLC ) /N\—>32> 7.2.110.0 B3AB& (/N\—>3 2 7.4.100.0 2A
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FECWAIZDWTIE, 58E TWLC B KLV ISE TOHHR Web SREFDEEES, #5HBL TL
EEW,

FERATZIIAR-—KT B


/c/ja_jp/support/docs/security/identity-services-engine/115732-central-web-auth-00.html

CORFIXVNOERE. ROVITKRIITEN—RIITON—II3IVICEITIKEDNTT,

. Cisco ISE /N—> 32/ 1.2.0.899
- Cisco Virtual WLC (VWLC ) N—> 32/ 7.4110.0
. Cisco 1@[5’*“'&4:1')7'4 FP7Z5ATF A (ASA)/N—>32 825
REOEHRIE, BEODFRAREBICLHDTNAAICETVTERENEEDTT, CORFIXY
NTEATZINTOFNA AR, ¥18 (T7F)ILK ) REOREL SEBLTVET., &EEH
NDERY NTD—UTHEEZITSHEE., ANV RORECODVTTHICEBLESATEELTLKE
=L,
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%< @ Bring Your Own Device ( BYOD ) IRIE T, #EEit® (DMZ) OAREBRY ND—UHh 5
RE2ICTAN XY ND—UNFDBEEhET, AN I—HICRBEhBZIY—EARAI V22—
YNTORAEWBOT, BEAEDFZE, AKNDMZ O DHCP AN 1—HlC®L TR
BRXAY XT—LATL (DNS) H—NZREHLET,

N=232 12 KYBID ISE TIE Web SBRED1=2DICTTA T R e Bfi RX A2 F
(FQDN) IZUS AL I RNTB =, ChSOISETTARNZURALINTZDORRETT,

EEUL, ISEN=232120ETE, EEENTAN Y280 IPT7RLAREZRAN
BIZVRALIRNTEDRSIZBDTVET,
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BRE

WLC LORRERE., BE® CWA'“""'ti%*DUi’d:/u SSID &, RADIUS 83T MAC 7 1 )L &Z
V2T ZITABDEDICREEN, RADIUSTHIU T4 T 2 DREDISERUZ— /—R
ZELTVET,

CORFIXVNTR, ISEDREZER/KMNICEY EFTVWET,

X COREFTOR) S — /— RIiF jesse-dunkel ( 172.18.124.20 ) & jesse-
maibock ( 172.18.124.21 ) T ¥,

CWA 7O—Ix. WLC A" RADIUS MAC FB5E/N1 /YA (MAB ) EXR% ISE ICEEL EBERTHE
WET, ISERHTTP RS T7A4YIVZISEICURAALIRNTBESHIC, I MO—=FICUAAL
JNURLZEBLTIBELET, EY2 a2 BFE—ORVI—H—ERAX /—R (PSN) T
h37-%, RADIUS BXRTHTTP RS 74 Y INELU PSN IZEEENhBDENEETT, Ch
F—RICE—D)—)LTRuEh, PSN EIMBENDOFRARNEZ CWAURL ICEALEY, XL

BRUAAL Y NDBEIE. RADIUS BT HTTP RS 714 Y UFELU PSN ICXEEhd &

SITBREHIC, PSNZEIWIL—IEERTIHBEN HV)ET,

ISE ZRRETDICIE. ROFIEZRITLET,

1. 95ATREPSNDIPT7RLALZVAALIRTREOIC, 2 DDOIL—ILEREL K
9, [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] (=%
BLET,

RORIZ, 7707 7 4 )LE DunkelGuestWireless D1E#HZRL £ T,



™ Web Redirection (CWA, DRW, MDM, NSF, CPP)

Centralized Web Auth v ACL | ACL-PROVISION Redirect Default ~
™  Static IP/Host name | 172.18.124.20
i Airespace ACL Name ACL-PROVISION

¥ Attributes Details

Access Type = ACCESS_ACCEPT

Alrespace-ACL-Name = ACL-PROVISION

cisco-av-pair = url-redirect-acl=ACL-PROVISION

cisco-av-pair = url-redirect=https://172.18.124.20: port/guestportal/gateway ?sessionld =SessionIdValueBaction=cwa

ROEIZ, 7’07 7 4 )L & MaibockGuestWireless D 1E#H%Z R~RL £,

™ Web Redirection (CWA, DRW, MDM, NSP. CPP)

Centralized Web Auth *  ACL | ACL-PROVISION Redirect Default =
M  Static IP/Host name | 172.18.124.21
o Airespace ACL Name ACL-PROVISION

¥ Attributes Details

Access Type = ACCESS_ACCEPT

Alrespace-ACL-Name = ACL-PROVISION

cisco-av-pair = url-redirect-acl=ACL-PROVISION

cisco-av-pair = url-redirect=https://172.18.124.21:port/guestportal/gateway?sessionld=SessionldValuedaction=cwa

3: ACL-PROVISION (&, FBEEDBBIZOTA T RMY ISE EBETEDRSICTSDHIC,
WLC LICRREEh2O—A) 7oA > ~O— W ')7\I\ (ACL) TY, FICOWT
F., >ATONFRE "WLC LV ISE TOHR Web FREIDEREH, Z2Z5BL T LEEV,

2. [Network Access: ISE Host Name] B & —& L T, JE’C)JKW.,\“E7D7 AN ZRHETD &L
SICREERV S —ZRELET,
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Status  Rule Name Conditions {identity groups and other conditions) Permissions

GuestArcess Network Access:UsaCase EQUALS Guest Flow GuestFermit

DunkelGuestWireless Metwork Access:ISE Host Mame EQLIALS jesse- DunkelGuestWireless
dunks

MaibockGuestWineless Metwork Access:ISE Host Mame EQUALS jesse- MaibockGuestWineless
maibock

Default DenyAccess

T, 947N EIPTRLALEVAANL I RENTTHN, URLAFEREADOERE
—HBLBVES, I—HFICRHAHAECHIZIEEN RTENET, LA, dHEAD
FQDN (& jesse-dunkel.rtpaaa.local T3 A", URL l& 172.18.12420 T¥, 75N IP T
RLATIARAENDEMMEBIBTEDILSICTHLEOOIEHEDHIE, XOEHY T,

Issuer
* Friendly Name| jesse-dunkel.rtpaaa.local jesse-dunkel.ripaga.local, 172.18.124.20,172. 18,124, 20 # RTPAAA- |

Descriptinn| |
Subject CN=jesse-dunkel.rtpaaa.local

DMNS Mame: jesse-dunkel.rtpaaa.local
DNS Mame: 172.18.124.20
IP Address: 172.18.124.20

Issuer DC=local, DC=rtpaaa, CN=RTPAAA-SuUb-CAL

Valid From Thu, 19 Dec 2013 14:00:39 EST
Valid To
(Expiration)
Serial Number 37 80 74 E7 00 00 00 00 00 14

Signature
Algorithm

Key Length 2048

Subject Alternative
Mame (SAN)

Sum, 20 Jul 2014 13:54:58 EDT

SHATWIthRSAEncryption

Protocol
/| EAP: Use certificate for EAP protocols that use S5L/TLS tunneling

I HTTPS: Use certificate to authenticate the ISE Web Portals

7T OMEBSE (SAN) IV RNV EBERTDCEICKY ., T5TFRFIPTRLA
172.18.124.20 28T URL OBMMZHIBTE LT, . CXETXLITA T MNOEEHM
CXHTBICE, SDOSANIV NI ZERTIBENHYET,

.DNS&Z®D SAN I NUZEMERKL. [Subject] 71 —ILRD[CN=] TRV E—KTB L
ZHFELET,

OTAT RN IPTRLADBMEZERTEDLSICTDILEHOI M) & 2 DERL

=¥, cO220IY NIk, IP7KLA®DDNS BE& [IP Address] BEICRENSD P 7
RLAICHRDTRDENTT, —HBOIVTATNEIDNSEDOAZSHRLET, TOMDY
ZAT > & [IDNS Name] BHICIBEESNEZIP T RLAZZITANRETEADL, KRDYIC[IP
Address]| B ZZBRBLE T,

EREAEOERKICOVWTEFH L. TCisco Identity Services Engine Hardware Installation
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1. HADIN—IIIHELTVD L ZHFITHEHIC, WLAN EIZEREEhTWVWS ISE PSN
DIEFZFETHRELEY,

WLANSs > Edit 'jesse-guest’

|'. General | Security | QoS | Policy-Mapping | Advanced

|'. Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface Enabled

Authentication Servers Accounting Servers

 Enabled ™ Enabled
Server 1 IP:172.18.124.20, Port:1812 * || IP:172.18.124.20, Port:1813
Server 2 IP:172.18.124.21, Port:1812 + || IP:172.18.124.21, Port:1813

2.77AKNSSID ICOY 4> L, ISE @ [Operation] > [Authentications] IC#& L T, ©EL VL2
IL=ILICEY NTBELEBRBLET,

M 14-00-04 10: 1445513 ﬁ Q 0 gguestll Ak ] A A ;\cﬂ'.r!-dJ.'lh'.‘l Semsion St is Started
MI4-02-04 10: 14:4F. 504 Q gguestill DCoag: 0600832 jossewic Guestfermit jesse-dunis Authorize-Only soorecood
HO1A-02-04 10: 1447 451 Q DOAG: M ADAARTE jesrowic resse-dunlsd Cymamic Athorzation suoceeded
H14-02-04 10: 18:4F475 Q gouestil] DA 11 DA T2 s p-cuniosd Gt Authenbcation Passed
HO14-02-04 10:14: 180815 ﬂ Q OGP 10D DTAg: 710008 32 jempsas-w DunkelCumstiffirsdoss  jesse-dunksl Authertication sueoeded

&¥ D MAB F25E(k. DunkelGuestWireless F32iE 7O 7 7 A IIICH L TIThhET, DI
— )L, B¥D ISE /— RTHS jesse-dunkel [CEARMICUAX AL I NLET, gguestdl
A—YHFOT4 2095 E&, BYD DOEREE GuestPermit DEF AN TS5 EhE T,

BWLC ASOREEEYS I BIVTITREDIZ, 94T N FINAAREDTA VLA XY
ND— Qb‘bfﬂli\ﬁl/ WLC T [Monitor] > [Clients] ICBBIL THANSEYZ a > EHIERL
£9., F7FIRTE. WCRT7IRIL EY>a>E 5 PREAREBELET. LEN ST,
BB TARNZRTITRICE, FILLWEYD IV ZHBIDIHLEN HYET,

4. 7ABN WLAN GRET®D ISEPSN DJEFZFEIZLET,



WLANSs > Edit 'jesse-guest

. General | Security | QoS | Policy-Mapping | Advanced

|'- Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface Enabled

Authentication Servers Accounting Servers

™ Enabled # Enabled
Server 1 IP:172.18.124.21, Port:1812 + || IP:172.18.124.21, Port:1813
Server 2 IP:172.18.124.20, Port:1812 * || IP:172.18.124.20, Port: 1813

5. 7AKSSID lIcO% 4> L. ISE ® [Operation] > [Authentications] (& L T, IEEL LV\ERE
)I/_)Il(r: v l\?% t%ﬁﬁwubi?o

014-02-04 10:09:95.725
2014-02-04 1Dk, FLL
014-02-04 10:00:45.172
2014-02-04 10:09:45.055
sz 10000275 @

0 gouRsiD DC:AT; 7108 A8 32 Essa-maibock nession Stata k5 Stamed
oSt DC:AS: T A AR 2 Jmsn-wis GuestFormit jessn-mabock Ashorze-Unly sumesdad
Ot 32 o s a-mabock Dynamic Authorization suocesded
et DCADTL0A AN SR jesse-maibock  Guest Authentication Passsd
DCCATTLDAAA DCIAT TL0A AR JesER=als MabockGuestiinadacs  jessa-malbodk Athanbcation sucneeasd

D ECE &
[ Tl = S = R «

2B NRETTRE. FFO MAB FEFETIE L < MaibockGuestWireless 535E7' 07 7 A4 )L I
EYRNUET, jesse-dunkel T2 1EEBEDRT(ATY T 2) EEKIC, jesse-
malbock LT BRATIRIRKWEFFTE L T GuestPermit ICEY NUE T, GuestPermit
RAZTO77A4IIZPSN EIEOBHRIEEENTVEWVWES, FE0O PSN ICXHTSFRFEICE
—GDJL IEFERATEET,

RSTNY1—F 424

[Authentication Details] 7 1 > RV&, BRIA/FA7OECLADIXNTOARATY T 2R KT DEIE
E1—T9, cOIA42RIICTIOEATBICIE, [Operations] > [Authentications] ICFBEIL T,
[Details] BICHBDEDARTAAZEZIIYIOLET, COI14 RIZFEAL T, FBE/EFTIL
—ILOFRUNELKERETIhTVER L ZEIELET,

TOHEEICE—DERERDDIE, [PolicyServer] 74 —ILRTT, COT71—)LRIC, Fif#z
WME TS ISEPSN DRARNBHNREENET,



Overview

Event 5200 Authentication succeeded
Username DC:AD:T1:0AAA32

Endpoint Id DC:AS:T1:0AAA32

Endpoint Profile

Authorization Profile DunkelGuestWireless

AuthorizationPolicyMatchedRule DunkelGuestWireless
ISEPolicySetName GuestWireless
IdentitySelectionMatchedRule Default

Authentication Details

Source Timestamp 2014-02-04 10:14:18.79
Recelved Timestamp 2014-02-04 10:14:18.815
Policy Server jesse-dunkel

Event 5200 Authentication succeeded

[Policy Server] DT M) Z )= EZHBELBLT, CO2IN—HBIBDEZHABLET (
DETRAXFNMNEFNFXBENET ),

DunkelGuestWireless T Network Access:ISE Host Name EQUALS jesse-
dunkel

FEERRELT, TARNS KD >TROTANEZRBTSHIIC, 47 SSID A SHIHL
T. WLCABSI9SATUORIVRNUESYFTLTLEEW,
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