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B=

CORFIXNTIE, O—AIN R4 Y F>Y £— RT Identity Services Engine ( ISE ) Z##H
LEDAVYLALAN I MO—Z (WLC ) £E® FlexConnect 77 EA R4 N (AP) ZERAL
TR Web RRREZRRET D HEIC DOV TERBAL F T,

EERX BEATE. COFUATEFIexAPTOO—DIILREERFHR—REhhTVEEA,
D) —ADMO RFIAVD

- A4 Y FH KU Identity Serwces Engine Z A L =R Web 25 D & EH
. WLC & ISE TOH R Web F2EED & EHI

B &R4F
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CORFIXVNIBRBEOEHREHY XL A
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/c/ja_jp/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html
/c/ja_jp/support/docs/security/identity-services-engine/115732-central-web-auth-00.html

CORFIXVRNOBRE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

. Cisco Identity Services Engine ( ISE ) J1J—2X 1.2.1
- DAVYLALANIO>NO—=Z VY7 027 DJ)—=AN—=2327.4.100.0

RE

DA4YLALANO RNA—F (WLC ) OF R Web FRALZFRET D ICEEBRO L EN BV ET,
BANFERE, O—HI Web FBEETT. < DFEETIE, WLC THTTP RS 7 1Y U ZAEPH —
NEEFEARBF—NCVEALIKNL, TECTA—HRRIADLOODANZEROSNET, WLC
Tk, RIZILFUO¥) (ERER) ZBBL T (ABT—NOBEEFE HTTPGET UV T AN
IC&>TEYIREND ), RADIUSRILZITVET, TARNI—HDBFEEE, ABH—N
(Identity Service Engine(ISE)X®*NACY* A N —/\(NGS) B EVNMHEBETT, chldk, R—FILHFTF
NARBEZFPEIL77O0ED I Z B EOKEZRMTZIEHTT, cOTORAIKLR. XD
ATYTHHYNET,

1. 1—7 Web B3E SSID ICBER TS NET,
2. A—H¥HNEPOTZ0Y=RELT,
URLZANTRETIC, WLCIZEI2TT AN R—=FIL (ISEXRNGS B E ) ICUAAL
JhENFRT,
R—ZRIITRIALET,
AN R=ZLBFWLC ICUSALIRNLTADENEILTF VY ILERLET,
.WLC T, RADIUS IC& 2T ADM I—HZFRIALET,
7WLC AT URLICURALIKNLET,
CO7OEALCE, Z<OUSALIREEFATVET, ILLWFZ7O—-FK. ISE(1.1&1)
ERBON—T32 ) BROPWLC (72X ERD/N—232 ) THEET D F R Web ERE%Z £
TBCETT, cOTORALER. ROARATYTHHYNET,

w

o o1 b~

. 1—%A" Web 525E SSID (CBER TS NET,
IA—YHNBE0T SO ERBEET,
WLC BT ARDR=ZIICUZALINLET,
R—RITRIALET,
JSE TR, TOA—HYHNEMTHSDCEE2IMNO—FICRTEHIZ RADIUS SRRIEE
(CoA-UDP R—h 1700 ) Z#EL., BEICTFYZEA IV RMO—JL UAKN (ACL) BED
RADIUS EM%Z 7 v a2 LET,
6. I—HET?H URL DBRITZRENET,
CNDIETIE, WLC BRVISE [CHFR Web FREEERET D EHICHELZFIBICOVWTHHALET

o

a b~ wON -

XY NIO—VUH

CORETE. ROZXRY ND—URELFEALET,



ISE —10.48.39.208
CAPWAP FLEX AP WILC

Guest User

WLC OE

WLC DR EFLEBHNEETT, "MUY D, &, ISENASH AT IY VRMURLEZERB TS o
CEAEThERT (RAMYFERL ). (CoAZERATAS, v a2 IDNAURLO—FTH S
o, BV AL EERTBIMEN BYVET, ) MACT7A1IIRV T ZFERTSHLSIC SSID

ZREL, MACT RLANRO2HSBVIEETE Access-Accept XY E2—2J&IRL, TORKR
FRTHOIA—HICVAAL U3 URL BEETDLDICISE ZERELE T,

£, RADIUS OXRY ND—2 PREZvZ 3> dMAO—J)L (NAC) &, AA AF—N—F 14 R
EEMCTIHLEEHET, RADIUSNAC 2 FEAHTD &, I—YHNREEEH T, XY RND—2
7O ATEDCE%RTRT COAERE ISENEETEEXT, £/, RADIUSNAC &, ISE
RAFFYHRICEDVTCA—H TO77AINEZBETDIRAFY TEAX NZEFERAENET

o

1. RADIUS #—/\T RFC3576 (CoA ) AEM (T 7 ALK ) B2 TVWBHEE#HRELET

o



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security

* AAA
General
= RADIUS
Accounting
Fallback
* TACACS+
LD&P
Lecal Met Users
MAC Filtering
Disabled Clients
Usar Login Policles
AP Policies
Pagsword Policies

F Local EAP

k Priority Order

b Certificate

b Access Control Lists

‘Wireless Protection
Policies

Web Auth

TrustSec SXP

Advanced

RADIUS Authentication Servers > Edit

Server Index

Server Address
Shared Secret Format
Shared Secret
Confirm Shared Secret

Key Wrap

Port Number
Server Status

1
10.48,35.208
ASCIT =
s

{Designed for FIFS customers and requires a key wrap compliant RADIUS server)
1812
Enabled

| Support for REC 3576

Enabled |

Server Timeout
Network User
Management

IPSec

2 secands
o Enable
o Enable

Enable

2. 513 WLAN Z/ERL TS EE WV, ROBITIE., CWAFlext WS BRTOF L WWLANZ ER
L., TNZVIan33ICBIY ETET (TIERARARA M OA—AINAAYFOIE—RTHS
., REBFEEIHY)EEA )

MONITOR

WLANS

CONTROLLER  WIRELESS

SECURITY MANAGEMENT COMMANDS  HELP

WLANs > Edit

'‘CWAFlex'

General = Security = QoS | Advanced

Profile Name CWAFlex
Type WLAN
551D CWAFlex
Status o Enabled

MAC Filtering
(Modifications done under security tab will appear after applying the changes.)

Security Policies

Radio Policy All o
Interface/Interface .
Group(G) vlan33 B
Multicast Vlan Feature Enabled

o Enabled
MNAS-ID WLC

Broadcast S5ID




3. [Security] 7T, MAC 74N RUVT LAV 2EFIVFTAELTAMCLET,

General Security | QoS | Advanced

Layer 2 Layer 3 | AAA Servers

Layer 2 Security €  None
MAC Filtering2 |

Fast Transition

Fast Transition

4. [Layer3] 27T, EFXF1IVT AN BENTHDI L EZBWRELET (Web REEN LAV 3 TH
#cEhd e, AR Web FBRETIEAL, O—HJL Web BRENFBRIICKYVET ),

General | Security | QoS | Advanced

Layer 2 Layer 3 | AAA Servers

Layer 3 Security None

Web Policy 4

5. [AAA Servers] X 7 T, ISE #—/\%& WLAN ® RADIUS H—/N&E L TBIRLET, 7> 3
VT, ISEICETHHMBERESILEDICTHITAVIRICISE Y —/NZBIRTEET

o



General Security = QoS | Advanced

Layer 2 ] Layer 3 | AAA Servers

Select AAA servers below to everride use of default servers on this WLAN

Radius Servers LDAP Servers

Radius Server Overwrite interface Enabiled Server 1 | MNone 3
Authentication Servers Accounting Servers Server 2 | Mone =
¥ Enabled + Enabled Server 3 | Mone 3

Server 1 1P:10.48.39.208, Port:1812 & | IP:10.48.39.208, Port:1813 =

Server 2 None * | None

Server 3 HNone # || None

Server 4 None * | None

Server 5 None + || Nene

Server 6 None % | None

Radius Server Accounting

Interim Update v Interim Interval 600

Iarsl FAD Anthantlcstine

6. [Advanced] X 7 T, [Allow AAA Override] /"7 >, T [NAC State] (%t L T [Radius NAC] A"
BIRENTVWDEEZBEBLET,

General = Security | QoS = Advanced

Allow AAA Override + Enabled DHCP
Coverage Hole Detection ¥ Enabled DHCP Server Override
Enable Session Timeout o 1800

Session Timeout (secs) DHCF Addr. Assignment ~ Required
Aironet 1E ¥ Enabled Management Frame Protection (MFP)
Diagnostic Channel Enabled
Override Interface ACL IPvd  MNone = IPVE  Mone = MFP Client Protection 2 | Optional
P2P Blocking Action Disabled E DTIM Period (in beacon intervals)
Client Exclusion 2 JEnabled o0

Timeout Value (secs) 802.11afn (1 - 255) 1
Maximum Allowed Clients 0 802.11b/gSn (1 - 255) 1
8
MNAC

Static IP Tunneling 4L Enabled

MAC State | Radius NAC =
Wi-Fi Direct Clients Palicy Disabled

Load Bal i d Band Selact
Maximum Allowed Clients = bl = —

200
Per AP Radio Client Load Balancing
Clear HotSpot Client Band Select
Configuration Enabled

7.084L 7O NACL ZHEERLET,

— @ ACL I& ISE @ Access-Accept XY E—TTE8BeEh, UAALIRKNIRNERNT T 1Y
U (ACLICK2THEBEND ), BROPUVAALIVRNINETHEVRNT T4V D (ACLIC

EO2THITEND ) ZERLET, EXWICIE, DNSBRTISE EORBETRVEYE N

RZT74V 0 ZHFTTEIXLENHVYET, E:FlexConnect APOREREIE, BEDACLE (&7
(CFlexConnect ACLZ R T2 MUEBEN HBDETT, Z DREEECisco Bug CSCueb8065I-

REENTHY, VDU—RA7T5THEEENTVET, WLC 7.5 Tk, FIexACLMD & A HE
T, BEACLEMSEDHV)EBA, WLC TlE, ISEICK2>TRENDUA ALY N ACL HiE
EACLTHDERELET, LEL, TORSICHETD L ZRIATSICIE,



FlexConnect ACL £EU ACL A" BRE N3 HRENfNHVET,
ROBITIE, flexred &LV BEID FlexConnect ACL DEREZZERL TVWET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY

Wireless FlexConnect Access Control Lists

+ Access Points

All APs Acl Name
= Radios
802.11a/n flexred >

802.11b/g/n
Dual-Band Radios

Global Configuration
¢ Advanced

Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

ISEADRNTZT7AYIERKRIZDNS RS 74V U&FAL, BRYDKNT 714V U RERT
IL—ILEERLET,

CISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELF FEEDBACK
Wirelass Access Control Lists > Edit

= Access Points

All APs General
= Radios
BO0Z2.11a/n Access List Name flexred
BO2.11b/g/n
Dual-Band Radics Destination
Global Configuration Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP
b Advanced 3 Permit 0.0.0.0 f 104B.39.208 Ay . A A
0.0.0.0 255,255, 255,255 ¥ i i v O
Mesh
i0.4B.30.208 /7 0.0.0.0 !
2 Permit An An An A
RF Profiles 255.255.255.255 0.0.0.0 4 ¥ ¥ vy @
0.0.0.0 f o 0.0.0.0
FlexConnect Gr\nups 3 Permit ! upp .ﬁ.ﬂ"' DNS Any. u
FlexConnect ACLs 0.0.0.0 0.0.0.%
0.0.0.0 £ 00000 !
¢ BO0Z.11a/n 4 Permit [1]s ] DNS An An
0.0.0.0 0.0.0.0 Y v @
b 802.11b/g/n 0.0.0,0 /00,000
5 Deny U U Any Any Any any B3
¢ Media Stream 0.0.0.0 0.0.0.0

BRAROEFIVT A FBEBIFER. ISECTHUTR—K8443NDHKZHFATEET (KA
Fr 2T &T5HBER. 8905,8906,8909,8910%% £ D — MM BRAF ¥ R—KNZEMNT S
VEFHYVET ),

( CSCue68065 A BET/N— 3> 7.5 £V EHOI— RIZDWT D& ) [Security] >
[Access Control Lists] Zi#RL T, EUBROE—® ACL ZHEKLET,



https://tools.cisco.com/bugsearch/bug/CSCue68065

MONITOR.  WLANs CONTROLLER WIRELESS  SECURITY

Security Access Control Lists

v AAA
General Enable Counters
» RADIUS
Authentication Name Type
Accounting flexred 1Pv4 (~ ]
Fallback
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP
b Priority Order
b Certificate

= Access Control Lists
{Access Control Lists]
CPU Access Control Lists
FlexConnect ACLs

SED FlexConnect AP ZFELE T, KV KBABLBEANDFS. BEWE FlexConnect 7)1
—7'%ERAL, LRMEOERNS, KNOEE%Z AP B TETLEVZEIFEELTLKEE
(AT

[Wireless] 20U YO L T, BEDT VLA RS NEBIRLE T, [FlexConnect] 27 %
21)v YL, [External Webauthentication ACLs] Z0 Y JLET (N—23274&U%
Hllk, CcOFT>a>nEFE web policies TLUT )

MONITOR WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELF FEEDBACK

Wireless All APs > Details for FlexAP1
= MAccess Polnts
FlaxCannact
gl Genaral  Credentials  Interfaces  High Availability  Inventory | Advanced
w Rbdios
BlZ.1laln
EB0Z.11b/g/n
Dual-Band Racios WLAN Support o
il (gl gdlﬂlﬂl'l Mativ WLAM D 13
b Advanced
FlexConneot Group Mame Mot Confapuned
Mexh
RF Proflles Prefuthenticatbon Access Control Lists
FlewConnect Groups IE.:'.trrw WebAuthentication ACLS |
FlexConnect ACLE Local Soll ACLS
F BD2.11a)n

Central DHCP Processing

Web /R 2 —4BIZIC ACL ( CDHITIE flexred E VS EET ) ZEBMLFET, ChiZky),



DOACLATIOEARANIBRICTYS1EhhET, COACLIELERAETNATVE
AN, BDEZFESIZEHATEDLSIC, ACLOREN AP IZIBtehE T,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Wireless All APs > FlexAP1 > ACL Mappings
* Access Points
All APs AP Nama FlexAF1
» Radios
BOZ.11a/n Base Radlo MAC 00: 1e:M9:c2:42:30
802.11b/g/n
Dual-Band Radios WLAN ACL Mapplng
Global Configuration
¢ Advanced WLAN Id 0
Mesh WebAuth ACL  flexred
RF Profiles _Add |
FlexConnect Groups
FlexConnect ACLS WLAN Id WLAN Profile Mame WebAuth ACL
¢ BD2.11a/n
b 802.11b/g/n WebPaolicies
F Media Stream WebPalicy ACL | flexred =
, Application Visibility Add |
And Control
Country WebPolicy Access Control Lists
Timers flexred [ |
b Netflow

WLC ORFRERRCNTETLEL I,

ISE DFRTE

FA7077 1 LOER

AAZO7 74N EERTRICE. ROFIEZERITLET,

1. [Policy] 22 1) ¥ 2 LT, [Policy Elements] 27 1JY L&Y,

2. [Results] 22 JY O LET,

3. [Authorization] Z &R L T, [Authorization profile] 22 1) Y 2 L& T,

4. [AAd] ARE>E DY LT, AR webauth DFLWHAZ7O7 7ML EZERLET,

5.[Name] 74 —J)LRIZ, ZA77AILNDOBEFTHZEANLET, COBITE " CentralWebauth,
EVWSERIEFERALET,

6. [Access Type] ROY 7X U 1)V AKNA S [ACCESS_ACCEPT] Z:&IRL £,

7. [Web Authentication]| FT Y ORY VRZEF/ICL, ROAYTHIY VARMS
[Centralized Web Auth] Zi#RL £7 .

8.[ACL] 74— RIC, URALIOKRNENBDRNT T4V U ZEERTS WLC LD ACL DHEHIZ
ABLET, COBITE., flexred ZEALET,

9. [Redirect] RO Y 7’AJ> 1) A KNT [Default] ZiZIRL £,



[Redirect] Bk, ISENFFT7 2 ND Web R—R )L & ISE EEBENER L D AR L Web 7R
—RZ)LOVWThESRBIZINEERLET, LA, COBID flexred ACL Tlk, 251 F>

RASEZEDIBHEAND HTTP RS 71V ODURX AL IORNERNIG—LFET,

Iusm Identity Services Engine 7 0 s v W Ak ion | =

|- Policy Sets |, Profiling |7} Posture  |o) Clent Provisioning  |I Security Group Access | g Policy Elements
Dictionaries  Conditions | Results

Aathorzation Prafles > New Authorization Prafile

Results
| 5] Authorization Profile
@ G- " Name | CentraiehaLth |
v B Authentication Description |
™ [ Adhorization * Access Type [ACrESS ACCEPT [+]
= T Audtherization Profiles —
Blackhole_Wirsies_Access Sarvice Template
Cisen_IP_Phores
Denyicress
Haxss_admin * Comirmon Tk
Neous_operstor
Mon_Cisco_IP_Phones "I WLAN
ParmnilAccess
ot | Wil Damain Perfrission
tesin
¢ [ Downlaadable ACLs : & vieb Redirection {TWHA, DRW, MDM, NSF. (PP)
* [E5] Infine Posture Node Profiles :
» ﬂm
* O fosturm Centrakzed Web Auth *| Aoy | Nexred | medret | potat|
v T Oent Provisioning —
¥ [ Serunity Groug Access
REEL =)L OER

Al /O7 7 AN EFEAL TR —NLEZEKTSICE. XROFIEZETLET,

1. [Policy] XZ 1 —T [Authentication] 20 UYL &ET, ORI, RERVZ— IIL—ILD
REFZEDHZRLET, cOBITIE, MACT7AIILZITORBREFICKNIH—chnd)

—LLAFBREETNhTVWET,

wirehes MAR 11 | Wirsless MAB aliow protocols | Allowed Protocsl | Default Netwoel) | 8nd b
B - [ MAB If | Wifiresd_ WUAR aliow protocols | Allowed Protocol | Default Retworl) | andl.
| Dokl If | Wwed B0 1X allow profocols | Allowed Protocol | Default Netwos and..
g Defiaelt Foule (I no mabch) Al pAOHCods ..Mll:hl-m:l Protoond ; Defauk Networ | and use identity source Irterral Uarg

WAL= OBEIZANLET, BT Wireless mab ZERALTVWET,
MEB#ET1=IRT, T7TRA([H)TAA=EI2IVYILET,

. [Compound condition] ZiERL TH S, [Wireless_MAB] ZiEIRL £,
FFRAIE 37’0 M )L E L T [Default network access] ZiZBIRLU £ 9,

M= EESICEETRICE, [and .. ] DEICHDKNDEIVYILET,

ovcnboag\a

7. [Identity Source] 7 1 — )L I\G) [+]1 7A4d>%21)Y 2L, [Internal endpoints] ZiZIRL £

8. [If user not found] RO Y 7’AJ> 1V A KNS [Continue] ZBIRLF T,



B - | wireless MAB S1F | Wireless_MAB | allow protocols | Allowed Protocol : D

(| Default . use | Intemal Users |

Identity Source| Internal Endpoints]

Options
If authentication failed| Reject "]
B - [ws | 1 1F | wired_ If user not found| Continue - |
If process failed | Drop -
M . | reeiv | ¥ A Bmerd

COATaICkV), MAC 7 RLADNFREAZIZETE., webauth IZ& 2 TF/N A ADSBELFE M
EBVYET, DotIx 94T RNEOLFoO Y ) ZFERALTRIATESDNDT, CORETER
THRIMERFHY)EEA,

HATNL—ILOHER

CCTE, ORI —TVWLI2ADI—ILZHRELET, PCHrEEFITSNDE, MACT 4
LRV INRITENETT, MACT RLANFFTHATHS ERBEE ., webauthE ACLAIRE &
¥, <M [MAC not known] D/L—/)LiE, XDEKRIZTFESHh, COEIZIATRESHET,

2nd AUTH f Guest AND Network Access:UseCase EQUALS  then  vian24
Guest Flow

MAC not known if  Network Access:AuthenticationStatus EQUALS then  CentralWebauth
Unknownlser

AAIL—ILZERTDICE. ROFIEZRTLET,

1.HLWIL—ILZERL, BEIZADLET, cOFITE., "MAC notknowny EWVSEZHRl%E
FEALET,

2. %M T A=IRTTSA([H)TAA>&IIVYILT, HFLLXKHKEEZERLET,

3. [expression] ROYZ7AD>Y UARNEZRBELET,

4. [Network Access] Zi#IRL ., ERLE T,

5. [AuthenticationStatus] #2 1J ¥ 2 L., [Equals] EEFZEIRL £,

6. 5AIMD 7 1 —)L RT [UnknownUser] Zi#IRL £ 7,

7. [General Authorization] R—< ® [then] EWVS BEOERINT 1 —JL R T,
[CentralWebauth] (FFAI7O7 7 A4J)L ) ZBRLET, COFEICKY, 1—H (FLE
MAC 7 RLR)NTEATE, ISEZHEITIBDCENTEFRT, THLBI—HICEK, 2T
[Login]| R—IHFRRENET, L, I—UFHFILFUIvIEANTHE, ISETHRE
ERNFBEXRRENES, LN 2T, I—YPHFYANI—HFOHEICHE -IRGZERAL
T, BOIN—IZEBETHIHLEN HBYVET, <OBITI., [If UseridentityGroup equals
Guest] ZEAL., IXTOT AN COITIIN—TICEBITHDEREENTVET,

8. [MAC notknown] L—ILOREIZH DT O3> REZEZIVUYOLT, LTHALEHL
WIL—ILZEBALET, F: cOFLWVWIL—ILIEE. MAC not known)L—)LDBEIICKD &N
FEICEETT,



9. B 74— RIC., "™2nd AUTH, EAHBDLET,
10. %BELTIDIINL—T2BIRLET, COFITIE, [Guest] ZBIRLET,

M ZETA—=IRTTSA([F)TAA> =22V OLT, HLLKHBEERLET,
12. [Network Access] Zi#IRL . [UseCase] 20 )Y I L&ET,
13. EEF & L T [Equals] ZiBIRL £ 7,

14. AOFART 2 REL T [GuestFlow] ZZBIRLET, chid. Web R—cOJ1 > LER
AT, RAZE(L=ILOSAN 70—02 ) DRICE>TCELI—HYZHRTS
EEEBERL, ChETARMDIIIL—TICELTVRHEICOZETENET,

15. FAIR—2 T [then] DBECH B TZA ([+H]) PAAV =2V Y IL, L—IOFEREER
LET,
COBITE., BRIREETNEZ7O77 4L MVan3d)FEVHTShTVET, CORER.
CORFIXRNTRERRENTVEE A,

[Permit Access] 77> 3> %8RI BN, HARXRALA 7O 74N %ZERL,. VLAN £k&
FENEMICRDCENTEET,

BEEAZXEE ISEN—23 13T, WebiBEEORA T IC&>2 TR, "7AN70—, 11—
AT—ANRELBVBENFHYNET, COHE, BUNL—ILICE, E—OEATEERS
ELTTANI—HIIN—T28DBIBENBYVET,

IPEFMOBMEL (F7>3>)

VLAN ZE|V) ¥ TBEE, BREOATYTELT, 9547 RNPCRHADOIP 7 RLAZEHFLE
T CDATYTE, Windows 754 T RADT AN R—RIIIZK2TERITTEEXET, BID
FIET., 2nd AUTHIL—)LIZ VLAN ZEREL TVWEWESIE. COARTY T ZEBTEET,

FlexConnect AP Tld&. VLAN A" AP BRIZERIICEREL TVWAUREN BB EIZEFELTLKEE
Wo LEN2T, VLAN AEFIICFELEVIEES. AP B4, FLEERTSHHR VLAN IZ ACL
ERICEEALEBV Flex 7)L—7IC VLAN-ACL R YE > TR ERTBENTEET, ThiZ
&), VLAN A"EBICERENET (ZTDO VLANIC ACLEL T ),

VLAN ZZE|V) HTEHEE, XROFIEEZETL, PEHFEEMCLET,

1. [Administration] %2 ') ¥ 7 L T, [Guest Management] 2201 Y I L&Y,

2. [Settingl 20 )Y O LET,

3. [Guest] Z BB L TH S, [Multi-Portal Configuration] ZBBL £,

4. [DefaultGuestPortal] £ FERL EHAZRL R—RILOBEHZI VY VLET,

5. [VLAN DHCP Release] FI Y VKRY VREAVICLET, X : COATI a2,
Windows 7 A4 7> ML TOHOAKBEEL £,



Settings

" i Geoaral Multi-Portal
* B2 Spansor
iy Dwncos Geriera Custornization Authentication
v || Guast EVETY LOgin
Dwaaits. Pobty
Langusage Template [ Enabla Sell-Provisaoning Flow

* | Multi-Portal Configurations .
Alow guest users 1o change pasiwond

Detpul GuesPortal -
Portal Policy . Resquine guest users (o change password af expiration and first login
Prssword Pobcy Guest users should download the posturg client
Tirew Profiles 3 Guest usars should be allcwed b do salf senica
w Usarmname Policy . Guest usars should be allowed to do device ragistration

¥ vian Dhep Release (Mobe: Release should acour prior to the Coh. Renew should be sal io occur afler ihwe Cof occurns).

- Deday 1o Release | 1 | seconds (valie Range 1 1o 200)

Traffic flow

COZFIATRE, EORTZTAVINECLEBFENIHI ZEBIDEANBLVKLSICED
NBAREMEN BN ET, BEFEOLOICUTIEHRIIXEDFET,

cDTAT M ERTSSDOTY> T — _“/_E'}?’éjdnbia“o o

. VZa\E/LC bg-si;&ﬁ)ﬁﬁ LTMAC 714)L&Y) /75”% ZUWBLET (WLCHUVERALINEH

-0 TN, MAC7A4NRUITDORTEICTII—2a 0 Ea2Z2ELET,

- T F/J‘DHCPE‘KEL{.:.[/ DHCPEXRAN A—AHI UE—RMYHAL1 NDIP7 RL A%
WETDEDIZ. PIEARA VN K2 TAAYFUITENET,

. Central webauth#ﬁﬂ'é'(“(&" DRAL D I\ACL'C?E BIBESIN—TVEnNENTTa4YD

NI NIH
A J\ET"

(HTTPA —# ) FRDEBY TT, FP:B\L. RPpEN LIEAS>T, URAL Y>3 %
RITTDDRAPTRABKWLCTT, &AW _

APECAPWAPIC A 7 EIL{LE nfzWL (. chZiAfEL LCEZTDWebt 1 hDIPF R
LRAERT =745 LTISECUAALY N

>

- L

7347‘/I\\N‘5Web")“’f heBEREhsE
n

L
cODTAT RN ISEOUSA AL I KNURLICURA
1Y F&End (FlexRedirect ACLO[permit]ilcE Y hF B8 ) o
- —ERUNREIZBZDE, FTZ74YIBO—ANCRASMYTFENET,

R

JI—HA SSID CEENHShDE, RAN [ISE]R—JICRRENET,

Apr 09,13 11:49:27.13 AM E a PO vianis Guess NotApplicabie
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