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— MERTEIF. [Work Centers] > [Posture] > [Settings] > [Posture General Settings]| Cs¥EL £ 9,

Posture General Settings ;

Remediation Timer | 4 | Minutes i
Metwaork Transition Delay | 3 | Seconds
Default Fosture Status | Compliant v
] Automatically Close Login Success | 0 | Seconds ;
Screen After
Continuous Monitoring Interval | Minutes

L
Ak

Acceptable Use Policy in Stealth Mode Block

(*) Perform posture assessment every time a user connects to the network
) Perform posture assessment every 1 Days

Cache Last Known Posture Compliant Status

Last Known Posture Compliant State | 10 | | Hours bl
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Reauthentication

Timer | 3600 [Enter value in seconds )

Maintain Connectivity During Reauthentication | RADIUS-Request -|

v Advanced Attributes Settings

Select an item |

+ Attributes Details
Access Type = ACCESS ACCEPT

Session-Timeout = 3600
Termination-Action = RADIUS-Request
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» Advanced Attributes Settings

Cisco:cisco-av-pair | = |terminatinn-actiﬂn-mudiﬂerz1.

+ Attributes Details

Access Type = ACCESS ACCEFT
Session-Timeout = 60

Termination-Action = RADIUS-Request
cisco-av-pair = termination-action-modifier=1
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All probes are sent
simultanecushy

nﬂ\c‘tGl‘ll‘lE‘T
Posture module HTTP GET Destination Default Gateway >
Eans Redirect expected DNS request enrolLciso.com
@ [ DNSreply=IP

HTTP GET Destination encoll.cisco.com
Redirect expected

13
HTTP GET Destnation Discovery Host .
Redireo sxpected

$5L1ofirst PSN inConnectionDataxmionport 8443 | _ : :
Connection pratected by Client Provisioning portal certificate Related image, dagram of sereenshol.

Stage 1 Session lookup based on

Discovery information in request IPs/MACs list
Probes - DINS request “Call home™ FQODMN | o
DNSreply=IP Session owner
S5Leonnectionto "Callhome” FQODN onport 8443, Goal isfo get session owner FODN . lookup onMNT
Connection protected by Client Provisioning  portal certificate Information :
¢ Informati

about owner

14 -
8 | DMNS request PSMs FODN from ConnectionData xm | a
DNSreply=IP
e _Sets.mn W e
loakup on MNT
e 551 connection to PSNs FODN frcr-:{::mrhect-un.'}atarm'orl_pcx't B443, Goal isto get session owner FODMN - :
Stage 2 Connection protected by Client Provisioning portal certificate | g Lnformation
o sca.\e-r'.' about owner
Probes
< 15 Posture process »l

Stepsare the same as for Pre 2 2 flow
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Search

Q@ Network AccessISE Host Name EQUALS ise2-6-psn1

@  PSN1_unknowni AND
f  Session-PostureStatus NOT_EQUALS Compliant

Q  Network Access'ISE Host Name EQUALS lse2-6-psn2
(@  PSN2_unknownz AND
b SessionPostureStalus NOT_EQUALS Compliant

le  Session-PostureStatus EQUALS Compliant
@  Dot1X_intemal Compliance AND
IntemnalUser-IdentityGroup EQUALS User Ideniity Groups:ALL_AGCCOLUNTS (default)
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Authorization Profiles > Posture_Unknown_PSN1
Authorization Profile

*Name | Posture_Unknown_PSN1| |

Description |

e

"Access Type |ACCESS_ACCEPT - |

Metwork Device Profile @b Cisco | = | &

Service Template
Track Movement 0a

Passive Identity Tracking )

» Common Tasks

DACL Name Posture_Unknown_DACL_PSN1) |

ZDACLIE. FHiFZMEFTHPSNADOTO—T 7O EANDAh%E

Downloadable ACL List > Posture_Unknown_DACL_PSN1
Downloadable ACL

* Name [ Posture_Unknown_DACL_PSNL |

AFAILE T,

Description

IP version « |Pv4 1Py Agnostic i

permit udp any any eqg 53
permit udp any any eq boolps
B permit ip any host 10.10.10.1

* DACL Content [1234

» Check DACL Synlax

Save Reset




BIOFITIE. 10.10.10.1EPSN1DIPT7 RLATY, ZRENBDACLIE, BEIZISUTEMDY
—ERAIPEHRUTEETERTN, TOEAZR ;E’E&LIE@“%)PSN@&L%JFE?%%E#"&Ui
ER

2.6/NY F6, 27Ny F2, 3.0LA\BOEEEE

RAF ¥ AT—R Ak, Light Data Distribution(LDS)7 L —A7J—2 %A L TRADIUSEY > 3>
TALIORNVIZEMENEL L, RAFYAT—RAOEHI/MEEDOPSNTEZFEE D LTI,
ERODINTOPSNICERHENET, COZXENEBUMILDE, BEEDFATELZDPSNIZEE
TRIRIAXTO—T OHENHIBREh, IXNTOPSNIEE, BERIAET N TVWIBAIICEREL,
FTRXTOIYRRAVBNCETEDLSICAYET,

CORFIXRNDSOOFERABITEK, ROBEEEZEEBLFT,

R : V54T NBREREICKY), NADEFLWEY S aVIDEERLET, 954F7 b
FEIEMEENL TVETAH, BRIAN1THhNhdicH, NADIRUAALIVRNRE (UAAL IS
URLETZVEARAVAN)ICRYET,

—COBHERZEEENT, CORERKISEENADICEETAIHENHYET,

ERBI2 . A4 Y Fi&, MABDOTIXE 'S4 F1)F 4DOTIX MAB ( B# ) DIEICREEThET

o

- COBEREEEIT, CORERISEENADIZEETAIMRENHYET,

EABIS: EBXDAPOIVAVYLAVZATNOO—I2J LR, 232502 NO—ZI21T
DhET,

—ZOEERFREEENT., CORERISEENADICEETIHREN HVET,
FERAMF4L-O—RNZoHEFERALEEA
—O—RNZUVITHARTERBENTVEIRANTSI9TA ARSI BEN HYETH,
EAO—RNSOHICEK 2> TEBDPSNICEEENDHEEF, ELVWRAFYARAT—RFRAEDS
ATRNIBRIMBENHYET,

ERGIS - AT 2287 O—T &, VAT MIRBREE NI —NERBIOT—/NIZL2T
BEENET,

—CNRBFLWARTSICETIRETEHAELS, PSNCEORA7O77AMILEFRETT,

EUEY>avIDE#EITIESNDERER

CORFIXNIRBEESNTVIFEZFERATRE, RYND—VICERENEEFEOI—Y
&, REIICERL TV D AEMNHY T, BERIEENTE, sessionDRIEZEEENEVESH,
ISERERAT—RAIL—HTBIL—ILDAuthZIERZ5|EHEELET,

COFE. IVRERAV M ERENEEBARTERRVS —CERLTVWD L Z2BEITH LD
ICRAFYHFBEILBEDLSIC, EHMNBIMMERETIHLENHBIET,

]

&, [Work Centers] > [Posture] > [Settings] > [Ressement configurations] CEX¥ETE £ T,



» Bofrmare Updates
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