NAD(IOS-XE) &S & RE T 2 =% DISE 3.3% 1
5 4 JIPsecDERE

2E

BUSIC
FiE
2

FRYTROAVR—F b

I0S-XERA Y FOCLIFEE
A2B—TILADEE

RSARKRLAVBNDEE

EEEEi@i‘/,I\“_t
IKEV2Z'OR—HIL DF&

BEIKEV2R Y > —QFRE

BEIKEV2ZO7 7 1)L DFRFE

RO VPN 574 5D ACL 5&FE
hSYRTA—H By hORE
BEXVITOREEAVR—TIAANORER
IOS-XE O B #& 5 IE

ISE E87F
ISETDIP 7 RLADFEE
EETEZZANTIHABENSVR—h
Z2ATLMABOAL > R—h
IPSech VR DEEE

X.509F R £ HF—FRE

XY BRI—OR

I0S-XERA ¥ FDOCLIFEIE
AV BT I ADEE
IKEV2Z' OR—H)L D&

BEIKEV2R Y > —QFRE

BEIKEV2ZO7 7 1)L DFRFE

RO VPN 574 5D ACL 5&FE
hSYRTA—H By hORE
BEXVITOREEAVE—TIAZANORER
IOS-XE O B #& 5 IE

ISE 587
ISETDIP 7 RLADEEE
IPSech > X)L DERTE
o
10S-XE T D 1 EE
ISET DR



ES7ILa1—h
IOSXED rSTNZaA—F 42T
ENCITRFNYY
IOSXEQBEFNY I OFRLELY b

ISETORSINA—F42T
BMcsazTNv Y
ISECOTEEBEET/INY Y

FL®IC

D RFI1XKNTIE, Cisco Identity Service Engine(ISE)3.30D %Y ND—O T VEAFNA A

(NAD)BIEERETHLHDRAT 1 JIPSecHDBRELZE RTINS 1—F AU T BEEICOVT
FHBALET, RadiushZ 71 v Tk, AA4 Y FEISEED YA b EI(LAN-to-LAN)IPsec{ > X —=x
YRF—TIOARAFIVION-DAV2QUKEV) N R THEESILTEERT, CORFIXNTR

. RADIUSOFREICDOWVWTEHRBALEE A,

Bl SR AT
B

ROEBICEIZHARNI BB N HREIET,

* |ISE

« CisCOAM Y FDRE

. —H&EY7X IPSec MBS

- —HR#Y 7% RADIUS O #E=

ERTHIVR—KT b
CORFIXYNOBERIE, ROVIRIVITEN—RIITON—ZIVICETLVTVET,

« V7RI TN—23217.6.50 BB T % Cisco Catalyst A1 ¥ FC9200L
« Cisco Identity Service Engine /N\—> 32/ 3.3
* Windows 10

CORFIXVNOERE. REDFRARELCHAITNARACETVWTERENELZ, DR
FIAXRNTEATEZINTOTNARRF, JUTB (F7AIIK ) RETHERZRBLTLE
T NROFXY ND—IHFEERBPTHRFEICE. EOXSBOANVRIEOVWTE, TOEE
NEHEICOVTHRECEBLTE<LENHUET,

BERuH

BER., Z2£TEWMD5/\Y > 1, RADIUS, 8 KU'TACACSZIPsecTHEATS7ORILZR
EITDIETT, ADVKINDREZRICANET,

« Cisco ISEXA T4 JIPsecY ) 1—<, 3 (&, StrongSwan
e CiscOISEA/ A —T7 I 14 ATIPsecziRET D&, Cisco ISEENADDEIZIPsech > XILAY


https://www.strongswan.org/

e h, BENMREENET, NADE, R4 T 1 7IPseciRETHEBIICHRETILEN D
V&I,

s ERHEFXF—EEERTSDH. IPsecRREICX 500 IHEZFEATEERT,

+ IPsecld. GigabitEthernet1 ~ GigabitEthernetsf > Z—7 I 4 ATHMIZTEE T,

CHORFIAXANTIR., EICX500BHERIICDVWTHBALET, "R IIN>a1—F
4/'7J 023 TlE, X500 HERALEFICEREHTTVET, FNYIJTREETHEF
RALEF2E<ELTHY, HHEFNFELYET, IUIN RZRIAICEFEATERT,

X.500iFBHERII ZF AL 1ZIKEV2 IPsec N > XL NDERTE
XYRND—UK

User NAD ISE
IPSec Tunnel
]
10.62.148.79 10.48.23.85

FYRND—=TK
IOS-XEAA Y FOCLIEZRE

E

X3

AR—=TIAAD

IOS-XERA Y FAUR—TIA AN KEREENATVEWVWEER, 2BLEE1DDA2E—T
IMACRETIHBENHVET. 0L TF—20FIRRRODELYTT,

interface V1an480
ip address 10.62.148.79 255.255.255.128
negotiation auto
no shutdown
|
interface GigabitEthernetl/0/23
switchport trunk allowed vlan 1,480

switchport mode trunk
|

HARNEB VPN NORIINZHEAUTZDEHICERAITIVEN BBDVE—N ETANOERNI BB L
ZHALET, EXNBERZRFEITDICE. ping ZFEATEET,

RZARNRAY NDORE

IKEV27R) 2 —Z8RETHICIE, JO—/N)LO> 7 14 ¥ 1L —2 32 F— RTcrypto pki trustpoint



<name>ANY RZANLET, FUELT—ROPRRXODELNTY,

N % I0SXEF/SA ACTRABEA S AN—IL T BHEGERS Y £T. COBITR., DI
HELZTDFI—2Z2E8Upkes127 7FANDA 2V R— EFEALET

crypto pki trustpoint KrakowCA
revocation-check none

AEAZED A R— b

IOS XEQIDFEEAEZZNDFI—2 & EEICAVR—NTBICE, 5#T— R Terypto pki import
<trustpoint> pkcs12 <location> password <password>_1N¥ > RZADLET, FUHFL F—ED
BliFrOEBY T,

KSEC-9248L-1#crypto pki import KrakowCA pkcsl2 ftp://eugene:<ftp-password>@10.48.17.90/ISE/KSEC-9248L-1
% Importing pkcsl2...Reading file from ftp://eugene@10.48.17.90/ISE/KSEC-9248L-1.pfx!
[OK - 3474/4096 bytes]

CRYPTO_PKI: Imported PKCS12 file successfully.
KSEC-9248L-1#

N THEEBEREIAY NOBEATT . I0S-XEDQIDIEHEDSANT 4 —JL KIZ
FQDN/IP? RLAFADENTVWB L AREL T & W, ISETE. EPIRE
SANT 4 — )L KA BETT,

AAENELKAVAR=ILENTVR L ZRFBIDICE. ROFIEZEITLET,

KSEC-9248L-1#sh crypto pki certificates KrakowCA
Certificate
Status: Available
Certificate Serial Number (hex): 4B6793FOFE3A6DAS
Certificate Usage: General Purpose
Issuer:
cn=KrakowCA
Subject:
Name: KSEC-9248L-1.example.com
IP Address: 10.62.148.79
cn=KSEC-9248L-1.example.com
Validity Date:
start date: 17:57:00 UTC Apr 20 2023
end date: 17:57:00 UTC Apr 19 2024
Associated Trustpoints: KrakowCA
Storage: nvram:KrakowCA#6DAS.cer

CA Certificate



Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=KrakowCA
Subject:
cn=KrakowCA
Validity Date:
start date: 10:16:00 UTC Oct 19 2018
end date: 10:16:00 UTC Oct 19 2028
Associated Trustpoints: KrakowCA
Storage: nvram:KrakowCA#1CA.cer

KSEC-9248L-1#

E

kg

IKEV2Z7'OR—HI)L D

IKEV2/R )2 —ZBETSICE. JO—-/N)LO>714F 1L —> 32 F— RTerypto ikev2
proposal <name>X > RZAHNLET, FUHAALA TF—2OHRROEHVYTT,

crypto ikev2 proposal PROPOSAL
encryption aes-cbc-256
integrity sha512

group 16
!

&5 IKEV27R U 2 — DERE

IKEV27R) 2 —Z5RET Ik, JO—-/N)LI> 7 14F¥ 1L —2 3> F— RTcerypto ikev2 policy
<name>N > RZAHDLET,

crypto ikev2 policy POLICY
proposal PROPOSAL

E

kg

BEIKEV2Z’O7 74D

IKEV27’O77A N ZRETHICE, JO-NILA>T714F¥ 1L —23>2F— R Terypto ikev2
profile <name>AN¥ > RZAHLET,

crypto ikev2 profile PROFILE

match address Tocal 10.62.148.79

match identity remote fgdn domain example.com
authentication remote rsa-sig

authentication Tlocal rsa-sig

pki trustpoint KrakowCA



X TFT7FI)IBRTE, ISERIKEV2R O I—>a > TIKEIDELTEEDOIDEEHED
CN74—=)LRZFEALET, TDE®, IKEV2ZO7 7 1)L ® "match identity remote
023> T., RXAOFQDNR A 7 LB &, FKXISEOFQDNZEET B &4
ENFHVERT,

RO VPN RS T7 4990 ACL B/E

EELICR > TREINERNTTAVIREETR LD, AREFSPEUNET I LA VARZ
FALET. FVHLTF—ROHRROESYTT,

ip access-1ist extended 100
10 permit ip host 10.62.148.79 host 10.48.23.85



N VPNRS T4 Y S DACLE. NATOBICEEREREDIPT RLAEEALET,

NZVAT7#—L Y NORE

IPSec NZVA7A—LA YN (EF21VFT4 Z7ORINETILIVAXLOHFATAELZBALED
B)ZERITDICE, JO-N)L A7 14F1L—> 32 F— RT crypto ipsec transform-set
OV RZAHDLET, VXL TF—2OHRROEBYTT,

crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

BENYTOREEAVEZ—TIAANDIERH

EENY 7T TN RERFLEFEEL, BEYY 7 I 74F1L—23> E—RZFEKRT
BICIk, cryptomap VO—NILBREIRN > RZADLET, BEIXY T I VRNUEETITRICE
. BEREBEITDIHVEN HBBDARDELSIBVLDHADQEEN BV ET,

s REENERNT T4V IZEIETD IPSecETZERTHALENHYET, sk, SA
EWIUTEDIETTI, BEXY T ITURNUJICIPSecET ZIBET S ICIE, setpeer IV
Y RZEAHDLET,

s RESNERNS T4V ITHERANINZTANSNBEI NS VAT A—ALA Y NEEHXTIHE
FHWVET, BEYXY T ITONVICEATELERNSVRAT7A—A Y NEEETDICIE.
set transform-set IN> RZA DL E T,

s RETIUENHBBDINTTAVIERERTDIHMEN BYVET, BEYXY T I NJOILE
TOEAVANEZIBETSICE. match address AN REAHALET,

FZURLT—EOPRFROESY)TY,

crypto map MAP-IKEV2 10 ipsec-isakmp
set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

BREDOFIEERE, BICA 2V RA—T I/ ALK LTERZELEESY Y 72 BRATSETT, %
BATSICWE, cryptomap 1 VB2 —T7 IAAKREINRZAHDLET,

interface VI an480
crypto map MAP- | KEV2



|OS-XE D H &R E

|IOS-XERA Y FORMHZCLIREZRICRLET,

aaa new-model
!
aaa group server radius ISE
server name ISE33-2
!
aaa authentication dotlx default group ISE
aaa authorization network ISE group ISE
aaa accounting dotlx default start-stop group ISE
aaa accounting network default start-stop group ISE
!
aaa server radius dynamic-author
client 10.48.23.85
server-key cisco
!
crypto pki trustpoint KrakowCA
enrollment pkcsl2
revocation-check none
!
dotlx system-auth-control
!
crypto ikev2 proposal PROPOSAL
encryption aes-cbc-256
integrity sha512
group 16
!
crypto ikev2 policy POLICY
proposal PROPOSAL
!
crypto ikev2 profile PROFILE
match address Tocal 10.62.148.79
match identity remote fqdn domain example.com
authentication remote rsa-sig
authentication Tocal rsa-sig
pki trustpoint KrakowCA
|

no crypto ikev2 http-url cert
!
crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel
!
crypto map MAP-IKEV2 10 +ipsec-isakmp
set peer 10.48.23.85
set transform-set SET
set pfs groupl6
set ikev2-profile PROFILE
match address 100
!
interface GigabitEthernetl/0/23
switchport trunk allowed vlan 1,480
switchport mode trunk
!
interface V1an480
ip address 10.62.148.79 255.255.255.128

crypto map MAP-IKEV2
!



ip access-Tist extended 100

10 permit ip host 10.62.148.79 host 10.48.23.85
!

radius server ISE33-2
address ipv4 10.48.23.85 auth-port 1812 acct-port 1813

key cisco
|

ISE §%E
ISETOIP 7 RLADEKRE

TFRLAZCLIASAVRA—TIAAGET1 ~ GE5 ICXL TRETILEN HV XY, GEO FY
R—RhEhErtA,

interface GigabitEthernet 1
ip address 10.48.23.85 255.255.255.0
ipv6 address autoconfig
ipv6 enable

N AVE—TIARCPTRLANBEERBE, PTUS—Ya A BRBLET,
% Changing the IP address might cause ISE services to restart
Continue with IP address change? Y/N [N]: Y

EETEDANTRAZEDNA 2 KR—h

COFEEE, FURIDNBIAUENEEEZEICRRENDIETOIIAEEZISENEEITILHICHE
T9, Administration > System > Certificates > Trusted CertificatesD JEIZ#E L £9, [Import] %
2)Y 9 LET, BrowseZ 7)Y UL, ISENOS-XEFPAF>T 4T 15AEICER L I-CAZLHA
E%58IRL £ 9, Trust for authentication within ISEF I Y JRY VAN BIRENTWVWD L&
BLUET, [Submit) ZO VY ILET,



U |dentity Services Engine Administration / System

il
L

J Deployment Licensing Certificates Logaging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—
It
Cartificats Managemant w Import a new Certificate into the Certificate Store

System Certificates
|' Cartificaté File | Browse—. | KrakowCA g |

¥ Admin Cartficats Hode Restart
| Trusted Cartificates Friondly Name
' OCSP Cliant Prafile
Trustnd For
F
B st e s SE |
C mE ——

Certificate Autharity ¥

Dwescription

Submit Cancal

SATLRAEDA R—B

Administration > System > Certificates > System Certificates® JEIC#E L £ 9, Node, Certificate
File. Private key File ImportDJEIZEIRL £TF, IPsecOF I Y IRY VREFVIZLET,
[Submit] 20V Y JLET,

‘tuek dentity Services Engine Administration f System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Sattings
. Import Server Certificate

Gartificate Managemant = * Select Nade
I Select Nade ise332 ¥
; Systesn Cartificates

2 * Certificate Fie Browse... | i2e332 exampie com._pem
q * Private Kay Filo Browse... | 50332 axampde.com.koy
Passward
4
Cartifiests Pariadic Chick S6...
A Frigndly Name \PSEC-2

Ceriificate Authorkty »

Usagn

] admin:

[C] EAP authentication: Use certicate for EA
(] maows oTLs: us

(] exna:

(] 15€ Messaging Sarvice:

[ﬂ PSEC: Use coriificate for St —

| SAML: Us

| Portsk: L far

et

~ 7 : BEBAE A StrongSwanlZ 1 2 AR —JLE B D&, Native IPSec Settings TNetwork
Access DevicezR1F L 1R TY,

IPSech > RILDERE

Administration > System > Settings > Protocols > IPsec > Native IPsec® JEICBE L £3, [Add]
ZO0VUYOLET, IPsech RN ZHRIFETSD /—RZBIRL, NADIPP RLAENRY, 77
AIWRNT—KRDIA, B&PIPsecA/ EZ—T I A AZRELET, Authentication Setting as



X.509 CertificateZi#iR L . Certificate System Certificate InstalledZiZR L £ 7,

= -l Identity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Client Provisionin.
. Mative IPSec Configuration > New

1l FIPS Mode

Configure a security association between a Cisco ISE PSN and a NAD.
Security Settings

X rmp— Node Specific Settings
| MDM M i
‘ General MDM [ UEM Settings Saluct Nods
ise332 ]
2 Posture >
NAD IP Address with Mask
Profiling 10.62.147.79/32
il
Protocols ~ .
Default Gateway (optional)
10.48.23.1
2 EAP-FAST v
EAP-TLS IPSec Interface
PEAP Gigabit Ethernet 1 v
EAESTIES Authentication Settings
RADIUS
O Pre-shared Key
IPSec w

Legacy IPSec (ESR) ® X.509 Certificate iPEEE=3 »

| Native IPSec

T7AINRNT—RIIARATIAVRETT, B, 220F7>32HFHV)ET,. Native
IPsec UITTF7#IRNT—RNIIT A ZBREL, BEBELBOSICIL—KRZAVAN—ITEET,
< DJ)L— K&, show running-config:

ise332/admin#show running-config | include route
ise332/admin#

<ffroot>

ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO

10. 62.148.79 10.48.23.1 ethl

169.254.2.0/24 0.0.
169.254.4.0/24 0.0.
ise332/admin#

cni-podmanl

0.0
0.0 cni-podman2



£3120A7 23V, F7FALRT—RIIAZZAOERRICLT, ISETL—KEZFBHTH
ETBIETT, Chilkl), AUMENFBSIET,

ise332/admin(config)#ip route 10.62.148.79 255.255.255.255 gateway 10.48.23.1
ise332/admin(config)#exit
ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
10.62.148.79 10.48.23.1 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO
169.254.2.0/24 0.0. cni-podmanl
169.254.4.0/24 0.0. cni-podman2
ise332/admin#

0.0
0.0

IPSech >R O —MEBEZITVET. 7 I —X1DFREGeneral Settings. Phase One Settings,
# K U'Phase Two Settingsid, IPSech > RILOMBEFRITEHREL LBEE—HLUTVRIXEN HY)
9,

el |dentity Services Engine

Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
=
y Client Provisioning
General Settings
A FIPS Mode
Security Settings IKE Version
b 4 IKEv2 o
Alarm Settings
l General MDM / UEM Settings Mode
Tunnel 1
2 Posture
ESP/AH Protocol
Profiling esp v
(]
Protocols IKE Reauth Time (optional)
86400
o EAP-FAST
EAP-TLS Phase One Settings
PEAP z : : 2 i ——
Configure IKE SA Configuration security settings to protect communications between two IKE dagmaons.
EAP-TTLS
Encryption Algarithm
RADIUS aes256 v
IPSec Hash Algorithm
Legacy IPSec (ESR) sha512 ]
Native IPSec DH Group
GROUP16 Y

Endpoint Scripts

Re-key time (optional)
14400

TI—R20DFREZITV, Savez2 VUV OLET,



4l |dentity Services Engine Administration / System

€isco

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
s Client Provisicning Configure IKE SA Cenfiguration security settings to protect communications between two IKE daemons.
1l FIPS Mode Encryption Algorithm
o :
Security Settings aes256 HE
Flsnmisettings Hash Algorithm
' General MDM [ UEM Settings shab12 e
‘ Posture ¥ DH Group
GROUP16 o
L—i Profiling
]
Re-key time (optional)
Protocols w 14400
i EAP-FAST w .
Phase Two Settings
EAP-TLS
PEAD Configure Native IPSec SA Configuration security settings to protect |P traffic between two endpoints.
EAP-TTLS Encryption Algorithm
aes256 ~
RADIUS

Hash Algorithm
IPSec > sha512 |

Legacy IPSec (ESR)

DH Group (optional)

Native IPSec
! GROUP16 “

Re-key time {optional)
Endpoint Scripts b3 14400

X509 R EXF—FEEEFAHL ZIKEV2 IPsech R DERE

ZY RNID—TK

User NAD ISE
IPSec Tunnel
]| 802.1X
N RS
10.62.148.79 10.48.23.85

XY RND—UK
IOS-XEAA Y FDOCLIZZRE
ABZ—=T T4 ADKE

[OSXERAYTFAUVER—TIA AN ETERETNATLVARVGER., PBLEE1DDAE2—T



IMAZCRETIHBENHVET. FVFLT—2DFIRRRODESLYTT,

interface V1an480
ip address 10.62.148.79 255.255.255.128
negotiation auto

no shutdown

!
interface GigabitEthernetl/0/23
switchport trunk allowed vlan 1,480

switchport mode trunk
|

HARE VPN RO RN ZBIUTDEHICERATILENHDVE—N ETNOEREF DL
ZHRELET, BEXANBERZHEIETSICE, ping ZEATERT,

IKEV2Z7'OR—% )L DERE

IKEV27R 2 —Z5RETHICE. JO—-N)IL>714F¥1L—2 32 F— RTerypto ikev2
proposal <name>AN >V RZANLET, FUHXALA TF—2OHRROEHYTT,

crypto ikev2 proposal PROPOSAL
encryption aes-cbc-256
integrity sha512

group 16
!

ESIKEV27R ) > —DRRE

IKEV27RD) 2 —ZERETHICE,. JO—/N)LO> 7 14F 1L —2 32 F— RTcerypto ikev2 policy
<name>N > RZAHDLET,

crypto ikev2 policy POLICY
proposal PROPOSAL

BESIKEV2ZO7 71 ILORE
IKEV2Z7’ A7 7A N ZRETHICE. JO-N)ILA>T714F¥1L—2> 32 F— KR Terypto ikev2
profile <name>IN > RZAHDLET,

crypto ikev2 profile PROFILE
match address Tocal 10.62.148.79



match identity remote address 10.48.23.85 255.255.255.255
authentication remote pre-share key ciscol23
authentication local pre-share key ciscol23

772 BMTR, ISERIKEV2ROS I -3 TIKEIDELTHEOIDIEHEE®D
CN74—=)LRZEFEALET, TDL®, IKEV2ZO7 7 14 )LD "match identity remote
923> TR, RXA2OFQDNR A 7 LB E, £EIFISEOFQDNEEET 3 4
ENfrHVUET,

XHRD VPN RZ7 14V U0 ACL FRE
BEHUICI > TREINERNT VAV IZEETD LD, ARESPEIANETIEA VARNE

EFH l/gsj-o 3>Q-A 7'_'5‘ @ﬁ“‘i;ﬂo)c‘:a’fv U _C“a-o

ip access-Tist extended 100



10 permit ip host 10.62.148.79 host 10.48.23.85

N VPNRS T4 Y S OACLE. NATOBICEETEREDIPT RLAEEALET,

NZVAT7#—L Y NORE

IPSec RSV ARAT7A—A Yy N (EF2UT4 Z7ORINETILIVALOHFRTRESHEAED
) ZERISICEK. JO-NI OV 714F1L—23 > £— R T crypto ipsec transform-set
OXRVREAALET, FURLATF—2OHRFROESYTTY,

crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

EENY TOREEAVEZ—TI(4AANDER

BEXY 7 IRNJRERELFEEEL, BEYY 7 A0 714F1L—23> T—REHRAKBT
BICk, cryptomap VO—NILBREIRN > RZADLET, BEIYXY T I VRNUEETITBICE
. BRERERTAIVLEN HI2RDODLSBVSODHAOEEN HVY)ET,

s REENERNS 74V IO%ZEKEETD IPSecETEZERITIHMEN HVYET, sk, SA
ZWIUTEDETTY, BEXY T I RNUIC IPSec ET ZIBET B I, setpeer IY
YRZEAHDLET,

s RETINERNSZ 714V IOTHERANFNZTANSNBI RN ATA—ALA Y NEERTIHE
FHVET, BEIYXY T ITORNIVICEATELERNSRAT7A—A Y NEEETDICIE.
set transform-set N> RZ A DL F T,

s RETIUENHBDINTTAVIERERTDIHENHYET, BSIYY T I M) OILE
TOEAVANEZIBETSICE. match address AN REAALET,

ZURLT—EZOBRFROEHTY,

crypto map MAP-IKEV2 10 ipsec-isakmp
set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

BREOFIEEF. BICAVER—T I/ ACKHLTERLEESYY 72 BRI CETT, oz
BERATAICWE, cryptomap 1 VX —T7 IAAREIAN RZANLET,

interface VI an480



crypto map MAP- | KEV2

|OS-XE D BRIRERTE

|IOS-XERA Y F ORI ZCLIFREZRICRLET,

aaa new-model

!
aaa group server radius ISE

server name ISE33-2

!
aaa authentication dotlx default group ISE
aaa authorization network ISE group ISE
aaa accounting dotlx default start-stop group ISE
aaa accounting network default start-stop group ISE
!
aaa server radius dynamic-author

client 10.48.23.85

server-key cisco

!
dotlx system-auth-control

!

crypto ikev2 proposal PROPOSAL

encryption aes-cbc-256

integrity sha512

group 16

!

crypto ikev2 policy POLICY

proposal PROPOSAL

!

crypto ikev2 profile PROFILE

match address Tocal 10.62.148.79

match identity remote address 10.48.23.85 255.255.255.255
authentication remote pre-share key ciscol23
authentication local pre-share key ciscol23
!

crypto ipsec transform-set SET esp-aes 256 esp-sha512-hmac
mode tunnel

!

crypto map MAP-IKEV2 10 +ipsec-isakmp

set peer 10.48.23.85

set transform-set SET

set pfs groupl6

set ikev2-profile PROFILE

match address 100

!

interface GigabitEthernetl/0/23

switchport trunk allowed vlan 1,480
switchport mode trunk

!

interface V1an480

ip address 10.62.148.79 255.255.255.128
crypto map MAP-IKEV2

!

ip access-Tist extended 100

10 permit ip host 10.62.148.79 host 10.48.23.85
!



radius server ISE33-2
address ipv4 10.48.23.85 auth-port 1812 acct-port 1813

key cisco
|

ISE §%E
ISETOIP 7 RLADEKRE

TFRLAZCLIASAVR—T7IAAGET1 ~ GE5 ICXL TRETDILEN HVEXT, GEO FY
R—KhEhErtA,

interface GigabitEthernet 1
ip address 10.48.23.85 255.255.255.0
ipv6 address autoconfig
ipv6 enable

N AVE—TIARCPTRLANBEERBE, PTUS—Ya A BRBLET,
% Changing the IP address might cause ISE services to restart
Continue with IP address change? Y/N [N]: Y

IPSech > XL DERE

Administration > System > Settings > Protocols > IPsec > Native IPsec® JEICEBE L 3, [Add]
ZOVYOLET, IPsech RN ZHKRIHTSD/—RZERL, NADIPP RLAENRY., 77
AIWKT—ROIA, BXPIPsecA VZ—T I A AZFXELET, Authentication Setting as
X.509 CertificateZ1#iR L, Certificate System Certificate InstalledZ 2R L £ 9,



= b |dentity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Client Pravisioning i i .
Mative IPSec Configuration » New

Bl FIPS Mode
Configure a security association between a Cisco ISE PSN and a NAD.
Security Settings

X Alarm Settings Node-Specific Settings
General MDM § UEM Settings
‘ Select Node
ise332 v
. Posture >
MAD IP Address with Mask
o Profiling 10.62.147.79/32
nl
Pratacols %0 Default Gateway (optional)
10.48.23.1
2 EAP-FAST ~
Mative IPSec Traffic Interface
Bl Gigabit Ethernet 1 >
PEAP
EAP-TTLS Authentication Settings
RADIUS
® Pre-shared Key ...
IPSec ~
Legacy IPSec (ESR) O X.509 Certificate
| Native IPSec

TF7ALNRNT—RIIARATIAVEETT, R, 220F7>3UHFHY)ET., Native
IPsec UITTF7 A KNT—RIDI A ZREL., BEBEBDOSICIL—NZEAVAN—ITEET,
ZMJ)L— NI, show running-config:

ise332/admin#show running-config | include route
ise332/admin#

<ttroot>

ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO

10.62.148.79 10.48.23.1 ethl

169.254.2.0/24 0.0.
169.254.4.0/24 0.0.
ise332/admin#

cni-podmanl

0.0
0.0 cni-podman2

E3120F723a2 . F7ALMRNTF—RIIAZZAOEXRICLT, ISETCIL—NZEFE T



ETDETY, chickl), BLMRNFBSNET,

ise332/admin(config)#ip route 10.62.148.79 255.255.255.255 gateway 10.48.23.1
ise332/admin(config)#exit
ise332/admin#show ip route

Destination Gateway Iface
10.48.23.0/24 0.0.0.0 ethl
10.62.148.79 10.48.23.1 ethl
default 10.48.60.1 ethO
10.48.60.0/24 0.0.0.0 ethO
169.254.2.0/24 0.0. cni-podmanl
169.254.4.0/24 0.0. cni-podman2
ise332/admin#

0.0
0.0

IPSech >R DO —MEFBEZITVET. 7 I —X1DFREGeneral Settings. Phase One Settings,
& K U'Phase Two Settingsld, IPSech VXL OMEFRTRHREL EBREE—BLUTVRXENHY)
F9,

= e |dentity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
g=
§ Client Provisioning
General Settings
A FIPS Mode
Security Settings IKE Version
b 4 IKEv2 v
Alarm Settings
' General MDM / UEM Settings Mode
Tunnel v
2 Posture >
ESP/AH Protocol
Profiling es5p Y
"
Protocols s IKE Reauth Time (optional)
86400
o EAP-FAST w
EAP-TLS Phase One Settings
PEAP . ) ) N & : )
Configure IKE SA Configuration security settings to protect communications between two IKE daemons.
EAP-TTLS
Encryption Algarithm
RADIUS aes256 v
IPSec b Hash Algaorithm
Legacy IPSec (ESR) sha512 ¥
Native IPS
bt DH Group
GROUP16 Y
Endpoint Scripts > Re-key time {optional)
14400

TI—R20DFREZITV, Savez VY OLET,



el Identity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
5 Client Provisicning Configure IKE SA Cenfiguration security settings to protect communications between two IKE daemons.
il FIPS Mode Encryption Algarithm
Security Settings aes256 sl
Flsnmisettings Hash Algorithm
' General MDM [ UEM Settings shab12 N
‘ Posture ¥ DH Group
GROUP16 e
i" Profiling
]
Re-key time (optional)
Protocols w 14400
i EAP-FAST w .
Phase Two Settings
EAP-TLS
PEAD Configure Native IPSec SA Configuration security settings to protect |P traffic between two endpoints.
EAP-TTLS Encryption Algorithm
aes256 )
RADIUS

Hash Algorithm
IPSec > sha512 ~

Legacy IPSec (ESR)

DH Group (optional)

Native IPSec
GROUP16 ~
Re-key time {optional)
Endpoint Scripts b3 14400
Proxy
'S SEMTP Server
Aty

RADIUSHIPSech > ZILZNLTEHEL TVAR L BRI BIC(E., testaaa Y REFEHAT
3h, EEICMABE -1E802.1 X552 ETLET

KSEC-9248L-1#test aaa group ISE alice Krakowl23 new-code
User successfully authenticated

USER ATTRIBUTES
username 0 "alice"
vh 0 "vnl"

security-group-tag 0 "000f-00"
KSEC-9248L-1#

|OS-XE T M #RAE

<#root>



KSEC-9248L-1#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 10.62.148.79/500 10.48.23.85/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:16, Auth sign: RSA, Auth verify: R
Life/Active Time: 86400/1439 sec

IPv6 Crypto IKEv2 SA

KSEC-9248L-1#

show crypto ipsec sa

interface: V1an480
Crypto map tag: MAP-IKEV2, Tocal addr 10.62.148.79

protected vrf: (none)
local ident (addr/mask/prot/port): (10.62.148.79/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.48.23.85/255.255.255.255/0/0)
current_peer 10.48.23.85 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 1, #pkts encrypt: 1, #pkts digest: 1

#pkts decaps: 1, #pkts decrypt: 1, #pkts verify: 1

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

Tocal crypto endpt.: 10.62.148.79, remote crypto endpt.: 10.48.23.85
plaintext mtu 1422, path mtu 1500, ip mtu 1500, ip mtu idb V1an480
current outbound spi: OxC17542E9(3245687529)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxF7A68F69(4154888041)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn 1id: 72, flow_id: SW:72, sibling_flags 80000040, crypto map: MAP-IKEV2
sa timing: remaining key lifetime (k/sec): (4173813/84954)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:



spi: OxC17542E9(3245687529)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn id: 71, flow_id: SW:71, sibling_flags 80000040, crypto map: MAP-IKEV2
sa timing: remaining key lifetime (k/sec): (4173813/84954)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(CACTIVE)

outbound ah sas:

outbound pcp sas:
KSEC-9248L-1#
KSEC-9248L-1#show crypto session

Crypto session current status

Interface: V1an480
Profile:

PROFI LE

Session status:

UP- ACTI VE

Peer: 10.48.23.85 port 500
Session ID: 5
IKEv2 SA: local 10.62.148.79/500 remote 10.48.23.85/500

Active

IPSEC FLOW: permit ip host 10.62.148.79 host 10.48.23.85
Active SAs: 2, origin: crypto map

KSEC-9248L-1#

ISET D FERE

RZILDAT—BARF, GUINSHERETERT

= lul |dentity Services Engine Administration / System

[} Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Client Provisioning

Native IPSec Configuration

Jsl FIPS Mode
Security Settings Establish security associations between Gisce ISE Policy Service Nodes [PSNs) and Network Access
'\ Alarm Sattings Devices (NADs) across an IPSec tunnel using IKEv1 and IKEv2 protocols.
Ensura that the IPSec configurations on Cisco ISE and the NADs are the samae.
1 General MDM / UEM Settings
wowsiPage 1 w 1
2 Posturs *
Add
Profiling
nl
[ ISE Nodes MNAD IP Addrass Tunnel Status IPSec Interface Authentication Type IKE Version
Protocols p
: isa33z 10.62.148.79/32 ESTABLISHED GigabitEthemet 1 X508 2
EAP-FAST r

EAP-TLS



application configure ise AN RZFEAL T, CLIPS R RILDAT—RAZHERLET

<{froot>

ise332/admin#application configure ise

Selection configuration option

[1JReset M&T Session Database

[2]JRebuild M&T Unusable Indexes

[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics

[6]Display Profiler Statistics

[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[12]Generate Daily KPM Stats

[13]Generate KPM Stats for Tast 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[19]EstabTlish Trust with controller
[20]Reset Context Visibility
[21]1Synchronize Context Visibility With Database
[22]Generate Heap Dump

[23]Generate Thread Dump

[24]Force Backup Cancellation

[25]CTeanUp ESR 5921 I0S Crash Info Files
[26]Recreate undotablespace

[27]Reset Upgrade Tables

[28]Recreate Temp tablespace

[29]Clear Sysaux tablespace

[30]Fetch SGA/PGA Memory usage
[31]Generate Self-Signed Admin Certificate
[32]View Certificates in NSSDB or CA_NSSDB
[33]Recreate REPLOGNS tablespace

[34]View Native IPSec status

[OJExit

34
7212b70a-1405-429a-94b8-71a5d4beble5: #114,

ESTABLI SHED

, IKEv2, 0ca3c29e36290185_i 08c7fb6dbl77da84_r*

Jocal 'CN=ise332.example.com' @ 10.48.23.85[500]

remote '10.62.148.79' @ 10.62.148.79[500]

AES_CBC-256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512/MODP_4096

established 984s ago, rekeying in 10283s, reauth in 78609s

net-net-7212b70a-1405-429a-94b8-71a5d4beble5: #58, reqid 1, INSTALLED, TUNNEL, ESP:AES_CBC-256/HMAC_S
installed 984s ago, rekeying in 12296s, expires in 14856s
in cl7542e9, 100 bytes,

1 packets

, 983s ago
out f7a68f69, 100 bytes,

1 packets

, 983s ago



local 10.48.23.85/32
remote 10.62.148.79/32

NS7)a1—hk

IOS-XEQ NS TN a—F14>9
BT BDTNY Y

<#root>

KSEC-9248L-1#

debug crypto ikev2

IKEv2 default debugging is on
KSEC-9248L-1#

debug crypto ikev2 error
IKEv2 error debugging is on
KSEC-9248L-1#

debug crypto ipsec

Crypto IPSEC debugging is on
KSEC-9248L-1#

debug crypto ipsec error

Crypto IPSEC Error debugging 1is on
KSEC-9248L-1#

IOS-XEQEMET/NY DO RELEEY N

Apr 25 18:57:36.572: IPSEC(sa_request):

(key eng. msg.) OUTBOUND Tocal= 10.62.148.79:500, remote= 10.48.23.85:500,
Tocal_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0,
protocol= ESP, transform= esp-aes 256 esp-sha512-hmac (Tunnel), esn= FALSE,

1ifedur= 86400s and 4608000kb,

spi= 0x0(0), conn_id= 0, keysize= 256, flags= 0x0
Apr 25 18:57:36.573: IKEv2:(SESSION ID = 0,SA ID = 0)
Apr 25 18:57:36.573: IKEv2:(SESSION ID = 0,SA ID = 0)
Apr 25 18:57:36.573: IKEv2:(SA ID = 1):[IKEv2 -> PKI]
Apr 25 18:57:36.574: IKEv2:(SA ID = 1):[PKI -> IKEv2]

Apr 25 18:57:36.574: IKEv2:(SESSION ID =
Apr 25 18:57:36.574: IKEv2:(SESSION ID =
Apr 25 18:57:36.574: IKEv2:(SESSION ID =

5,5A ID
5,5A ID
5,5A ID

D:
D:
:Request queued for computation of DH key

D

:Searching Policy with fvrf 0, local address 10.62
:Found Policy 'POLICY'

Start PKI Session

Starting of PKI Session PASSED

[IKEv2 -> Crypto Engine] Computing DH public key,
(SA ID = 1):[Crypto Engine -> IKEv2] DH key Compu



Apr 25 18:57:36.574: IKEv2:(SESSION ID
Apr 25 18:57:36.574: IKEv2:(SESSION ID
Apr 25 18:57:36.574: IKEv2:(SESSION ID
Num. transforms: 4

AES-CBC SHA512 SHA512 DH_GROUP_4096_MODP/Group 16

5,SA ID 1):IKEv2 1initiator - no config data to send in IKE_S
5,SA ID = 1):Generating IKE_SA_INIT message
5,SA ID = 1):IKE Proposal: 1, SPI size: 0 (initial negotiation

Apr 25 18:57:36.575: IKEv2:(SESSION ID = 5,SA ID = 1):Sending Packet [To 10.48.23.85:500/From 10.62.148
Initiator SPI : 0CA3C29E36290185 - Responder SPI : 0000000000000000 Message id: O
IKEv2 IKE_SA_INIT Exchange REQUEST
Payload contents:
SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP) NOTIFY(NAT_DETECTION_DESTINATION_IP)

Apr 25 18:57:36.575: IKEv2:(SESSION ID = 5,SA ID 1):Insert SA

Apr 25 18:57:36.640: IKEv2:(SESSION ID = 5,SA ID 1) :Received Packet [From 10.48.23.85:500/To 10.62.14
Initiator SPI : 0CA3C29E36290185 - Responder SPI : 08C7FB6DB177DA84 Message id: 0O
IKEv2 IKE_SA_INIT Exchange RESPONSE
Payload contents:
SA KE N NOTIFY(NAT_DETECTION_SOURCE_IP) NOTIFY(NAT_DETECTION_DESTINATION_IP) CERTREQ NOTIFY(Unknown -

Apr 25 18:57:36.641: IKEv2:(SESSION ID = 5,SA ID 1) :Processing IKE_SA_INIT message
Apr 25 18:57:36.641: IKEv2:(SESSION ID = 5,SA ID 1):Verify SA init message
Apr 25 18:57:36.641: IKEv2:(SESSION ID = 5,SA ID = 1):Processing IKE_SA_INIT message
Apr 25 18:57:36.641: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s) from received certificat
Apr 25 18:57:36.641: IKEv2:(SA ID 1):[PKI -> IKEv2] Retrieved trustpoint(s): 'KrakowCA'
Apr 25 18:57:36.641: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Getting cert chain for the trustpoint KrakowCA
Apr 25 18:57:36.643: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of cert chain for the trustpoint PASSED
Apr 25 18:57:36.643: IKEv2:(SESSION ID = 5,SA ID = 1):Checking NAT discovery
Apr 25 18:57:36.643: IKEv2:(SESSION ID = 5,SA ID = 1):NAT not found
Apr 25 18:57:36.643: IKEv2:(SESSION ID = 5,SA ID = 1):[IKEv2 -> Crypto Engine] Computing DH secret key,
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[Crypto Engine -> IKEv2] DH key Compu
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):Request queued for computation of DH secret
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[IKEv2 -> Crypto Engine] Calculate SK
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[Crypto Engine -> IKEv2] SKEYSEED cal
Apr 25 18:57:36.874: IKEv2:(SESSION ID = 5,SA ID = 1):Completed SA init exchange
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Check for EAP exchange
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Generate my authentication data
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):[IKEv2 -> Crypto Engine] Generate IKEv2 authentic
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):[Crypto Engine -> IKEv2] IKEv2 authentication dat
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Get my authentication method
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):My authentication method is 'RSA'
Apr 25 18:57:36.876: IKEv2:(SESSION ID = 5,SA ID = 1):Sign authentication data
Apr 25 18:57:36.877: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Getting private key
Apr 25 18:57:36.877: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of private key PASSED
Apr 25 18:57:36.877: IKEv2:(SA ID = 1):[IKEv2 -> Crypto Engine] Sign authentication data
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[Crypto Engine -> IKEv2] Signing of authentication data PASSED
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID = 1):Authentication material has been sucessfully sign
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID 1) :Check for EAP exchange
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID 1) :Generating IKE_AUTH message
Apr 25 18:57:36.945: IKEv2:(SESSION ID = 5,SA ID = 1):Constructing IDi payload: '10.62.148.79' of type
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieve configured trustpoint(s)
Apr 25 18:57:36.945: IKEv2:(SA ID 1):[PKI -> IKEv2] Retrieved trustpoint(s): 'KrakowCA'
Apr 25 18:57:36.945: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Get Public Key Hashes of trustpoints
Apr 25 18:57:36.946: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of Public Key Hashes of trustpoints PASSE
Apr 25 18:57:36.946: IKEv2:(SESSION ID = 5,SA ID = 1):ESP Proposal: 1, SPI size: 4 (IPSec negotiation),
Num. transforms: 3

AES-CBC SHA512 Don't use ESN
Apr 25 18:57:36.946: IKEv2:(SESSION ID = 5,SA ID = 1):Building packet for encryption.
Payload contents:
VID IDi CERT CERTREQ AUTH SA TSi TSr NOTIFY(INITIAL_CONTACT) NOTIFY(SET_WINDOW_SIZE) NOTIFY(ESP_TFC_NO,

Apr 25 18:57:36.947: IKEv2:(SESSION ID = 5,SA ID = 1):Sending Packet [To 10.48.23.85:500/From 10.62.148



Initiator SPI : 0CA3C29E36290185 - Responder SPI : 08C7FB6DB177DA84 Message id: 1
IKEv2 IKE_AUTH Exchange REQUEST

Payload contents:

ENCR

Apr

25 18:57:37.027: IKEv2:(SESSION ID = 5,SA ID = 1):Received Packet [From 10.48.23.85:500/To 10.62.14

Initiator SPI : 0CA3C29E36290185 - Responder SPI : 08C7FB6DB177DA84 Message id: 1
IKEv2 IKE_AUTH Exchange RESPONSE

Payload contents:

IDr CERT AUTH SA TSi TSr

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr
Apr
Apr

25 18:57:37.029: IKEv2:(SESSION ID = 5,SA ID = 1):Process auth response notify

25 18:57:37.031: IKEv2:(SESSION ID = 5,SA ID = 1):Searching policy based on peer's identity 'cn=ise
25 18:57:37.031: IKEv2:(SESSION ID = 5,SA ID = 1):Searching Policy with fvrf 0, Tocal address 10.62
25 18:57:37.031: IKEv2:(SESSION ID = 5,SA ID = 1):Found Policy 'POLICY'

25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID = 1):Verify peer's policy

25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID = 1):Peer's policy verified

25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID = 1):Get peer's authentication method

25 18:57:37.032: IKEv2:(SESSION ID = 5,SA ID = 1):Peer's authentication method is 'RSA'

25 18:57:37.033: IKEv2:Validation list created with 1 trustpoints

25 18:57:37.033: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Validating certificate chain

25 18:57:37.043: IKEv2:(SA ID = 1):[PKI -> IKEv2] Validation of certificate chain PASSED

25 18:57:37.043: IKEv2:(SESSION ID = 5,SA ID = 1):Save pubkey

25 18:57:37.045: IKEv2:(SESSION ID = 5,SA ID = 1):Verify peer's authentication data

25 18:57:37.045: IKEv2:(SESSION ID = 5,SA ID = 1):[IKEv2 -> Crypto Engine] Generate IKEv2 authentic
25 18:57:37.045: IKEv2:(SESSION ID = 5,SA ID = 1):[Crypto Engine -> IKEv2] IKEv2 authentication dat
25 18:57:37.045: IKEv2:(SA ID = 1):[IKEv2 -> Crypto Engine] Verify signed authentication data

25 18:57:37.047: IKEv2:(SA ID = 1):[Crypto Engine -> IKEv2] Verification of signed authentication d
25 18:57:37.048: IKEv2:(SESSION ID = 5,SA ID = 1):Check for EAP exchange

25 18:57:37.048: IKEv2:(SESSION ID = 5,SA ID = 1):Processing IKE_AUTH message

25 18:57:37.050: IKEv2:(SESSION ID = 5,SA ID = 1):IPSec policy validate request sent for profile PR

25 18:57:37.051: IPSEC(key_engine): got a queue event with 1 KMI message(s)
25 18:57:37.051: IPSEC(validate_proposal_request): proposal part #1
25 18:57:37.051: IPSEC(validate_proposal_request): proposal part #1,

(key eng. msg.) INBOUND Tocal= 10.62.148.79:0, remote= 10.48.23.85:0,

Apr

Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

local_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0,
protocol= ESP, transform= esp-aes 256 esp-sha512-hmac (Tunnel), esn= FALSE,
1ifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 256, flags= Ox0
25 18:57:37.051: Crypto mapdb : proxy_match
src addr : 10.62.148.79
dst addr : 10.48.23.85
protocol : 0
src port : O
dst port : O
25 18:57:37.051: (ipsec_process_proposal)Map Accepted: MAP-IKEV2, 10
25 18:57:37.051: IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[IPsec -> IKEv2] Callback received fo

25 18:57:37.052: IKEv2:(SA ID 1):[IKEv2 -> PKI] Close PKI Session
25 18:57:37.052: IKEv2:(SA ID = 1):[PKI -> IKEv2] Closing of PKI Session PASSED

25 18:57:37.053: IKEv2:(SESSION ID = 5,SA ID = 1):IKEV2 SA created; inserting SA into database. SA
25 18:57:37.053: IKEv2:(SESSION ID = 5,SA ID = 1):Session with IKE ID PAIR (cn=ise332.example.com,
25 18:57:37.053: IKEv2:(SESSION ID = 0,SA ID = 0):IKEv2 MIB tunnel started, tunnel index 1

25 18:57:37.053: IKEv2:(SESSION ID = 5,SA ID = 1):Load IPSEC key material

25 18:57:37.054: IKEv2:(SESSION ID 5,SA ID = 1):(SA ID = 1):[IKEv2 -> IPsec] Create IPsec SA into
25 18:57:37.054: IPSEC(key_engine): got a queue event with 1 KMI message(s)
25 18:57:37.054: Crypto mapdb : proxy_match

src addr : 10.62.148.79

dst addr : 10.48.23.85

protocol : 256



Apr
Apr
Apr
Apr

25
25
25
25

(sa)

Apr
Apr
Apr
Apr

25 18:57:37.056:
25 18:57:37.056:
25 18:57:37.056:
25 18:57:37.057:

src port :
dst port :
.054: IPSEC:(SESSION ID

18:57:37
18:57:37
18:57:37
18:57:37
sa_dest= 10.62.148.79, sa_proto= 50,
sa_spi= OxF7A68F69(4154888041),
sa_trans= esp-aes 256 esp-sha512-hmac , sa_conn_id= 72
sa_lifetime(k/sec)= (4608000/86400),
(identity) Tlocal= 10.62.148.79:0, remote= 10.48.23.85:0,
local_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0
Apr 25 18:57:37.055: ipsec_out_sa_hash_idx: sa=0x46CFF474, hash_idx=232, port=500/500, addr=0x0A3E944F/
Apr 25 18:57:37.055: crypto_ipsec_hook_out_sa: ipsec_out_sa_hash_array[232]=0x46CFF474
Apr 25 18:57:37.055: IPSEC:(SESSION ID = 5) (create_sa) sa created,
(sa) sa_dest= 10.48.23.85, sa_proto= 50,
sa_spi= 0xC17542E9(3245687529),
sa_trans= esp-aes 256 esp-sha5l12-hmac , sa_conn_id= 71
sa_lifetime(k/sec)= (4608000/86400),
(identity) Tlocal= 10.62.148.79:0, remote= 10.48.23.85:0,
local_proxy= 10.62.148.79/255.255.255.255/256/0,
remote_proxy= 10.48.23.85/255.255.255.255/256/0

0
0

.054: IPSEC:(SESSION ID
.055: IPSEC:(SESSION ID
.055: IPSEC:(SESSION ID

5) (crypto_ipsec_create_ipsec_sas) Map found MAP-IKEV2, 10

5) (crypto_ipsec_sa_find_ident_head) reconnecting with the sam
5) (get_old_outbound_sa_for_peer) No outbound SA found for pee
5) (create_sa) sa created,

IPSEC: Expand action denied, notify RP

IKEv2:(SESSION ID = 5,SA ID = 1):(SA ID = 1):[IPsec -> IKEv2] Creation of IPsec SA
IKEv2: (SESSION ID
IKEv2: (SESSION ID

5,SA ID = 1):Checking for duplicate IKEv2 SA
5,SA ID = 1):No duplicate IKEv2 SA found

ISECORNSTIINa—F14>2T

BMcTBRFNY Y

ISECHEMICTIREOT/NY TRHBYERA. AVY—LEFNYIEHRNTEICE, KO
TV RERFTLET,

ise332/admin#show logging application strongswan/charon.log tail

ISETOZLBEMET/INY U
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36
36
36
36
36
36
36
36
36
36
36
36

03[NET]
03[NET]
13[MGR]
13[MGR]
13[NET]
13[ENC]
13[CFG]
13[CFG]
13[CFG]
13[IKE]
13[IKE]
13[IKE]

received packet: from 10.62.148.79[500] to 10.48.23.85[500]

waiting for data on sockets

checkout IKEv2 SA by message with SPIs 0Oca3c29e36290185_i 0000000000000000_r
created IKE_SA (unnamed) [114]

<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>

received packet: from 10.62.148.79[500] to 10.48.23.85[500] (774 bytes)
parsed IKE_SA_INIT request O [ SA KE No V V V V N(NATD_S_IP) N(NATD_D_IP)
Tooking for an IKEv2 config for 10.48.23.85...10.62.148.79

candidate: 10.48.23.85...10.62.148.79, prio 3100

found matching ike config: 10.48.23.85...10.62.148.79 with prio 3100
Tocal endpoint changed from 0.0.0.0[500] to 10.48.23.85[500]

remote endpoint changed from 0.0.0.0 to 10.62.148.79[500]

received Cisco Delete Reason vendor ID
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13[ENC]
13[ENC]
13[IKE]
13[IKE]
13[IKE]
13[CFG]
13[CFG]
13[CFG]
13[CFG]
13[CFG]
13[IKE]
13[IKE]
13[IKE]
13[IKE]
13[IKE]
13[ENC]
13[NET]
13[MGR]
13[MGR]
04 [NET]
03 [NET]
03 [NET]
09[MGR]
09[MGR]
09[NET]
09[ENC]
09[IKE]
09[IKE]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[IKE]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09 [KNL]
09[CFG]

<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>

received unknown vendor ID: 43:49:53:43:4f:56:50:4e:2d:52:45:56:2d:30:32
received unknown vendor ID: 43:49:53:43:4f:2d:44:59:4e:41:4d:49:43:2d:52:
received Cisco FlexVPN Supported vendor ID

10.62.148.79 is initiating an IKE_SA

IKE_SA (unnamed)[114] state change: CREATED => CONNECTING

selecting proposal:

proposal matches

received proposals: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512/M
configured proposals: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512
selected proposal: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SHA2_512/MO

<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>
<114>

sending cert request for
sending cert request for
sending cert request for
sending cert request for
sending cert request for

checkin IKEv2 SA (unnamed)[114] with
checkin of IKE_SA successful

"CN=KrakowCA"
"DC=com, DC=
"CN=Certificate Services Endpoint Sub CA - ise33
"CN=Certificate Services Node CA - ise332"
"0=Cisco, CN=Cisco Manufacturing CA SHA2"
generating IKE_SA_INIT response O [ SA KE No N(NATD_S_IP) N(NATD_D_IP) CE
sending packet: from 10.48.23.85[500] to 10.62.148.79[500] (809 bytes)

example, CN=LAB CA"

SPIs 0ca3c29e36290185_1 08c7fb6dbl77

sending packet: from 10.48.23.85[500] to 10.62.148.79[500]

received packet: from 10.62.148.79[500] to
waiting for data on sockets

10.48.23.85[500]

checkout IKEv2 SA by message with SPIs 0ca3c29e36290185_1 08c7fb6dbl77da84_r

IKE_SA (unnamed)[114] successfully checked

out

48.23.85[%any]...10.62.148.79[10.62.

<114> received packet: from 10.62.148.79[500] to 10.48.23.85[500] (1488 bytes)
<114> parsed IKE_AUTH request 1 [ V IDi CERT CERTREQ AUTH SA TSi TSr N(INIT_CON
<114> received cert request for "CN=KrakowCA"

<114> received end entity cert "CN=KSEC-9248L-1.example.com"

<114> looking for peer configs matching 10.

<114> candidate "7212b70a-1405-429a-94b8-71a5d4beble5", match: 1/1/3100 (me/oth
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>

<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>

selected peer config '7212b70a-1405-
using certificate "CN=KSEC-9248L-1.e
certificate "CN=KSEC-9248L-1.example
using trusted ca certificate "CN=Kra
certificate "CN=KrakowCA" key: 2048
reached self-signed root ca with a p
checking certificate status of "CN=K
ocsp check skipped, no ocsp found
certificate status is not available
authentication of '10.62.148.79' wit
received ESP_TFC_PADDING_NOT_SUPPORT
authentication of 'CN=ise332.example
sending end entity cert "CN=ise332.e
IKE_SA 7212b70a-1405-429a-94b8-71a5d
IKE_SA 7212b70a-1405-429a-94b8-71a5d
scheduling rekeying in 11267s
scheduling reauthentication in 79593
maximum IKE_SA Tifetime 19807s
Tooking for a child config for 10.48
proposing traffic selectors for us:
10.48.23.85/32

proposing traffic selectors for othe
10.62.148.79/32

candidate "net-net-7212b70a-1405-429
found matching child config "net-net
selecting proposal:

proposal matches

received proposals: ESP:AES_CBC_256/
configured proposals: ESP:AES_CBC_25
selected proposal: ESP:AES_CBC_256/H
got SPI cl17542e9

selecting traffic selectors for us:
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09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CFG]
09[CHD]
09[CHD]
09[CHD]
09[CHD]
09[CHD]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[CHD]
09[CHD]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[KNL]
09[IKE]
09[CHD]
09[ENC]
09[NET]
09[MGR]
09[MGR]
04 [NET]

<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>
<7212b70a-1405-429a-94b8-71a5d4beble5| 114>

config: 10.48.23.85/32, received: 10
config: 10.48.23.85/32, received: 10
selecting traffic selectors for othe
config: 10.62.148.79/32, received: 1
config: 10.62.148.79/32, received: 1
CHILD_SA net-net-7212b70a-1405-429a-
using AES_CBC for encryption

using HMAC_SHA2_512_256 for integrit
adding inbound ESP SA

SPI 0xcl17542e9, src 10.62.148.79 dst
adding SAD entry with SPI cl17542e9 a
using encryption algorithm AES_CBC w
using integrity algorithm HMAC_SHA2_
using replay window of 32 packets

HW offload: no

adding outbound ESP SA

SPI 0xf7a68f69, src 10.48.23.85 dst
adding SAD entry with SPI f7a68f69 a
using encryption algorithm AES_CBC w
using integrity algorithm HMAC_SHA2_
using replay window of 0 packets

HW offload: no

adding policy 10.62.148.79/32 === 10
adding policy 10.62.148.79/32 === 10
adding policy 10.48.23.85/32 === 10.
getting a local address in traffic s
using host 10.48.23.85

getting iface name for index 22
using 10.48.23.1 as nexthop and ethl
installing route: 10.62.148.79/32 vi
getting iface index for ethl
CHILD_SA net-net-7212b70a-1405-429a-
CHILD_SA net-net-7212b70a-1405-429a-
generating IKE_AUTH response 1 [ IDr
sending packet: from 10.48.23.85[500
checkin IKEv2 SA 7212b70a-1405-429a-
checkin of IKE_SA successful

sending packet: from 10.48.23.85[500] to 10.62.148.79[500]
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