A7 LZATHOCSSMDFREEISEND T 1
ADEF

>
%}

FU&IC

B2

=k

=
FEHYROVR=—F b

i)

CSSMZEA> 7L S ATVMWARE ESXilc{ Y AR—)LLET

CSSMAV LR (AT L IR ) OHMAETE.

AT LZADCSSMERR—RNTHIV DS
A7 a1 A3 —%Y NEREFHALTCSSMEA VT L SATEELET,
AF72322: 40—V NEEBRLUTCSSMEAF VT L SATERLET,
CSSMZAV T L S ATISELHEELET,
Windows CAN SEIEAEZ#{ER L £,
WindowsH—/YTDNSL J—R#ZBMLET,
rZTNa—h
RANIPPZRLAICEETEEEA, (ISEQTZS—)

SSOH—ER : ROALTFIHERATEELBA, (CSSMAVTLIATOIS—)

LTLEEY, (CSSMAVTLIADTIS—)

FL®IC

CORFIXY I\'CL?." CSSM On-PremZ% Cisco Identity Service Engine(ISE)# &k T*Cisco AN —
RPHIDURERELT, 2—ALLABEY NP YTZRBEITBAHEICOVTHALET,

AR SR
25

ISE 3.X
Cisco Smart Software Manager(CSSM)/N\—=> 3 >/81) 1) — 2202304 +
FEATAOAVR—F b

« Identity Service Engine 3.2/\¥ F2
* Prem 8.20234 M SSM



+ Windows Active Directory 2016(DNS& K U'EREE/E T —E R)
« VMWare ESXi/N\—> 327

CORFIXVNOERE, REDFARELCLHAZITNARACETVWTERENELZ, DR
FAXRNTEATEIINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
T, BHEEBPORY ND—OTR., FEOXNVRIEL>TRCD AN HE2FEZ THOEIELT
<EEL,

—

AX &

XY RNID—UK

ISE Proxy
10.4.23.23 ' (optional)

f

Cisco Smart Licensing

CSSM On-Prem
1042360
cssm.testlab.local

DNS and CA
10.4.23.39

—i&E 7z RO
CSSMZEA#> 7L S ATVMWARE ESXilcA > AN=)LLET,

1.Cisco I0S®%ZAJ>O—RLET, KOV O ZFERATEET,
https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

2. ISOZVMWARE ESXIlC7Y 7’O—RLET,

Storage > Datastore BrowserD JEICBEI L £ 9,


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

vmware ESXi

reoli10.4 2350 -

Monitor
More storags...
£3 Hetworking

Data Browsertz o< 3>

3. FALIONVDERL ZVUYILTHBR7 ANZEZERLET (7232 ),

T3 Navigator o (B ag
* [ Host Datastores | Adapliers  Devices  Persisient Memory
Mandge
Monitor £ vew datasione [ Register a v Q Search
5 Virtual Machiras HNaeme ~ DiveType ~ Capacity ~ Provisionsd ~  Free ~ Type w Thinpiewi. ~ Acceds w
¥ Sicrage B datassoret 550 BTO.T5 GB 1.42 GB B8 GB VMFSE Supporied Single
= [ datastorei 1 Heens

E datastore1

B [oatastore1]

FALYIRN)OEK

& .sod.sf

{3 Create directory ) (@ Refresh

RDOBITE, CSSMT7 A AN ERENTVET,

Close




ﬂ:ﬁ Datastore browser

f Upload

[ Delete [ Move [} Copy B2 Create directory

E datastorel ] .sdd.sf

i CSSM

E [datastore1) CSSM/

' Refresh

Close:

7 A IA DR

4.UploadZ 7)Y UL, ISO77A4I)ZBIRLET,

e Open
- = 4 & » ThisPC » Downloads
Organize = Mew fodder
Le} Marme
#* Qu
mC < Today (1)
dc S5M_On-Prem-B-202304
3 Yesterday (9)
E P Earlier this week (17)
S Earlier this year (34)
fi Along time ago (25)
fi
5
= Thi
e €

File name: | SSM_On-Prem-8-202304

ISOn7 vy 7O—R

CNhT, ISO7F7AIACSSM7 # LEHICHERENEL 1=,

Al files



ﬁ Datastore browser

Upload Download [5 Delete Move L[5 Copy [ Create directory | Refresh
p Py

i CSSM

ISONT7Y7O—RAZETLEY

5 RIENZ VEMERLET, REAXD V>ER /I VMOBERICBEILE T,

vmware Esxi’ roobi® 10.4.23.58 ~ Help -

[".'_:bocme | Register VM) ] I Retresh @ Seasch

1, Virtual machine w  Slabus v Used space w  Guest 05 w  Host name ~ HostCPU ~ Hosimem... v

No iterms to display

# L VWM ERFIEO1

6. Create a new virtual machineZi&iRL . next2a 27U Y O L%,



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest OS
3 Select storage
4 Customize settin

How would you like to create a Virtual Machine?

This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a
guest operating system after creation.

5 Ready to c

Register an existing virtual machine

Back Finish Cancel
al

% L WWMOER O FIB02
7. RONTA—RZBHLET,

. BHElREIXDOBFEADLET,

Biatk: ESXi 6.0LABRELIFESXi 6.5 BOVT A ZRBIRLET,
AKROS7 7 = 1):Linux

TAROS/N—232:CentOS 7 (64E Y N ) £l ED2.6x Linux (64EY b ) OWThh
ZERLET,

[next] 20U Y O LET,

91 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Select a name and guest 0OS
2 Select a name and guest OS5

3 Select storage
4 Customize setting

Specify a unigue name and OS

Mame
CSSM TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard o provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 virtual machine "
Guest OS family Linux ~

Guest OS version CentOS T (64-bit) v

Back Mext Finigh Cancel




VM# £10S

8. ANL—2%BIRLT, next2 VYOI LET,

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

| 2 Select a name and guest 0S Select the storage type and datastore

' Standard ! Persistent Memory

Select a datastore for the virtual machine's configuration files and all of it vintual disks,

L4l 3 Select storage

Mame ~ Capacity ~ Free ~ Type ~ Thinpro...~ AcCCcess
datastore1 870.75GB  B69.33GB  VMFS8 Supported Single
1 items
Back Mext | Finish Cancel

ARL=UAR
9. RODNFAX—ZRZBHELET,
« CPUM4BLE, EBEDVCPURERR., AT—ILEHICL2>TEBYRT



A BRUEREYVTY NOBICEREL, VIYRSEYOIATHZIRETIHE
NFHYNET, FEAE., 4DOVCPUBRIE, 420V TY RBLTYTY RZEIICT1DOD
OdT7ELTRETIHENHV)ET,

« [d cPU

Cores per Socket 1 Sockets: 1

« XE1):8GB
« N\—RF4 AV :200GB, 7O a > I >o7OEDa - JICREENTVSC
EEBRBLET,



» 3 Hard disk 1

200 GB ~
Maximum Size 869.33 GB
bzl [datastore1] CSSM TAC Browse...
Disk Provisioning @® Thin provisioned
() Thick provisioned, lazily zeroed
(O Thick provisioned, eagerly zeroed
T A AVEK

« XY KRD—=UOTHTREI000F7ETRE24T&ERL, BRAVKICERZRBRLET,

~ HM Network Adapter 1 MINENNGIT o

Status Connect at power on

Adapter Type E1000e .

Y ND—UREOBR
* CD/DVDRZA7: T7F—=RISOT7 7 A )Ly &&RL., ISOT7AIILZBIRLET,

f& Datastore browser

& upload | Download [5} Delete |- Move L[5 Copy £ Createdirectory | @ Refresh

& datastore1 sdd.sf Q SSM_On-Prem-8-2... _
| vimimages @ CSSM Y

SSM_On-Prem-8-2023...
292GB
Wednesday, July 26, 2...

ISOA X—2

BIOFIRZZTTLES, REDHMBZHIETEEXT,



#1 New virtual machine - CS$M TAC (ESXi 7.0 U1 virtual machine)

' 1 Select creation type
w 2 Select a name and guest O3
v 3 Select storage

Customize settings

Configure the virtual machine hardware and virlual machine additional options

A4 4 Customize settings

5§ Ready to complete

» |l crPu

» MR Memory

*» O3 Hard disk 1

* [ SCSI Controller 0
SATA Controller 0

B USB controller 1

4 v i
8 GB ~
200 GB -,

ViMware Paravirtual

UsSB20 w
» M Network Adapter 1 WM Network w Connect
} @ CD/DVD Drive 1 Datastore 150 file [ Connect
L i Video Card Specify custom setfings wr
Back || Next Finish Cancel |
VMEETE D #EE01
[next)] 20Uy OLET,
10. Finishz 2 Y L&Y,
?j‘.l New virtual machine - C5SM TAC (ESXi 7.0 U1 virtual machine)
¥ 1 Select creation type Ready to complete
¥ 2 Selecta name and guest 0 Review your seftings selection before finishing the wizard
+ 3 Select storage
' 4 Customize settings
b4 5 Ready to complete Name CSSMTAC
Datastore datastore
Guest OS name CentOS 7 (64-bit)
Compatibility ES¥i 7.0 U1 virlual machine
vCPUs 4
Memory 8GB
Metwork adaplers 1
Metwork adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE controller 0 IDED
IDE controller 1 IDE 1
SCSI controller 0 Viware Paravirtual
SATA controller 0 Mew SATA controller
Hard disk 1

Back MNexct

i‘;F-r-nsh'“j Cancel
_ ! |

VMERE D #EE02



CSSMAZVTLIA(FAVTLIRA) OHEERE

1. VMWARE ESXi T, Virtual MachinesiCB& L., AT 2 VMZREIRL TH S, Power On%Z
g9 OLET,

vmware ESXi”
I..E"” . 11 || 5 letalhostiocatdonain - Virtual Machi
= [ Hest
T B Croatn | Regstor Vi @E’ 1 @ Redosh | £} Actons @ Soarch
Monitor Wirtual machins v Stalus v~ Used spacs v Guost O5 v Host namo w  Most CPU “  Host momory v
1] CEEM TAC S Momal 808 GB ContDS 7 (64.bit) Unknown 0 MHz 0 MB
= [ storage [ 1] s . 1 ftoms
= ] dstaston
Moo
CS8M TAC
Miare storage... ceu
Goent 05 CamOS T (464 (|
€3 Hetworking [ 1] Conpatity 0MHz
Vidhware Tools Py MEMOAY
P4 4 o8
ptwea e STORAGE E
a.08 Ga

BRAATa>

2VMOAVY =) OBBICEEBBOATS 3> HV)ET., Console > Open browser
consoleM JEIZIZIRL £,

"1 localhost.localdomain - Virtual Machines

¥ Create / Register VM | | & Console | | weron [y Pov
r consol
F  Virtual machine 'f QPE:I DIGWSENEon=0 E_
! Open console in new window
8. 5 cssMTAC ‘ & ~P i

& Open console in new tab
Quick filters. ..

.g’ Launch remole console

3. Download VMRC

VMZEEB TR -bnA7>a

3. XY NT—UREZBAL KT,



¥ : CSSMFQDN%f#R T BADNSH—/N\DIP7 RLAZRETDENEETT,



M On-Prem Installation

System Settings:

Hostname: SSM-0n-Prem

Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard i | FIPS 140-2 Mode:  Enablec~ |

Hardware Settings:

CPU Model: Intel(R) Xeon(R) CPU ES-2699A v4 @ 2.40GHz CPU Threads: 4 Architecture: 64-bit
Total Systermn Memory: 8174636 kB ee Memory: 4330340 kB
Available Disks: [¥] sda (200Ghb) Encrypt Drive with LUKS:  Disabled d Enable USE: Disabled i |
Network Settings:
Network Device: ensl192 ~ I
IPv4 Configuration IPv6é Configuration

Method: Static v Method: Disabled =

Address 10.4.23.60 Address:

Metmask: 255.255.248.0 Prefix:

Gateway: 10.4.16.1 Gateway:

Configure DNS: Specify more than one with commas

10k.23.20
Help | OK |

Okz2JvyoLT, LLCLINAD—RZREL XTI,

4. 4A2AN=LZ7OANREBL, TORATOY TR FRRENBDETETLET,

@ cssm

R RRRREREREER B RN R R
Authorized access only!?

Disconnect IMMEDIATELY if you are not an authorized usert??
All actions Will be monitored and recorded
R R IR R R R R R R R R R R R R R R R R R R R R iR R AR g dhi i gdi i gniRE

39M-0On-Prem login:

5.7 %#BE, https://<ip_address_CSSM>&E ABLET,



“ o O B httpsy/104.23.60:844.3/8 loginredinectlR

On-Prem License Workspace

Log into an Existing Account

Forgol Pagsword

cssMOd Ao R—=2

F7FINNOILTFIY ) 2ERALET,
Jd—%% : admin
JNAJ— R : CiscoAdmin!2345

6. SmZEBRLET,
7.8 LVWGUINAD— RZERLE T,

1T
CISCO

Walcoma to Smart Software Manager On-Prom whae you can lecally manage
Smart Licensing and porform local Account Managemaent functions for your
arganization.

B RANDHBEZFRELET, (Bl : hostname.yourdomain ) .

CDOPITIE. cssm.testlab.localldHost Common Name& U TEREET N TVET,

Welcome to Cisco Smart Software Manager On-Prem

1 sTee 2 step 3

Hast Comemen Name

4

Products that support Stnng 351 Ced Checlong require the 356 On-Prem's. "Host Common Nama™ to match the “destnation™ URL address., For exampla

=  Products usng Smar Transpor must use both the “license smar url™ configuration and the “cssmtestiab local™ value in the URL siring

s« Logacy products using Sman Call Home must use both the “destination address hilp™ configuration and the “cssmoiestiab bocal™ value in the URL siring

If the above URLs do not match expectations, refer to the 35M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the cormect

il Lig,

The option to configure altemative nameas (SAN) 5 available in Admin Console under Secunty -*> Carificales and can be configured after the initial Setu

cssm.lestlab. kocal

esck (LN



0. FREZMIEL. Apply2 VY I LET,

~y Yy
pd )

Review and Condirm

Once you click “Apply”, you will be redinected to the login page whare you will nead to login with your nnw password. Pleasse ensure you have secursly stored your password for
future logins
Review and Confirm
Languags Seieced Englizh
Password Rese! Y3

Hast Commaon Mame: Scomilic. clscolac com

CSSMMO#EARENTT LEL =0
FTLIZIANDCSSMEARAY—RNTHIY KOS

AX—KNT7HT> N%&EPrem ServerE DCSSMICEE(F TR SENF BV ET,
1. XD O RERALTAOAY—RNTHIO RN E2REET,

https://software.cisco.com/

2. RIZ, Smart Software Managertz% < 3 > TManage LicensesZi#IR L £ 7,

Traditional Licenses

Smart Software Manager

Track and manage your licenses.
Convert traditional licenses to
Smart Licenses.

Manage licenses >

Manage Smart Account

Update your profile information and
manage users.

Manage account >

SAEADERFT A

Download and Upgrade

Download new software or updates
to your current software.

Access downloads >

EA Workspace

Generate and manage licenses
purchased through a Cisco
Enterprise Agreement.

Access EA Workspace >

Generate and manage PAK-based
and other device licenses, including
demo licenses.

Access LRP >

Manage Entitlements

eDelivery, version upgrade, and
more management functionality is
now available in our new portal.

Access MCE >



https://software.cisco.com/

3. InventorylCBEIL, ARN—RNTHOURNBERBETHI O MOBRIZIE—LET, D
H4 RTIE. InternalTestDemoAccount67d & O'AAA MEX TESTZERAL £,

Cisco Software Central '::llls.é!:;l Q O @

Scheduled Downtime Notification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Flay (PnP). Smart Sofiware Manager

@ IntemalTesiDemoAccountsT cisco.com

Cigco Software Central = Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: AAA MEX TEST =

SL Product Details Support  Help

General Licenses Product Instances Event Log

Virtual Account
Descriptian: Only for tests

Default Virtual Account: No

V78D ITIZET BCiscorR—>

4.CSSM GUIZ B &, Admin Workspace# 7> 3> ZiBIRLET,

A ailian]ny
On-Prem License Workspace CISCO

Agmin Workspace ‘ He®ao, Local Admin - Log Out

Smart Software Manager On-Prem

= 3t

License
Administration

Trach and munag) Smant Lssnsng Pt an Accounl
Gl an Accoun boe youl ciganalan Tha Account must bo sppetrrd by your Syslom

Admerilyater o Syshom Opamior Bofonn @ can B it

an Exritirg Acoo
Submd a requost for accoess fo an exsdng kcal Accound Apgeoval mus] B granted by o Smard
Accoun! Admeresirator for your kocal Account

Aiodily tho peoperies of your Accounts and associate exsing User is wiih Accounts

CSSMX A X1 —,

5. R IZAccountsZiZIRL £9,



On-Prem Admin Workspace

Ssmart Software Manager On-Prem

o &

ALCCESS Setlings
Management

Cenler

e WY T

AP| Toolkit  Synchronization



https://software.cisco.com/
https://software.cisco.com/

Generate CSR

cssm testiab, ocal
Testlab
Oy

Kexco i

Mexico City

Mexico City

el Alarnabene [Haime

cssm testiab local

Cancel

CSR&#H,

4. CSRICBELET, FHMICOVW TR, CORFI X MO "Windows CAL S DELEAE D E
Bl EBHFELTSEEL,

5. )Ll—RhCASIHEZ7 Y 70— RLET,



Browser Certificate

Add Generate CSR
localhost .
a {Default Certificate) ® s | certs
Home Share View
ShiGaTinealas * T » This PC » Desktop » certs o
Add .
*
- .
Description Sul 4 LA L&
i C55M cer Root CA
L]

IL—KCAZT7YZTO—RLTVWET,

[%%1T (Proceed )] 20UV U LET,

3

Please note that if you are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.

Below are the commands for non-HA(standalone) deployments:

1. Execute "reboot” command in Onprem-console

ssh admin@<IP>

onprem-console

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console, After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

another rebool, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

‘ Procead

AT A 7> 3>



6. HAZADL., I—NEAZZBIRL T, OKZEJUYILET,

Upload Certificate

* Description;

* Certificate:

B JL— NCA

CA root

Seleccionar archivo | Root CA.car

7.CAICK > TEEETN-CSR(CSSM IDFEEAE)Z 7Y 7O—RLET,

Browser Certificate

Add Genarate CSR
e

logalhost
a (Default Certificate)

CA Certificates

Add

Description

RootCA,

W] = | certs

_ Home Share

View

= L = Desklop » cerls

4 R

CSSM cer

v

£ ikems

Subject Expires On

DC=com/DC=ciscotat/CN=ci: 2026-Jul-24 09:26:34

Roat CA

Search by Description

Created

2023-Jul-30 19:41:06

Actions

Actions

CSSM IDIEEHEO 7 Y 7’O— K



X CDBE. PEBAEBRCACFELEE A, LEL, T—FTO0F v THEHE
ZEAIZHEEF. PEASILETI,

8. R, MADHABHNAVAR—IENTVR L ZRRLET,

Browser Certificate

cdd 3
| E cssm.testlab.local EXPIRATION DATE: 2025-JUL-16

CA Certificates

Add



FERA & D IREE

9. SSM On-Prem: Select Licensing Workspace Th—2 > Z#ER L £,

In=Prem Admin Warkspace
Smart Software Manager On-Prem

e 0

ADDEES Mitwork Suppoi
Mhsnagament Cosntir

@03

AoonuiE Soourity Syncfwonizabion
AP Teclkt Sallings Ugam

DO AR—AR—T,
10. smart Licensinglc B8 L £9,

On-Prem License Workspace

Smart Software Manager On-Prem

&

License

Smarl Licansing

Track and marags Sman Liconsing

CSSMAN—RZA B AR—=D

M. A—=AIREBTHO> hZ&RL,

=] WY v &
CISCO

Sysiom Hoalth

o
Q Youd it B ediong wel

Baerver Har EELMLOn-Pred
Version B2 dH
Uptirne 3 dirga

urce bionitor Percontsgo

e
CISCO

Adrmin Workspase ‘ Hella, Local Admin Leg Out

O

Administration

Riquas! an Acoour

Gal an Account o your erganization. Tha Accourt musl bo approved by pour Sysham
Adminisirator or System Operator before il can be used.

Ridquis! ACeoss 16 an Existing Atceun!

Submil & nequeesl for 00085 10 AN axistng ecal Actourt. Approval mug bo graroed by & Sman
Acoour Admnistrator Tod your local Accownl.

New TokenZ 2 ') v 2L TProceedZ2 7)Y 2L ET,



Smart Licensing

Aderts Incentory Convert to Sman Licensing Repoits Preferences Acthity

Local Virtual Account: Default

Genaral Licansas Product Instancas 5L Using Palicy Event Log

Local Virtual Account

Description Thig iz the default virtual account created during company account creation.

Detaull Local Virual Account: Yas

Product Instance Registration Tokens

The registration lokens below can be used 1o register new product instances to this Local Virual Account, For products thal suppont Sman Transpon, you must configune the "license smart ul® on the
produd 1o use the Sman Transport Reglstration URL. For products that suppor Smart Licensing Using Policy thal use cslu as ransport, you must configune the Ticense smart transpor csiu® 1o use the
CELU Transpor URL. For legacy products that still use Sman Call Home, you must configure the "destination address hitp® on the product to use the Smart Call Home Registration URL, The
recommenced method ks Smart Transport. Please consull your Products Configuration Guide for setting the destination URL value,

Mew Token...

HLWRN—o>H T3,
12. Create TokenZEIRL TIE—L £ 9,

Create Registration Token

This dialog will generate the token required to register your product instances with your Account .
Local Virtual Account Default
Description
Expire After 30 Days
Enter a value befween 1 and 9938, but Cisco recommends a maximum of 30 days

Max. Mumber of Uses

The taken will be expired when eithear the expiration or the maximum uses is reached.

Allow export-controlled functionality on the producs registered with this token ©

Create Token Cancel |

FLWh—=02 DR,




Registration Token

N—U> O

13. ISE GUIZ B &, Administration > Systems > LicensinglC# &1L . Registration detailsz 7 1)
Y 2L, SSM On-Prem server HostXV v RZBIRL T, h—O 2 ZBEWFHTET,

License Type

Choose Registration Details to acquire pre-purchased license entitlements. Choose Permanent License
Reservation 10 enable all Cisco ISE licenses. Enter the required details 1o enable Cisco ISE licenses. When
you click Register, you agree 1o the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

0 Permanent License Reservation

0 Specific License Reservation
“ Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayed in the portal. Copy the registration token displayed in the CS5M portal and paste it here.

Reqgistration Token

NmMNjYWM2ZNTAINTUyOS00ZDdmLThhYWU

TAEVADER,

14. SSM On-Prem Server Host ©SSM On-Prem FQDNZ A L., Registerz V)Y LT,



SSM On-Prem server

X D ISEECSSMEDEBRZBU TR IEOICCONTX—RZERATEIIH, KANE
+RALEZRANABETREITDCENEETT, FRARB+RXAMORDYIC



IP7RLAZERATERTIH, RARB+RAAVZERAIDIEZ2HRLET

15. TLTHREIC, BENFTTLELE,

o Server Response
Smart Licensing registered successfully

BENTTULELE,
Windows CAN SEEEREZER L £ 7,

RALRDEEER, ROFIEZRTIZHLENHYET,

1. Web7 S5 0H#%BE&. http://localhost/certsrv/ICEEIL £T
2. Request a certificatez 7)Y VL& T,

“ =2 G (D) ocalhost/certsny EA s M = G B ;‘

Microsoft Active Direclony Cortificabe Sorvices — logonetwork-WIN-GEMMSUCGGH0-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity 1o people you
communicate with over the Wb, sign and encrypt messages, and, depending upon the type of certficale you request, perform other security tasks.

You can also use this Web site to download a certificate authorty (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Aclive Directory Certificale Services Documentation.

View the status of a pending cedificate reques!
Download a CA certificate, codificate chan, or CRL

AAEZERLET,

3. [advanced certificate request] Z2 Y VL &Y,

Microsoft Active Directory Certificate Services — ciscotac-ca

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Certificate

Or, submit 31 advanced certificate request. |

FEEAE O EROFFMRE



http://localhost/certsrv/

4 BICERUZCSRZFEXT, RIC. FHZIE—L T, SavedrequestlCBEV) FHET

o

----- BEGIN CERTIFICATE REQUEST-----
MIIC9GCCASACANAT ZEAMBAGATLIE Amnllc 2R BXRAY Y S JaXNbIRRYYE Jh2BxF jaU
BENVEALMDUNpE IRV IFNG IR 1BNMaC 24T BERVBAYT AR 1 YHOSWCWYDVQQIDARDRELY
HREWF ZYDVQOHDAD NN cmd 1bnR 1y BTdx I X EDADBENVEACMBRF BOSBTRUMEEEL
HARGE 5965 ThIDQERAQUAAITBDwAREZEKAC TRAQC I Y QuUBF 1 SR0TONYI0MI 1y FOMAT
DZhHaBsbD9igPIMaxt bIFGaDnvcewEqEY LynomnuF Shild/ F TuZ Joy fiwe S5 YFAJ PGV
11x%drW5GkD/ TBrwdsXhnel«k1FyjSzive+EFdBz I4A0+yG1x TuEU* REYF j1BNFAL
1tl2geSaMFRE /HEXEXDLFbAFRVE+9SgRALESrEVE i 1oc VI8 Induc TALBYCighrs
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----- END CERTIFICATE REQUEST-----
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Microsoft Active Direclory Cetificabe

Submit a Certificate Request or Renewal Request

To submil & savisd request to the CA, pasie a base-G4-encoded CMC or PRCSE #10
certificate request or PKCS 87 renewal request generated by an external sounce (such
as a Web server) in the Saved Request box.

Saved Request:
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PHS 810 or chTKANGNk Jwn SMdenz 5/ BVEgd1CCOTULOMERTAG
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Additional Attributes:

Alfritaitis

Submitz 7 Uy U ¥d &, AEABNFEBNICAYO—RENET,

5. %IC, CASEBBEI—RZAJ>O—RULET, http://localhost/certsrv/IZER '), Download a
CA Certificate, Certificate Chain, or CRL%ZZIRL £9,

Welcome

Use this Web site to request a cerlificate for your Web browser, e-mail client, or other program. By using a cerlificate, you can verily your identily 1o people you communicate with
over the Web, sign and encrypl messages, and, depending upon the type of certificate you request, perlorm other security tasks.

You can also use this Web sile to download a cerlificale authority (CA) cerlificate, cedificate chain, or cerlificale revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerlificate Services Documentation.

Select a task:
Reguest a certificate

Wigw the slatus of a pending cerlificale request
| Download a CA certificate, cerificale chain, or CRL |

IL—KRCAZAIVO—RLET,

6. I>—RAEX%ZBase64& U TCASIRREZ AU O—RLET,


http://localhost/certsrv/
http://localhost/certsrv/
http://localhost/certsrv/

Microsoft Active Directory Certificate Senices = ciscotac<a

Download a CA Certificate, Certificate Chain, or CRL

To trust cerlificates issued from this cerification authority, install this CA cerificate chain.

To download a CA cerlificate, certificate chain, or CRL, select the cerificate and encoding methad.

CA cerfificate:

Enceding method:

O DER

® Base 64
Download CA cerificate
Download CA cerliicate chain
Download latest base CRL

Base 6474 7> 3>
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XY,



DNS# 7> az,

2. Forward Lookup ZonesIZ# & L. RXA 2 ZBIRLET,

2 DNS Manager

File Action View Help
ke ﬁ 2ill:a il E ﬂ ng
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, DNS

~ H WIN-2UQRQOIVHTS

~ || Forward Lookup Zones

msdcstestlablocal
| testlab.local
Reverse Lookup Zones

1 Trust Points
| Conditional Forwarders

i E

Mame

,-_l_rnsdcs

:_iltes

—_tep

1 udp

::l DomainDnsZones

j ForestDnsZones
E-|{sa me as parent folder)
E—I{sa me as parent folder)
E-I{sa me as parent folder)
E_lasl:-lse32p3-’|3m

E—I frne

EjMn-Zuqrqo1'th5

Type

Start of Authority (SOA)
Mame Server (NS)

Host (4)

Host (A)

Host (&)

Host (&)

Data

[207], win-2ugqrgoivh75tes..
win-2ugrgo1vh75.testlabl..
1042339

1042321

104.23.61

104.2339

Timestamp

static
static
TA6/2024 10:00:00 AM
static
static
static
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Update Server Data File
Reload

New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain..

New Delegation..

Other New Records_.
DIMSSEC

All Tasks

Refresh
Export List.

View

Arrange lcons
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