ISE3.2TCH/Nv<7IDEYvSa oEa70—
D ERTE
R

=8
Ml

B

FIE

2

FRITAHIAR—Fb
A2 74FaL—>3>
s

N | 2 Rl

B=E

CORFIAIXRNTEE, Y3 ICSGTEEN) H TR EDIZNYZTIDARY MORETIL—IL
EREITDHEEICODVTEHHALET,

HRELHA

NY2TIDY—ER (NY27ID) F, I—Y2EERIAITHOTEEL, Active
Directory(AD) EDAT ORI —/N ( ZT7ANAFA—EFRENET ) ASI—HTFTAFoT14T
1EIPPRLRAZREL., TOBHREYTRAIVSANERBLET,

:ml.l.
9ﬂlﬂl

k
i

ISE 3.2T&. Active Directory )L =7 X N—=2 9 FICESWTEFIUTATIN—TRY
(SGT)EI—HICEW M THES CHARYS—£BETE HHMEN AN TUET,

Bl SRAF
B

ROEBICEIZHANI DN HRBEIET,

- Cisco ISE 3.X
EEOTONAMA—EDONY > T IDEHE
- Active Directory(AD) D &2

- U X2 T =332 (Trustsec)

- PxGrid(Platform Exchange Grid)

FERTR A R—F M
. Identity Service Engine(ISE)Y 7 R T F7/)N\—>32/3.2

- Microsoft Active Directory
- Syslog



CORFIXVNOEHRE. REDFARRELCHZITNARACETVWTERENELIZ, DR
FIAXRNTEATEZINTOTNARRG, A (F7FIIN ) REOREASBELTVET
o BEEBHRORY ND—UTR., FEONVRIEL>TRIDAREMI HD2EEZ +OEIEL T
ZEW,

A>74F¥a1L—>3>
ATY T 1 ISEU—ERZEBEMILET,
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1. [Administration] > [Identity Management] > [External Identity Sources] (B EIL . [Active
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2. [Join Point Name] & [Active Directory Domain] Z AL £ 9, [Submit) 22 )Y L F T,
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PassivelD Settings

The PassivelD settings that are configurad in this section are applied

to all the join paints in Cisco |SE

Histary interal® 10

omain Controller evant inactiv [y time*

0
(monitored by Agent)
Latancy interval of events Irom agent® o
ser session aging time® 2d

Authorization Flow {
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1. [Work Centers] > [PassivelD] > [Providers] IC# &)L . [Syslog Providers] Z3i#3iRL ., [Add] &
DUV OLTIHEBREADLET, [Save] 20 UY I LET,
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asa-rudolave, anamexrub.com
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LUDP - Fort 40514 o

T rgdate® A5A VPN Wiew P

Drlwaiy Domain
Saamarrub.com

SyslogZ'O0/V 1 X —DERE

2. [Custom Header] 20 )Y O LET, B> S )lsyslogZBiv) i+, ENNL—2FEE@FRT %
FALTTFNSAADKRARNEZRRELET.,. ELVBERE, RARBAIRRTEIRET,
[Save] 20U Y O LET,



Syslog Custom Header

If same or all of the syslogs ane nol belng sccepiod, It may be Bacause thay Rave
an wneommon header format. eline a cusiom haader hera,

Fads kRmpld Sy8g

GrolF O Fmicy _Am=KEVE TPV
Addrass=192 168.123.11 IPvE
address=invalid-adde-2-0.0.0.0
assigned to sassion|

Posilion of hosinams in hesdor”

5

asn-rudelove
FROETNE M ;

HRBRLNY X —DERE
ATY 7 4 FAI)L—)L ( Authorization Rule ) M FX7E

1. [Policy] > [Policy Sets] IcBEBILET, CNDHBEE. F7AILRNRUS—RFALET,
[Default] RUZ—%Z 01 Y U LET, [Authorization Policy] T, #TLWIL—I)LZEBMLET
» PassivelD/R) > —Tlk, ISEICINTOZ7ANAA—HNFHVET, <hZPassivelDT )L
—T LA EDEBDENTEET, [Profile]& L T[Permit Access] ZiZIRL ., [Security
Groups] THELESGTZREIRLET,

~ Authorization Policy (2)

Results

@ Status  Rule Name Condltions Profiles Securlty Groups Hiis  Actions

-] PassiveiD PassivelD_Provider EQUALS Sysiog
. ANO L PasENeIDPasiveiD_Groups EQUALS Sanmexnibiasmexiit.comiusers FermiAceas 5 Audjurs il oo B

fDarmain Users

] Default DenyAccess v Select from list v [ {é},
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4 Reset Repeal Counts Ti Expont To
Time Status Datalls Repea... Identity Endpaint ID Authenticatio... Authorization Policy Authorization ... Security ... IP Address
o ~ Identlty Endpoint ID Authentication Pol Authorization Policy Authorization Profl Securlty Gn IP Address w
Jan 31, (] a o test 182.168.123.10 PasslvelD provider »» Auditors PermitAccess Auditors 192.168.123.10
Jan 31, .. a test 192.168.123.10 PassivelD provider PazsivelD provider == Auditors ParmitAccess 192.168.123.10
RadiusZ4 707"

HMETER T BICIE, [Detail Report] 2OV Y I LET, Tk, SCTEE|VW HTHRII—
% 59l 9 % Authorize-Only 7 O — %2 R TE £ 7,

Overview Steps
15041 luating | ity Poli
Event 5236 Authorize-Only succeeded Evluating |dentity Rojloy
15013 Selected Identity Source - All_AD_Join_Points
Hsgrmanme test 24432 Looking up user in Active Directary - All_AD_Join_Paints
Endpoint Id 192.168.123.10 & 24325 Resolving identity = test@aaamexrub.com
i b e G
Endpoint Profile 24313 Search for matching accounts at join point
aaamexrub.com
Authentication Policy PassivelD provider 24319 Single matching account found in forest - aaamexrub.com
24323 Identit lution detected | tchi t
Authorization Policy PassivelD provider >> Auditors SR NDRRAL I CANgILMALING sutety
24355 LDAP fetch succeeded - aaamexrub.com
Authosation:Resul Farmifozass 24416 User's Groups retrieval from Active Directory succeeded -
All_AD_Join_Points
22037 Authentication Passed
Authentication Details 905086 Running Authorize Only Flow for Passive ID - Provider
Syslog
Saurce Timestamp 2023-01-31 16:15:04.507 15049 Evaluating Policy Group
15008 Ewvaluating Service Selection Policy
Received Timestamp 2023-01-31 16:15:04.507
15036 Ewaluating Authorization Policy
Policy Server asc-ised2-726 90500 New ldentity Mapping
Event 5236 Authorize-Only succeeded 5236  Authorize-Only succeeded
Username test
Endpoint Id 192.168.123.10
Calling Station Id 192.168.123.10
|Pv4 Address 192.168.123.10
Authorization Profile PermitAccess

RadiusZ+ 7’07 L AK— K
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CDIFE., passivelDEY AV ERM7O0—0200 70— 2FEALET. TNV ITZEBMICT
% IZ &, [Operations] > [Troubleshoot] > [Debug Wizard] > [Debug Log Configuration] \CEB &L .
ISE/—RZZERLET,
PassivelDICX L T, ROV R—F> NZDEBUGL RILIZERICLET,

- PassivelD
Ny 27 ID7ANAEA—ICEWTOJEFIvIL, COOFIAEFIVITRTIT7AIIN%E
FAXNDICE, O 7O/N 1 X —0file passiveid-syslog.logZ R T D HEN H V) ET,

- passiveid-agent.log



- passiveid-api.log
- passiveid-endpoint.log
- passiveid-span.log
- passiveid-wmilog
WA 70—T, XOOVR—F2 NZDEBUGLARIIICEMIZLET,
CRUS=TODY
- prrt-dNI
i

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Mode List > asc-|se32-726.aaamexrub.com
Debug Log Configuration

Debug Level Configuration

Component Name - Log Level Description
debug ¥
(@] PassivelD DEBUG PassivelD events and messages
Q policy-engine DEBUG Policy Engine 2.0 related messages
@] pret=JNI DEBUG

/Ny SER

Log flle Name

prrt policy decision request processing layer related ...

passiveid-wmi.log
Ise-psc.log

prrt-management.log
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