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RP/ 0/ RSP0/ CPUO: ASROk#sh aaa usergroup ?

| Qut put Modifiers

root-1lr Name of the usergroup
net adm n Name of the usergroup
oper at or Name of the usergroup

sysadmi n Name of the usergroup



retrieval Name of the usergroup
mai nt enance Name of the usergroup
root-system Name of the usergroup
provi si oni ng Name of the usergroup
read-only-tg Name of the usergroup
servi ceadni n Name of the usergroup
ci sco-support Name of the usergroup
WORD Name of the usergroup
<Ccr>

HEHERENLEZRAITIN-T

EEENERATEDIERBADRAVIIN—T7F. BERGIHPRECEATERT,

. cisco-support: > AN HR— NEBHEXAY
. netadmin: XY KO —UEBEXAYD
- [operator] : ARL —XOAEEK ( FEANL—232AH)
croot-lnEF AT RXAVIL—ZEBERAY
. root-system: > AT LALHENDEBERAYD
. sysadmin:> AT LEBERXAY
. serviceadmin: —EABEB X R Y
ERFLADRAD TN —7T%2HRIDICEFE, ROOAX REFEALET,

RP/ 0/ RSP1/ CPUO: ASROk#show aaa taskgroup ?

| Qut put Modifiers

root-Ir Nane of the taskgroup
net adm n Nane of the taskgroup
oper at or Nane of the taskgroup
sysadm n Nane of the taskgroup

root-system Nane of the taskgroup
servi ceadm n Nane of the taskgroup
ci sco-support Nanme of the taskgroup
WORD Nane of the taskgroup
<Cr>

RP/ 0/ RSP1/ CPUO: ASROk#show aaa task supported

[AAA] ACL [EE ( Admin)] Ancp ATM HEAXH—EXA Bcdl

Boot /N> RJL  call-home CDP CEF Cgn Ciscot 7R -
St Diag EFH RZ4/\ Dwdm EEM eigrp
777 UY Y fault-mgr 77 A I AT AFirewall FR Hdlc RANY—
A4 2R K~ ip-services Ipv4 lpv6 isis L2vpn LI

LPTS g mpls-ldp mpls-static mpls-te NILFF ¥ A B NetFlow
ospf BH Pbr pkg-mgmt pos-dpt Ppp QoS

rip root-Ir =B AT A )Jl'; k¥ route-policy SBC snmp
sysmgr SATL KNS VAR—N ttyFItEATunnel ( h>XJ ) 1Z/)N\—%JL  VLAN

LROERATIZE, ROVWTIhD, ELEF4DOIXNTOERZNETEET,

read M&HS(UEA’E@&E#W@'%?’EEEEELiﬂ'o
write TERFEZFAIL, BENICHRIN)BREZFTIDEEZEELRT,



R1T TOEAREZFUTIIEEZEELET, LEAEF, ping&Telnetx ETT,
TFINYT FNY TREZHFATHDIEEEZEELE T,

A—HERBEAVIN-T

EEEZE, BEODZ—REBETLISICHARARLARRV TN —TZBRTEET, RICREHZ
RLET,

RP/ 0/ RSP1/ CPUO: ASROk( conf i g) #t askgr oup TAC- Def i ned- TASK
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg) #task ?

debug Specify a debug-type task ID

execute Specify a execute-type task ID

read Specify a read-type task ID

wite Specify a read-wite-type task ID

RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg) #t ask read aaa
RP/ 0/ RSP1/ CPUO: ASROk( config-tg)#task wite aaa
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask execute aaa
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask debug aaa
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg) #t ask read acl

RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg)#task wite acl
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask execute acl
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #commi t

RP/ 0/ RSP1/ CPUO: ASROk#show aaa taskgroup TAC- Defi ned- TASK
Task group ' TAC- Defi ned- TASK'

Task I Ds included directly by this group:
Task: aaa : READ WRI TE EXECUTE DEBUG
Task: acl : READ VRI TE EXECUTE

Task group ' TAC Defined- TASK' has the follow ng conbi ned set

of task IDs (including all inherited groups):
Task: aaa :@ READ VWRI TE EXECUTE DEBUG
Task: acl : READ WRI TE EXECUTE

describe V> REFHATRE, BENWDIOAN RICUERRZAVIN—TLIERERETEET

o

Bl

RP/ 0/ RSP1/ CPUO: ASROk#descri be show aaa usergroup
Package:

User needs ALL of the follow ng taskids:

aaa (READ)
RP/ 0/ RSP1/ CPUO: ASROk#

11—+ /show aaa usergroup_1¥ > RZERTTEDRSICTBICIE, XAV T I)L—7 : task read
aaaZ 1—YJ I —TCEN TR RENHYVET,

Bl 2 -



RP/ 0/ RSP1/ CPUO: ASROk( confi g) #descri be aaa authentication |ogin default group tacacs+
Package:

User needs ALL of the follow ng taskids:

aaa (READ WRI TE)
RP/ 0/ RSP1/ CPUO: ASROk( confi g) #

dA—YHNF2 7 14F 1L —2 32F— R Sauthentication login default group tacacs+ 1V > R &
RITTEDLDIZTBICIE, task group: task read write aaaZ 1—H VI —7 LBV ¥ THHE
FHYVET,

EEEZE, BROZAVIN—TZRETEZI—HYIIN—TZERTEET., RICHREDHZ
RLET,

RP/ 0/ RSP1/ CPUO: ASROk#show aaa user group TAC Defi ned
Tue Feb 16 00: 50: 56. 799 UTC
User group ' TAC- Defi ned’

Inherits fromtask group 'operator’

User group ' TAC-Defined' has the foll owi ng conbi ned set
of task IDs (including all inherited groups):

Task: basi c-services : READ WRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: l ogging : READ

RP/ 0/ RSP1/ CPU0: ASR9k#conf t

RP/ 0/ RSP1/ CPUO: ASROk( confi g) #user group TAC- Defi ned

RP/ 0/ RSP1/ CPUO: ASROk( confi g- ug) #t askgr oup TAC- Defi ned- TASK
RP/ 0/ RSP1/ CPUO: ASROk( confi g- ug) #conmi t

RP/ 0/ RSP1/ CPUO: ASROk#show aaa user group TAC- Defi ned
Tue Feb 16 00:51:31.494 UTC
User group ' TAC- Defi ned’

Inherits fromtask group 'operator’

Inherits fromtask group ' TAC- Defi ned- TASK

User group ' TAC-Defined' has the foll owi ng conbi ned set
of task IDs (including all inherited groups):

Task: aaa : READ WRI TE EXECUTE DEBUG
Task: acl : READ WRI TE EXECUTE

Task: basi c-services : READ WRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: l ogging : READ

JL—B2 DAAARRE

ASRIL—ZDOTACACSH—NIC, EATAIPT RLAEHBUEZRELE T,

RP/ 0/ RSP1/ CPUO: ASROk( confi g) #t acacs- server host 10.106. 73. 233 port 49
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tacacs- host)#key 0 cisco
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tacacs- host) #conmi t



!
tacacs-server host 10.127.196. 160 port 49

key 7 14141B180F0B
!

REENIETACACSH—NZHEATAILSIC, FAERTZRELET.

#aaa authentication |l ogin default group tacacs+ |oca
#aaa aut hori zati on exec default group tacacs+ |oca

BEENETACACSH—NEFERATALSICOATYY REFTERELET (773 ),

X RAERANMPEESYICEMFET D e 2L, OV REE TE’EML?%HUL]?
Rtv |\7§‘IEL/<E§2E?‘_‘1’L'CK,\%> EEBALET, ELKEREEINTVARVES
HRITFNAATIAN Y REANTEZVAREASBY T,

#aaa aut hori zati on commands default group tacacs+

REENIETACACSH—NEFERTREHIC, AN RTHAITA VT ERBRELET (7>
El/)o

#aaa accounting conmands default start-stop group tacacs+
#aaa accounting update new nfo

ISE B —/N\DRE

ATY TLISEY—NDODAAAD SA T R)ARNTI—RIPEEZET S IZIE. [Administration] >
[N]\-# &) L % 9 Network Resources > Network Devices RIICRT KD I, HERBRK, RICRT
EKOICASRIL—RICHREETNTVIHEMBERUTHAILENf HYVET,
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» System  » ldentity Management
~Network Devices  Metwaork Device Groups

Network Devices

= Network Resources

» Con

» Policy

~Administration » Work C

» Device Portal Management  pxGrid Services  » Feed Senvice  » Threat Centric NAC

Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers

Metwork Devices List > New Network Device

Network Devices
Default Device
* Name
Device Security Settings
Description | Lap_aSR device
[P Address | *IP: [ 10.106.37.160 [N e

[m]
[m]

* Device Profile &% Cisco | » &

T —
L —

* Network Device Group

Location [Lap © | [.Set To Defauk

IPSEC [1s pSEC Device

Device Type [asg © ] [ Set To Defauk |

Q| Set To Default

» RADIUS Authentication Settings

¥ TACACS Authentication Settings

Shared Secrel | qosee | Show |

Enable Single Connect Mode []

& Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

» SMMP Settings

» Advanced TrustSec Seltings

(e

XY RNIT=TFNAAD3

b System

Identity Services Engine

Home
» Identity Management
+Metwork Devices ~ Netwaork Device Groups
(]

Metwork Devices

Default Device

= Metwork Resourcas

A —]
AX &

+ Cont ility » Operations » Policy » Work Centers

» Device Portal Management  pxGrid Senices » Feed Senvice » Threat Centric NAC

Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers

Network Devices

7 Edit E=Du G Generate PAC
Device Security Settings #Edt feadd (oo @otmoort GrBrport ~ @ Cenerate K Delete ~
Hame «  IPfMagk Profile Name Location Type
[0 LaB_ASR 10.106.37.16... % Csco & LAB ASR

Y ND—=UFNAADEKRE

ATYVT2 . BRI >TIA—HYIINL—TE2ERZLET, CcOBITE, 4207 )—7TZ2FERALE
9. [Administration] > [Identity Management] > [Groups] > [User Identity Groups] CJ IL—7"%E

BTCEERT., COPITHERIDIIL-—TRBROESYTT,

1. ASR-Operator

2. ASR-Operator-AAA
3. ASR-RootSystem

4. ASR-Sysadmin

External MOM

External MDM



+ ldentity Services Engine Home » Conte! bility » Operations » Policy * Administration » Work Centers

» System  |dentity Management » Network Resources » Device Poral Management  pxGrid Services » Feed Semvice » Threat Centric NAC

» Identiies  Groups  External ldentity Sources  |dentity Source Sequences b Settings
—

Identity Groups User Identity Groups
& p)
vl - i JEdit dbAdd | YDelete v | @almport ghExport v
» [ Endpoint identity Groups Mame & | Description
v [ User ldentity Groups [0 8t ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
S ALL_ACCOUNTS (defautt) [0 52 ASR-Operator
H ASR-Operator O g5t asrR-Operator-aas
% ASR-Operator-AAA [0 =2 ASR-RootSystem
51 ASR-Rootsystem :
= [J 22 ASR-Sysadmin
5L ASR-Sysadmin
fi Employee (| 22 Employee Default Employee User Group
49!
;‘1 GROUP_ACCOUNTS (defaut) (] £ GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
;’1 GuestType_Contractor (default) O 22 GuestType_Contractor (default) Identity group mirroring the guest type
5 GuestType_Daiy (defautt) O &2 GuestType_Daily (default) Identity group mirroring the guest type
51 GuestType_SocialLogin (defaul) [0 22 GuestType_SocialLogin (default) Identity group mirroring the guest type
S GuestType_Weekly (defaut) O 52 GuestType_Weekly (default) Identity group mirroring the guest type
;;g OWN_ACCOUNTS (default) O S OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group

DIN—=TATY 73 :RICRTELSIC, I—HF&EERL., UEIICERL EZEI1—HTIL—TIC
IvEIULET,

'tk Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System | wldentity Management  » Network Resources  » Device Portal Management  pxGrid Sendces  » Feed Senice  » Threat Centric NAC

w|dentiies  Groups  External Identity Sources  |dentity Source Sequences  » Seffings
—

- Network Access Users

Latest Manual Network Scan Res...

Jedt Jbadd | [Echange Status v @eImport GoExport v | I Delete v [y0un

Status HName 4  Description First Name Last Name Emai Address User Identity Groups Admin
[0 E@Enabled ¢ ASRaaa ASR-Operator-AAA
O Bl Enabled  § ASRRead ASR-Operator
[J mEnsbled ¢ ASRRoot ASR-RootSystem
[0 @Enabled ¢ ASRwrite ASR-Sysadmin

N
N

2T AT AI1—H

X COBITIE, ISERBII-—YARAERAICERAENET, HNEIDY-AZFEAL L5
AEERARE, CORFIXNOERENATT,

ATV74 . E1—HICT7v>219%2)N7O7 7ML ZERBLET, TOLHICE, [Work
Centers] > [Device Administration] > [Policy Elements] > [Results] > [TACACS Profiles]ic BE L &
T HLLVW2IIZ7O77A4)LE, RICRTRSIC, LAON— 3V OISEICERETEERT

o CcOPITERENATVWAZ IO 7AIILEROEBYTTY,

1. ASR_Operator

2. ASR_RootSystem

3. ASR_Sysadmin

4. Operator_with_AAA



Identity Services Engine Home » Context lity » Operatio y ! ati - \Work Centers

» Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture |« Device Administration » PassivelD

b Overview  » Identities  User ldentity Groups  Extld Sources b Metwork Resources  «Policy Elements  Device Admin Policy Sets  Reports  Settings
I

(<]
TACACS Profiles
+ Conditions
0 Selected
» Network Conditions
= Refresh + Add Duplicate M Trash= Edit
~ Results 1 .
L' nName Type Description
RLOIEL LIS [ ASR_Operator Shell
TACACS Command Sets
|: ASR_RootSystem Shell
TACACS Profiles
[0 ASR_Sysadmin Shell
[]  Default Shell Profile Shell Default Shell Profile
[ Deny All Shell Profile Shell Deny All Shell Profile
O Operator_with_AAA Shell
E WLC ALL WLC WLC ALL
[0 WLCMONITOR WLC WLC MONITOR

TACACSO> T )L7O0774)

[Add)RZ & D1 Y U LT, [Type]. [Name]. & LT[Value]7 1 —)L RZ AHT&F F([Custom
Attributes] 0> 3> DT ORZSR),

FARL—2D&F :

¥ Policy v Administration = Wark Centers

» Network Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture  ~Device Administration = » PassivelD
b Overview » Identities User Identity Groups Extld Sources » MNetwork Resources = Palicy Elements Device Admin Palicy Sets Reports Settings
———
o
N TACACS Profiles = ASR_Operator
» Conditions
TACACS Profile

» Network Conditions
Mame ASR_Operator

~ Results
Description
Allowed Protocols
TACACS Command Sets
" Profil —————

TRCACS Profiles Task Attribute View Raw View
Common Tasks
Common Task Type | Shel .

[ Default Privilege | o | (Select 010 15)
[T Maximum Privilege ’ S | (Select 0to 15)
7] Access Control List | o]
[ Auto Command | (] |
[ Mo Escape | o | (Select true or false)
[ Timeout ’ ) | Minutes (0-9999)
[ Idle Time | © | Minutes (0-9999)
Custom Attributes
+ Add @ Trashv (@ Edit - 24
LI Type Name Valug
[T MANDATORY tagk nwic #operator i
< >

ASRARL—=Z2Z T )L7O77ANIIL— AT LAO-IILDEE



~Work Centers

» Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture | wDevice Administration  » PassivelD

» Overview  » Idenfities  Userldenfity Groups  Extld Sources  » Nelwork Resources = Policy Elements  Device Admin Policy Sets  Reports  Setlings
——

TACALCS Profiles » ASR_RootSystem
+ Conditions.

TACACS Profile

¢ Network Conditions
Mame ASR_RootSystem

~ Results

Description
Allowed Protocols

TACACS Command Sets

————
TACACS Profiles Task Attribute View Raw View

Commeon Tasks

Common Task Type = Shel 2
[ Defauit Priviege | © | (seectotos)
7 Masimum Priviege | © | (selectoto15)
[ Access Control List | o |
[ Auto Command | (] |
[ Mo Escape | © | (Selecttrue or faise)
[ Timeout | © | Minutes (0-9999)
[ Idle Time [ o | Minutes (0-9999)

Custom Attributes

+ add @ Trashv O Edit B~
L Type Name Value
[T MANDATORY task i #root-gystem Gil

€ »

ASRIL— R AT AT ITIIZTOT 7 A )lsysadminO—ILDFE :



* Network Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture

v Overview  » Identiies  User Identity Groups  Extld Sources  » Network Resources

TACACS Profiles » ASR_Sysadmin
» Conditions

TACACS Profile
» Network Conditions

Mame ASR_Sysadmin|

~ Results

Description
Allowed Protocols

TACACS Command Sets

TACACS Profiles Task Aftribute View Raw View

Common Tasks

Common Task Type | Shel P

«Device Administration

~Work Centers

* PassivelD

Device Admin Policy Sets  Repors

[ DefaultPrivilage | Q|
[ Maximum Privilege | Q |
[ Access Control List | o |
[ Auto Command | Q |
[T NoEscape | Q I
[ Timeout [ o |
[ Idie Time | o |
Custom Attributes

+ Add @ Trash~ & Edit

L Type Name Value

[T MAMDATORY task wi #sysadmin

<

(Select 0to 15)

(Select 0t 15)

(Select true or false)
Minutes (0-9999)

Minutes (0-9999)

ASR Sysadmin> T )LZ7OA7 7 AL ARL —2E RTAAAO—)L :

Ga

-2



';',','4'2' Identity Services Engine Home » Context Visibility » Operations » Policy » Administration «Work Centers

» Metwork Access  » GuestAccess  » TrustSec » BYOD  » Profiler  » Posture - Device Administration | » PassivelD

b Ovendew  » ldentities  User Identity Groups  ExtIdSources  » Network Resources  ~Policy Elements  Device Admin Policy Sets  Reports  Seftings
—
o

TACACS Profiles = Operator_with_AAA
» Conditions
TACACS Profile

+ Network Conditions
Mame Operator_with_AAA

~ Results
Description
Allowed Protocols
TACACS Command Sels
TACACS Profil P
orles Task Attribute View Raw View
Common Tasks
Common TaskType = Shel ™
[ Default Privilege | v | (Select 0o 15)
[ Maximum Priilege | o | (SelectOto 15)

[~ Access Control List ’ o l

L."

l

[T Mo Escape | o | (Select true or false)
|
|

[T Auto Command

[ Timeout © | Minutes (0-9999)

[ Idie Time © | Minutes (0-9999)

Custom Attributes

+ Asa @ Trashv Edit .
L Type Name Value
[] MANDATORY task rw:aaa #operator 21

< >

AAA> T ) 7O7 7 AN EFHE ODFRL —K AT Y 7°5:[Administration] > [Identity Management] >

[Identity Source Sequences]| CHHBL—H—Z2FERATEDIRSCTFTAFoTF14T14- V=R =7
DAEZBBLET, HLOWTATFOTATA4 V=R =T AREBMTDH. FRAATELRT
AFoTATA V=R =T AZRETEET,



::Il's';!;' Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System | wldentity Management  » Network Resources  » Device Portal Management  puGrid Senvices  » Feed Senvice  » PassivelD  » Threat Cenftric NAC

+ ldentities  Groups External Identity Sources |dentity Source Sequences + Settings

Identity Source Sequences List > All_User_ID_Stores
Identity Source Sequence
v Identity Source Sequence

* Name | All_User_ID_Stores

Description | A buiit-in Identity Sequence to include all User Identity Stores

v Certificate Based Authentication

[ select Certificate Authentication Profile  Preloaded_Certficate_t ~

* Authentication Search List

A set ofidenfity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints Internal Users
All_AD_Join_Points
GuestUsers
=
<«

* Advanced Search List Settings
If a selected identity store cannot be accessed for authentication

() Do not access other stores in the sequence and set the "AuthenticationStatus™ attribute to "ProcessError

(®) Treatas ifthe user was not found and proceed to the next store in the sequence

(CReset)

AT ¥ 7°6:[Work Centers] > [Device Administration] > [Device Admin Policy Sets] > [Choose
Policy Set] CRRRERD > —EREL, ABI1I—YESCIDARNTI—T > AEZEHALET, il
ERLEI—YIDIIN—T72EALTEHICESVWVTIRATZREL, ThEho>T)L7’O077
A1ILEIVYTLET (RZESR) .

vl igentity Services Engine ome  » ConlestVisibilly  + Op: R e Tl - viork Centers

¥ NetworkAccess b GuestAccess ) TrustSec  »BYOD b Profler  » Posture | = Devico Administasion | » PassivelD
Click here fo do witeless setup and visibility Setup Do net shew this aga

» Overdew  » Mdendies  UserldentityGrewps ExidSources  » NetworkResources  » PolicyElements Device Ademin PolicySets  Repords  Seftings

Policy Sets = ASR TACACS policy

Allowed Profocols [ Server Sequence  Hits

Status  Policy Set Name Descripton Conditions
C  DEVIGE Device Trpe EQUALS Al Divice TypesmaSR
@ RIS poley AND Diefaull Devce Admin w= o

©  DEVICELocation EGUALS All LocationsiLAB

» Authentication Policy (1)

+  Status  RAuke Name Conddtions: Use His  Actions
AlI_Us#0_ID_Stores
@  Detaun 5 0 -1
Oplions

nn..\ 7.|_U/_

AR —F, BEHRCESVTEEREEBRHFETRETEET, RICRTIL—ILE. FNAA
DEA. 247, BLOFEOABI—HFIDIIL—TCEITVWTVET, BRLE>Z)ILT7O7
TAME, FAOKRATIAN Y REY NEEEIIT Y2 1ENET,



¥ Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

W authorization Polcy (5)

Results
+
Stalys  Rule Name Conditions Command Sets Shell Profiles His  Actions
M IntemalUses identhGroup EQUALS User Ioentty Greups ASR-RactSystam
ASR_Root System_Rule AND © DEVICELocabion EQUALS Al LocaliinstLas ParmiléliCommands + SR_RoctSystem v+ o
3 DEVICE Device Trpe EQUALS ANl Divice TypesmASR
& IntemalUseridenttyGroup EQUALS User Igentily Groups-ASR-Sysadmin
@ ASR Sysadmin-Rule AND @ DEVICE Localion EQUALS All LocalisnseLAB ParmitdliCommands + ASR_Sysadmin w -~ B8 0 o
& DEVICE Device Type EQUALS AN Devios TrpesASR
M InbemalUser ldentityGroup EQUALS Ussr Ideniity Groups ASR-OperatorARA
ASR_Operaior_AsA_Rule AND © DEVICELocsion EQUALS Al LocationseLas ParmilAliCommands + Iperaton_with_AAk R 3
Cl  DEVICE Device Type EQUALS Al Dovice TypesmASR
& IntemalUser ientihGroup EQUALS User Igentity Groups:ASR-Operatr
ASR_Operalor_Rule AND © DEVICE-Locaon EQUALS All Locations®LAS PermilAliCommanas +* ASR_Operator « v S -]
& DEVICE Device Type EQUALS Al Devics TypessASR
) Detam DemAliCommands 4 | Dy A Shell Profile x4 &
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SoTR, REAERCHELTUBAES A ERBLET,

Operator

A—4JMN—7&, A—HPHFIN—R2COTA 2V LEEECE)HETENERRI TN —T 2R
LEXY,

user nane: ASRread
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#show user
ASRr ead

RP/ 0/ RSP1/ CPUO: ASROk#show user group
oper at or

RP/ 0/ RSP1/ CPUO: ASROk#show user tasks

Task: basi c-services : READ VRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: l ogging : READ

AMAZERTZIARL—Z

A—HTI—7&, ElVVETSNERRIIIN—T%28BLET, PATZTFT 11— )IL—2I1CO
JdJ42LET,

EARL—BZORAINTACACSH—N\D ST v 1&dh, AAARRTDEHKELY), EE
Ak, BLRORTHEBREELEICRTENET,

usernane: asraaa



passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#sh user
asr aaa

RP/ 0/ RSP1/ CPUO: ASROk#sh user group
oper at or

RP/ 0/ RSP1/ CPUO: ASROk#sh user tasks

Task: aaa : READ WRI TE EXECUTE

Task: basi c-services : READ WRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: |l ogging : READ

Sysadmin

A—HTIN—=T&, BYYHTSNEZRITIN—T=28FELET, asrwrite T—HFHI)IL—2(ZO
J42LET,

usernane: asrwrite
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#sh user
asrwite

RP/ 0/ RSP1/ CPUO: ASROk#sh user group
sysadm n

RP/ 0/ RSP1/ CPUO: ASROk#sh user tasks

Task: aaa : READ

Task: acl . READ WRI TE EXECUTE DEBUG
Task: admn : READ

Task: ancp : READ

Task: atm : READ

Task: basi c-services : READ VRI TE EXECUTE DEBUG
Task: bcdl : READ

Task: bfd : READ

Task: bgp : READ

Task: boot : READ WRI TE EXECUTE DEBUG
Task: bundle : READ

Task: call-honme : READ

Task: cdp : READ WRI TE EXECUTE DEBUG
Task: cef . READ

Task: cgn : READ

Task: config-mgnt : READ VRI TE EXECUTE DEBUG
Task: config-services : READ VRI TE EXECUTE DEBUG
Task: crypto : READ WRI TE EXECUTE DEBUG
Task: diag : READ WRI TE EXECUTE DEBUG
Task: drivers : READ

Task: dwdm : READ

Task: eem : READ WRI TE EXECUTE DEBUG
Task: eigrp : READ

Task: et hernet-services : READ

- - More- -

(output omtted )

V=K AT A



A—HTI—T&, BYYHTSNEZRRIVTIN—T=2HELET, asrroot I—HHI)IL—2ICOY
A412LFET,

user nane: asrroot
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#show user
asrroot

RP/ 0/ RSP1/ CPUO: ASROk#show user group
root - system

RP/ 0/ RSP1/ CPUWO: i os#show user tasks

Task: aaa : READ VWRI TE EXECUTE DEBUG
Task: acl : READ VWRI TE EXECUTE DEBUG
Task: admin : READ VWRI TE EXECUTE DEBUG
Task: ancp : READ WRI TE EXECUTE DEBUG
Task: atm : READ VWRI TE EXECUTE DEBUG
Task: basi c-services : READ VWRI TE EXECUTE DEBUG
Task: bcdl : READ VWRI TE EXECUTE DEBUG
Task: bfd : READ VWRI TE EXECUTE DEBUG
Task: bgp : READ VWRI TE EXECUTE DEBUG
Task: boot : READ VWRI TE EXECUTE DEBUG
Task: bundle : READ VWRI TE EXECUTE DEBUG
Task: cal |l -home : READ VWRI TE EXECUTE DEBUG
Task: cdp : READ VWRI TE EXECUTE DEBUG
Task: cef : READ VWRI TE EXECUTE DEBUG
Task: cgn : READ VWRI TE EXECUTE DEBUG
Task: config-mgnt : READ VWRI TE EXECUTE DEBUG
Task: config-services : READ VWRI TE EXECUTE DEBUG
Task: crypto : READ WRI TE EXECUTE DEBUG
Task: diag : READ VWRI TE EXECUTE DEBUG
Task: drivers : READ VWRI TE EXECUTE DEBUG
Task: dwdm : READ VWRI TE EXECUTE DEBUG
Task: eem : READ VWRI TE EXECUTE DEBUG
Task: eigrp : READ VWRI TE EXECUTE DEBUG
--More--

(output omtted )
NZ7L21—h
TR BEORSTAYI-FA VT ERATEBBBERLET,

[Operations] > [TACACS] > [Live Logs]»* SISELR— N EBELEYT., FMLARA—MNERTRTS
IClE, RRENRESTZIVYILET,

& Reresh A EsportTo~

Logged Time Status Jetails Usemame Type Network Device IP Remote

Authorization Policy Authentication Policy Ise Hode
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(< < O <

b & b b/ b b b BB BB b

(< I < - ]

ASRTORNTZ TN 1—F 4T IC/RIADOAX Y RERIZRLET,



- A—HYORRE
- show user group
- show user tasks
- show user all



	Cisco Identity Services Engine(ISE)2.4によるASR9K TACACSの設定
	内容
	概要
	背景説明
	前提条件
	要件
	使用するコンポーネント

	設定
	IOS® XRの定義済みコンポーネント
	定義済みユーザグループ
	事前定義されたタスクグループ
	ユーザ定義タスクグループ

	ルータのAAA設定
	ISE サーバの設定

	確認
	Operator
	AAAを使用するオペレータ
	Sysadmin
	ルートシステム

	トラブルシュート


