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Client NADs ISE PSN DNS
4
= - bad S - Ad g_
— COCO0000
Dotly/MAB/VEN authentication Radius Authentiztion

= - > - > 2
Redirect ACL Example{WLC/SW/ASA): 1 =

(permit) deny ip any host Remediation servers Authorization policy selection.

Matched policy should contain posture condition (ex: Unegual

to Compliant or equal to Unknown)

Authorization components:

Web Redirection {must) —type client provisioning {posture)

) denyir

(permit) Ip any nost PSNs ACL {must) — nameof redirect ACL defined on NAD
DACL example (SW/ASA): DACL (optional) —name of DACL defined on ISE
permit ip any host Remediation servers

. Access-Accept
permit tcp any any HTTP < 3
per'mnjf udp any any DHCP redirect-url=https://psn_fodn:8443/session-id_cpp
permit udp any any DNS redirect-acl=acl_name
permit ip any host PSNs dad=DACL name

_ Access-Request/Access-Accept for -~

DACL if needed

4
Userapensanyweb :

page NAD applies DACL and redirect ACL to session
For switches — endpoint IP address should be
presented in IPOT

e DNS request ex: google.com
. G < DNSrE;thFIP DNS traffic needs to be excluded from — 5 >
@ @ redirection and permitted in DACL
TCP SYN to google.com IP, des_port=80
6 > HTTP intercept on port 80
- TCP SYN-ACK from google.com IP, sre_port=280 7 Web server must be enabled on port 80

TCP S¥N -ACK to google.com IP, des_port=B0
End of threeway handshake

A 4 A J

HTTP GET goggle.com
Destinationgoggle.com IF

_HTTP Responsecode 302 redirect = redirect-url 10
h OR
HTTP Response code 200 with lomtion head er=redirect-url
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—FBLEHIC, RAFYAT—RANFTHECERL TVRIRGEZEATELRT,
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ERICUAAML I RNENBDUEN HDHLZNADICERIBDLEHICEASNET,
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o AN ERITENLISE /— RO FQDN, FEICK 2T, WebUXAL O a>wo> 3
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FENTEFRTH, ChIFLBHNRADIUSERESSLERZRZTFITARSICEREE TV
BPEEICERSIhET,

e Port: R—NER, Z—TYRMOR—ZRILEBEHNLSEELET,

+ Session ID : ZMOfElE. ISEIC & 2 TAccess-Requestlc RE 1/=Cisco AVR 7 E&E+LY > 3
VIDASEHEBENET, EEEENADICE > THHICERENE T,

« R—ZILIDISERIDZ—4Y R7R—Z)LDID,

ATYT7 4:NADIRF, Y2 avICBARIYS—Z2BALET, £z, DACLAREE TV
e, wH AR —FERETIDHICZOIAVT YN ERENET,

BEEGEREN
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o T7#FI KT, R—K80TT,
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NASOZ7OFR—RNTRITTHIHBENHYET, COZFUFRE, CORFIXAOX
REEAHNTT,

« NADH' OV ZA T MCO—HIIIPT RLAZFLZWEE, Y7 XY RSYN-ACKIENADIL
—FAVTT=TIINELEIL (BREIEEA VX —T I ARHAT ) EEThET, O
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L3IFNA AN ART—RIINTFATIA=ITHZDEE., COLOIBIIERHIN—FT127
ICIEEMDODBINZEETDIHENf HVET,

ATYT8: VAT MEACKIZE>TTCP3TVIANY R IAVEKTLET,
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Client NADs ISE PSN DNS
DNS request=ISE FODN I |

e un DNSreply=IP DNS traffic needs to be excluded from >
redirection and permitted in DACL
e 55Lconnectionto redirect URL over port 8443

Connection protected by Client Provisioning portal certificate . = =

Client provisioning policy check:
Policy check is based on:
User Agent — retrieved from GET request, used for 05
type and Azent type selection
Session ID — retrieved from redirect URL, ISE usesthis
valueto get all session data (AD /LDAP groups, Network
‘ Device Type/Location and soone)
Agent Download link presentedto client. User
dow nloads Network Setup Assistant

-
L

— 14

Metwork Setup Assistant

15
First NSP probe is an HTTP GET to default gateway IP. (Redirect URL expected as a result)
Note: Incase of VPN connection with MAC OS this probe skipped as MAC-05 doesn’t support DG on VPN
.
Probe 1 HTTP GET Destingtion Default Gateway

.
-

Second N5SP probe is an HTTP GET to enroll cisco.com (Redirect URL expected as a result)
Note: enroll.cisco.com should be successfully resolvable over corporate DNS, incase of VPN connection
traffic to enroll.cisco.com should be routed through the tunnel

17 - DNS request enroll.cisco.com

v

‘ DNSrephy=IP
Probe 2 HTTP GET Destination enroll.cisco.com >
AnyConnect _ SSLconnectionta redirect URL over port 8305 _
Installation " Connection protected by ISE Admin certificate .

X1-2

ATYVT MITATRME, VEAL YU MURLA SFQDNODNSERZEFEL ET. FQDNIF
DNSH—NRITHRAETHZILEN BV ET,

ZAFYT 12 UZ ALY~ URL TEHES Ni=R— NMEHO SSL EEARYEhET (F7 4
JLK 8443 ) . COEER. ISEQINSOR—FLIHE > TREENET, I5/F72h
ZF7OES3=24 K—&JL (CPP) A1—HICRRENET,

ATYT1B: 9FATNIEIVO—RATS a2 zRHITBHIC, ISERZ—TYRITA
7oR7OEZ3aZVJCP)RIUS—ZBRIBMENFHYVET, 77O I1I—HI—-2I2K
APERHEENIEIZATURDOARL—FT AT AT LOS)E, CPPRUY —BRICKERZ
DEDOERHIE, BALEYS> 32 (ADLDAPYIIL—T7BE ) ASEBENET, ISEE. UXIL
JRNURLIZCRENIEEYSa2VIDASEZ—TY hEY 232 #BELET.

AT Y 7 14 : Network Setup Assistant(NSA)X > O—RUZIONFIVTAT U MIBENET,
DSATRNFTTVr—23 280> 0—-RLET,

o BEE. NSAFWindows# &K T*Android®BYOD 70— N —HPE L TRRENETTH.,
OF77VT—232ZEAL TISEAN SAnyconnectE =EEFN IV R—R NEA 2 AN—



N LFBortTEES,

ATY 15 : A—HHFNSAT V5 —>3a > #E2T L%,

ATV 16 : NSANBRHOBREZ7O—7 (F7ALRT—RKRIIAAOHTTP
/auth/discovery ) ZIAfELE T, NSARBRELTUR AL I MNURLZFHLET,

N EMAC 0SF /XA AL OVPNEE R QEETIE. MAC OSOVPNTZ T RIZFT # )L Ko —
ROTANFBVES, COTO-TRFRERETNET,

ATYTITNSAR, HHO7O—TFRBUESRIC2BEBO7TO-T72ERFLET, 2BB O
O—7 (&HTTP GET /auth/discovery T3, el ciscocomZ S B, Z MFQDNIE, DNSH—/VIC &
DTERICHBRTEDHBENHYVET, ATUY NI RILEZFERTBIVPNI FUATE,
enroll.cisco.com N RIILBEBTIL—T 1 VIUTBRREND WET,

ATY 718 Z7O—TOVThANKINTDE, NSAKUA AL U NURLYSEEBL H1E#H%E
EAL T, R—KN8905FH TSSLIEAZEILET, C DELIFISEEEIAEICK > THRES
NTVERT, ZOEHEAT, NSAFAnyconnectzX V> O—RLET,

BEELEREN

« ISE2.20) 1) —RALABIIE, R—K8905Z N L =SSLEBENRAF ¥ DEHTL 1=,

- MAEOELEEEBITSDICEK. R—FIIAAECERMAETOMEN VAT MITERE
TENTVRHENHYET,

« ILFAUB—TIAADISEEATIE, GOUADA 2 —T T4 A% AT LFQDNE I
BABFQADNIC/NA Y RTEET( iphot CLIOAY U R)e ChiC&kY), YT T VRS
(SNYH 72T NREBSANORIITRBARETDUREEN BV ET, LEXE, 75
AT AVR—TIAAGIHNSFQDNICUA AL U RNENBEE, AT LFQDNIE
8905BEIFAZN A (L U NURLOFQDNE R ERZBAN B ET, DT UFD
FREFEE LT, BEIIAENDSANT 1 —)L RICEMA 2 —T7 T4 AOFQDNEEMNT 3 A
. EERIRAEICDAMINRA—RZFEATEET,



NADs ISE PSN DNS

o @ All probes are sent

AnyConnect simultaneousky
Posture module
starts Probe 1 HTTP GET Destination Default Gatewa
Redirect expected DNMS request enroll.cisco.com
DMS reply=IP

HTTP GET Destination enroll.cisco.com
Redirect expected

v

Probe 2

HTTP GET Destination Discowery Host
Redirect expected

DMS request PSN FODN N
DNSreply=IP v
SSL over port B905 to previous PSN if any
Mo redirect expected "
Flow when redirect URL Session lookup based on
has been received information in request
1Ps/MACs list
‘ SSLconnectionto redirect URL on port B443 21a _

Connection protected by Client Provisioning portal certificate

HTTP Responsecode 302 redirect to port 8905 22a

_ 55Lconnectionta redirect URL on port 8905 ILJa | ISE returning URLs for AC configuration N
" Connection protected by ISE Admin certificate And AC package Download

vy

B1-3
AT Y 719:Anyconnect ISEARAF + 7O AN EBEILE T,
Anyconnect ISERAF+ED 21—k, XKOVThHADRRETEBLET,

c 1IAR—ILE

s FTAILRNT—RIIAEDEER
 DATLA-FOATA VAR FDE
« DATLDERARY NOE

ATY 720 COBRBET. Anyconnect ISERAF+EZ 1— )R> —H—/\KREZHKEL
F9, Chld. Anyconnect ISERAF Y EZ 1—I)LICK > TRAKICEFSE D —EN7O0—7(C
KO2TRBEENET,

« 70—71: F7FIKNTF—KRITITAIPADOHTTP get /auth/discovery, MAC OST /N1 AIZ
&, VPN7R TR ELCTF 7 AR — RV IAHFBVIERZERATHVWTILKEEY, 70—
TOFHENDIERFEVZAAL I NURLT T,

« 7’O0—72-HTTP GET /auth/discovery#* 5 enroliciscocomZ S8, < MFQDNI&, DNSH—
NCX>TEREICBRTEDHEN HYVET, ATVUY NN ORI ZFERATBHVPNIFUF
_C“li\ enroll.cisco.com I\\/*)L%EH_C)L—?‘f\/ﬁ?%ﬂZ‘E#& Uﬁ?o 7°D—7‘®%%é7h
PHERFEVAAL YU NMURLT T,



« 7’0—7 3: BHEKRAMAD HTTP get /auth/discovery, Discovery7R A M DfElk, ACRA
FYy7O77ANTODAARN=IFICISENSRENE T, 7O—TOFHEhZERIE
)X ALY NURLTT,

« 7O—7 4 BICEHRETNATVEPSNIZRL T, R— K 8905 £ T HTTP GET /auth/status
AN SSLBHTETENET, COERICE, ISEAlOEY>a WY IOTFTYTROOZAT
YRNPBRUTMACUANCEIZEBBIEENTVET, COBER. RTORAF ¥R
TECERELEEA, ERIFISEEBIPASICK > TREECATVET, co7O0—-70
R, 7O—THFRBEhE/ —RAI—YHIRIEENATVDIOERL / —RTHIHE.
ISEkEY>a2IDEUZAT NIRRT ENTEERT,

N coTO-TORE, ARFriE. RRCEITHUSL ALY MNBEL R TEES
CETTEET, USALYNELOERBRAF v TE. £y a v ERILLRAED
PSNA'. LB ERICEEE N PSNERL THABEN BV ET. ISE22& W EHOU Y
— 2T, USALIRBLOESAKRF v RIL—LTRE<BATHBCEIEELT
<EEW,

ROFIETE, 7O—TD120HFRELTIA AL I NURLEZELEBEBEORAFY7OLA
ICOVWTEHRBBLET ( 7O—REXFaTNY—I&ENTVET ),

AT Y7 21: Anyconnect ISERAF ¥ EZ1—)LiE, RET7 I —XATEEBLLEURLZFERALT
OZATIRNTAED ATV R—BIIAOERZEILET, CORKT, ISERFFRIDEH
Y2 arvhasoEHReEFERALT, VA4 TF7NTOEDIZOIR) D —ORIAIZBETVE
ED

ATYVT22: 9Z4AT> 7O 3ZV T RS —FHEnBE, ISERUSAL I N
ZR—b 8905 IZIRLF T,

ATY723: IT—2I2 MA'R—RN8905BHTISENDELEZEILET, CDELEPIC,
ISERRAF*7A774A4I), AT AT AT 1—). & KT AnyConnectEFH DURL%ZIR
LET,



NADs

551 exchangeon port 8305
"~ Connection protected by ISE Admin certificate

24a - AC configuration Download —

551 exchangeon port 8905 253
" Connection protected by ISE Admin certificate

- Updates Download and Installation if needed —»

Posture module sends information about

551 exchangeon port 8305
OPSWAT Calls - - - — 26a - idi i —
@ Connection protected by ISE Admin certificate system. ISE providing posture requirements

Posture module sends report.
27a - Status returned from ISE, PRA iftime if —

w S5Lexchangeon port 8905
configured

= " Connection protected by ISE Admin certificate
OPSWAT Calls

Session status updated with new posture status
Posture lease value written to the endpoint if

configured
CAQ Request N
T COAACK 28 .

Radius Authentiction

Dotly/MAB/VPN authentication _
2 |

Authorization policy selection.
At this stage ISE can use new posture status
“Compliant” to apply full access policy

Access-hoce
ot .

R1-4
ATYT24:ACISERAF ¥ ED 1 —IILREZISENASA I O—RLET,
AFYT 25 BERBEARAIVO—RESVAN—LEEHLET,

ATYT 26 : ACISERAFYED 1—)LIF. PATAICEITZAHEBER (OSN—>23a>, 1~
ARN=ILENhTVDEFIVTAEHR, BRTThSOEEN—2a0RE)ZRELFT,
DT, ACISERAFY¥ET 21—k, EF¥1VTF(HRICEATIEHREINET D0PSWAT
APIZEAET, REETNET—RRISEICEFENET, COERICHTZIHEEL T, ISER
RAFYEHR VAN EZRBLET, EFVUANE, RAFYRUV—NEBOFEREL TEIRS O
F9, ELLVRUS—IL—BEED LD, ISERTF/NAAROSON—23 Y (BEXRRICEE ) &R
v avIDOEEFEAL T, OSELEM (ADILDAPTIL—7" ) #&BRLET, Evra>

DDEE, 954 T7 M SEEEFEENET,

ATV T 2T : ZCOATYT T, 954T7 > NEOPSWATO—ILE, RAF Y EHEBIETS
FOMDOXNZAXLEFEALET. BEEVARNEZTDARAT—RAEZEURKLAR— MHISEIDZE
BENET, ISER}R. IVRRAVNOAVTSAT UV ART—RAICE T 2REKNBRERELT
SHREAGVET. COARATYTTIVRRA U RAFFEEMELTI—YEhDE, —EOBHE
ToavhRenEd, ERLTVWRIVRRAVMNDEFE, ISEROAV T4 TV ART—
RAEEYAVICEZERAHR, RAFY)—ANBRETNTVWEIHEE. REDRAF ¥ Z2A A
AR VTH#IVRRAVINEHRICEZIAZT T, RAFYORBRNF T RRAMNIEFEIE



T RATF ¥ BIA(PRA)DIZEE. PRADBEIZISEICLL >TZONT Y NZEANETIET,
EEHMSFUATR, AODREERBICANETT,

—MOBET 0232 (TFARNXYE-—DORR, UDIDEE, 7740 BERE
). RAFY I MEBKILCE2TERITENET,

- HDBERAT (AV.AS, WSUS, BLUSCCM)TRE, RAFYI—TJ I hER—FY
NEREBOOPSWAT APIBEAYBETT, CcOZFUATR, RAFYI-JIVNEE
ICEEERZHBICEFLET, BEAFR, EF1VTHRICLI > TEREITOIET,

N EFIUFARBFABYY—R (RBABEFY—/V ) EEETILEN HBBE
COBENUSALY NACLDACLTHAENT VB L ARBTBLENH 1) £ T,

AT Y T28ISENNCOAERZENADICIEELE T, chiZkV, I—HICHTHHL VBRI KV
H—EhDBENFHVET, NADIFCDERZCOAACKTHRZRTIXEN HVET, VPNT—
ATRCOAT Y ANERAEND o, HLLVRABREEFENBVIEICEBRLTSEEL
o D WIZ, ASARKBIDFRIANT X =2 (VA ALY NURL, YR AL T KACL, KT
DACL) Ztv>3a>AhSHIBRL., COAERRASHLVWNSX—2ZEALET,

AT j729 a1— ﬂ‘uﬂ?%%ﬁbb\wunﬁg?
EEREREEHE

« ®E. Cisco NAD COAMIBE, BRIRKISEICL>THEAZT N, ChiENADICHIOEY > 3
VIDTHUVERRAIEREFHBIDRSICERLET,

« ISEITIE, ALUEYZaIDER, UEIciREE ity a v EREBIATIHEN
HBE (COBERERAT—ERA ), BLRUPNhSOBHICES<KHLLVRIA7O77
A1IINEE)HETBDVENHDEERLET,

s EY I VIDAEEETNEZE, COBREFREL RO, T2 RAF ¥ 7OLAN
BEBEIhFT,

s BARAFYZEEBIZ O Y IVIANBETIhDI LTI, RAFY—REFERTESE
T COVFVATR, RAFYAT—RACEIZHEREII RRA NEHICREE L
B2V IVIDNMSHEEENEL .

ATYT7 30 RAFYAT—RAILETVT, ISEAITHLLVWRARY S —FBREhET,
ATY7 31 FILWARBMAEEENET IV AERN NAD ILEFEENET,

RO70—k, VDAALI NURLARAF ¥ 7O—T7ICK2TEHBENT (XFEDTY—TENT
W3 )., UEICESEE N IEPSNAREO T O—TIC& > TRBAThEZEDIFUAEHBELT
WET, CCTRITIRNTODARATY T Ik, 7O—T 4 DERELTPSNICKYRENDUTL
1%2KBE, VDAALYUNURLTODEEEEEF>E<KELTT, COTO—7HBREDEILELY S 3
COFBEZEERUPSNICEIEL 8BS, U7 LAICRETTORLARAZRETIRDEHICRAF YT
—JIVRNIKR>THEAT D EY S I VIDENEERET, UETICERENIEAY RIRY
BEOEY>AaVFA—F—LRAUTHEWVWES, Y2 a2 Iy o7y 7TRREBL, ZORENAC



ISERAFY¥EDI—IICIRENET, ZREMBEREL T, NoPolicy Server Detected X Y £— AT
VRIA—YICIEREIhFT,

. DNS
Clllent NADs ISE
) Sysbem Scanc
Soarching S polcy urver
— Thes couke talte L0 1 30 sexconds.
19
All probes are sent
20 simultaneousky
AnyConnect
Posture module HTTP GET Destination Default Gateway -
starts i .
Redirect expected DMS request enroll.cisco.com .
DNS reply=IP o
HTTP GET Destinaticnenroll.cisco.com _
Redirect expected "
20
HTTP GET Destination Discovery Host
Redirect expected
DMS request PSMN FQDN N
DNS reply=IP o
S5L over port 8905 to previous PSN if any N
Redirect not needed v
Flow when redirect URL Session lookup based on
has Not been received information in request IPs/MACs list
|
_ SSLconnectionto last successful PSN on port 8305 b - SR Modu_le s S"'Stefn giogzaticn |
' Connection protected by ISE Admin certificate with IPs/MACs list :
' 55Lconnectionto redirect URL on port 8305 o | ISE returns URLs for AC configuration [
" Connection protected by ISE Admin certificate AC package Download
S5L exchangeon port 8905 ‘ . .
-+ . - - 23b - o
Connection protected by ISE Admin certificate | E EEEE T il ¥
551 exchangeon port 8905 24p S
< - - - - Updates Download and Installati fneeded —»
Connection protected by ISE Admin certificate ‘ A= nieadandins fenfn
opswaTe ||5w S5 exchangeon port 8305 - Posture deuIE_sends |nfDrmatu:tn about )
a = “ Connection protected by ISE Admin certificate | system. ISE provides posture requirements
SSLexchangeon port 905 26b Posture module sends repart.
< : - : H —|
OPSWAT Calls g Connection protected by ISE Admin certificate ISE returns status

X1-5

ISE22DARAF ¥ 70—

ISE22BLBBON—23a > Tk, VAALIRNEVAAL IR ELOT7O0—0WA ZERICHR—
RLET, RIZ, VFAL IR LORAF Y 7O0—0O5FMEHAZRLET,



NAD= ISE

Client CDﬁ
— Eod —
|
.
Dotlx/MAB/VPN authentication Radius Authentication
= > > 2

DACL example (SW/ASA): 1 :

permit udp any any DHCP Authorization policy selection.

permit udp any any DNS Matched policy should contain posture condition {Unequal to

permit ip any host PSNs Compliant or Unknown)

I . B Authorization components :
ermit ip any host Remediation servers
e P any DACL (highly recommended) —name of DACL defined on ISE

Access-Accept
3

dacl=DACL_name

Access-Request/Access-Accept for
DACL if presented

&4
4

—
NAD applies DACL

For switches — endpoint IP address should be
presented in IPDT

e 3 DNS5 request ex: cpp.example.com 5
@ @ " DNSreply=IP DNS traffic needs to permitted inDACL —

HTTP GET Host Client Provisioning Portal 6
FODN

Userisopening CPP
portal

- ISE returning code 302 with full CPP URL —

=

X2-1
ATY 71 7O—OFRIDATY 7TT, dotix, MAB, EIZRFEVPNZFEATEET,

ATYT2ISEGRI—YORIAS LVURARI S —ZBIRTDIUEN HVYVET, RAF ¥ Tk, >
FTUATEREALERARI S —IC, aﬂﬂtiﬂﬁﬁf;tiﬁ%w;urriz%v7\7‘-—97«\@%5??{
FEENTLVRIRENHYVET, ChSsOmMEDT—RAZEH/N—TFBHIC, RAFF¥AT—=X
ANTHEHECERL TVREHZ2FEATEET, VAAMLINOBVRAFYOEFE, 82970
774 TWebVRA LV RNREZFEATIHVERHY)ELEA, RAFYRAT—RANFERTE
BUVBETI—YT7OtAZHRITDEHIC, DACLE - (FAirspace ACLOEH % 5| & i & #&5T
TEET,

ATY7 3 ISERRRABRUN BB T IV AERERLET,

AT Y7 4: DACLE N Access-AcceptTiIRE Ni-HF4E,. NADIKDACLO> TV ORI O—R
ZHBL. BA7A7 7ML ZREBRICEY I VICEHALET,

ATY7 5 HLLWF7O-FTR, UAALIKRNFTRARETHICEZBRELTVWR D,
A—FR@IZ4TF7> R 7OEZ I ZVIR—F)IOFQDNZFETANTEIZENHY KT,
CPPAR—%ZJLOFQDNIE, ISERINR—ZIIRETERIILENHY ET, DNSH—NDER
DSk, ALO—REPSNO—IILABMICBZ > TVBISEY—NZEIHLENHNET,



FIEG6: VAT NEHTTPZEELTOVZAT7N7OEED 3 Z>JR—2)LFQDNIZEEL
£, COERIFISERAITHETETN, BE2BR—ZFINURLFI9FTA T NIIBRENET,

Client NADs ISE DN3
e 7 55Lconnectionto full CPP portal URLon port 8243 _ 8
Connection protected by Client Provisioning portal certificate* o :
Session lookup.
Session lookup needed for single-signon.
ISE uses source IP for Radius session search. In case of failure user needs to
provide credentials
Client provisioning policy check:
Policy check is based on:
User Agent — retrieved from GET request, used for O5 and Agent selection
Session 1D — retrieved from session lookup, this value ISE uses to get all session
data (AD /LDAP group, Network Device Type/Location and so one)
e Azent Download link displayed to client. User ‘ .
downloads Network SetupAssistant, NSP file name o
contains CPP portal FODN
Metwork Setup Assistant
= o
HTTP GET Destination Default Gateway
Probe 1 >
o DNS request enroll.cisco.com N
- DNSrephy=IP .
10 Probe 2 HTTP GET Destination enroll.cisco.com >
» DNS request PSN FQDN _
DNSreply=IP
Probe 3 55Lconnectionto PSN FODN (download URL) on port 844 -
Connection protected by Client Provisioning portal certificate
55Lconnectionto CPP FADN (download URL)on port 8443
le— 11 - - — i i S
Connection protected by Client Provisioning portal Agent download and installation
certificate

X2-2

ATYTT7:URALINURL TRITBIS W IZAR—MNERO SSL #ERABYEINET (T2
LN 8443) . C K. ISERIA S DR—ZIILARABICKI > TREENET, V4T KT
OE23aZ>JR—ZII(CPP) A I—HIZRRENET,

ATFYT8: COARATYT TR, ISETCKRND2DNDARYRNAIRELET,

« VTN AT F(SSO)ISERRBIDEREZRAEDKRRERITLET. ISERF. 47
RADIUSEY 23> O®ET A ILRELTNT Y NOEEBERIPT RLAZEALET,

Ny avE. NTY RORERIPEEYSIYOTL—AIPT RLAO—KICES L
THBENET, 7L—LtchiEIP7RLARKEE., ISECK>TEETHITAYT
TYTF—RASHBENBLED, NADEITFHIL T A VI EEMITHIREN BV
T, £, SSORFEYI A EMETED / —RTOHKAETHD I CEICEFTELTLESE
We HERE, Y2 a2 HAPSNITRIAIENTWVWTE, FODNBAANPSN2ZFEL TWS
B4 . SSOXN_ALBEKLET.



c DSATORNTAED I ZUTRIS—OIIY VT YT : SSONKIL EHE. ISERE
BRI AUDNSOTF—REVSATUORNTZOELSOI— I N EFEATE
£9, SSONBMULEHE, IR ILTF OO Y E2REBETIHXEN HYYET, 1—H
REAMERIE, RS KRCAZIDARNT ( AD/LDAP/REI I —T ) hsmBEhizk, U5
AT7RN7TOBEDS I 0RO —F IV OICERATEET,

™. 5%:Cisco Bug ID CSCvd11574 RET. &8 1—H A ASIDR N 7RETBIME - EE
DOAD/ILDAPT I —7T DXV N—TH3HEE. ESSOT—ARICRITDVZ4F7 > N7OED
AT RS BREIC IS — A RRENDBANHYET, LROTEARFISE 2.3
FCSHASHEDEBETHY ., BETIHFEQUALTREBELADIIN—T%2ELEHT
CONTAINSEEH T 3 REHF BV T,

ATYVT9: 9SA4F7N7OEZIZU TRV —0BRE, ISERI—->2I2h0Ho2O
—RURLZI—HICEXRRLET. NSAODEDO—RZVUYOTRE, P7TIVT—>32 1
—HIZTY21ENET, NSAT7AILBICE. CPPR—ZI)OFQDNAEBENET,

ATYT10: COATYT T, NSARZ7O—7Z2E2TLUTISENDEHREZEILET, 22070
—J @Rk 7O—7THY, 32BEOTO—T7RURLUA ALV a>a#ERALEWVNRET
ISERe HETABDELDICHIFENTVET,

« NSANBRHOBREZTO—7 (F7 I KNTF—KRTIAANDOHTTP /auth/discovery ) ZEE L
F9, NSAFRKERELTUAAMLIMNURLZTFHILET,

« NSARK., BRHMO7O—7HARBIBE2BBO7O— T 2EBLET. 2BEBO7O—7 &
HTTP GET /auth/discovery T9, emollciscocomZ S, < MOFQDNIE, DNSH—/NIZ& 2T
EEICBRTEZDMVENHYET, ATVY NN RILEFERTSBVPNI FUF TR,
enroll.cisco.com >?~)L$\§H3_C)L_7_' 1 >73-%>92‘E/J‘5 U ﬁ?o

- NSAR, 3BEBND7O—7ZCPPR—RILR—NEHTOZATN7OED I ZV JR—
RX)LFQDNICEELET, COEXRICE, ISENfREHIZIMBEEN HD VY —AEBHITED
ESICTBIR—RIINEYIVIDICBETIBEHRNS EENET,

AT Y 7 11 NSAlEAnyconnect £ R BFEDED 1 —)ILZHA I O0—RLET, ¥ O—R7
OtAEk, 95478703 -0 R—ZILR—RNENLTETENET,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd11574

Client NADs ISE PSN ISE MNT DNS

l -‘U
All probes are sent
An\pConnect simultaneousky
Posture module HTTP GET Destinztion Default Gateway
starts i
Redirect expected DNS request enroll.cisco.com .
DNS reply= 1P o
HTTP GET Destinationenroll.cisco.com
Redirect expected
13
HTTP GET Destination Discowery Host
Redirect expected
S5Ltofirst PSN inConnectionDatmxm| on port 8443 _ =
Connection protected by Client Provisioning portal certificate -
Session lookup based on
Stage 1 inf - li
Discovery information in request IPs/MACs list
Probes < DNS request “Call home" FODN .
DNSreply=IF Sessionowner _
55Lconnectionto “Callhome” FODN on port B243, Goal isto get sesion owner FODN _ |lookupon MNT |
Connection protected by Client Provisioning portal certificate Information :
about owner
14 )
P DN5 request PSNs FODN from ConnectionData.xml N
- DNSreply=IP o
Probe 2
Sessionowner
i _ i ) lookup onMNT |
B _ 55Lconnectionto PSNs FODN from ConnectionData.xml on port 8443, Goal isto get sessionowner FODN N ) :
Stage2 h Connection protected by Client Provisioning portal certificate " | nformation
. about owner
Discovery
Frobes
_ 15 Posture process .
h Stepsarethesameasfor Pre 2.2 flow "

X2-3

AT YT 12ISE 22T, RAF+ 7OEAR2DOBEIHAMTVET, B1RKEICE
URLUSA ALY NZEET D BAE DT HERMEES R— NS BURORAF v+ F 4 ZAANUT
O—7 0ty NFRENET,

ATY713: F1BREICE., ERORAF ¥ F A AANIVT7O-THIXNTEENEKT. 70—
TOFMBICOVTR, ISE22& WHIORAF ¥ 7O—DAT Y 7202 HBL T EE L,

FE14 : F2BRBEICIE, ACISEFRAF Y ED 1 —I)LA, UAAL V3V FYR—RhEahTLiE
WREBTEY I UNRBIAENEPSNADEHZEBIUTEDLRSICTD2O00F71 AH/N) 7O
—THNEENTVET, F2BRETR., IXT07O0—7FEHLTVWET,

- 70—71: &YUOT7O—7HIZ, ACISERRF¥EZ1—/)LIE "CallHome'J AK1 A5
DIP/IFQDNE DML ZHTLET, 7O—TOX—5Y RO AN, ISEBIOACKRAF +
Z7O77A)NTERETIHENHYET, IPIFAQDNEH X TRYP>TERTEE T, ZII:I
EFERAL T, BCallHomeREDR— R ESZEERTEXRT. COR—KNF, 9547
R7OED3IZVIR—ZIIHFRTENDR—NEBUTHBIZHBEN HYET, Call
Homet —/NIZB8T 20547 MUIDERHIE, 1serosturecrexmlc D7 7 A ILIEIRD 7 %)L
'5{ dV) x£9, C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\ISE Posture\ & 59\%0
CallHomeZ—7'Y hAEv 232 ZMELTVEVWEER., CORBTHEEZ®RETS
BENHY)ET, ACISERAFvED 1 -k, HAlBEX—7Y NURLZEAL TAEE



BREZBHBIDRSICISEICETRLET .  jathngdiscovery request. £z, 954 F > NP&
MACDUAREEENTVE T, COXYE—IJHFPSNEYSIDTEEETNDE, &Y
WCO—HAILTILY DT Y THITONET (ZOILYIT YT Tk, ACISERAFYET 1
—WICK 2 TEFBEThEERASOIPEMACOEEN EAEAET ), v a HNRED
ASBEWEE, PSNIEMNT/—RIOTIVZHABLET, cOERICEMACUARNDANE
FNTVWB LS, FIEEOFQDNIEMNTA SEETHIHLEN HYET, TDOHR, PSNIEFTE
EZENDFQDNZ OV ZA T NIBLET, 94T MDSORODEREFE, URLEIPERT
MACDH ) A KN(Cauth/status A E€ENd LY 3> F—F—FQDNICEEENET,

s 7O0—72: COEET, ACISERAF¥ET 1—)LIF conectiondataxmZS8B, DT 7 A
L&, clusers

\AppDatalL ocal\Cisco\Cisco AnyConnect Secure Mobility Client\
ZZ8B, ACISERAFYEZ1—I)LIF., BRHIORAFvHITRICCOT 7 AN ZEKL
To cOT7F7AIICIE, ISEPSNFODNOJUARFEEFNTVET, VANOHERK, XD
ERFTHCBNCEHNTEET, COTO0—70RKEER. REOEY> 3> F—F—
NFODNZEBTHETYT, RRRF7O—71ERAUTTH, 70T 0OREDRRNE
BYET,
TINA AT BEROI—FICL>THEAET NI BEE, 774V EKRRENOI Y07 #)LA
ICEANET, BIOI—HFREIOT77MIILOEREFEATEEEA. ChiZkY), Call
Home®D X —%7Y RABEEATVWAEWESE, UAALIMNOBRVRIBETRENOBENF
ETDARENSBYET,

ATV 715 v arA—F—ICBIZBEHREMETSIE, BHEOINTOFERFISE 2.2&
aio7O0—&@BALUICEYET,

T

axX ;B

CHORFIXNTE, ASAVIRERY NT—=D POEA FNAARELTHERAEIhET, IXTO
TANE, VPN EHTRATF v ZEALTREENET, VPNEHORAF Y ZHR—KTB 1
ODASAREF., CORFIXVNOHBHEATT, FMHICOVWTEF, TASAN—2329.2.1
VPNRAF ¥ LISEQREH. Z2ZRL T IEE W,

N EVPNI—HEERLEBATE, USALY M—ADKRF v+ ERETSC & &HE
L& T, callhomelistDFRERFHERENELE A, IEvpnR—ADITXTOI—HIZHL T, R
AF v ABEENTVBPSNE BELE VLS ZDACLAERE hTWB ot sRBLET

[¢]

XY RI—=UK


https://www.cisco.com/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html

10.48.30.40 10.48.30.41 10.48.17.245
skuchere-ise22-1.example.com  skuchere-ise22-2.example.com  skuchere-ise22-2.example.com
CPP portal - skuchere-ise22-cpp.example.com

Primary PAN Secondary PAN
Primary MNT Secondary MNT PSN
PSN PSN

| o

BB connection
BB connection 10.62.145.44

;‘ 10.62.145.121 E

VPN Adapter
10.62.145.121

X3-1

CORNRODPETANTHEAENET., ASATIE. NATHEEEICKY ., 2547 ~70OED3Z
VOR=BZBINDSSOXNZALAPSNRITREAL LZBEDOTF VA ZBEICIZIL—FTEE
¥, VPNLOBEDORAF ¥ 7O0—DFE. NATREE, 1—FHFEIXYRNTD—IJICABDEE
IZVPN IPIZX L TRFIEhBEWVIZ®, SSORERICHETILENHVET.

A 74F¥a1L—>3>
VAT N 7O I Z T ORKRE
AnyconnectD R EZ EHET B FIERFROES T,

AT Y7 1: Anyconnect/N\Y T — DA U O— R, Anyconnect /NY o —2 Bk ISE A5 D
BEESVO-RICEEATERZVOT, RAKRTSHIICACH PC LTHEATRETHAI 2R
RLTLKEEV, ROV OEACE I O—RICEATEEXRT,
https://www.cisco.com/site/us/en/products/security/secure-client/index.html Ic 7Vt AL T £&
Wo CORFIXPNTIE, anyconnect-win-4.4.00243-webdeploy-ko.pkg /N Y T — AMEHENE T,

ATY T 2: ACNY T —DZISEICT Y 7O—RTBICIE,  Policy > Policy Elements > Reslts > Client
Provisioning > Resources? 1) ¥ I U T AddZ SR, O—HIT 1 AU H SAgent resourcesZiBIRL £ 7
o MILWI 42 RIJT, CisoProvided Packages, 7 ') Y 9 browse PCODAC/NY T —D ZBIRL £ T,


https://www.cisco.com/site/us/en/products/security/secure-client/index.html

Agent Resources From Local Disk = Agent Resources From Local Disk

Agent Resources From Local Disk

Category |Ci5cn Provided Packages v

anyconnect-win-4.4.00243-webdeploy-k9.pkg

* AnyConnect Uploaded Resources

Name 4 Type Version

AnyConnectDesktopWindows 4.4.24...  AnyConnectDesktopWindows 4.4.243.0

G

K3-2

)Y siomit BV OLTAVR—NERETLET,

Description

AnyConnect Secure Mobility Clie...

ATV 3: AVTSATVARAED 1= ZISELT Y 7O—RTDHBENHYWET, BLR—D
T. Add ZiBIRL, AgentresourcesfromCiscositt® S8, VY —AUARNT, AT SAT7AED 2
— ) ZBRITILENf BV ET, CORFIXDNTIE,  AnyConnectComplianceModuleWindows 4.2.508.0 _1

DT AT AR 1A ERENET,

ATYT4: CCT, ACRAFY¥7TO77AINEERTIHBENHYET, JUY YD Ad Z&E

?R L. NAC agent or Anyconnect posture profile’E ’;%F“ °

ISE Posture Agent Profile Settings = New Profile

Posture Agent Profile Settings

AnyConnect T d.
"Name. | ac44-posture b.
Description:

X3-3

s JO77ANDOERATZBRLET, CDZF U FTREAnyConnectZEATIHEN HVY)



F9,

- 7O77AMNBEEELET, ICBBLET,

o

PostureProtocol 2723 SHBL TS EE W

Parameter

Value

Motes

PRA retransmission time

120 SeCS

Discovery host

* Sener name rules

need to be blank by default to force admin to
enter avalue. ™" means agent will connect
to all

Call Home List

skuchere-ise22-2.examp

List of IP addresses, FQDMNs with or without
port must be comma-separated and with
colon in between the IP address/FQDOMN and
the port. Example: IPaddress/iFQDMN:Port
(Port number should be the same, specified
in the Client Provisioning portal)

Back-off Timer

secs

Entervalue of back-off timer in seconds, the
supported range is between 10s - 600s.

3-4

« Specify the severNameRuesc D7 1 —)LRZZIZTDEWRRTEERRA, cOT71—)LRIC
&, ACISERRAF Y EZ 1—/LOEHRZETZBATMZERA SPSNIZHIRT S, D1 KRA
—REFEHALUEFODNZEHD ENTEET, VIFNHADFQDNZFATEIHEN H D5
ek, Bz ET,

« CCTEEENEBREEIPIER., RAFY FARAANVOE 2 BEETERAEAET, BEik
AR TEXYPBDENTEXET, £, JOVZFEHAL TFQDN/IPORICIR—RNESZIE
ITHEETEET, GPOFLERTOMOY T NI I 77O I ZVIJ I AT APSN)Z
FERALT (ISEVZA4T7 > N7OED a0 R—ZIDSTREL ) FTINAFTNRT
BEAETNIACTI, CallHome7 RL ADOFENFFTHRICEET, Chik, ISEPSNICIE
FICEETEZ1DOOTO—TDRTHZIEHTT, DFY, FONATN RACTOED
IZ2U0EE, EBERACTOV7AIINITF 4 2ZERALTACISERAF Y7’ O07 74
ILZEERL., ACDAVARN=IEEEICCDT7AINEZ7AOED I _TTHHENHY)

£

N sE-CallHome7 RLADBER TILF 1—HPCIE " TEETH B L ICEBL T
W ISE 22 BEORRF + JO—DRAFY T14EEALET.

ATY 7T 5: ACREZERLET, BEIEL Policy> Policy Elements> Results > Client Provisioning > Resources,

U9 addZiEIRL .

AnyConnect Configuration = %5 il



AnyConnect Configuration = New AnyConnect Configuration

* Select AnyConnect Package]| AnyConnectDesktopWindows 4.4.243.0 v| d.
* Configuration Mame| ac-44-cco | b
Description:
DescriptionValue Hotes

* Compliance Module) AnyConnectComplianceModuleWindows 4.2.508.0 «| ¢

AnyConnect Module Selection
ISE Posture
VPN
Metwork Access r-.«1anager|:|
Web Securit_|
AMP Enabler_
ASA Posture[]
Network Visibilitd_]
Lmbrella Roaming Securitﬂ:l
Start Before Lngnnlj
Diagnostic and Reporting Teol]

Profile Selection

* ISE Posture| AC-44-Posture v| d.

3-5

AC/\"‘V’T JEEBERLET,

CEREBZANDLZET,
. ]/7747"/7\%/1 LON—=23a2ZBRLUET,
ROYTHIVUARASACRAFYREZO7 7ML EERLET,

FIEG6: V5A4F> 7O a2 TR —%BRELET, BEIKEL Policy > Client Provisioning® 5
B, HRENEEE. T7AINTRRENDRIS—ICEQOEEANTEET, BEOKRA
FYREICARI—ZEMTIHLEN HBEEEF. BRATEDRI—(CBEBL., Dulicae
Above & =& DupllcateBeIOWE/,\o FOoE<FHLOVWARUS —ZRERTDEETEET,

CORFIXVNTHEAETATVEIRIS—OHIZRIZRLET,



"t \dentity Services Engine Home » Gantext Visibility

PolicySels  Profiling  Posture | Client Proisioning  » Policy Elements
Click here to do wiraless

Client Provisioning Policy

perabing Systems Other Conditions Results
- | AC-44 | | Any ] Windews All ] EXAMPLE-ExtarnalGroups EQ. AC-44-CCO

Agent Configuration
Agent |ac44-ccol

Native Supplicant Configuration
Config Wizard| Choose a Config Wizard |
Wizard Profile| Choosa a Wizard Profie I

3-6

BREVIVTACREZERLET, SSONFKRKLIEBEICE. ISERR—Z)ILAOOTA

VOBEULAFEOENTERRA, ChSDEMR., REESITATIDARNTASI—HICHE
LTEETERIRHICREENE T, CORFIXVRNTR, ADJIL—TRIZ4T7> 70O
DaZVIRID—ORBELTERETINET,

RAF ¥ RUS—BLOFMH

BEBRAFYFIVIONMERAENET, ISEE. I RF/NA AfITWindow Defenderty—E A
NDAT—RABRERTDRSICERESCNTVET, EBOFIAFRFE > EEMICEDTEMN
HYVEITH, BN EREFIEFEELUTY,

ATYT1: RAFYZRHEEZERLET, RAF Y EHEE.  Policy > Policy Elements> Conditions > Posture
BB, RAFYERHEDORA T %BIRLUET, Windows Defendertt —EANRITEhTVWBH E
SHEBFAITILEN BB —EAZHOHZRICRLUET,



senice Conditions List = WinDefend

Service Condition

*Mame | WinDefend

Description

* Operating Systems  Windows All

Compliance Module Anyversion

* Senvice Name JinDefend

Semnvice Dperator | Running v

(Reset)

X3-7

ATV 2: RAFYEHDIRTE. BEIKL rolicy > Policy Elements > Results > Posture > Requirements® 2 B8, IR
2. Window DefenderF T ¥ V0 flEZRLET,

Winbefend ] for | Windon UBING  4.x o Bter N using [ Dssbled - metl | winDefend | men [ Meszage Done
Action |Message Text Only v
Note: Remediation Action is itered bacted on thé operaing Sy1em and S1#amh mode seledion. Only Supported remediation|  Message Shown to Agent Usar [Enabis WinDafend |

3-8
HUVWEHTRATF v RHEZBRL, BET7 I3V ZEELET,

ATYT3: RAFYRII—DEREBIEL rolicy>pPosture2S B, CORFIXINTHEHATS
R —OHZERICRLUET, RUI—ICEHEE L TEVY HTS hi-Windows Defender® E4
oY), FHEELTHTEADTIL—TBOXNEENRTVET,



PolicySets  Prefling  Posture | Cliert Provisioning  » Policy Elements

Posture Policy

talus  Rule Mame peraiing Systams Compliance Module Other Conditions Requirements
B - [ wnbdefend 1 Any Winds 4.3 or tar -] Deablad -] EXAMPLE Exdernal WinDelend

[wrDafend

X3-9
DSATN7AED 3 Z U TR—RIOERE

DAALIRNBELORAF YT, 95472 RN7OED I VT R—ZRIIORELZRET D&
ENfHYET, BEFL Adminisration> Device Porta Management > Client ProvisioningT 7 # )L N D 7R— & )| & fiE
A3dcet, MEDKR—ZRIILEERTZDEETEET, ALAR—ZILE, UFALIKNDE
BICHAHIPDOSTHAOERBICERATERT,

Authentication method:*l T o = | a

Configure authentication methods ai:
Administration > ldentity Management > Identity
Source Sequences

Configure authorized groups
Liser account with Super aadmin prvilege or ERS admin privitege wil have access fo the portal

ALL_ACCOUNTS (default) - EXAMPLE: example.com/Users/Domain Uz » b.
Employee

EXAMPLE: example.com/Skuchere OLU/Bos:
EXAMPLE:example.com/Skuchere OLUIFina
EXAMPLE: example.com/Skuchere OUATGF o
EXAMPLE example.com/Skuchere OLStaff
GROUP_ACCOUNTS (default) e
OWN_ACCOUNTS (default)

# Choose all X Clear all

Fully qualified domain name (FQDN): | skuchere-ise22-cpp.exan |

C.

Idle timeout: | 10 | 1-30 (minutes)

K£:3-10
VEALIRUADSFIATRE, R—RIRETRORELMETIHLENHVET,

- [RRRE]T. SSONf'1—H—0tv> 3 zRBo0shiBzEVEESICERATIXEN $BIDY—
A= AZEBELET,

« BRULIDY—ARS—T VA>T, EATEZTIL-—TOUVARNRHIRAENET, C
DRERT, R—ZNOTAUHAHAEAhTVRTIN—TZERIZDZBENF HVET,

« DATRNTAOEZAZVIR—BIHISACZRAITIHBEN B> FIFATR. 75
AT7> 870232V R—2)OFQDNZIEET D HLENf HVET. COFQDNIE,
ISEPSN IPIZFERAIBETH I HBEN BV ET, ZAOEHERTRIC, Web7 ZIHT
FODNZEET D LD ICI—HICETRITILEN HY XTI,



WAZO77ALB LTRSS —DOFRE

RAFYAT—BZANERATEBRVEEDIZAT NONBT I AZHRIZDBEN BV E
T ChIEBDFETERRTERY,

« DACLOEI)HT : POV AR 7T —X Tk, DACLEZI—HICEIY YU TTT IV EAREH|
[RTEEd, COTF7O0—FEk., >AAFRYNDI—DO TIOCAFNAAIERATEET,

« VLANE|V) HT : RRAF YR TBEC, I—HFEHRAZVLANICEETEE T, 0D
T70—F&k, BEITXNTONADR A —TCHEICHEETIHEN HVYET,

« Radius 742 ID: COEMICEKY), NAD TO—HIICEELEACL 2, RAF ¥ AT
—ZANFTEBZI—HFICEN) HTBENTEFRT, CchiFEEDRFCEMETHD S,
D7 7O0—FREIXNTONADR A —IZBLTVBIRENF HV)ET,

ATY 7 1:DACLEHRELE T, COAIEASAICESTVWTVWSH, NADDACL 2 FHTE X
T, EBOF VAT, AREEATSaELTVLANELER 71 RIDEERTDHEND
VVET,

DACL%ZYER T B (CI&. Policy > Policy Elements > Results > Authorization > Downloadable ACLs 1) ¥ 2 U T Add%&
SR
I3V

THBRAF VREOE., DB EEROEREZRBEIDIHEN HYVET,

* DNS hZ71v75

« DHCP RT3 74V %

« ISEPSN (7R—KR80B&LT443) NDRS T4V 9, R—RIDOEFHNEFQDNEFHL Z &
NTEET, CPR—ZIINFRTENTVSRR—NEE, 72 NT8443T, TUEBRMD
EHIZR—NIE8905T ),

- RERFE. BET-—NNONZT1YvD

I EEY—/N& L O DACL OfFITT,

Downlocadable ACL List > New Downloadable ACL

Downloadable ACL

* Mame | VPN-No-Redirect-Unknown

Description

* DACL Content 1| permit udp any any eq 53
3 permit tep any host 10.48.30.40 eq B0
4 permit tcp any host 10.48.30.40 eq 443
8 permit tcp any host 10.48.30.40 eq B443
B permit tcp any host 10.48.30.40 eq 8205
¥ permit tep any host 10.46.30.41 eq B0
B permit tcp any host 10.48.30.41 eq 443
8 permit tcp any host 10.48.30.41 eq B443
10 permit tcp any host 10.48.30.41 eq B305

» Check DACL Syntax

Csuome JET



X %&3-11
ATV 2: 707 74N %ERELET,

BEEBY, RAFYICE 2 DORATOT77AINVETT, HROOT7O7 74K, FE
NEBEOXY ND—OFTVEAFR ( COFITHEMATBDACLZZF>Z7’O7 74 ) FEENT
WBREBNFHYET, cOZT7OT77AIIE, RAFY¥ AT —F AN ERICELLLBEVEREEICEA
TEET, 2BBORT7A77AINICRHFAT VLA G REEDDENTE, RAFYRAT—
BRAN AT SATACELWEY S I VI ICHEATEEY,

:‘F—I7°EI77’()L7E1’IEEE?%L: &, ROFIEIZHEWVWET, Policy > Policy Elements > Results > Authorization >

Authorization Proﬂles’i 5 , 1o

FHRNETIERATOT77AILOH

Autharization Profiles = VPN-No-Redirect-Unknown
Authorization Profile

*Mame | VPMN-Mo-Redirect-Unknown

Description
*Access Type [ accESS ACCEPT v
Metwork Device Profile debs Cisco | w | 6

Senvice Template [

Track Movement =] ;

Passive ldentity Tracking [7] ;

* Common Tasks

DACL Mame VPN-No-Redirect-Unknown

R £3-12

COBITEE, RAFYAT—ZRAFIVIONrRBILER., F7AIMDISEZ7OT774)
PermitAccessA'tY > a I ICERAEhET,



ATYTZ 3 FFARIVY—ZRELE T, COFIETE, 200RBARIS —ZERTDLEN D
WET. 128, FHBRATFYAT-RAZFONHRIAEREZRE IS HET, 2281,
EEBRATFYTOARAORICTLT IV EAZEHTRHETT,

BEDRMBEEAR) S —0FlZRICRLET,

¥ Authorization Policy

» Exceptions (D)

Status Rule Mame Conditions {identity groups and other conditions) Permissions

#* Posture-Compliant Session:PostureStatus EQUALS Compliant PermitAccess
EXAMPLE:ExternalGroups EQUALS
example.com/Users/Domain Users

# Posture-Unknown- Session:PostureStatus NOT_EQUALS VPN-Mo-Redirect-Unknown
Mo-Redirect Compliant EXAMPLE:External Groups
EQUALS example.comiUsers/Domain Users
Default DenyAccess
X #3-13

AL R —DRERFCORFIXNO—HTRERHYEEBAN, FBERV—OREA KT
BHEIC, WA RTENBIBENF BB EITEFBLTLSEEWY,

e

70—OEEANBHKRILE, XAO3IDOFELZFIETERTEET,

[\

:au

ATY 71 BT O—0O#&EL,

= Refresh @ ResetRepeaiCounts B2 EwporTo- ¥Fier- -
Status Detalls Repeat Identity Endpoint ID Endpoint P...  Authenticat... Authonzati Authorization Profiies IP Address
o a.
[} d.
[
b.
a e o00e7eDOFS
4-1

1. ¥)HARERE. COFIETR, RATOAT77AUANEAETATVIKRAZBRDENTERT
o FTHILBAVWRAZ7O77AIIFBRE WSS, FHlSFRELR—FZBELEI, C
DLR—BNE, [FHEFIOBRRETAAZIIYITREREERT, FHABRELKR—K
NEMZ, BREITZTFEDRARIS—ORBFELBRTERT,

2.DACLEIVO—R ARV N, COXFHE, FRRLAICERE M ERATO77 1)
ICDACLEANBEENTVWREEICOARRENET,



J.AR—ZIIFEE : 7O0—DZOFIEE, SSOXAZALNFI—HEvZaveRoiishi
A2CEZRLET, BROFRENEZSNET,
* NADA'TAHIVTAVIXY =D ZEFBITRELSCRECATVWEVSL, TL—A
LENIZIPT RLAAXY E—DHICFELELRA
« CPPR—ZJLOFQDNIE, FBFAALEBEN / — REFERBBISE/— RDIPIZHE
RENTVEXRT
« DZAT 2 RNENATOERICHYET

4. Y2 3aVF—20OEE, COREOHTI., Y 3> OREN UnknownhH 5
CompliantiC ZEEEhTVWET,

5. XY NID—OTFOEAFT/INA ANDCOA, CDHOCOAIE. NADRIASHFHL VSR 7y 1
L. ISERITHLVERAIRU S — 2B M TR EHICRITEISEN HY)ET. COAN KK
LiEBmak. Eifﬁlﬂb?ﬁ-h?&ﬁﬁb\‘(ﬁ’é%ﬁﬁ‘@éim COANKRE — MM s BE X IR D
EHBYTT,
« COARALTIN : ZDFE. ERZHEFELEPSNANADBIOCOAY ZA T hEL
THREENATVEVA, COABERNERTROYIEATVET,
« COABEACK: COA [ NAD ICZITEIShEL N, ASHDEHRT COABREE
BIEBTERBD 2IECEZRLET, CcOFUFTIE, FHLAR—NICFEMAZEHAN
EFENTVBXLRENHVYET,

COBITIFASAANADE L THEAZATVD oS, IV ICRNITIREDFAERERIDTER
Bh, chid, VPNUY—EAOHKZERET S - ICISENASAICCOAT Y 1 2FERTHH
TY, COLSIBIFTIATERE. COABFRICHLVRANTIXA—FAEEIATVD -8, BFE:
FHEHY XA

ATYVT2: 9247 7O 3 ZV TRV —OBROKRI : COHIC, I-—VICEAE
NEOZATRN7OEDa ZV ORI —2BBIDDICKRIDLAR—NEISETETTESR
EE

BEE Operations > Reports Endpoint and Users > Client Provisioning PVEZAMSD LAR—b Eiﬁ' LET,

Client Provisioning @ + liyReports 2 ExportTo ~ © Schedule
From 2017-02-04 00:00:00.0 to 2017-03-06 21:06:33 980

T Fiter= T Retrech G-
Logged At O server Event O identity Client Provisioning Policy Matched Fallure Reason

td st 30 Dave |7 X

X4-2

COLAR—RTRE, BRENEIVZSATN7AED I Z TRV — BB TEET, £/,
Bﬁ%b‘“%ﬁbt%ém\ Failure Reason 7]51\

ATVY 703 . 7]':7\7"\’ |./7.|_:_ I\G)*ﬁﬁﬁ . L:gﬁll/i?o Operations > Reports Endpoint and Users > Posture



Assessment by Endpoint x %Q Jici

Posture Assessment by Endpoint i ] 4 Wy Repors B Export To = @ Schedule

From 2017-02-04 00:00:00,0 to 2017-03-06 21:24:17 603

Logged At Status Details O identity @ Endpoint ID IP Address Endpoint QS

B o
-

X4-3

CChS, BREDEARNDOFMLARA—RNZRA<SENTEERT, LEARF, COLKR—KAH
B92tv>3aviD, IVRRAVNIRUTISEL L > TERE NI ERBRATFYEH, &
BEHOAT—BABEZRATELT,

NZ7LZ1—hK
— B

RAFY7OCRAORNZ TN 2—F 420 TR, RAFY7TOCANFRETHAELEOHS
ISE/—RTFNYITIB1HIC, ROISEAVER—FXV N E2BMIITILEN BV ET,

 dientwebapp - L—J I NFOED a Z 0 #2#BYHSZIVR—FX N, =5y NOT 7
7 A ) guestlog & isepsclog’® SR,

s guestacess — P TATRNTOED I ZUPR—FZIINIAVR—ZF ety VHF—F—D
WY OFy72BETRAVR—FK N (ERFBOLEPSNICEIELEEE ). 2—TY N
OJ774) - gueslog®SHR,

® provisioning — 75’(77 |\7°|:| E:/“El:\/7‘7.ﬁu :/—QIEE?EEUI?%)]\/ZR—*\/ Noe Z—
FYRNOT 774 - guestlog® S HR,

e posture — FNTORAFYEEAAR KN, X—=FY RNOATT7 7 A4 - isepsclogZ S B,

94T NIORNZ TN 1—F42 TR, ROORXY REFEHATEEXT,

« wisnsalog — P TZA T NITOZATRTOED I ZVINFRBLUIEBE, COTT74
LENSAHKRODO—RENETANFERUT7 A NZICEHRENET (BER
Windows DO FA LUK ZFDO—-RLET ),

* AnyComnect_ISEPosturetxt — < D7 7 A )&, T4 LI NUADODARTN RILIZH V) ET,

Cisco AnyConnect ISE PostureModuIe’E’}ﬂg\o ISE PSN7 4 AA/\V 3’33'\07.'_\07\7"\’ 7D—®_ﬂgﬂ’9
BFIEICEITZINTOERE. COT7AMINICRBRENET,

—BNBERAEOD NS TN —FT142 Y
SSO BEnmEE

SSONRBLEBZBE. XOXYE—TH iepclogc D—EDO XY =2, Y2 a v RENIE



BILRTL, R—Z)LTORAZAFYTTEDZLZEZRLET,

<#root>
2016-11-09 15:07:35,951 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.PostureRu

| ooking for Radius session with input values : sessionld: null, MacAddr: null, ipAddr: 10.62.145.121

2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.PostureRu
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.PostureRu
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.PostureRu
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.PostureRu
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.PostureRu

Found sessi on ¢c0a801010002600058232bb8 usi ng i pAddr 10. 62. 145. 121

THFANT A2 RD5-1
IVRERAZRDIPT RLAZREF—ELTEALT, COBHREZERDTDZENTERT,

FARNOATOL LRI, FBEANFAFY TEhECEZRABIIVEN HYET,

<#root>

2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] guestaccess.flowmanager.step.cp.CPI
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] com.cisco.ise.portalSessionManager.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] com.cisco.ise.portalSessionManager.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] guestaccess.flowmanager.step.cp.CPI

Login step will be skipped, as the session =c0a801010002600058232bb8 al ready establi shed for nmac address

2016-11-09 15:07:36,066 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cpm.guestaccess.flowmanager.process

FEANT A K52

SSONKMEEEL BEWIEBE. isspclog 77 AILICIKE., Y23y OFT vy 7ORBMICETSE®RL
EEIhTVWET,

<{froot>

2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu

| ooking for session using | P 10.62. 145. 44



2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu

No Radi us session found

TF¥FARND A2 RDI5-3

M guestlog DL SBIFE, R—RIITREBZI—YFAZERBIZIBENHYVET,

<tfroot>

2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St

Ret ur ni ng next step =LOG N

2017-02-23 17:59:00,780 INFO [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.Ste

R—ZRI) TRALICKHML 235E
RTHERENTVERTA, EQJTIL—THFOJ1>%

9747 7OED

DZATR7AED I ZVJRID—OEREERERFR2 LRV —REBEAREL LBER.

~w

guestlog FFARIC D WV T UK,

<tfroot>

2017-02- 23

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

suserl: -

17:

17:
17:
17:
17:
17:
17:
17:

59:

59:

59

59

07,080

07,080

:07,080
59:
59:

07,080
07,080

:07,080
59:
59:

07,080
07,505

F¥AND 1 RI54

. R—=&)

Mile s 2ZZRLTSEEL,

DEBUG [ htt p- bi 0- 10

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

CP Policy Status =SUCCESS,

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

48.

48.
48.
48.
48.
48.
48.
48.

17.

17.

17

17
17

needToDoVI an=f al se,

249-8443- exec- 2] []

249-8443-exec-2][]

.249-8443-exec-2][]
17.

249-8443-exec-2][]

.249-8443-exec-2][]
.249-8443-exec-2][]
17.
17.

249-8443-exec-2][]
249-8443-exec-2][]

THFANT A2 RDI5-5

AZVTRIVD—OBRONZ TN a—FT127T

RENKIAICERZESHBENHNET, ENDIDA
FFAIENERT A,

guest access. f | owmanager . st ep. guest . (

cpm.guestaccess.common.utils.0OSMapp
cpm.guestaccess.common.utils.0OSMapp

guestaccess
guestaccess
guestaccess
guestaccess
guestaccess

CoaAct i on=NO_COA

.flowmanager.
.flowmanager.

.flowmanager

step.guest.

step.guest

.step.guest
.flowmanager.
.flowmanager.

step.guest
step.guest



RYOONFHIT, £ aVICRATRBEB/BIRIS—BRIVIVICEDRSICEAEThD L &
BETEET, RUZ—D—HBLBWVWES, FLEERV—HFELL-HLABEVEERE, 2
SESNDEMEIZATRNTOED I ZV IRV —RELHRTERT ., HREOXFE
RS —BROART—FAZRLET,

RAF+Y 7O0CAONS TN a1—F1425

V74T RITR, Z7O-T7E2ORFROBEICEAVDN HBIMENF HYVET, RIS, RIHLE
AT—=2170—-7T 0hlEeRLET,

TNl NdehRdh Nl Nl Nl Rl ddhddhddehddhddhddn

Date : 02/23/2017
Time : 17:59:57
Type : Unknown
Source : acise

Description : Function: Target::Probe
Thread Id: O0x4F8

File: SwiftHttpRunner.cpp

Line: 1415

Level: debug

PSN probe skuchere-ise22-cpp.example.com with path /auth/status, status is -1..

FededelddefhddefhddRhdd il AR hdd Nl dfhddhddin

THFAND 42 RTI5-6

CORBET, PSNEEYZIVF—FT—ICHIDACKERICERVET, ChoOXYE—JRBFET
BRTEXT,

Date : 02/23/2017
Time : 17:59:58
Type : Unknown
Source : acise

Description : Function: Target::probeRecentConnectedHeadEnd
Thread Id: OxBE4

File: SwiftHttpRunner.cpp

Line: 1674

Level: debug

Target skuchere-ise22-2.example.com, posture status is Unknown..



THFANT A RDE-7
Y2 alomBEERG. XEZINTOBHEI—IVMIERLET,

Date : 02/23/2017
Time : 17:59:58
Type : Unknown
Source : acise

Description : Function: SwiftHttpRunner::invokePosture
Thread Id: OxFCC

File: SwiftHttpRunner.cpp

Line: 1339

Level: debug

MSG_NS_SWISS_NEW_SESSION, <?xml version="1.0" ?>

<root>

<IP></IP>

<FQDN>skuchere-ise22-2.example.com</FQDN>

<PostureDomain>posture_domain</PostureDomain>
<sessionId>c0a801010009e00058af0f7b</sessionId>
<configUri>/auth/anyconnect?uuid=106a93c0-9f71-471c-ac6c-a2f935d51a36</configUri>
<AcPackUri>/auth/provisioning/download/81d12d4b-ff58-41a3-84db-5d7c73d08304</AcPackUri>
<AcPackPort>8443</AcPackPort>

<AcPackVer>4.4.243.0</AcPackVer>

<PostureStatus>Unknown</PostureStatus>

<PosturePort>8443</PosturePort>

<PosturePath>/auth/perfigo_validate. jsp</PosturePath>

<PRAConfig>0</PRAConfig>

<StatusPath>/auth/status</StatusPath>
<BackupServers>skuchere-ise22-1.example.com,skuchere-ise22-3.example.com</BackupServers>
</root>

TF¥FARND A2 R5-8

PSNAIA S, CNESDXYE—JICEREYHTBRENTEET, guestlog /—RICEEFEE N
BPRVDERNF Y2 arzmELTVWEVEFEEIDES .

<{froot>

2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi

mac_list fromhttp request ==> 00: OB: 7F: DO: F8: F4, 00: 0B: 7F: DO: F8: F4



2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][]

iplist fromhttp

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

17
17
17
17
17

:59:
:59:
:59:
:59:
:59:

r equest

56,345
56,345
56,345
56,368
56,369

==> 172.16.31.12, 10. 62. 145. 95

DEBUG
DEBUG
DEBUG
DEBUG
ERROR

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

48.
48.
48.
48.
48.

17

17

.249-8443-exec-10][]
17.
17.

249-8443-exec-10][]
249-8443-exec-10][]

.249-8443-exec-10][]
17.

249-8443-exec-10][]

cisco.cpm.client.posture.NextGenD1i

cisco.cpm.client.posture.NextGenDi
cpm.client.provisioning.utils.Prov
cpm.client.provisioning.utils.Prov
cisco.cpm.client.posture.NextGenDi
cpm.client.provisioning.utils.Prov

Session Info is nul

2017-02-23
2017-02-23
2017-02-23

17:59:56,369
17:59:56,369
17:59:56,369

DEBUG
DEBUG
DEBUG

[http-bio-10.
[http-bio-10.
[http-bio-10.

48.
48.
48.

17.
17.
17

249-8443-exec-10][]
249-8443-exec-10][]
.249-8443-exec-10][]

client.posture.NextGenDi
client.posture.NextGenDi
client.posture.NextGenDi

cisco.cpm.
cisco.cpm.
cisco.cpm.

Per f or mi ng

2017-02-23

MNT | ook up for nmacAddress ==> 00-0B- 7F- DO- F8- F4

17:59:56,539 DEBUG [http-bi0-10.48.17.249-8443-exec-10][] cisco.cpm.

Per f or med MNT

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

17:
17:
17:

17

17:
17:

17

17:
17:

17

| ookup,

59:
59:
59:
:59:
59:
59:
:59:
59:
59:
:59:

56,539
56,541
56,541
56,541
56,545
56,545
56,545
56,545
56,545
56,545

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

found session 0 with

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

client.posture.NextGenDi

session id c0a801010009e00058af Of 7b

48.
48.
48.
48.
48.
48.
48.
48.
48.
48.

17

17

17

17

.249-8443-exec-10][]
17.
17.

249-8443-exec-10][]
249-8443-exec-10][]

.249-8443-exec-10][]
17.
17.

249-8443-exec-10][]
249-8443-exec-10][]

.249-8443-exec-10][]
17.
17.

249-8443-exec-10][]
249-8443-exec-10][]

.249-8443-exec-10][]

THFANT A2 RDT5-9

Prov
Prov
Prov

utils.
utils.
utils.

cpm.
cpm.
cpm.

client.provisioning.
client.provisioning.
client.provisioning.
cpm.client.provisioning.utils.Prov
cpm.client.provisioning.utils.Prov
cisco.cpm.client.posture.NextGenDi
cisco.cpm.client.posture.NextGenDi
cisco.cpm.client.posture.NextGenDi
cpm.client.provisioning.utils.Prov
cpm.client.provisioning.utils.Prov

CCTR, PSNARAIICO—ALTEYZa>ZBRELELS EL, BERERICIPEMACOU A
NEFERALTEY 3 F—F—Z2BETAIMNTNOERZHABIDENfDAVET,

DLRIC, ELWPSNTIZA TR SOERFIRRENET,

<tfroot>

2017-02-23 17:59:56,790 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun

ooki ng for session using session |D:

2017-02-23 17:59:56,790 DEBUG [http-bio-10.48.30.41-8443-exec-8][]
2017-02-23 17:59:56,791 DEBUG [http-bio-10.48.30.41-8443-exec-8][]
2017-02-23 17:59:56,792 DEBUG [http-bio-10.48.30.41-8443-exec-8][]
2017-02-23 17:59:56,792 DEBUG [http-bio-10.48.30.41-8443-exec-8][]

nul |,

| P addrs:

[172.16.31. 12,

Found sessi on c0a801010009e00058af Of 7b usi ng i pAddr 172.16. 31. 12

10. 62. 145. 95] ,

cisco.
cisco.
cisco.
cisco.

mac Addrs [00: 0B: 7F: [

runtime.PostureRun
runtime.PostureRun
runtime.PostureRun
runtime.PostureRun

cpm.posture.
cpm.posture.
cpm.posture.
cpm.posture.



THFANT 42 RD5-10

RODATY7TELT, PSNRCOEY>I2OIZATRNTOED I ZU IR —@EREE

TLEY,

<tfroot>

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

17

17:

59:
:59:
17:
17:
17:
17:
17:

59

56,793
56,793

156,793
59:
59:
59:
59:

56,793
56,795
58,203
58,907

I ncrease MhT counter at

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

CP: d i ent Provi si oni

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

48.
48.
48.
48.
48.
48.
48.

ng.

30.
30.
.41-8443-exec-8][]
30.
30.
30.
30.

30

41-8443-exec-8][]
41-8443-exec-8][]

41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]

com.cisco.
cisco.
cisco.
cisco.
cisco.
com.cisco.

cpm.
.posture.runtime.PostureRun
cpm.
cpm.

cpm

cpm.swiss.SwissServer -:::
posture.runtime.PostureRun

posture.runtime.PostureRun
posture.runtime.PosturePol
cpm.swiss.SwissServer -:::
41-8443-exec-10][] cisco.cpm.posture.util.AgentUtil -:

Provi si onedResour ce. AC- 44- Post ur e

THFARNT A2 RI5-11

RDATY T TR, RAFYERHOBRTOLAZHETEET, FIROKRIC, EHFOUAL
FERENh, I—-JI2MIRENKT,

<tfroot>

2017-02-23 18:00:00,372 DEBUG

About to query posture policy

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

<package>
<id>10</id>

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
<version>ISE:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

2.

00,423
00,423
00,423
00,432
00,433
00,433
00,438
00,438
00,438
00,439
00,439
00,439
00,439
03,884
03,904
03,904
04,069

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.

for user userl with endpoint nac 00-Ob-7f-d0-f8-f4

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

2.0.470</version>
<encryption>0</encryption>

48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.

30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.

41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]

cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.

cpm

cpm.
cpm.
cpm.
cpm.

cpm

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

.posture.
posture.
posture.
posture.
posture.
.posture.
posture.
posture.

posture

posture.
posture.
posture.
posture.

runtime.

runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
.runtime.
runtime.
runtime.
runtime.
runtime.

cpm.posture.runtime.agent
cpm.posture.runtime.agent
cpm.posture.runtime.agent

PostureHan

PostureMan
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol

.AgentXmlGe
.AgentXmlGe
.AgentXmlGe
cisco.cpm.posture.runtime.

PostureHan



W nDef end

Enabl e W nDef end



W nDef end



301

W nDef end

runni ng

(W nDef end)



</package>

</cleanmachines>

TEFANT A2 RI5-12

#T. RAF ¥ LAR—RAPSNIC& > TEEE N L ERBTEXT,

2017-02-23 18:00:04,231 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureHan
2017-02-23 18:00:04,231 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureHan

TEANDT A2 RD5-13

70-NOFKET, ISERIY RRANEZERELTI—TL, COAZRIBLET,

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

18
18
18
18
18
18

:00:04,272
:00:04,272
:00:04,272
:00:04,272
:00:04,273
:00:04,273

INFO [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureMana

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]

THFANT 42 RD5-14

cisco
cisco
cisco
cisco
cisco

.cpm.posture.
.posture.
.posture.
.posture.
.runtime.

.cpm
.cpm
.cpm
.cpm

.posture

runtime.
runtime.
runtime.
runtime.

PostureCoA
PostureCoA
PostureCoA
PostureCoA
PostureCoA
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