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Before SDRA After SDRA

Traditional Remote-Access VPN design SD-WAN Remote-Access
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SD-WAN Controllers

SD-WAN
Fabric

SD-WAN RA Headend

CA Server
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cEdge Headend 192.168.10.219
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10.11.14.

CNDSD-WANRAZARZFUFICIE, BMOOAVAR—F2 "R EESNTVET,
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- AnyConnect Clientld 3 TIZA AR —=IILEhTVET,

& CAY—/NERADIUSH—NNIF, Y—EAVRF1ICEEENTWVWET., INTOSD-
WANRAAY RTY ROYB—EAVRFEZN L THADH—NICEETEIMXEN HYET,
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ISECRETDHRANDATY 7k, ISEICH LU TRADIUSERZRITTERDRY RIT—UFNAA
ELULTORAAY RIY R&EKIFEcEdge IP7 RLATT,

[Administration] > [Network Devices]iCBEIL . HICTRTLSIZ. RAAY R R(cEdge)DIP7 KL
AENADT—RZEMULET,

‘s’ |dentity Services Engine Home » Context Visibility » Operations + Policy = Administration » Work Centers

¥ System  » Ideniity Management =~ MNeiwork Resources » Device Poral Management  pxGrid Sendces  » Feed Senice  » Threat Centric MAC
=Metwork Devices  Metwork Device Groups  Metwork Device Profiles  Exdernal RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM ¢ Location Senices
I
o
Metwaork Devices List > SDWAN-RA-LAB

Network Devices

Metwork Devices

Default Device
" Name [SDWANRALAH |

Description | spwan-ra-LAB

Device Sacurity Settings

IP Address »| *IP: | 192.168.10.218 f 32

* Device Profile | &% Cisco| » &

Software Version |:|

* Metwork Device Group

Location |aj Locations Set To Default
IPSEC g Sat To Default
Device Type | a) Device Types Set To Default

& |+ RADIUS Authentication Settings

RADIUS UDP Sattings

Protocol  RADIUS

* Shared Secret | senssses Show

RICRTELSIC, XY RD—OFNA AL EMENEKL L,

Network Devices
r" Edit :}Md :n:l_._p ate | @olmport @Export »  EGenerate PAC | Jf Delete v
Name IP/Mask Profie Name &~ | Location Type Description
[0 SDWAN-RA-LAB 192.168.10.218/32 & Cisco @ All Locations Al Device Types SDWAN-RA-LAB

RADIUSH—/\Tik, RICTRTESIZ, AnyConnectiREEN 1—HBENATD— RERETIHE
N V) ET, [Administration] > [Identities]ic BEIL £ 7,



bl Identity Services Engine Home

» Conftext Visibility

» Operations

» Systemn | ~ldentity Management » Network Resources  » Device Portal Manage ment
= |dentities  Groups External |dentity Sources Identity Source Sequences k Settings
—
<]
Usars Metwork Access Users List » anavazar@dsco.com

* Network Access User
Latest Manual Metwork Scan Res._ .

» Policy

peGrid Senices

+ Adminis tration » Work Centers

» Feed Senice » Threat Cenfric MAC

* Name | anavazan@cisco.com

Status Enabled -

Emall |
» Passwords

Password Type: Internal Users
Password

* Login Password | TIIIIIL]

Re-Enter Password

l [ LA LIl L]

] [ Generate Password

Enable Password |

| | Generate Password

» User Information
» Account Options

» Account Disable Policy

b User Groups

BICRTKRDIC,
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[Authorization Profile] T.

[Advanced Attributes Settings] M [Access Type] Z[Access_ACCEPT]
ICRREL.

[Cisco vendor]& 1 & [Cisco-AV-pair| B Z 1 BIRT D2 HLEN HVE T,
I—HORIVI—NFX—REHRETIHENBYVET,




- A—YANEI S —EAVRF,

CBI—YEEOIPT—IILBICKIPT RLAANE HTSNET, COIPT RL AR, cEdgeT
REENLEIPT—ILICBLTVWET,

CA—YHATIOERATERHTERY b

XX : ip vrfforwarding ¥ >/ K& ip unnumbered X R& W ERIICHEBL TVWAHE
FHRYVET RETIVERAAVE—TIAANRET VT L—rrsBRHEh, TDO#&ip
vrf forwarding X > RAERAEhd &, RETPIERA AV EZ—T IA AP STXTDIP

BRESHBRENET,

tuey dentity Services Engine Home » Confed Visibility  » Operaions » Administration » Work Centers

Policy Selz  Profilng Posture  Client Provisioning = Policy Elements

Dictionarias  » Condiions = Results

raficn Profiles = RA_SDWAN_POLI_ANAVAZAR

A Authorization Profie

- Autharization *Name [RA_sowaN_poLL Anavazar] |
Ahrosication Profles Description | VRF + POOL +SUBNETS + SGT 4l
Dewnloadable ACLs " #Access Type [aCCESS_ACCERT d

¢ Profiling Hetwork Device Profile & Cison | = &

* Posture Senice Templats [

+ Client Pr ing Track Movement i

Passhee Identity Tracking O

» Advanced Attributes Settings

|Ci5cu:r:i5cn—av—pair ;_;| = |ip:interFa=:e—mnﬂu='.rrF forwardi... L__',l
: |C|.sm:cr5cr:r-;w-palr & = [:rnﬂg=|p unnumbered Loopbackl ¢ ,]
 |Cisco:cisco-av-pair &| = |ipsec:addr-pool=RA-POOL S|
]Cbm:cbcw—nai’ g = [|psec:rnute-set=prefn: 10.11.1... ’]

= Attributes Details

Access Type = ACCESS_ACCEPT

cisco-av-pair = ip:interface-config=wrf forwarding 1
cisco-av-pair = ip:interface-config=ip unnumbered Loopbackl
cisco-av-pair = ipsec:addr-pool=RA-POOL

cisco-av-pair = ipseciroute-set=prefix 10.11.14.0/24

[
]

T
i
]
i

I—HYEM :

Access Type = ACCESS_ACCEPT



cisco-av-pair ip:interface-config=vrf forwarding 1

cisco-av-pair ip:interface-config=ip unnumbered Loopbackl
ipsec:addr-pool=RA-POOL

ipsec:route-set=prefix 10.11.15.0/24

cisco-av-pair
cisco-av-pair

cisco-av-pair ipsec:route-set=prefix 10.11.16.0/24

AnyConnect7 ZA4F > N TOARATUY NN > ETunnel All

AnyConnect? 54 7> M TR kipsec:route-set=prefixE %k, RICTRTEKSICAIVARM—=I
EhET,

& Cisco AnyConnect Secure Mobility Client - X % Cisco AnyConnect Secure Mabiity Client - b4
Ll ~ . @ AL - s @
Ic||5.c|o AnyConnect Secure Mobility Client Iclll_;'clol AnyConnect Secure Mobility Client

Virtual Private Network (VPN) DiBgrostics. .. Virtual Private Network (VPN) CRaGoLes. ..
Preferences  Staistics  RouteDetals Frewal Message History Prefererces Statstcs Route Detsll Frewal Message Hstory

Secured Routes IPv]
0.0.000

cisco-av-palir = ipsec:route-set=prefix 10.11.15.8/24

, , , . oo NO prefix specified is 0.0.0.0/0
cisco-av-pair = ipsec:route-set=prefix 10.11.16.0/24

Cisco I0S® XEIC# {72 CAY—/\DERE

CAY—/NIk, Cisco IOS® XE SD-WANT /N1 AICFIAEZ7 O3 "> J L, RAAY RIY
RARAVZATVNIMUTHEZRAETEDLSICLET,

Cisco |IOS® XE SD-WANT &)X Mcerypto PKl server AN > RAHR—KREhTWAEWES,
CEDGEZCAHY—NICTDEFTEFRE A

-RSAF—RTEZEHKT S
. CAH—NNOPKINZARNKRA > NZERLET HUETICER L ZKEY-CAZEAL T
rsakeypairZfXEL £ 7,

X PKIF—NEPKINZARNKRA Y NERU BRI ZERITZIBENHYET,

- CAY—NNDOERK CAY—/\Dissuer-nameD & E "No shutdowny ZEHL TCAY—N%ET
I9F47ICLET



crypto key generate rsa modulus 2048 label KEY-CA
!
crypto pki trustpoint CA
revocation-check none
rsakeypair KEY-CA

auto-enroll

!
crypto pki server CA

no database archive
issuer-name CN=CSR1Kv_SDWAN_RA
grant auto

hash shal

lifetime certificate 3600
lifetime ca-certificate 3650
auto-rollover
no shutdown

CAH—N\ABHIIBEODTVRIHESH ZHELET.

CA-Server-CSRv#show crypto pki server CA
Certificate Server CA:
Status: enabled
State: enabled
Server's configuration is locked (enter "shut" to unlock it)
Issuer name: CN=CSR1Kv_SDWAN_RA
CA cert fingerprint: 10DA27AD EF54A3F8 12925750 CE2E27EB
Granting mode is: auto
Last certificate issued serial number (hex): 3
CA certificate expiration timer: 23:15:33 UTC Jan 17 2032
CRL NextUpdate timer: 05:12:12 UTC Jan 22 2022
Current primary storage dir: nvram:
Database Level: Minimum - no cert data written to storage
Auto-Rollover configured, overlap period 30 days
Autorollover timer: 23:15:37 UTC Dec 18 2031

CAY—/NFERAEN 1 VAR —ILEATVRIAESH ZRRBLE T,

CA-Server-CSRv#show crypto pki certificates verbose CA
CA Certificate

Status: Available

Version: 3

Certificate Serial Number (hex): 01

Certificate Usage: Signature

Issuer:

cn=CSR1Kv_SDWAN_RA

Subject:

cn=CSR1Kv_SDWAN_ RA

Validity Date:

start date: 23:15:33 UTC Jan 19 2022

end date: 23:15:33 UTC Jan 17 2032

Subject Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Signature Algorithm: SHA1l with RSA Encryption
Fingerprint MD5: 10DA27AD EF54A3F8 12925750 CE2E27EB
Fingerprint SHAl: 44E256C3 4FA45C5D F0398630 9D88B75E 5026CE4A
X509v3 extensions:

X509v3 Key Usage: 86000000

Digital Signature

Key Cert Sign

CRL Signature



X509v3 Subject Key ID: 92F7CD72 355AA85F 672867D4 EC0C10C5 0B177C38
X509v3 Basic Constraints:

CA: TRUE

X509v3 Authority Key ID: 92F7CD72 355AA85F 672867D4 ECOC10C5 0B177C38
Authority Info Access:

Cert install time: 23:44:35 UTC Mar 13 2022
Associated Trustpoints: -RA-truspoint CA

Storage: nvram:CSR1Kv_SDWAN#1CA.cer

CASERFREN 7 1 > H—T V> RSHA 1., VE—RT7 I EABRDcEdge)l—% (RAAY RIT >
R ) Mcrypto pki trustpoint CERAE NET,

Fingerprint SHAl: 44E256C3 4FA45C5D F0398630 9D88B75E 5026CE4A

SD-WAN RADOERE

¥:ZORFIXDVNTR, O MNO—FB &K PcEdge®SD-WANF >V R—F 4 70O+
AWLDVTEHHBALEEA. SD-WANZ 77U Y OFBEBLTHY, T2ICH#ELTVWSC
EEBIRELTVET,

Crypto PKIDERTE

PKINZARRKRAS 2 NEERLET,

. CAH—/NOURLEZRELET,

- CAY—NEEREN S 712 H—T ) hsha1Z2dE—LF T,
. ¥ L WIDEEBA & M [Subject Name] & [Alt Name]Z:8EL £ 9,

- BLETICE K L 12KEY-IDZ /A L TrsakeypairZ REL £ 9,

crypto pki trustpoint RA-TRUSTPOINT

subject-name CN=cEdge-SDWAN-1.crv

enrollment url http://10.11.14.226:80

fingerprint 44E256C34FA45C5DF03986309D88B75E5026CE4A
subject-name CN=cEdge-SDWAN-1.crv

vrf 1

rsakeypair KEY-NEW

revocation-check none

FoRL 9 DCAGIAEZERL FY,

crypto pki authenticate RA-TRUSTPOINT

CSRZA.M L., CAH—/NIZEEFEL, HILLWFPAFUT14T 4

BRE%

XK

BELEY,

Crypto pki enroll RA-TRUSTPOINT

CARLFAE & cEdgerl AR Z AL X ¥,

cEdge-207#show crypto pki certificates RA-TRUSTPOINT
Certificate
Status: Available



Certificate Serial Number (hex): 04
Certificate Usage: General Purpose
Issuer:
cn=CSR1Kv_SDWAN_RA
Subject:
Name: cEdge-207
hostname=cEdge-207
cn=cEdge-SDWAN-1.crv
Validity Date:
start date: 03:25:40 UTC Jan 24 2022
end date: 03:25:40 UTC Dec 3 2031
Associated Trustpoints: RA-TRUSTPOINT
Storage: nvram:CSR1Kv_SDWAN#4.cer
CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=CSR1Kv_SDWAN_RA
Subject:
cn=CSR1Kv_SDWAN_RA
Validity Date:
start date: 23:15:33 UTC Jan 19 2022
end date: 23:15:33 UTC Jan 17 2032
Associated Trustpoints: RA-TRUSTPOINT
Storage: nvram:CSR1Kv_SDWAN#1CA.cer

AAA BRE

aaa new-model
!
aaa group server radius ISE-RA-Group
server-private 10.11.14.225 key Cisc0123
ip radius source-interface GigabitEthernet2
!
aaa authentication login ISE-RA-Authentication group ISE-RA-Group
aaa authorization network ISE-RA-Authorization group ISE-RA-Group
aaa accounting network ISE-RA-Accounting start-stop group ISE-RA-Group

FlexVPN DO%E

IP7—I)LDRE

ip local pool RA-POOL 10.20.14.1 10.20.14.100

IKEV2Z' OR—HI (BEENTX—& ) ERVI—ZRELET,

crypto ikev2 proposal IKEV2-RA-PROP
encryption aes-cbc-256

integrity sha256

group 19

prf sha256

crypto ikev2 policy IKEV2-RA-POLICY
proposal IKEV2-RA-PROP

IKEV2Z7’ O7 7 AI)LEXR—D v ZRELET,



crypto ikev2 name-mangler IKEV2-RA-MANGLER
eap suffix delimiter @

3 : name-manglerld, 7L 74V VREH T4V U RERYBEAPTAFoT 474 (1
—HE ) TRYSNIEEAPTAFUTATADT LI A VAN SHBMERBLET,

IPseclg 5 & EL £,

crypto ipsec transform-set IKEV2-RA-TRANSFORM-SET esp-aes 256 esp-sha-hmac

mode tunnel

Crypto IKEV27O7 7 AN ZRELE T,

crypto ikev2 profile RA-SDWAN-IKEV2-PROFILE

match identity
identity local
authentication
authentication
pki trustpoint

remote any

address 192.168.10.218

local rsa-sig

remote anyconnect-eap aggregate
RA-TRUSTPOINT

aaa authentication anyconnect-eap ISE-RA-Authentication

aaa authorization group anyconnect-eap list ISE-RA-Authorization name-mangler IKEV2-RA-MANGLER
password Cisc0123456
aaa authorization user anyconnect-eap list ISE-RA-Authorization USER-SDWAN password Us3r123456

aaa accounting

anyconnect-eap ISE-RA-Accounting

ES{LIPSEC7O7 7 AL EZRELET,

crypto ipsec profile IKEV2-RA-PROFILE
set transform-set IKEV2-RA-TRANSFORM-SET
set ikev2-profile RA-SDWAN-IKEV2-PROFILE

N=F¥INTTL—hA2VE—TIAAD

X3
Fit

interface Virtual-TemplatelOl type tunnel

vrf forwarding

1

tunnel mode ipsec ipvi4
tunnel protection ipsec profile IKEV2-RA-PROFILE

BESLKEV2ZO7 74 IILORET>TL—MDORE :

crypto ikev2 profile RA-SDWAN-IKEV2-PROFILE
virtual-template 101

SD-WAN RAMDE&EHi

aaa new-model
1

aaa group server radius ISE-RA-Group
server-private 10.11.14.225 key Cisc0123

aaa authentication login ISE-RA-Authentication group ISE-RA-Group

aaa authorization network ISE-RA-Authorization group ISE-RA-Group



aaa accounting network ISE-RA-Accounting start-stop group ISE-RA-Group
1
crypto pki trustpoint RA-TRUSTPOINT

subject-name CN=cEdge-SDWAN-1.crv

enrollment url http://10.11.14.226:80

fingerprint 44E256C34FA45C5DF03986309D88B75E5026CE4A
subject-name CN=cEdge-SDWAN-1.crv

vrf 1

rsakeypair KEY-NEW

revocation-check none

!

ip local pool RA-POOL 10.20.14.1 10.20.14.100

!
crypto ikev2 name-mangler IKEV2-RA-MANGLER

eap suffix delimiter @

!
crypto ikev2 proposal IKEV2-RA-PROP

encryption aes-cbc-256

integrity sha256

group 19

prf sha256

!
crypto ikev2 policy IKEV2-RA-POLICY

proposal IKEV2-RA-PROP

!
crypto ipsec transform-set IKEV2-RA-TRANSFORM-SET esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ikev2 profile RA-SDWAN-IKEV2-PROFILE

match identity remote any

identity local address 192.168.10.218

authentication local rsa-sig

authentication remote anyconnect-eap aggregate

pki trustpoint RA-TRUSTPOINT

aaa authentication anyconnect-eap ISE-RA-Authentication
aaa authorization group anyconnect-eap list ISE-RA-Authorization name-mangler IKEV2-RA-MANGLER
password Cisc0123456

aaa authorization user anyconnect-eap list ISE-RA-Authorization USER-SDWAN password Us3r123456
aaa accounting anyconnect-eap ISE-RA-Accounting

1

crypto ipsec profile IKEV2-RA-PROFILE

set transform-set IKEV2-RA-TRANSFORM-SET

set ikev2-profile RA-SDWAN-IKEV2-PROFILE

!

interface Virtual-TemplatelOl type tunnel

vrf forwarding 1

tunnel mode ipsec ipv4

tunnel protection ipsec profile IKEV2-RA-PROFILE

1

crypto ikev2 profile RA-SDWAN-IKEV2-PROFILE
virtual-template 101
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’s Cisco AnyConnect Secure Mobility Client = X

D ™
[_1 eady to connect,

= [w92.168.10.219]

VPN:

i( i'cl Reac-iytocmct.

[ SORA-IPSECLAB v| | Connect

AnyConnect7O7 7 A ILIF 1 ZORRE

- [Server List]iCBE L, [Add|Z2V VY I LET,

- [IPsec]%&[Primary Protocol]l& UL TR L £ 9

ASAT—RKNIDIADOATAVEBFTTIICLET,

- [Auth Method During IKE Negotiation] C[EAP-AnyConnect]ZiZRL £ 7,

. [Display/Name (Required)] k&, AnyConnect? 54 F > N T NERERETDILEHICHEAT
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Server List
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192.163.10.218 Windows-PC-SDRA
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Host Address Add
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For Windows:
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile

For MAC OS:
/opt/cisco/anyconnect/profile

ZT7O77A4IHFGUICRRENDKDIZTBICIE, AnyConnectV SA4 7 NEaBESHTIHLED
HY)EF, Windowsh L 1 D[AnyConnect] 74 A &2HI) Y UL, [QUit|lA72 3> &BIRTS
CET, JO0LAEZBRBETEET,

/ Open AnyConnect
/
( »  Show Connection Notices A

Disconnect

Ready to connect.
About i ] ¥

[ sDRA-IPSEC-LAB v| Connect

AnyConnect¥ 7 > O—4 O #|Exb{L

AnyConnect? A 7> N, F7AIIRNTEEICOVA > LER, XMLZ7OZ7704)IL0Ao>0
—RZHITLET,

TA77AINNFERATEBRVEES, BEREXMLET, BEBRELT, 9547 NEBHKT
AnyConnectZ7O7 7 AN OA D O— RBEEZBEIMICTEET,

Windows D54 :

C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\AnyConnectLocalPolicy.xml

MAC OSDI5E :

/opt/cisco/anyconnect/AnyConnectLocalPolicy.xml

MBypassDownloadery 7> a> ik Ttrues ICEREEThTVET,

<?xml version="1.0" encoding="UTF-8"?>

<AnyConnectLocalPolicy xmlns="http://schemas.xmlsoap.org/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://schemas.xmlsoap.org/encoding/ AnyConnectLocalPolicy.xsd"
acversion="4.9.04043">

<BypassDownloader>true</BypassDownloader>
<EnableCRLCheck>false</EnableCRLCheck>
<ExcludeFirefoxNSSCertStore>false</ExcludeFirefoxNSSCertStore>
<ExcludeMacNativeCertStore>false</ExcludeMacNativeCertStore>
<ExcludePemFileCertStore>false</ExcludePemFileCertStore>
<ExcludeWinNativeCertStore>false</ExcludeWinNativeCertStore>
<FipsMode>false</FipsMode>
<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictServerCertStore>false</RestrictServerCertStore>



<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
<RestrictWebLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>

<UpdatePolicy>
<AllowComplianceModuleUpdatesFromAnyServer>true</AllowComplianceModuleUpdatesFromAnyServer>
<AllowISEProfileUpdatesFromAnyServer>true</AllowISEProfileUpdatesFromAnyServer>
<AllowManagementVPNProfileUpdatesFromAnyServer>true</AllowManagementVPNProfileUpdatesFromAnyServ
er>

<AllowServiceProfileUpdatesFromAnyServer>true</AllowServiceProfileUpdatesFromAnyServer>
<AllowSoftwareUpdatesFromAnyServer>true</AllowSoftwareUpdatesFromAnyServer>
<AllowVPNProfileUpdatesFromAnyServer>true</AllowVPNProfileUpdatesFromAnyServer></UpdatePolicy>
</AnyConnectLocalPolicy>

AnyConnectV? ZA4 7 NOBETERVWY—/XO70OY V E2RHRTS

[Settings] > [Preferences]icBEIL., IXTORY VAOAFA TS Ia>&wFTIZLET,
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) Cizco AnyConnect Secure Mobility Client -

CISCO AnyConnect Secure Mobility Client

Virtual Private Network (VPNM) Diagnostics. ..

Preferences  Siatistics Route Detads  Firewal Message History

[ 5tart vPH before user logon to computer
[JEnsble sutomatic cartificate selection
] start vPH when AnyConnect it Skarted
[ Mimirmize AnyConmect on VPN conmect
[ allewe local (LAN) acoess vhen using VPN (if configured)
[ Dizable Captive Portal Detection
[ o not remember SmartCard PIN
FM conmecbions o untrusted servers
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i r.?I Ready to connect.
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8 Cisco AnyConnect Secure Mobility Client X

ﬁ Security Warning: Untrusted Server
Certificate! % Cisco AnyConnect | SDRA-IPSEC-LAB P

& Cisco AnyConnect Secure Mobility Client = X

AnyConnect cannot verify server: 192.168.10.218

s} .
Certificate does not match the server name. — Please provide your credentials

Certificate is from an untrusted source.

Username: [l
Connecting to this server may resultin a severe security compromise! E
Security Risks Explained Pasgword:

Most users do not connect to untrusted servers unless the reason for
the error condition i known.
oK Cancel

i -

ﬂv"? VPH:

Connected to SDRA-IPSEC-LAB.

32

REFTL—RAB—T T4 AR, BEILFrXILZHBL, ¥—/N(cEdge)e V517> b~
( AnyConnect1—4 ) B TIKEV2E K IPsectF 1V F 1 7Y I— 3 (SA)ZHIT D2
OORET IV EARAVB—T IARZERTBLEHICERAENET,

X REBETOTL—N2R—T7 I 4 AREICup/downT T, Status is up and Protocol is
down.

cEdge-207#show ip int brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl unassigned YES unset up up
GigabitEthernet?2 192.168.10.218 YES other up up
GigabitEthernet3 10.11.14.227 YES other wup up
Sdwan-system-intf 10.1.1.18 YES unset up up
Loopbackl 192.168.50.1 YES other wup up
Loopback65528 192.168.1.1 YES other wup up
NVIO unassigned YES unset up up
Tunnel2 192.168.10.218 YES TFTP up up
Virtual-Accessl 192.168.50.1 YES unset up up
Virtual-TemplatelOl unassigned YES unset up down

show derived-config interface virtual-access <number>%ZfFAL T, 7547 MCBEESITS
EN=—FYIIWNTIOERARAVEZ—T IAARICBRAENERBOREEHRELET,

cEdge-207#show derived-config interface virtual-access 1
Building configuration...

Derived configuration : 252 bytes

!

interface Virtual-Accessl

vrf forwarding 1

ip unnumbered Loopbackl

tunnel source 192.168.10.218

tunnel mode ipsec ipv4



tunnel destination 192.168.10.219

tunnel protection ipsec profile IKEV2-RA-PROFILE
no tunnel protection ipsec initiate

end

AnyConnect7 ZA4 7> KRDIPsect¥ 15 1 7Y IT—= 32 (SA)%Zshow crypto ipsec sa
peer <AnyConnect Public IP >TCHREBL £ 7.

cEdge-207#show crypto ipsec sa peer 192.168.10.219
interface: Virtual-Access?2
Crypto map tag: Virtual-Access2-head-0, local addr 192.168.10.218
protected vrf: 1
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.20.14.13/255.255.255.255/0/0)
current_peer 192.168.10.219 port 50787
PERMIT, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0
outbound pcp sas:
. Output Omitted...

Eva>, I—HE, EVYYTSNEIPOIKEV2 SANSX—2%EBEALET,

EEVWHETShEIPT RL AW, AnyConnectZ7 547> MMIOIPT RLAE—FHL TV
PRENFHYNET,

cEdge-207#sh crypto ikev2 session detail
IPv4 Crypto IKEv2 Session
Session-id:21, Status:UP-ACTIVE, IKE count:1, CHILD count:1
Tunnel-id Local Remote fvrf/ivrf Status
1 192.168.10.218/4500 192.168.10.219/62654 none/1l READY
Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:19, Auth sign: RSA, Auth
verify: AnyConnect-EAP
Life/Active Time: 86400/532 sec
CE id: 1090, Session-id: 21
Local spi: DDBO3CE8B791DCF7 Remote spi: 60052513A60C622B
Status Description: Negotiation done
Local id: 192.168.10.218
Remote id: *$AnyConnectClient$*
Remote EAP id: anavazar@cisco.com

Local reqg msg id: O Remote req msg id: 23
Local next msg id: 0 Remote next msg id: 23
Local req queued: O Remote req queued: 23
Local window: 5 Remote window: 1

DPD configured for 45 seconds, retry 2

Fragmentation not configured.

Dynamic Route Update: disabled

Extended Authentication not configured.

NAT-T is detected outside

Cisco Trust Security SGT is disabl

Assigned host addr: 10.20.14.19

Initiator of SA : No

Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535

remote selector 10.20.14.19/0 - 10.20.14.19/65535
ESP spi in/out: 0x43FD5AD3/0xC8349D4F
AH spi in/out: 0x0/0x0
CPI in/out: 0x0/0x0



Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, comp: IPCOMP_NONE, mode tunnel
IPv6 Crypto IKEv2 Session

cEdge-207#show crypto session detail
Crypto session current status
Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation
R - IKE Auto Reconnect, U - IKE Dynamic Route Update
S - SIP VPN
Interface: Virtual-Accessl
Profile: RA-SDWAN-IKEV2-PROFILE
Uptime: 00:17:07
Session status: UP-ACTIVE
Peer: 192.168.10.219 port 62654 fvrf: (none) ivrf: 1
Phasel_id: *$AnyConnectClient$*
Desc: (none)
Session ID: 94
IKEv2 SA: local 192.168.10.218/4500 remote 192.168.10.219/62654 Active
Capabilities:DN connid:1 lifetime:23:42:53
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 host 10.20.14.19
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 89 drop 0 life (KB/Sec) 4607976/2573
Outbound: #pkts enc'ed 0 drop 0 life (KB/Sec) 4608000/2573
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https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/sdwan-ra/cisco-sd-wan-remote-access/m-sdwan-remote-access1.html  
https://www.cisco.com/c/ja_jp/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-17/sec-flex-vpn-xe-17-book/sec-cfg-flex-serv.html
https://software.cisco.com/download/home/286281283/type/282364313/release/4.10.04071?catid=268438162
https://www.cisco.com/c/ja_jp/support/index.html
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