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interface Ethernet0/0
i p address 192.168.1.1 255.255.255.0
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crypto i kev2 keyring keyl
peer 10.10.10.3

address 10.10.10.3

pr e-shared-key cisco
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crypto i kev2 profile default

match identity renote address 10.10.10.3 255. 255. 255. 255
identity |local address 10.10.10.2

aut hentication renmote pre-share

aut hentication | ocal pre-share

keyring | ocal keyl
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interface Tunnel 1

ip address 172.16.1.2 255.255.255.0
tunnel source 10.10.10.2

tunnel destination 10.10.10.3

tunnel protection ipsec profile default
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pseudowi re-cl ass | 2tpl
encapsul ation | 2t pv3
ip local interface Tunnel 1
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interface Ethernet0/0
no i p address
xconnect 172.16.1.3 1001 encapsul ation | 2tpv3 pwclass |2tpl
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crypto i kev2 keyring keyl
peer 10.10.10.2

address 10.10.10.2
pre-shared-key cisco
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crypto i kev2 profile default

match identity renote address 10.10.10.2 255. 255. 255. 255
identity |local address 10.10.10.3

aut hentication renmote pre-share

aut hentication | ocal pre-share

keyring | ocal keyl
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interface Tunnel 1

i p address 172.16. 1.3 255.255.255.0
tunnel source 10.10.10.3

tunnel destination 10.10.10.2

tunnel protection ipsec profile default
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pseudowi re-cl ass | 2tpl
encapsul ation | 2t pv3
ip local interface Tunnel 1
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interface Ethernet0/0
no i p address
xconnect 172.16.1.2 1001 encapsul ation | 2t pv3 pwcl ass | 2tpl
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interface Ethernet0/0
i p address 192.168. 1.4 255.255.255.0
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R2#show crypto sockets

Nurmber of Crypto Socket connections 1

Tul Peers (local/renpte): 10.10.10.2/10.10.10.3
Local Ident (addr/ mask/port/prot): (10.10.10.2/255.255.255. 255/ 0/ 47)
Rermot e | dent (addr/ mask/port/prot): (10.10.10.3/255. 255. 255. 255/ 0/ 47)
| PSec Profile: "default"
Socket State: Open
Client: "TUNNEL SEC" (Client State: Active)

Crypto Sockets in Listen state:
Client: "TUNNEL SEC' Profile: "default" Map-nane: "Tunnel 1-head-0"
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R2#show crypto i kev2 sa

I Pv4d Crypto | KEv2 SA

Tunnel -id Local Renot e fvrflivrf St at us

2 10.10.10.2/500 10.10.10.3/500 none/none READY
Encr: AES- CBC, keysize: 256, Hash: SHA512, DH G p:5, Auth sign: PSK,
Auth verify: PSK

Lifel/ Active Tine: 86400/ 562 sec
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R2#show xconnect al |

Legend: XC ST=Xconnect State Sl=Segnentl State S2=Segnent2 State

UP=Up DN=Down AD=Adm n Down | A=l nacti ve

SB=St andby HS=Hot St andby RV=Recoveri ng NH=No Har dwar e

XC ST Segnent 1 S1 Segment 2 S2
------ T e e e B B e
UP pri ac Et0/0:3 (Ethernet) UP 12tp 172.16.1.3:1001 UP
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Rl#ping 192.168.1.4
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 192.168.1.4, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 6/6/6 ns

Rl#show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.1.1 - aabb. cc00. 0100 ARPA Ethernet0/0
Internet 192.168.1.4 4 aabb.cc00.0400 ARPA Ethernet0/0

Rl#show cdp nei ghbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S- Switch, H- Host, | - IGW, r - Repeater, P - Phone,

D - Renmote, C- CVTIA, M- Two-port Mac Rel ay
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- debug crypto ikev2 : IKEV2 7*/\Y T &2 B#ICLET,

- debug xconnect event : xconnect 1 K> ROFNY T EZBUCLET,

- show crypto ikev2 diagnose error : IKEV2 8 T/NADF—EXR—AZRRLET,
TIORTYNADE=7URY—=) (BEI-HYER) E. FED show AN RZHR—KL
TVWET, show AN ROHEIO 5 MZERRT S I, Output Interpreter Tool ZEAL £T,

3 :debug AR KREFEATDHIC, "TNVIT ANV ROFELER, 22RBLTLKE
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