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FEREICE., I—ZREASAOEEELENEENTVET., CholF, Z<DFRY T THEITE
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1. elliptic curve keypair Z4ER L £7

openssl ecparam -out ca.key -name secp256rl -genkey

2. elliptic curve self-signed certificate Z/ER L £ 9,

openssl reqg -x509 -new -key ca.key -out ca.pem -outform PEM -days 3650

FlexVPN

1. |5 #E (EC) F—RTEEKT B = ICAEX domain-name & & T hostname & ERL L
79,

ip domain-name cisco.com
hostname Routerl
crypto key generate ec keysize 256 label routerl.cisco.com

2.CADSHAPEZMBIZDLOIC, O—HIL MFAMRSA M EERLET,

crypto pki trustpoint ec_ca
enrollment terminal

subject-name cn=routerl.cisco.com
revocation-check none

eckeypair routerl.cisco.com

hash sha256

X CAHNFAT7ZA42THB IS, KMNERBFENTY, EEARETEEFIVTAZH
RICTREDICKRNBREAZ—TILICTIRBENHY)ET,

B.MZAMRAVNERIALET, CHhICKY AHAF—Z23C CADIHAENIL—ZEEL
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crypto pki authenticate ec_ca

4. R\ base64 T A—RENIZCADABZANTAIELDICERENET, chiF
OpenSSL THEREAD capem 77 AL TT, COTFAIINERRTDICEF, IF1XT
B< A, OpenSSL <> K openssl x509 -inca.pem ZFEALFT, R—ARTRDEEIC
quit Z ABDLET, XIC. yes ZAD L TEALET,

5 L—3%Z CADLRBEFXF— AT TANZUF ¥ (PKI) ICBERLET,

crypto pki enrol ec_ca

6. Hhlk, FIBAEBERZ CAICREETHLEILHERIZIMENBYET, Chik, TFAN 7
74 (flexcsr) ELTHREL, OpenSSL AN REFAL TEBRTEET,



openssl ca -keyfile ca.key -cert ca.pem -md sha256 -in flex.csr -out flex.pem

7. ROOAX ROANE, CAICKVEREND T 7 M) flex.pem AICEENDFAHEZ )L —
BICAVR=BNLET, TTLES, quit ZABLET,

crypto pki import ec_ca certificate

ASA

1.EC F— RT7 % KT 2 = (CHE domain-name & & T hostname ZERK L £,

domain-name cisco.com
hostname ASAl
crypto key generate ecdsa label asal.cisco.com elliptic-curve 256

2.CANPSHAPEZMBIZLOIC, O—HIL MFAMRSI M EERLET,

crypto ca trustpoint ec_ca
enrollment terminal
subject-name cn=asal.cisco.com
revocation-check none

keypair asal.cisco.com

F CAFATSATHD., APVEIIENTT, EHERFERETCEEFIVF 1 £2F
RICTBDEDICKNERZEAZ—TIICTIHEN HYET,

. NTAMNRKRAUBNERIELET, ChICKYNBEF—Z8C CAOEEFEENIE—2EL
x99,

crypto ca authenticate ec_ca

4. Rl base64 T J—RENIECADIMAZEZANTAIELSICERENET, ChiF
OpenSSL THERMEZEH D capem 77 AL TT, COT7AINZRRTDICE, TF1XT
B< A, OpenSSL 1Y > K openssl x509 -in ca.pem ZFEALFET, COT7AILER—RA
NLES quitZANL, yes ZA DL TEHRALEY,
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crypto ca enrol ec_ca

6. Hhlk, FIBAEERZ CAICEEIZLEILHERAITIMLENHBYET, chik, TFAN 7
7A4) (asa.csr) ELTHREL, OpenSSL X REFHALTEBRETEET,

openssl ca -keyfile ca.key -cert ca.pem -md sha256 -in asa.csr -out asa.pem

7. 00X ROANE, CAICKYVERENDT74M4)L apem AICEENDAHEERIL—2
A 2VR—KNLET, TETLES, qutZAALET,

crypto ca import ec_ca certificate
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E7 FNAADAEE —HIBAABIY TZERLE T,

crypto pki certificate map certmap 10
subject-name co cisco.com

Suite-B FRET IKEV2 7OR—HILICROIN READLET,

F:EF1VFTF12EARICEHSICIE. aes-cbc-256 with sha512 hash Y RE#ER L TERE
LET,

crypto ikev2 proposal default
encryption aes-cbc-128



integrity sha256
group 19

IKEV2 7OA7 ZA I EREI Y TZIVFoIL., BRICEBELENSAMRARNT
ECDSA Z##EHL £,

crypto ikev2 profile default
match certificate certmap
identity local dn
authentication remote ecdsa-sig
authentication local ecdsa-sig
pki trustpoint ec_ca
virtual-template 1

IPSec NS A7 #—A Y NEFREL. Galois Counter Mode ( GCM ) ZERL ¥,

crypto ipsec transform-set ESP_GCM esp-gcm
mode transport

EFIICRELENTX—XTIPSec 7O7 7 AN ERELE T,

crypto ipsec profile default
set transform-set ESP_GCM
set pfs groupl9
set ikev2-profile default

RARILAVE—TIAAZHRELET,

interface Virtual-Templatel type tunnel
ip unnumbered GigabitEthernet0/0

tunnel source GigabitEthernet0/0

tunnel mode ipsec ipvi4

tunnel protection ipsec profile default

R, AF—TIAAREZRLET,

interface GigabitEthernet0/0
ip address 10.10.10.1 255.255.255.0
interface GigabitEthernet0/1
ip address 172.16.10.1 255.255.255.0

ASA

RDAVE—TIA AREZERLET,

interface GigabitEthernet3/0

nameif outside

security-level 0

ip address 10.10.10.2 255.255.255.0
interface GigabitEthernet3/1

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0

ROTIOEA VAN IONY RZANLT, BEILIBDRZ TV I ZERLET,



access-list 100 extended permit ip 192.168.1.0 255.255.255.0 172.16.10.0 255.255.255.0

NGE TXR® IPSec 7OR—¥I)L IR REZAHLET,

crypto ipsec ikev2 ipsec-proposal propl
protocol esp encryption aes-gcm
protocol esp integrity null

Bek~NYyY 7 O R

crypto map mymap 10 match address 100

crypto map mymap 10 set peer 10.10.10.1

crypto map mymap 10 set ikev2 ipsec-proposal propl
crypto map mymap 10 set trustpoint ec_ca

crypto map mymap interface outside

COOAN REE, NGE TIKEV2 RV —ZBRELE T,

crypto ikev2 policy 10
encryption aes

integrity sha256

group 19

prf sha256

lifetime seconds 86400
crypto ikev2 enable outside

E7 OXY RICBREEND N RIL TIL-T:

tunnel-group 10.10.10.1 type ipsec-121
tunnel-group 10.10.10.1 ipsec-attributes
peer-id-validate cert

ikev2 remote-authentication certificate
ikev2 local-authentication certificate ec_ca

B O

ECDSA F—AN"EEICERENTVWD CEEERLET,

Routerl#show crypto key mypubkey ec routerl.cisco.com
% Key pair was generated at: 21:28:26 UTC Feb 19 2013
Key name: routerl.cisco.com
Key type: EC KEYS

Storage Device: private-config

Usage: Signature Key

Key is not exportable.

Key Data&colon;

<...omitted...>

ASA-1(config) #show crypto key mypubkey ecdsa
Key pair was generated at: 21:11:24 UTC Feb 19 2013
Key name: asal.cisco.com
Usage: General Purpose Key
EC Size (bits): 256
Key Data&colon;
<...omitted...>

AASBNEREICAR—NEh, ECDSANEAZATVD L Z2HIELET,



Routerl#fshow crypto pki certificates verbose
Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 0137
Certificate Usage: General Purpose
Issuer:
<...omitted...>
Subject Key Info:
Public Key Algorithm: rsaEncryption
EC Public Key: (256 bit)
Signature Algorithm: SHA256 with ECDSA

ASA-1(config) #show crypto ca certificates
CA Certificate
Status: Available
Certificate Serial Number: 00a293flfedbd49189
Certificate Usage: General Purpose
Public Key Type: ECDSA (256 bits)
Signature Algorithm: SHA256 with ECDSA Encryption
<...omitted...>

IKEV2 SAA'EEICERE N, REENENGE POV AXLNERAEATVWSR L ZERELET

o

Routerl#show crypto ikev2 sa detailed
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 10.10.10.1/500 10.10.10.2/500 none/none READY
Encr: AES-CBC, keysize: 128, Hash: SHA384, DH Grp:19, Auth sign: ECDSA,
Auth verify: ECDSA
Life/Active Time: 86400/94 sec

ASA-l#show crypto ikev2 sa detail
IKEv2 SAs:
Session-id:2, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote Status Role
268364957 10.10.10.2/500 10.10.10.1/500 READY INITIATOR
Encr: AES-CBC, keysize: 128, Hash: SHA384, DH Grp:19, Auth sign: ECDSA,
Auth verify: ECDSA
<...omitted...>
Child sa: local selector 192.168.1.0/0 - 192.168.1.255/65535
remote selector 172.16.10.0/0 - 172.16.10.255/65535
ESP spi in/out: 0xe847d8/0x12bcedd
AH spi in/out: 0x0/0x0
CPI in/out: 0x0/0x0
Encr: AES-GCM, keysize: 128, esp_hmac: N/A
ah_hmac: None, comp: IPCOMP_NONE, mode tunnel

IPSec SA N EEEICERE N, BEENENGE POV ALNFERAENTVR L #EELET
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Routerl#show crypto ipsec sa

interface: Virtual-Accessl
Crypto map tag: Virtual-Accessl-head-0, local addr 10.10.10.1

protected vrf: (none)
local ident (addr/mask/prot/port): (172.16.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
current_peer 10.10.10.2 port 500
PERMIT, flags={origin_is_acl,}
<...omitted...>

inbound esp sas:

spi: 0x12BCE4D(19648077)
transform: esp-gcm ,
in use settings ={Tunnel, }

ASA-l#show crypto ipsec sa detail
interface: outside
Crypto map tag: mymap, seq num: 10, local addr: 10.10.10.2

access-list 100 extended permit ip 192.168.1.0 255.255.255.0 172.16.10.0
255.255.255.0
local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.10.0/255.255.255.0/0/0)
current_peer: 10.10.10.1
<...omitted...>

inbound esp sas:
spi: 0x00E847D8 (15222744)
transform: esp-aes-gcm esp-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }
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