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1. CA ORE

CARBRTRHE. KERF—OIRMAE (EKU) ETHECEOACENTEET, 1k
EXE, IKEV2 H—NT, "™H—NRBEEKU, NFRETHD—FH., 954 FT > NEAET
FrOZATF > NREEEKULY AR ETT, O—NIEBETE., UTZEATEET, Cisco
IOS CA H—/\ : BECEARHE L. Bug CSCuc82575 Ic kW FEATEFE A, OpenSSL
CA —/YMicrosoft CA Server : —fi%lC, HEICISU CAIAEZERICBRITD LD ICHE
TE3ESH, ChHFHEREIhET,

2.CiscolOSAY RT> RMOPBE

ALEBAE D ESIKEV2 DERE
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3. Windows 7 $&IAK T T A T > NDERE
4. 95 A4 TF > NEEEREDEE
CNSOEBFIBEICOVTENTEN, XOEI> a3 THELLLHEBLETD,

F:Z0EVDIDTHEASND IV ROFMIC OV T, Command Lookup Tool (&
BFBI1—YEH)ZFRALTLEETL,

RORILJA D RRTE

CHORFIXIRNTIE, CAOEY NTYTHEOFHMBAFIBEICOVTREHEBLELA, EEL
etV AVDOFIERK, CADRESZEZERTESH, COXSBEHRTIHBREERITITASC
ENTEET,

OpenSSL

OpenSSL CA & Tconfigs 77 A IJLICETVWTWET, OpenSSL H—/XD Tconfigy 774D
ABRFXDESICHELPTVET,

[ extCSR ]
keyUsage nonRepudi ati on, digital Signature, keyEnci phernent, dataEnci phernent
ext endedKeyUsage = serverAuth, clientAuth

Cisco I0S CA ¥—/\

Cisco IOSCA Y —NEFEATZHEE. EKU ZZ|V) ¥ THHIHD CiscolOS Y7o T UL
—AZFEAL VWAL ZBRELTLSEETL,

| OS- CA# show run | section crypto pki
crypto pki server |0S-CA
i ssuer-nanme cn=|l OS- CA. ci sco. com ou=TAC, o=ci sco
grant auto
eku server-auth client-auth

CiscoIOSAY RI> ROEE
SEEA & O ENTS

AEAE® [EKU] 7 1 —JL RA", Cisco I0S MiFE I "Server Authenticationy (2, 95472 KD
B4 TClient Authentication) ICEREE N TVWAHXEN BV ET, BE,. AL CAZFEHL T,
DSAT U NEY—NOEEDIBHEICBELET, CNDIH/S. Server Authentication, & T
Client Authenticationy OEAEN TN EFN, ZITANTREZR Y —NRASEE IS4 T2 NEHEIC
RRENET,

CA 1" IKEv2 #—/\T Public Key Cryptography Standards ( PKCS ) #12 XX CIIFAEZ UV 5 1

FURNES—NCRITTHHAP. EWBEXM AN (CRL) FEETRELEERATETEL
BAE. ARBERETIHEN B ET,

crypto pki trustpoint Fl exRoot CA


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
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revocati on-check none

PKCS#12 REFAEZ A R— KT3I, ROOAN RZAHDLET,

copy ftp://user:***@penSSLServer/pl2/ikev2.pl2* flash:/
crypto pki inport FlexRootCA pkcsl12 flash:/ikev2.pl2 password <password>
Il Note: ikev2.pl2 is a pkcsl2 format certificate that has CA Certificate bundled in it.

Cisco IOS CA =N\ EHBNICHAEZRTI25E. AHEZREITZILHIC. ROHIDKS
IZ IKEv2 ¥ —/N2 CAY—/NURL TRETILENF HV KT,

crypto pki trustpoint |KEv2

enrol Il ment url http://<CA Sever_|P>:80

subj ect - name cn=i kev2. ci sco. com ou=TAC, o=ci sco
revocati on-check none

NZARRAVNERETZIE, ROFIEEZRTIDHBEFHVET,

1.XOARY RZ2FEAL T CA ZFRELE T,

crypto pki authenticate Fl exRoot CA

20N REFERALUTIKEV2 H—/VZ2 CAICERLET,

crypto pki enroll Fl exRoot CA
AAZBCAERIXNTOATZAVANEENTVRAESH ZHETSHICE. XD show AT
REFERALKXT,

i kev2#show crypto pki cert verbose
Certificate

| ssuer:

Subj ect :
Nane: ikev2.cisco.com
ou=TAC
0=Ci sco
c=BE
cn=ikev2.cisco.com

Subj ect Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)
Signature Algorithm MD5 with RSA Encryption
Fi ngerprint MD5: 3FBO1AE4 E36DF9D8 47F3C206 05F287C6

Fi ngerprint SHAl: DEE6CAD1 00CDD2D5 C0976274 203D2E74 2BCA9BES
X509v3 ext ensi ons:
X509v3 Key Usage: F0000000
Digital Signature
Non Repudi ati on
Key Enci pher nment
Dat a Enci pher nent
X509v3 Subj ect Key I D CBCE6E9F F508927C E97040FD F49B52D1 D5919D45
X509v3 Authority Key ID: 4B86A079 A5738694 85721D0OD 7A75892F OCDAC723
Authority Info Access:
Extended Key Usage:
Client Auth



Server Auth
Associ ated Trustpoints: Fl exRoot CA
Key Label : Fl exRoot CA

IKEv2 DR%E

IKEV2 DEREFIZRICRLET,

'l I P Pool for IKEv2 Cients

ip local pool mypool 172.16.0.101 172.16.0. 250

Il Certificate MAP to match Renpte Certificates, in our case the Wndows 7 Cients

crypto pki certificate map win7_map 10
subj ect-nanme co ou = tac

Il One of the proposals that Wndows 7 Built-In Cient Likes

crypto i kev2 proposal w n7
encrypti on aes-chc- 256
integrity shal
group 2

'l I KEv2 policy to store a proposal

crypto i kev2 policy wi n7
proposal wi n7

'l I KEv2 Local Authorization Policy. Split-Tunneling does not work, as was
'l the case in good old | 2tp over | PSec.

crypto i kev2 authorization policy w n7_author
pool mypool

'l IKEv2 Profile

crypto i kev2 profile win7-rsa
match certificate wi n7_map
identity local fqdn ikev2.cisco.com
aut hentication |local rsa-sig
aut hentication rempte rsa-sig
pki trustpoint Fl exRoot CA
aaa aut horization group cert list win7 w n7_author
virtual -tenplate 1

Il One of the I PSec Transform Sets that Wndows 7 |ikes

crypto i psec transform set aes256-shal esp-aes 256 esp-sha-hnmac

'l I PSec Profile that calls IKEv2 Profile
crypto i psec profile win7_ikev2

set transform set aes256-shal
set ikev2-profile win7-rsa

'l dVTlI interface - Atermnation point for IKEv2 dients



interface Virtual - Tenpl atel type tunnel

i p unnunber ed LoopbackO
tunnel node ipsec ipv4

tunnel protection ipsec profile win7_ikev2
virtual-template @ IP unnumbered (&, IPSec #E&GEICFERAITBHO—HNIL 7 RLAUADOT RL A
CBWET, [N—RIIT VAT EEATRE, IKEV2RRE/— REHTIL—FT 127
BHEXMTEDIEO, \—RIIT VZATNOBRIL—TATOBBIRELE T, |

Windows 7 88 #IAHK VA F > NDERTE

RDFIETE, Windows 7 ARAK I TA T RN ERET D HEICOVTHALET,

1. [Network and Sharing Center] I(Z# &)L . [Set up a new connection or network] 22 1) Y L

x9,

Control Panel Home

Mamage wireless nebwarks
Change adapter settings

Change advanced sharing
settings

HameGnoup
Internet Options

Windeows Firewall

i LE

o

Set up & new connection of network
Set up & wireless, broadband, dial-up, ad hoc, or VB connection; or set up 2 router or access point.

::I'IIII.".I. Eo & network

Connect or reconnect to a wireless, wired, dial-up, ar VPN network connection.

Choose homegroup and sharing options
Access files and printers lecated on other nebwork computers, or change sharing settings.

Troubleshoot problems

Diagnese and repair nebwork problems, or get traubleshesting mformaten,

2. [Use my Internet connection (VNP)] 22U Y O L&Ed, hnlcky), BEDA > Z—XY
NEHRTROSI—MEND VPNERZEYNTYTITRDENTEET,




LA
How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connection through the Internet,

L VI

< Dial directly
Connect directly to a phone number without going through the Internet.

AN e

What is a VPN connection?

Cancel

B.IKEV2 H—NDTLEMRX LB (FQDN ) £ IP7RLAZADL, ThICEER
ZEELTO—HNIICEBILET,

X :FQDN (&, JL—Z IDSEBAE® Common Name (CN ) E—H L TVRHENH W ET
o Windows 7 Tlk, *—HzHHd5E&. IT5— 13801 TEGZEELET,
EBMNSXA—2ZRETILEN HB -8, [Don't connect now;just set it up so | can
connect later] Z7F >/ ICUT [Next] 20 UYL &Y,



@®

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: ikev2 . cisco.com

Destination name: FlexVPM-105

Use a smart card

Hy Allow other pecple to use this connection
This option allows anyone with access to this computer to use this connection,

Don't connect now; just set it up so [ can connect later

[ Mext ]| Cancel |

4. FIFRERRAIZFA TS 8%, [User name]. [Password], [Domain (optional)] &7 1 —)L R
FABLBVWTLEEV, EK (Create ) | 20U Y IOLET,
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Type your user name and password

User name:

Password:

Show characters

Femember this password

Comain (optional):

[ Create ]| Cancel

E RRENDTVARIVZBALUTT, BELBVTSEZL,

5. [Network and Sharing Center] IZE& V). [Change adapter settings] 22 1JY VL&Y,




) ¢ Ll » Control Panel » All Contral Parel Rerme ¢ Metwerk and Sharing Center - Eearet Contral Panel

Control Panel Home

Mamage wireless nebworks ‘ - '

Change adapter settings

Change advanced sharing
settings

See alio
HameGnoup
Internet Options

Windeows Firewall

6. [Logical Adapter FlexXVPN-IOS] ZiBIRLEF., chd'. CORANCBBHITHDINTOF
JEQHFERTT, TOZ7ANTAZIUYILET, Sk, FlexVPNIOS EFEND, #
EFICERLEESE7O77/4)L0o7ONT14TY,

[Security] 27 T, [Type of VPN] A" [IKEV2] I 2> TWBHAENH V) £F, [Authentication]
93 32T, [Use machine certificates] Zi&IRL £7,



3 FlexVPN-IOS Properties 2

General | Options | Securty | Networking | Sharing

Type of VPN:
| IKEv2 v
| Advanced settings
Data encryption:
| Require encryption (disconnect if server declines) -
Authertication

) Use BEdensible Authentication Protocal (EAP)

Properties

@ lse machine cerfficates

| oK || Cancsl

AAEEND VAEAEARNTICAVR—K L&, FlexVPNIOS Z7O77ANICTED LS
KBV ERT,

9547 NEBROBE
V24T MNEHECRE, ROEZEANABETT,

. D54 T NEEBREIC TClient Authenticationy @ EKU A&V ET, Fh. CAlE
PKCS#12 SfFAEZIREL £ 9,

Client's PKCS12 Certificate will go into Local Machine Personal Certificate Store

. CASERRE :

CA Certificate goes into Local Machine Trusted Root Certificate Authorities Store

EEXEH



CRDEESOABEHETIEESHESIE. "IPSec IKE intermediates ( OID =
1.3.6.1.55822) ZEKU ELTHERATRIHEN BV E T,

IKEv2 H—/\A" Windows 2008 Server T& %, IKEv2 ###: T 0 Server Authentication
Certificate "B H 2. CNAFHTEFEBIFES. 1 DOFEAEIC "Server Authentications @
EKU & TIPSec IKE Intermediate; @ EKU OB ZHETSH., chS O EKU ZiBAE™
TEHLET, 2B EE 1 DOEAEIC "IPSec IKE Intermediates ® EKU A"E8FhTL
BEEHALET,

HMICOWTIE, TIKEV2VPNEHEOR TSIV 1 —TFT 142004 25BLTLKEEL,

- FlexVPN OB Tl&. EKU T TIPSec IKE Intermediate; ZFHALBZVWTSEEV, AL
BE. IKEV2 V547 MTIKEV2 H—/NGEHENBBEhEFREA. TORERE.
IKE_SA_INIT [ XY £—2TI10S 5 M CERTREQ IZISETE VW8, 13806 TS —
ID TEHENMKBLET,

. Subject Alternative Name ( SAN ) FARETTH, SIAZSICEEFNTVRBEICEZHFALT
BETY,

- Windows 7 9 54 7> NEEBAE A N7 T, [Machine-Trusted Root Certificate Authorities] A
NRZICHBERIBAEDR NI BN BRETNTVEI L ZHIRELET, ChHF S0 BREEZBADE
4. CiscoIOS T Windows 7 RY VAN S DEEHDOTNXTDH CA DFEAEDHRIE (DN ) Z
B Cert Req RAO— REMEAEDFTAEY ICKKTRBEENFHYVET, TOHKR, XI>T
—2aAUNRBL, OTAT U RNTEREZALT IR RRENET,

CoTH, BENEREICHBELTVANES P ERRBLET,

TIORTYNADE=TVRY—=) (BEI—HYEH) . HED show AX¥ REHFR—KL
TWET, show AN ROEI DB ZRTTBICIE. Output Interpreter Tool ZEAL £,

i kev2#show crypto ikev2 session detail
I Pv4 Crypto | KEv2 Session

Session-id: 4, Status:UP-ACTIVE, |KE count:1l, CHILD count:1

Tunnel -id Local Renmote fvrf/ivrf Status

1 10.0.3.1/4500 192.168.56. 1/ 4500 none/ none READY

Encr: AES-CBC, keysize: 256, Hash: SHA96, DH G p:2, Auth sign: RSA
Auth verify: RSA

Li fe/ Active Tine: 86400/17 sec

CE id: 1004, Session-id: 4

Status Description: Negotiation done

Local spi: A40828A826160328 Renote spi: C004B7103936B430
Local id: ikev2.cisco.com

Remote id: ou=TAC,o=Cisco,c=BE, cn=Win7

Local req msg id: 0 Remote req msg id: 2

Local next msg id: 0 Remote next msg id: 2

Local req queued: 0 Remote req queued: 2

Local window: 5 Remote window: 1 DPD configured for 0 seconds,
retry O


http://technet.microsoft.com/en-us/library/dd941612(v=ws.10).aspx

NAT-T is not detected
Cisco Trust Security SGT is disabled

i kev2#show crypto ipsec sa peer 192.168.56.1
interface: virtual-Accessl

Crypto map tag: Virtual - Accessl-head-0, |ocal addr 10.0.3.1
protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (172.16.0.104/255.255.255.255/0/0)
current _peer 192.168.56.1 port 4500

PERM T, flags={origin_is_acl,}

#pkts encaps: 5, #pkts encaps:5, #pkts encrypt: 5, #pkts digest: 5
#pkts decaps: 55, #pkts decrypt: 55, #pkts verify: 55

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#send errors 0, #recv errors O

local crypto endpt.: 10.0.3.1, remote crypto endpt.: 192.168.56.1
path mu 1500, ip nmtu 1500, ip ntu idb Ethernet0/0

current outbound spi: 0x3C3D299(63165081)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: OxE461ED10(3831622928)

transform esp-256-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 7, flow.id: SW7, sibling_flags 80000040, crypto map: Virtual - Accessl-head-0
sa timng: remaining key lifetime (k/sec): (4257423/0)

1V size: 16 bytes

repl ay detection support: Y

St at us: ACTI VE( ACTI VE)

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

spi: 0x3C3D299(63165081)

transform esp-256-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 8, flow.id: SWS8, sibling_flags 80000040, crypto map: Virtual - Accessl-head-0
sa timng: remaining key lifetime (k/sec): (4257431/0)
1V size: 16 bytes

repl ay detection support: Y

St at us: ACTI VE( ACTI VE)

out bound ah sas:

out bound pcp sas:
hNZ7LPa—k
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.PSKIc&®H 4 RE VPN O ASA IKEV2 FINY T FHOZAIL/—b

- ASA IPsec BLUT IKE DFNNY YT (IKEVI XLV F—=R)DRSTAS1A—=F 42T T
—AHhl/—bh

. 10S IPSec BLYT IKE DF/NY T (IKEVI XL> F—R)DRSTNSA—-F4 T FOZ
BhlL/—b

. ASAIPSec 8L IKE TNV Y  IKEVI PIL YT E—RFHZHIL/—bB

. Cisco ASA 5500 ) —RXEBBEX1 T4 FPTS5AFU A

. Cisco ASA 5500 V=X BBELF1 VT 1 FPTIAFADYIZRNIIF Ao O0—K
. CiscolOS 7ZPATF2#—=)L

. CiscolOS Y7 NI XIF

-2 FP7 S xT) (SSH)

- IPSec 2> I—>3a/IKEZOMIL

T AN HYER—-BPE RFIXT D -Cisco Systems



/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113574-tg-asa-ipsec-ike-debugs-main-00.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113574-tg-asa-ipsec-ike-debugs-main-00.html
/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/113594-trouble-ios-ike-00.html
/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/113594-trouble-ios-ike-00.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113595-trouble-asa-ipsec-ike-00.html
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_general_information.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps1018/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/web/psa/products/index.html?c=268438303&referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk617/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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