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Mame: InternalCa
Counbry Name [bwd-letter code )t s

State or Provence: MDD
Lacality ar City: Calumibia
Organization: Sourcefire

OUrganazabonal Unit (Lepartmentl: | TaC

Common Name: InternalCa
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Country Name (two-letter code): s

State or Province: D
Lacality ar City: Codumibia
Orgamnzration: Sourcefire

Organizational Unit (Department]: | Tac

Common Name: InternalCa

Generate C5R Generakbe self-signed CA | Cancel

ZE:CAEEECIBAVEDET, BEEROTUVIL—RNFHBIDESHERIDILBEND
BHEEEHYET,

ii.—BEGIN CERTIFICATE REQUEST& - END CERTIFICATE REQUESTZ SO ERRE S k% 1
E—UT. reqgiiiRFZHIODOTFARNTI7TAILICRELET,

Generate Internal Certificate Authority T

4 Subject:
Cornfmcn Mame: InbermalCa,
Organization: Sourcefire
Organizabion Unit: TAC

CSR:

——BEGIN CERTIFICATE REQUEST -
MIB4rCCALWCAQAWZ TELMAKGA] UEBRMOWMCZAIBgNVEAgMAK] EMREWDMWYTVGQGH
l::-.b.hI:Jl:-Exih'-':Jp‘rTETHEEEMIIFEngmm-}l:mmlzmlvETEMH.ﬂaEﬁmEtmm'EFnH&hm ‘ ‘
EQYDVOQQDDARIbnRIemShBENBMIGIMADGCS 4GS b3 DOEBAQUAASGNADCBIQKES

XTORE My PHMGTYANNgG T L PXxZ TigRe MK ouLhBrvwosHhwbALIro Bju/ REIg?
TylewhiprdBabkakDSHDafFIrouBLGwKemxg 2 IUxBEDrdy1 SKESiRpridSBaRe

LSHey 30K S SXNKETREVEVD FRYARVDRI VDR v QIDAQAB DAwPAY JK0Z Thve

AROMSBwWLTAdBgNVHOIERGQURR v FImZitE3sp LdPazp THGRwWDAYDVROTEALNW
AERIFAMNEN kb k0w AN IR AR O haA B e ? Sl B WA TR D e

| O Il Cancel

FE: CAEBEN req ERBIDT7 7 ANRFZERTIBEN HUET,



A7>32 3 :CARIAREF—ZEAR—NTD

@ Health System Help v admin v

| (&) Generate CA | | &) Import CA || -4, Filter |

i.[lmport CA) 2V JUY U LET,

i.GEBAEZZRMELCEBYSTERT,

iR —ESBELFBY)FHFET,

iv.[Encrypted] FI Y ORY DRAZFAIZLT, NAD—RZAHLET,

Import Intermal Certificate Authority T
Hame: | Win2008R2

Certahcate Daka oF, chotde & hle: B,

feBEGIN CEETIFICATE e =
MACATCCARTG AR EAI0CT 2L HN R K BE 20 2 AU AN BaEah G w0 BACUFADED

MBRMwE R ImiZ Py L OBGRY T A EMROWEQ R CEIeniZ PryL GOBGRY Eern\Vi L IEWMBOG

ALUE A MemAYZy LIS L wOC ] DOT AebsllaT AL MZEsHIA M aEwl MDA MIEwiIES
MitlaMExEzaRBooIalk Tud Ak Fpiib 2 dfDas Boodidalk/ 2 AR R FoRGI D

MAETAEAYIMOOCE LEDUnLvd I LUN BT DB ok ok BADERAA0CADEA

MEOBCAKCAQE AT R B ILBLQN + UG Bl D O mER I U T ELS MR 0

OLERCT: oy Tyl harn PO D | TS 3y S ah -+ Do oo S MOy P S sk fasi0s Prg G My

BT+ ZFPE LAIBSHRNGILM + SERCCanomBiFy + imietziExtoc T ol

Ky of, choose a fle: B, .

----- BEGIN PRIVATE KEY-— -
MIEvRIEADANEQ kg ki GSnOBAEFASE CBR g0 Sh AN EAACBADDON 506G 1 CGmAd
TALSWMroGEs08 X0 2 ioa Ot AR e P HHL D5 AT d e SGY) pOR0THIo0

GEKAAISET LaHHHE 1 Bl s HmadSoas ]« et YO8 BadieHmpaHW v Sy LD S kL« MTvon:

Gl s a2 b « TRy T XS oo Un O G rBe iDE By Byla S

A bIEKENSSRT pETBwPL 2 e vighhy LEsSodGenRkawdiiiHn R0t Im2 isldesPo

s e PUSTHEC S5SNI 1+ DRI 2 BL iy nG0ny S hiF RIVO 2 Wed DE B4 T TSNNT0G

L 1+ Ay AcMBAAECoa P AR TWORRLIME AR g G+ CCphfihCr Fvg ImMEeT 4 = + FIETS

AT+ 2L S CoE S R oL 30 KOG 23 HE 1V Qab sk TURCMN Dok chmF -

¥ Encrypied, and the password 15! sessedes

X NAD—RABVESE, [Encrypted] FT Y IRY VRAZFAVICLUTNADT—R 74
—J)LREZADEFRICLET,

2.READF—THESIL



BAOHARDO A R—N (BASLLBEREORBFR)

i.ZZfl @ [Objects] R—2 T [PKI] ZEBIL . [Internal Certs] ZZ#IRL £T,

i.fAdd Internal Cert]2 2 VY VL&Y,
FIREZSBELEBYFTET,

ii
vVBEF—ESRELER”YFTET,
v. [Encrypted]’RY JARAICFIYVZAN, NATD—RZAHLET,

fAdd Known Intermal Certificate T M

Madmd: | EmowniCert

Certificate Data or, choose & file: Browse...

M:uwmmmmwmmw
ﬂgmwmmmwmmtwqmﬂ;uw
MDZaFw0 s ODMZMDCNZAAMDZ aMFL < CZA B NVEAY TANTMOS:

A1 RBCEEMMAGGA] LIEAmwINVEFDMIBIANBGahkiGHwOBAEFAMDCAQBAMIIBCONL |
ACE A ALHNARE Py bk o0 EL HHmY 3/ |+ MgMomGiushrE 3AZrmh 582 Grwak -

Key or, choose & file: Browse...

——BEGI RSA PRIVATE KEY—
MilEns

mmmqwnmEM+Wmﬁmmwrw
JEXBWNIISGYtizwe 1vLI9 G2 OUVARNIIBSiz + SNrNTVGNTwH + ICU €2 ZAR 1
FriHfehis « [pES s B2 IrUIUCM0 g IPE mu 1 MGy 3ui il 2 Csihmiliesd 1 CGaht

YonbuEUCHELIDWC /P2 riVWECMsymIN7 hivfi YEDNWig
SMERCTCOFTUATeNFUd] 501 HrFR IS wasMEBATWI I IFEPkhWHEh + L D I LvP -

¥ Ericrypted, and the password is: | eeesessees

Sawe Cancal

¥ NAD—RABVWEERE. [Encrypted] RY JRAEEANDERIZLET,

4. "ARUD—,>T8SSLy ICBBIL, "HRARV— Z2OVYILET,



Hew S5L Palicy

e

588&EL, "F7AIN Foar, BBRUET, SSLRVS—ITF1 X R=IHK
RENET, SSLARVS—IF4ER—2F, FORARAARNO-ILRIS—IF148 R—
TSERBIUKSICHBELET,

3 : [Default Action] ICflZIBIRL TEVWADASKEVEE, HEKE L T [Do not decrypt]
BTOAVELTERTDCEZHBLETD,

6. SSLARUS —ILF 4 ZR=IT, L—IOEMEIVYIULET, [AddRule] 71> RTT,
L=LIZERZFTT, TOMINTOXIETIEREZANLET,

Add Rule ? X

MName |Resigr1 [#| Enabled Insert |below rule |v| |1

Action |=D Do not decrypt 7

& Decrypt - Resign
Users  Applications Ports  Category  Certificate DN Cert Status  Cipher Suite  Version Logging
(4 Decrypt - Known Key

Availabl = Do not decrypt Source Zones (0) Destination Zones (D)

-4 Sear| 3¢ Block .

B, 701 3¢ Block with reset
4, 701 1 Monitor

&, /i External
a. /4 HomeSet
2& A Int | | Add to |
A Sterna Source
Add to

Destination

[ Add ] [ Cancel I

ROt 3 2T, [AddRule] T4 RUTERBENDEESERATIIVICOVTHALE
9, :

Foay

Decrypt - Resign

- FREE (MtM) ELTHEBETD U —HF, I—FenERZESHFANTLS, H—NNOHFLVERZBILET, UT
12, W22 0FlERLET, I—HHTS5THIC https://www.facebook.com EANLET, CORS T4 v I H—



ICEET DL, B —BIREN CASIAEEZFAL TI—YEeXOdI—ML, SSLA VR AZBILET, Th
L EEIC > Y —E hitps://www.facebook.com (Z#E#i L, SSL R XJI B #RIL £ T,
o BRIEER  1—ICIE Facebook DFEAE TR B L, L—IICEENDMBEEN RRENET,

DTV IVICEAMCANBETT, F—ZBEMADHERE. F—0EEHA, 28
RUET, CCTERULAABNI IV ICEFBELET,

F: 2oAT2avRBNYIT E-RTREATETLA,

Decrypt - Known Key

c RST74VvIDESHICERTRILOOF—., BV —HFRELET, UATIC, V<O2P0FlERLET, I-HHTZ
JH(Z https://www.facebook.com EAILET. CORZ TV IN I H—ICRETDE, BB N7V I%E
FSHLTHAS, RTFT1VIUERELET,

o BRERFER . 1—IC Ik Facebook DREAEN RRENET

« ZOTVAVICEASPIAEN BETT, AEPFIAEZEMT S IZIE, [Objects] > [PKI] > [Internal Certs] M JEIZEIR L &
3-0

X RAAMVBRTIAAEOFMEER. FMBABTETIER) £H A, facebook.com &
Bl LTHY) EFBE, I RI—YIZ Facebook MDEIBAENRRE DD IE, BB EE
IZ R X A > facebook.com DFFEETHY) ( DFV). FIBLHEAN Facebook, Inc THd &
). NTUY YD CAICKDTBREE N facebook.com SEFAZENFIEEZIZE > TLVRBAD
HATT, BEEILTEDNE., MBHEBIFIETH A NOBREOFXF—ZFERATRIEENDAKT
ER

BAOF—2FALTESILIZDEBENGE., HTTPS Y—NNOKZT7 1Y D ZESLL T, #
RN —NEZALOHBENSREITDCETT, ABHTTPS HA MADITA T NINT T 4

VIORREITZIHERR. AT -—NCHITIMBEEEL, FY NID—JRATIHEOBESLY A

NCEBRTD VAT NZTAV I ERETDCENBENTHI L, BESUBIVOCEES
ZERALET,

% : DHE & ECDHE TESILT 3. XAEDBHONFHBRETT,

Do Not Decrypt

SSLARUZ—BNANALTT oA A NO=-N RIS —ZRNZT7 1Y JICBRALEY,

T %

BEDAAZTZHEAL T, SSLhZ 7 1Y JICIL—IIABRAEIAET,

DN

AAENDOREDRXABZFEALT, SSLhZ 714V VLN BERAENET,



Zones Metworks  WVLAN Tags  Users Applcations  Ports Calegory mmmﬂﬂlﬂ Cipher Sulte  Wersion Logging
Yvallable Dfis & 4 Subject DNs (0] Essuer CMs (0]
B Sourcefere Undecryptable Sibes
B CH= " gtrognderse, Do
B CN= ot noodbar vl (o
BB Chim ™ Redorapropect. ang
B CNe T husel B 00
BB Chi=® hiiraah £ o
BB Chi="_maddlaorg
B Ch=".shn.redhatcom
:l.’hl-' gy, meropoft com.
S CN="updabe. mecronaft.com
B CM=acoount b com
B Google
Erier v -
Cert Status
UTOIHERT—RAICEDVWT, SSLNZ 71 v D)= ERENET,
Zones  MNetworks  VLAMN Tags Users  Applications Ports  Category  Certificate DN Cipher Suite  Version
Revoked: 'C‘r'e.s | No | Do Not Match |
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https://www.google.com,Fgws_rd=ssl c Search ﬁ

]  This Connection is Untrusted

A You have asked Firefox to connect securely to www.google.com, but we can't confirm that you
connection is secure.

Add Security Exception ﬁ

You are about to override how Firefox identifies this site.

H J Legitimate banks, stores, and other public sites will not ask you to do this.

Server

n
Location:  https://www.google.com/Tgws_rd=xsl Get Certificate
Certificate Status

This site atternpts to identify itself with invalid informaticn. L

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.
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General  Media  Permissions  Security
Website Identity
Website: www.google.com
Owner: This website does not supply ownership information.

Verified by:  Sourcefire

View Certificate

Privacy & History

Have I visited this website prior to today? Yes, 277 times

Is this website storing information (cookies) on my Yes View Cookies
computer?

Have [ saved any passwords for this website? No l View Saved Passwords ]
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Could not verify this certificate because the issuer is unknown.
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Serial Mumber 13:E3:D5:7 D4 E:5FEFET
Issued By
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Organization (O] Sourcefire
Organizational Unit (OU) Tac

Period of Validity

Begins On 5/6/2015

Expires On 8/3/2015
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Og:66:00:2E:B7:83:27: 7298 :EA:Bl s 10:B32672 41
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