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Error: Unable to establish IPM v2 / RMCP+ session Error

Info: cannot activate SOL payload with encryption
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ipmitool lan print

Set in Progress : Set Conmplete

Aut h Type Support : NONE MD5 PASSWORD

Auth Type Enabl e : Call back : NONE MD5 PASSWORD
. User : NONE MD5 PASSWORD
: Operator : NONE MD5 PASSWORD
: Adnmin : NONE MD5 PASSWORD
. CEM

| P Address Source : Static Address

| P Addr ess 1 192.0.2.2

Subnet Mask 1 255.255.255.0

MAC Addr ess : 00: 1e: 67: 0a: 24: 32

SNMP Community String : I NTEL

| P Header : TTL=0x00 Fl ags=0x00 Precedence=0x00 TOS=0x00

BMC ARP Contr ol . ARP Responses Enabl ed, G atuitous ARP Di sabl ed

Gratituous ARP Intrvl : 0.0 seconds

Default Gateway |P :192.0.2.1

Def ault Gateway MAC : 00:00: 00: 00: 00: 00

Backup Gateway | P : 0.0.0.0

Backup Gateway MAC : 00: 00: 00: 00: 00: 00

802.1q VLAN ID : Disabl ed

802.1q VLAN Priority 0

RMCP+ Ci pher Suites 0 1,2,3,6,7,8,11,12,0

Ci pher Suite Priv Max 1 XaaaxXXaaaXXaaXX



X=Ci pher Suite Unused
c=CALLBACK

u=USER

0=0PERATOR

a=ADM N

O=CEM

23 ok

ATY7 1 ROONY REFEALTERETEXRI D,

ipmitool -I lanplus -H xxxX.XXX.XxXX.xxx -U admin sdr
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Error: Unable to establish IPM v2 / RMCP+ session
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ATY72: ROOAR REFEAL TEEZAA T EE W,

ipmitool -I lanplus -H xxx.xxX.xXxx.xxx -U admin sdr

ATYT 3 RDIT—HNRRENET D,

Info: cannot activate SOL payload with encryption

RDANY ReFEALTEEZEHATT (k. FRAIZIESAM—REZEELET ),

ipmitool -I lanplus -H XXX.XXX.XXX.XxX -C 3 -U admin sdr

ATYT7 4 FEEHRTERZVSEERE. ROONY ReFALTERZHAATEZ L,

ipmitool -I lanplus -vvv -H XXX.XXX.XXX.Xxx -C 3 -U admin sdr

FHEDCROIT—HNFRRENETTH,

RAKP 2 HWAC is invalid

ATY 7 5:GUIZBHTAIMIN /NATD—RZZELT, XYELTHTLSEETL,
FEERTEBRVESE. ROON REZFAL TERZAKTSEZV,

ipmitool -I lanplus -vvv -H XXX.XXX.XXX.XXX -C 3 -U admin sdr

AHAEDCROIZ—HARRENETH,

RAKP 2 nessage indicates an error : unauthorized nane
ATV 6:[1—Y (User)]>[A—AHIEE ( Local Configuration ) ] > [1—HEE ( User
Management ) ] DJEIZZERL £ T,



- 1LV TestLomUser Z4ER L £
. [User Role Configuration] @ [Administrator] ZFICL & ¥,
- [Allow Lights-out Management Access] ZF >/ ICLUE T,

User Configuration

Uzer Mame

Authentication

Passward

Confirm Password

Ma=imurn Mumber of Failed Logins
Minimum Passward Length

Days Until Passward Expiration

Days Before Pazsward Expiration Warning
Options

Adrinistrator Options

User Bole Configuration

Sourcefire User Roles

Custom User Roles

TesH omUser
Use External Authentication Method

T
g

£
=

Force Password Reset on Login
Check Password Strength
Exampt from Browzer Session Timeout

@ Allow Lights-Out Management Access

W Administrater
External Database User
Security Analyst
Security Analyst (Read Onhy)
Securty Approver
Imtrusion Admin
Access Admin
Metweark Admin
Maintenance Lser
Discovery Admin

Imkrusian Admin- Test Jose - Intrusion poelicy read anly accesws
test
Test Armi

Save Cancel

0 = Unlimited)

0 = Unlimited)

ZUTDTITSATADCL T, BODOERZ root CTAAL—KMLT, RO REZEST
LET., TesttomUser A" 3TENDI—HTHD L =Z2EELET,

ipmitool user list 1

ID Nane Callin Link Auth
1 fal se fal se
2 r oot fal se fal se
3 Test LomJser true true

IPM  Msg Channel Priv Limt
true ADM NI STRATOR
true ADM NI STRATOR
true ADM NI STRATOR

3ITENI—Y% admin ICEELET,

ipmitool user set name 3 admin

BYBETIEALRILERELE

ipmitool channel setaccess 1 3 cal

9o

lin=on link=on ipmi=on privilege=4



#FLWadmin I—HONAD—REZZELET,

ipmitool user set password 3

BEAELVCEEBALET,

ipmitool user list 1

I D Nanme Callin Link Auth I PM Mg Channel Priv Limt
1 fal se fal se true ADM NI STRATOR
2 r oot fal se fal se true ADM NI STRATOR
3 admin true true true ADM NI STRATOR

SOLAELWF ¥R (1) E1—H(3) CHLTEMCE>TVWB L E2RRBLET,

ipmitool sol payload enable 1 3

FIE7 : IPMI Z7OEANF BHETRETE BV L ZHEBLET,

pmtool status | grep -i sfipmid
sfipmd (normal) - Running 2928 Conmand: /usr/local/sf/bin/sfipmd -t 180 -p power PID File:
/var/sf/run/sfipmd.pid Enable File: /etc/sf/sfipmd.run

Restart the service.

pmtool restartbyid sfipmid

PDAZEENTVWAEEZBRLET,

pmtool status | grep -i sfipmid

sfipmd (normal) - Running 20590
Conmand: /usr/local/sf/bin/sfipmd -t 180 -p power
PID File: /var/sf/run/sfipmd.pid
Enable File: /etc/sf/sfipmd.run

ATY78:GUI TLOM ZEMICLTHS, PTZATVAREVT—NLET, PTZ3A4T >
AD GUI T, [A—AJ (Local )] > [E&E ( Configuration ) ]> [V —I)L®E&E ( Console
Configuration ) ] ®JEIZiEIRL £9, [VGA] ZBIRL T [RTE (Save )| 20U Y UL =&, [OK]
2OV OLTBEBLET,
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ipmitool -I lanplus -vvv -H XXX.XXX.XXX.XXX -C 3 -U admin sdr
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ipmitool -I lanplus -vvv -H XXX.XXX.XXX.XXX -C 3 -U admin sdr
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ipmitool bmc reset cold
ATV M FNAAREALO—AIL XY RND—DLIZHD (DFY, FEIL—FZBBL &
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ipmitool -I lanplus -H xXxXX.XXX.XXX.XxxX -U admin power status

arp -an > /var/tmp/arpcache
BMC A" ARP ERIZHEBEL TVWA L ESH ZHMT D ESHIC. EROD Ivaritmp/arpcache 7 7 A
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adm n@i r eS|l GHT: ~$ sudo shutdown -r now

Br oadcast nessage fromroot (ttyS0) (Tue Nov 19 19:40:30 Stopping Sourcefire 3D

Sensor 7120...nfensg: Host ID 1 on card O endpoint 1 de-registering ... nfemsg: Host ID 2 on
card O endpoint 1 de-registering ... nfensg: Host ID 27 on card 0 endpoint 1 de-registering
...... ok Stopping Netronome Fl ow Manager: nfensg: Fail call back unregi stered Unregi stered NFM
fail hook handl er nfensg: Card 0 Endpoi nt #1 nessagi ng di sabl ed nfenmsg: Mdul e EXIT WARNI NG
Deprecanfp nfp.0: [ME] CSR access problemfor ME 25 ted config file nfp nfp.0: [vPCI] Renoved
virtual device 01:00.4 /etc/modprobe.conf, all config files belong into /etc/ nmodprobe.d/.
success. No NVMSB present: |ogging unecessary...[-10 OK ].. Turning off swapfile

/ Vol ume/ . swapt wo

[-10 OK ] other currently nounted file systens...

Unmounting fuse control filesystem.

Un

MR R E iz H 1 Unmounting fuse control filesystem.Un &, FireSIGHT System A #&#te h iz
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Error sending SOL data; FAIL
SCL session closed by BMC
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