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HARMNEGAHNE. REST-API, SNMP
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CORFIXNOERIE. BEOSRBEBICLHZDTFNAAICEIVWTERENELE, COR
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o NB11xx

o NB21xx

o N B31xx

o NBH41xx

 Firepower Management Center(FMC)/N\—> 3 2/7.1.x

- Firepower eXtensible AR L —F 1 > J 2 A7 L(FX0S)2.11.1.x
« Firepower7* /N4 AN Z—= ¥ (FDM)7.1.x

» Firepower Threat Defense(FTD)7.1.x

+ ASA 9.17.x
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NATRAZEVT 1, 7I—ILF—N—DOREZELEXT, NATRATEVT A FRIzlF
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FYRNT=IONDHE ) &. BETNAAODAIN—T7Y NeRERMEOEEZRHILET,

CORFIXNTR, ROXRRZFUEKRTEALTLERT,
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« AT—ZEBEUTAFXREZRITAR
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FMCONATRAZEVTAREEARAT—RAR, ROATS 32 ZEAL THETERT,

+ FMCQOUI

+ FMC®OCLI

« REST APIER

s FMCRZ TN a—F420774)

FMC®OUI

FMCUITFMCONA TRAZEVTAREEAT —FAZHE TSI, ROFIBEICHWVET

o

1. "ORAT ALy > T#HE > "EURAM, ZBRLULET,

Firepower Management Center .
'Ell's'élc"' — P " g . Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, e Giobal ', admin v
=m / Integrat High Av by
Configuration Lagging Maonitaring
Cloud Services Realms Identity Sources High Availability eStreamer Host input Cilen ~ Users Security Analytics & Logging Audit
Domains Syslog
s : 3 o s a e Health
Select a role for this Management Center and specify peer details to setup high availability. I I'"'La"""l 2 Statistics
SecureX Monitor
Role For This FMC: Updates Falicy Toels
‘s Standalone (No High Availability) Events Backup/Restore
Primary Liconses Exclude Scheduling
Smart Licenses Monitor Alerts Import/Expaort
Seconda
i Classic Licenses Data Purge

2.FMCOO—IIZ®BLET, COBE. NMTRATSEUTARFEREENT, FMCIEFAZ> R
FOERETEHELET,



cI5C0 FIT?DOW.Q.E.‘F.ME nagement __center Overview Analysis Policies Devices

Cloud Services Realms Identity Sources High Awailability eStreamer Host Input Client

Select a role for this Management Center and specify peer details to setup high availability.

Role For This FMC:
» Standalone (No High Availability)

Primary

Secondary

Objects AMP

Intelligence

Smart Software Manager On-Prem

Deploy

Q, @{} @ Giobal | admin v

Peer Manager

NATRAZEUTANFRESATVRHEER. O—AILBIFUVE-—FOO-LIFRRENE

ED

Synehronization © ok
" 122048022
Active System { HA symchronization time @ Mon May 23 15:09:36 2022 )

10,122.148.123

Standby Sys
BNy S { HA synchronization time : Mon May 23 15:25:14 2022 )

Operaling System

Software Version

Model

Active = Primary

-é||‘s‘é!:;- Flrepower Mana_ge ment Cl:en ter Q Overvicw Analysis Policies Devices Ohjects AMP Intelligence Deploy @ L5 o Global | admin
yste t t High Awailability
Peer Manager
Cloud Services Realmsz Identity Scurces High Awvailability eStreamer Host Input Client Smart Software Satellite
———
4, Switch Peer Roles &  Break HA Il Pause Synchronization
Summary Systemn Status
Status © synchronization task is in progress Lecal Remote

Standby - Secondary

(10.122.148.123)
Fire Linux 05 7.1.0
7.1.0-90

Cisco Firepower Management
Center 4600

(10.122.148.123)
Fire Linux OS 7.1.0
71.0-30

Cisco Firepower
Management Center 4600

FMC®OCLI

FMC CLITFMCONA TPRAZEVTAREEAT — R AZHERIZICE. ROFIBEICHVET

o

1.SSHEEOAV Y —ILELKZNLTFMCICT 7 EALE T,

2. expert AN RZEITLTAS, sudosu IN REEITLET,

<#root>

>

expert
admin@fmcl:~$

sudo su




Password:
Last Togin: Sat May 21 21:18:52 UTC 2022 on pts/0
fmcl:/Volume/home/admin#

3. troubleshoot_ HADC.pIYX > R&ZEZETL., 7> 321 FMCOHAEHRO R R ZBZIRLE T, /)
ATRAGEDTAHABREENTVEVEER., ROBAINRTENET,

<#root>
fncl: / Vol une/ hone/ adm n#

t r oubl eshoot _HADC. pl

Rk I b R b O Troubl eshootlng Utlllty R R R O R

1 Show HA Info O FMC

2 Execut e Sybase DBPi ng

3 Show Arbiter Status

4 Check Peer Connectivity

5 Print Messages of AQ Task

6 Show FMC HA Operations History (ASC order)

7 Dunp To File: FMC HA Qperations History (ASC order)
8 Last Successful Periodic Sync Tine (Wen it conpleted)
9 Print HA Status Messages

10 Conpare active and standby device |i st

11 Check nmanager status of standby m ssing devices

12 Check critical PM processes details

13 Hel p

0 Exi t

Rk I R Rk Sk b O S kS R IR R S ok Sk b O S R R S kR R I o O

Enter choice: 1

HA Enabl ed: No

NATRAZEUTAHNREETNATVDHER. KOBEAINFRRENET,

<#root>

fmcl:/Volume/home/admin#

t r oubl eshoot _HADC. pl

wHRE ARk Rkl Troubleshooting UtiTity s

1 Show HA Info O FMC

Execute Sybase DBPing

Show Arbiter Status

Check Peer Connectivity

Print Messages of AQ Task

Show FMC HA Operations History (ASC order)

Vv WN



7 Dump To File: FMC HA Operations History (ASC order)
8 Help
0 Exit

TededhNdehfdehNdh Rl Sl fdhfdhddhddNddddhdd NS ddh SNVl NdhNdhNdn

Enter choice:
1
HA Enabl ed: Yes

This FMC Role In HA: Active - Primary

Status out put: vmsDbEngine (system,gui) - Running 29061

In vmsDbEngineStatus(): vmsDbEngine process is running at /usr/local/sf/1ib/perl1/5.24.4/SF/Synchronize/
Sybase Process: Running (vmsDbEngine, theSybase PM Process is Running)

Sybase Database Connectivity: Accepting DB Connections.

Sybase Database Name: csm_primary

Sybase Role: Active

N NMTPRASEUFARETE. FMCO-LIETSARUEEGEN A UO—IL%E
BT, AF—RAETITATEFR ARV NAICTEET,

FMC REST-API

IXDFIEIZHE> T, FMC REST-APIZN L TFMCONATRAZEDTABLTART—FEU T
1 DBREEAT—RAZHELET, REST-APIVZA T NEFERLET., COBITE, curlz
FEALTVET,

1.RBAEN—DV 2 ZERTS :

<tfroot>

# curl -s -k -v -X POST 'https://192.0.2.1/api/frc_platform vl/ auth/generatetoken' -H 'Authentication: I

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2.CO0IVORN—=o FERALT, JO-NILRXAOUUIDZERELET,

<#root>
# curl -s -k -X "GET" ‘'https://192.0.2.1/api/fnm_platform vl/info/domain' -H 'accept: application/json'
{ "items": [

{

"nane": "d obal"



"type": "Domain",

"uui d": "e276abec-e0f 2-11e3-8169- 6d9ed49b625f "

1,
{
"name": "Global/LAB2",
"type": "Domain",
"uuid": "84cc4afe-02bc-b80a-4b09-000000000000"
1,
{
"name": "Global/TEST1",
"type": "Domain",
"uuid": "ef0cf3e9-bb07-8f66-5c4e-000000000001"
1,
{
"name": "Global/TEST2",
"type": "Domain",
"uuid": "341a8f03-f831-c364-b751-000000000001"
}
1,
"Tinks": {
"self": "https://192.0.2.1/api/fmc_platform/vl/info/domain?offset=0&1imit=25"
1,
"paging": {
"count": 4,
"Timit": 25,
"offset": 0,
"pages": 1
}

~ X B T ONX > RXZEFOpython -m json.tool"lk, JSSONARA I THAZ T #—I Y K
ITHRLEOICFEREN, #7232 TT,

3.2OUVIVTTO-NIRXAZUUIDZERLET,

<#root>

# curl -s -k -X "CET' 'https://192.0.2.1/api/fnc_config/vl/ domai n/ e276abec- e0f 2- 11e3- 8169- 6d9ed49b625f /

NATRAZGEYTAAREETNATVEWVWEER. KOEINFRRENET,

"Tinks": {3},

"paging": {
"count": O,
"Timit": 0,
"offset": 0,
"pages": 0



NATRAZEUTAHNREETSNATVRHER., KOEANFRRENET,

<{froot>

{
"items": [

{

fncPrimary

ll: {
"ipAddress": "192.0.2.1",

"role": "Active",

"uuid": "de7bfcl0-13b5-1lec-afaf-a0f8cf9cch46"
1,

f ncSecondary

ll: {
"ipAddress": "192.0.2.2",

"rol e": "Standby",

"uuid": "a2de9750-4635-11lec-b56d-201c961a3600"
3,
"haStatusMessages": [
"Healthy"
1,
"id": "de7bfcl0-13b5-1lec-afaf-a0f8cf9ccb46",
"overallStatus": "GOOD",
"syncStatus": "GOOD",
"type": "FMCHAStatus"

}

1,

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/integr

1,

"paging": {
"count": 1,
"Timit": 25,
"offset": 0,
"pages": 1

}

FMCRZ7IWN>2a—F420774)



FMCOKRS TN 2A—F AT T7AITFMCONATRASEDTABEEARAT— X A&

ITBICE, ROFIEICHKVET,

1. 8NZTN>a—F142T0T774INERE, 7= )LZ <filename>. tar/results-
<date>—xxxxxx/command-outputsiCBE L £ 7,

2. 7 7 A JLusr-local-sf-bin-troubleshoot_ HADC.pl -a.output:

NATRAZEUTAHFREETNATVEVWEER. ROEAINFRRENET,

<tfroot>
#

pwd

/var/tmp/results-05-06-2022--199172/command-outputs

#

cat "usr-|ocal -sf-bin-troubl eshoot HADC. pl -a.output”

Output of /usr/local/sf/bin/troubleshoot_HADC.pl -a:

$VARL1 = [
'Mirror Server => csmEng',
{
'rcode' => 0,
'stderr' => undef,
'stdout' => 'SQL Anywhere Server Ping Utility Version 17.0.10.5745
Type Property Value
Dat abase MrrorRol e NULL
Database MirrorState NULL
Database PartnerState NULL
Database ArbiterState NULL
Server ServerName csmEng

Ping database successful.

3
1;
(system,gui) - Waiting

HA Enabl ed: No

Sybase Database Name: csmEng
Arbiter Not Running On This FMC.

Not In HA

NATRAZEUTAHNREETATVRHER. ROBEANFRRENET,



<#root>

#

pwd
/var/tmp/results-05-06-2022--199172/command-outputs

#

cat "usr-local -sf-bin-troubl eshoot HADC. pl -a.output

Output of /usr/local/sf/bin/troubleshoot_HADC.p1 -a:
Status out put: vmsDbEngine (system,gui) - Running 9399
In vmsDbEngineStatus(): vmsDbEngine process 1is running at /usr/local/sf/1ib/perl/5.24.4/SF/Synchronize/
$VARL = [
'Mirror Server => csm_primary',

{

'stderr' => undef,

'stdout' => 'SQL Anywhere Server Ping Utility Version 17.0.10.5745
Type Property Value
Dat abase M rrorRol e primary
Database MirrorState synchronizing
Database PartnerState connected
Database ArbiterState connected
Server ServerName csm_primary

Ping database successful.

'rcode' => 0
}
1;

(system,gui) - Running 8185

HA Enabl ed: Yes
This FMC Role In HA: Active - Primary

Sybase Process: Running (vmsDbEngine, theSybase PM Process is Running)
Sybase Database Connectivity: Accepting DB Connections.
Sybase Database Name: csm_primary

Sybase Rol e: Active

Sybase Database Name: csm_primary
Arbiter Running On This FMC.

Peer Is Connected

FOMO S A A
FOMOSAAMOBREARAT—RARK, XOAT7>a> a#ERAL THEIEBTEET

« FDM®OUI



FDM REST APIER

FTD®OCLI

FTD SNMPR—V >4

FIDNZ 7N 1—F1420774)

FDM®UI

FDM UITFDMO /N1 PRASEUF A BEERT— R AERERATBICE. X1 X—T THigh

AvailabiltylCF T Y IR —0 & FFET. NATRAZEUT 11§

TRAZEDT A DEFREEhEEA,

REENTVEWEES, N1

briBR SNONONO)

Geolocation, Rule, VDB, System Upgrade,
Security Intelligence Feeds

View Configuration >

Troubleshoot

RECUEST FILE TO BE CREATED:

alnil Firepower Device Manage i o =
WeaT ', 2 f: a { | = . "
cisco L vianag Monitoring Policies Objects Device: FPR1120-1
Cisco Firepower 1120 Threat Defense 7.1.0-90 354.0 20220519=1116
No interface named “inside”™
Cisco Firepower 1120 Threat Defense @)
G i e & W@ w o
Mo interface named "outside”

Interfaces Routing Updates

Enabled 3 of 13

View All Interfaces > View Configuration >

Smart License Backup and Restore

Evaluation expires in B9 days

View Configuration > View Configuration >

Model Saoftware VDB Intrusion Rule Update Cloud Services High Awailability CONFIGURE
1.0= " - £ Not Registered | Register Not Configured

& Intermet

Systemn Settings
Management Access
Logging Settings
DHCP Server / Relay
DDNS Service

DNS Servar
Management Interface
Hostname

Time Services

See more

admin
Administrator

NATRATGEUTAFBEENTVWRIHERE,
LA —N—0FEEO—IFTRENETT,

O—AILBLTVE—~OETIZ




mimn il o =

. ]
Firepower Device Manager -
PE ’ Ve Palicies

cisco Monitoring Objects Device: FPR1120=1
Model Software VDB Intrusion Rule Update Cloud Services
Cisco Firepower 1120 Threat Defense 7.1.0-90 354.0 20220519-1116

No interface named “inside”™

Cisco Firepower 1120 Threat Defense @

EaaE OO0

4 NotRegistered | Register

admin
Administrator

ONONONO)

High Avallability
Primary Device: Active &

Peer: Standby

& Intemet

View Configuration > View Configuration >

REQUEST FILE TO BE CREATED

e ome
EEEE OO
No interface named "outside”
Interfaces Routing Updates Systemn Settings
Connected T Y 9re Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 13 Security Intelligence Feads Logging Settings
View All Interfaces > View Configuration > View Configuration » DHGR Servar Kol
DDNS Service
DNS Servar
. Management Interface
Smart License Backup and Restore Troubleshoot
ot Hostname
Evaluation expires in 89 days M

Time Sarvices

See more

FDM REST-API

ROFIEIZHE> T, FDMREST-APIERZ ML CFDMO S AMDOEBRE AT —XAEEIALE
9. REST-APIVZA T NaERALET, COHITE, culzERALTVET,

1.FBREN—D 2 2ERTS !

<#root>
#
curl -k -X PCST --header 'Content-Type: application/json

access_t oken

--header 'Accept: application/json'

-d " { "gre

eyJhbGei G J1 Uzl 1Ni J9. eyJpYXQ G E2NTMyMDg1M gs| nNLYi | 61 nFkbW ul i wi anRpl j oi M | 1YWRhZWt ZDi hYSOXxMAWj L\ES M

"expires_in": 1800,
"refresh_expires_in": 2400,

"refresh_token": "eyJhbGciOiJIUzI1NiJ9.eyJpYXQiOjE2NTIzOTQxNjksInN1YiI6ImFkbWluIiwianRpIjoiMGUONGIX

"token_type": "Bearer"

2NATRAZEVT A REZHREITDICRE. COVIVDOTIVEAN =V VEZERALET,



<ffroot>

#

curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization:

Bearer eyJhbCeci G JI Uzl INi J9. eyJpYXQ (

NATRAZGEUTAAREENATVEWEEGR. KOEAINFRRENET,

<#root>
{
"items": [
{
"version": "issgb3rw21ixf",
"nanme": "HA",

"nodeRol e": nul |

"failoverInterface": null,
"failoverName": null,
"primaryFailoverIPv4": null,
"secondaryFailoverIPv4": null,
"primaryFailoverIPv6": null,
"secondaryFailoverIPv6": null,
"statefulFailoverInterface": null,
"statefulFailoverName": null,
"primaryStatefulFailoverIPv4": null,
"secondaryStatefulFailoverIPv4": null,
"primaryStatefulFailoverIPv6": null,
"secondaryStatefulFailoverIPv6": null,
"sharedKey": null,

"id": "76ha83ga-c872-11f2-8be8-8e45bb1943c0",

"self": "https://192.0.2.2/api/fdm/v6/devices/default/ha/configurations/76ha83ga-c872-11f2-8be8

"type": "haconfiguration",
"Tinks": {
}
}
]1
"paging": {
"prev": [1,
"next": [],
"Timit": 10,
"offset": O,
"count": 1,
"pages": 0
}

NATRAZEUTAHAREETNAhTVRHER., AOHANFRRENET,

<ffroot>



"items": [
{

"version": "issgb3rw21ixf",

“name": "HA",

"nodeRol e": "HA PRI MARY",

"failoverInterface": {
"version": "ezzafxo5ccti3",

"name" : ,

"hardwareName": "Ethernetl/1",

"id": "8db6c4ldf-3e5f-465b-8e5a-d336b282f93f",
"type": "physicalinterface"

. ERAMAT—RAZHEIITSICIE. XoBEeEtEEALET,
<#froot>

#

curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer eyJhbCGci O Jl Uzl 1N J9. eyJpYXQ (

NATRAZGEUTAAREETNATVEWEER., KOEANFRRENET,

<#root>

{
"nodeRoTle" : null,
"nodeState" : "SI NGLE_NODE",
"peer NodeSt ate" : "HA UNKNOAN_NODE"
"configStatus" : "UNKNOWN",
"haHealthStatus" : "HEALTHY",

"disabledReason" : ,
"disabledTimestamp" : null,

"id" : "default",
"type" : "hastatus",
"Tinks" : {
"self" : "https://192.0.2.3/api/fdm/v6/devices/default/operational/ha/status/default”
}

}



NATRAZEUTANREETNATVDBER. KOHANFRRENET,

<{froot>

{

"nodeRol e": "HA PRI MARY",

"nodeState": "HA_ ACTI VE_NCDE",

"peer NodeSt ate": "HA_STANDBY_NODE"

"configStatus": "IN_SYNC',

"haHeal t hSt at us": " HEALTHY"

"disabledReason": "",
"disabledTimestamp": "",

"id": "default",
"type": "hastatus",
"Tinks": {

"self": "https://192.0.2.3/api/fdm/v6/devices/default/operational/ha/status/default”
}
}

FTD®OCLI
DEITIAVOFIEICHE> T EEL,
FTD SNMPR—1J) >
DEITIAVOFIEICHE> T EEL,
FIDRS 7L 1—F129774)
DEITIVOFIRCHE> T EEL,
FTD® & A At & iR M

FIDDNATRAZEVTABROCARAT—ZEUTAOREEAT—RAR, ROFT> a2 %
EALTHRETEERY,

- FTDOCLI
« FTDOSNMP
« FIDNZ 7N a—F420774)



« FMC®OUI

« FMC REST-API

« FDM®OUI

« FDM REST-API

« FCM®DOUI

« FXOS®MCLI

« FXOS REST-API

« FXOS3 ¥ —</show-tech7 7 1)L

FTD®MOCLI

IRDEIEBICHEST, FIDONATRATZEDTFABROAT—FSETADHREEAT XA "R
FTD CLITHERELF T,

1.75Y N7 —LBLTBAE— RICE>TFIDCLICT Y £RT B, ROATZ IV %
EALET.

 FIDADOE#HSSH7 7R : IXTOTTY N7 F—LA

« FXOSI>Y —JLCLI(Firepower 1000/2100/3100)A* S 1N > Rconnect ftdZfEAL T7 V&
ALET,

« X~ R(Firepower 4100/9300)Z A L I=FXOS CLIN 5 DT VA :

connect module <x> [console|telnet](xld AE Y NID). connect ftd [instance] ( 1 22 AZ > A A
NUVFAVARABAOKICBHETBHE )

« RFEFTDMOIBZE. FIDADEFESSHT7 VA, FEENAN=NAHFEXOZIRUIASDHT
= INTFToOtA

2.FTID7 I—INA—N—DREEAT—RXAZHFET S IZIE. CLITshow running-config
failover 1< > R &show failover state JY¥ > RZEITLE T,

7I=IF—N—DREEIAhTVEWVWEER. KOEHINFRRFENET,

<#root>

>

show runni ng-config fail over

no failover

>

show failover state

State Last Failure Reason Date/Time

Thi s host



- Secondary

Di sabl ed None

Other host - Primary

Not Detected None
====Configuration State===
====Communication State==

J7I=)NA—N—HFBREETNATVRHFERE., XROEANKRTENET,

<{froot>
>

show runni ng-config fail over

failover
failover lan unit prinmary

failover Tlan interface failover-Tink Ethernetl/1

failover replication http

failover Tink failover-1ink Ethernetl/1l

failover interface ip failover-Tink 10.30.34.2 255.255.255.0 standby 10.30.34.3

>

show failover state

State Last Failure Reason Date/Time
This host - Primry
Active None
Other host - Secondary
Standby Ready Comm Failure 09:21:50 UTC May 22 2022
====Configuration State===
Sync Done
====Communication State===
Mac set

B.FIDUZARNEREE AT —RAZMRT S IZIE. CLITshow running-config cluster 1< > R
& show cluster info 1Y REEITLET,

VZAZHNREETNATVWEVEERE, ROBEINFRTENET,

<ffroot>

>

show runni ng-config cluster



>

show cluster info

Clustering is not configured

VZABHNREENATVRHERR, ROHIFRRENKT,

<#root>

>

show runni ng-config cluster
cluster group ftd_clusterl

key i

Tocal-unit unit-1-1

cluster-interface Port-channel48.204 ip 10.173.1.1 255.255.0.0
priority 9

health-check holdtime 3

health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
health-check system auto-rejoin 3 5 2

health-check monitor-interface debounce-time 500

site-id 1

no unit join-acceleration

enable

>

show cluster info

Cluster ftd clusterl: On
Interface mode: spanned

Cluster Member Limit : 16

This is "unit-1-1" in state MASTER

ID : 0

Site ID 11

Version : 9.17(D)

Serial No.: FLM1949C5RR6HE
CCL IP : 10.173.1.1

CCL MAC : 0015.c500.018fF
Module : FPR4K-SM-24

Resource : 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022
Last leave: N/A
Other members in the cluster:
Unit "unit-2-1" in state SLAVE

ID 1
Site ID 1
Version : 9.17(D)

Serial No.: FLM2108V9YG7S1
CCL IP : 10.173.2.1



CCL MAC : 0015.c500.028f

Module : FPR4K-SM-24

Resource : 20 cores / 44018 MB RAM
Last join : 14:02:46 UTC May 20 2022
Last Teave: 14:02:31 UTC May 20 2022

N v2E—O-Lear hO-LO-LEAL TS,

FTD®OSNMP

AOFIECH> T, FIDONAFPRASEUF A BRVRT—SEUT 1 OREEATF—RRE
SNMPTHRRLET,

1. SNMPASREE N, BMIBE>TVWBR L &2HERELET, FDMICK 2> TEEBENBFTDICD
WTIE. TFirepower FDMTOSNMPOEREB LTINS a1—F14>2F, #8RBLTL
EEW, FMCIC& > TEEBENBFTDICDWTIE. FFirepower NGFWZ 7S A 7V ATD
SNMPDEEEs ZZRU THREFIEZERL T EE L,

2.FIDO7 I—)F—N—DREEAT—FAZERITBICE, ODZR—VVILET
(OID:.1.3.6.1.4.1.9.9.147.1.2.1.1.1),

7I=INF—N—DREENATVEWVWEER. KOEANFRRENET,

<{froot>

#

snmpwal k -v2c -c¢ ciscol23 -On 192.0.2.5 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING: "Failover LAN Interface"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.2.6 = STRING: "Primary unit"

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit (this device)"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "not Configured"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING "Fail over Of"

SNWMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING "Fail over Of"

7I=)INF—N—HDBEENATVEHERF. ROEINFRRENET,

<tfroot>

#
snmpwal k -v2c -c¢ ciscol23 -On

192.0.2.5 .1.3.6.1.4.1.9.9.147.1.2.1.1.1


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING: "Failover LAN Interface"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING:

"Primary unit (this device)" <-- This device is primary
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 2

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 9
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 10
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "fover Ethernetl/2"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING:

"Active unit" <-- Primary device is active
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING: "Standby unit"

B VTARDBREEAT—RAZHRITSHICIE. OID1.3.6.1.4.1.9.9491.181&2KR—V>J L&

ER

DZAZNBREETNTVEBVEEE., ROHANFRTENETT,
<#root>

# snnpwal k -v2c -c ciscol23 192.0.2.5 .1.3.6.1.4.1.9.9.491.1.8.1

SNMPv2-SMI::enterprises.9.9.491.1.8.1.1.0 = INTEGER:

0

DA BEETENTOVTEEMCE>TLVAEVEEEK. XROBANRRENET,
<#root>

#

snmpwal k -v2c -c¢ ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER O

<-- Cluster status, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1
.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER O

<-- Cluster unit state, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 11
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING "ftd_cluster1"

<-- Cluster group nane



1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING "unit-1-1"

<-- Cluster unit nane
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O <-- Cluster unit ID

.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER 1 <-- Cluster side ID

VZAZNREES ., BT, BEPOE/E. ROBINRRENET,

<{froot>
#
snmpwal k -v2c¢ -c¢ ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER 1

<-- Cluster status, enabled

.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 I NTEGER: 16

<-- Cluster unit state, control unit
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 10
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING "ftd_cluster1"
<-- Custer group nane

.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING "unit-1-1"

<-- Cluster unit nane

1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O
<-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER 1

<-- Cluster side ID

OIDMEREAMEFMIC DLV TIE, MCISCO-UNIFIED-FIREWALL-MIB; 2B L T &L\,

FIDNS 7N a—F4200774)


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

ROFIEIZGE2T, FIDODNATRAZEUTABLRCRT—FEUT A DOREE., FIDOKS
TN A—F AT T7PAINDAT—2AEERELET,

1. 8ZTN22a—=F 12009774 %E, 7 #)LA <filename>-troubleshoot .tar/results-
<date>—xxxxxx/command-outputsiCEE L £ 9,

7 4 )L usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.outputZz & £ 9,

<tfroot>

# pwd

/ngfw/var/common/results-05-22-2022--102758/command-outputs

# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output’

3. 7I=)NFA—N—0DEREEARAT—ZARER TS =HIZ, show failovert V> a>zZFI vy
LET,

7I=LFA—N—DBREENTOVEVEER., KOBINRTENET,

<tfroot>

Fai | over O f

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maximum

MAC Address Move Notification Interval not set

7I=)INF—N—HDNBEEIhTVEHERF. ROEINFRRENET,

<tfroot>

Fai | over On
Fai l over unit Primary



Failover LAN Interface: fover Ethernetl/2 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1291 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.17(1), Mate 9.17(1)

Serial Number: Ours FLM2006EN9UR93, Mate FLM2006EQFWAGG
Last Failover at: 13:45:46 UTC May 20 2022

This host: Primary - Active

Active time: 161681 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
O her host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)..

4. FIDUTAZDEREEAT—ZAZERETSICIE. showclusterinfoz o> a > E#FHNET,
DSAZNBRETNTVEBVEEE., ROHANFNRRENET,

<ffroot>

Clustering is not configured

DZAZHNREEN, BB 2TVRIHEE, ROEANKRTENRET,

<#root>
------------------ show cluster info ------------------
Cluster ftd clusterl: On
Interface mode: spanned
Cluster Member Limit : 16
This is "unit-1-1" in state MASTER

ID : 0



Site ID 1

Version : 9.17(D)

Serial No.: FLM1949C5RR6HE
CCL IP : 10.173.1.1

CCL MAC : 0015.c500.018fF
Module : FPR4K-SM-24

Resource : 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022
Last leave: N/A
Other members in the cluster:
Unit "unit-2-1" in state SLAVE

ID 1

Site ID i1

Version : 9.17(D)

Serial No.: FLM2108V9YG7S1
CCL IP : 10.173.2.1

CCL MAC : 0015.c500.028f
Module : FPR4K-SM-24

Resource : 20 cores / 44018 MB RAM
Last join : 14:02:46 UTC May 20 2022
Last Teave: 14:02:31 UTC May 20 2022

FMC®OUI

ROFIEIZH>T, FMCUITFTIDONATRATZEDTFABLRVOAT—TEUT A DREEART
_QXEﬁﬁwu\bijo

1. Devices > Device Management® JEIZZIRL £7,

. Firepower Managemen nter :
Iéll.';élt;l c epo e " i age = tCe te Overview Analysis Policies | | Devices Objects AMP inteliigence Depioy Q l@{:}- @ Giobal | admin ¥
—
"? [Device Management VPN Troubleshoot Create Dashboard
Device Upgrade Site To Site File Dewnload
Name NAT Remote Access Threat Defense CLI
S oS Dynamic Access Policy Packet Tracer
3 A Sty lir] Fu
Platform Settings Troubbeshooting Packet Capture r—‘ Qs
T FlexConfig Site 1o Site Monitoring
> =
Certificates Bass
Application Statistics (7.1.0) admin Mo Mo AN ]
Cennection Summary ;o=
admin No No [ F ey
Detailed Dagnlmarf! admin No No [y
Detailed Dashboard (7.0.0) admin No No sl NP
Files Dushbour_d T adman Mo ] E Q f i
. =
Security Intal igence Statistics _ admin Mo Mo e |
Summary Da:sl_-lbwrd . admin No Yas "o Fu

2.FTIDONATRAZEVTABRTARAT—FED T 1 OFREZEFETSICIE, High
AvailabilityE 7= (& Cluster® SR\ 2B L ET, EE5EFELEVES, FIDRAZ RF7O
VRETRITENET,



Fi ni
'é'l';c'g' IFBDO\{VBF Managemem Center Ovarview Analysis Policias Devices Objects AMP Diaploy Q @C‘ @ LAS2) admin ¥
—
Deployment History
Wiew By: Damain -
Al(5)  ®Emor(0)  ® Wamning (0) Offine (0)  ® Normal {5) Deployment Pending (0)  ® Upgrade (0) @ Snort 3 (5) Q Search Davice m
Collapss A
Name Maode Vaersion Chassis Licenses Access Control Policy Group
o LABZ (3)
e ftd_cluster] (2) s
10.62.148.188{Controd)  Snort 3 . FPa120-5:443 ' o
ey Firepower 4120 with FTD 7.1.0 B 5ocurity Module - 1 (Container) Base, Threat Bcp
10.62.148.191 Snoit 3 KSEC-FPRAN00-6 cisco.com 443 :
10.62.148.191 - Routd Fispowsr 4120 with FTD  7.1.0 B Security Module - 1 (Container) Base, Threat acp
ftd_ha .
" [k Ao | &
fed_ha_1(Primary, Active) Snort 3 r KSEC-FPR4100-3:443 . .
NIt i Firepower 4150 with FTD 7.1.0 H Security Module - 1 (Container) Base, Threat sep
frd_ha_3{Secondary, Standby) Snort3 firepower- 5300, cisco.com: 443 i
05 1aR 138 Firepower 4150 wan FTD 7.1.0 H Security Module - 1 [Container) Base, Threat acp
mﬁ'f"“‘i"‘l“‘ Smeitd Firepower 2120 with FTD 7.1.0 NIA Base, Throat acp £ 3

B.FIDONATRAZEUTABLROCAT—ZEVTAODAT—RAZEREITSICE. AY IR
NDI1ZY hO—LZ®ELET, O—IIAFELET, FIDAVZARAZEERE 7T —ILA—/N—0
—WMTHEWIEE, FIDBRARY RPOVERETRITELET,

Doploy @ G243 @ LABZ ) adminv

Fi n
'éll:cllc;' IFBDO\{VBF Managemem Center Ovarviaw Analysis Policios Dewices Objects AMP
—
Deployment History
Wiew By: Damain -
Al (5) ® Error (0] ® Warning (0) Offline (0) & Nemal {5) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (5) Q, Search Denice m
—
o By
Name Mode varsion Chassis Licenses Access Gontrol Pocy Group
~ LABZ (3}
frd_cluster (2) .
" Clster 1
10.62.148 188{Controd)| Snort 2 . FP4120-5:443 ’ L
S Firepower 4120 with FTD 7.1.0 B Socurity Module - 1 (Container) Base:, Threat acp
10.62.148.191 Saon 3 KSEC-FPR4100-6.c P
10.62 148,191 el P r 10 with FTD 7.1.0 H Security Module - 1 Base, Threat acp
tid_ha £
™ High Availability s
td_ha_1[Primary, Active)| Snced 3 & KSEC-FPRA100-3:443 N -
YRy Firspower 4150 with FTD - 7.1.0 =] Security Moduls - 1 (Container) Base, Threat acp
ftd_ha_2{Secondary, Standby)| Snort 3 firepower cisco.com 443 i
e Firepower 8150 with FTD 7.1.0 B sodiriny =T (Contsiner) Base, Threat acp
bt i S Firepower 2120 wah FTD 7.1.0 NiA Base, Threat acpi s

N IS2A0BAE. HE1-Y NOREFEIFEREES,

FMC REST API

ChsnHNTIE, ftd_ha_ 1. ftd_ha 2. ftd_standalone. ftd_ha. ftc_cluster1ld 1 —*'5RE AT AE
BFNAARABTT, ChsDRAIK,. EBONATRAFEVTABLRCRAT—FE) T 1 D&
ERAT—RAZRTEDOTEHY)EE A,



,w)?ll[ﬂt._"'o'c FMC REST-APIZN L TFTDONATFRAZEV T A BLRCAT—FED) T
NDEREEAT—ZAREELET, REST-APIVSA TN Z2FERALET, COHBITIE. curlz
{Eﬁb‘m\i@“o

1. W=D Z2ERTS :

<#root>

# curl -s -k -v -X POST 'https://192.0.2.1/api/fnc_platforn vl/ aut h/ generatetoken' -H 'Authentication:

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2 FNARZECRXAVERELET, BEAEDRESTAPIZV I TR, domain/\Z X—&
FHBETT. RXAOVARZREITZICRK., COVTIVOMN =D ZFEALET,

<tfroot>

#

curl -s -k -X "GET" 'https://192.0.2.1/api/fnc_platformvl/info/domain' -H 'accept: application/json'

{
"items":
[
{
"name": "Global",
"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625F"
3,
{

"nanme": "d obal / LAB2",
"type": "Domain",

"uui d": "84cc4daf e-02bc- b80a- 4b09- 000000000000"

},

3. RXA2UUIDZEAL T, HEDTF/NAALI—REKEDT /N1 AUUIDZRAL KT,

<tfroot>



#

curl -s -k -X "CGET" 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4afe-02bc-b80a-4b09- 000000000000/ de
{

"items": [

{

"id": "796eb8f 8-d83b-1lec-941d- b9083eb612d8"

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
3,
"name": "ftd_ha 1",
"type": "Device"

}’

4. 7TV A—N—REEZHIITDICE., COTTUTRASVUUIDERTY 73DF/N4 A/
YTFUUIDZFERLET,

<#froot>
#

curl -s -k -X GET '"https://192.0.2.1/api/fnc_config/ vl domain/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ devi

"containerDetails": {

"id": "eec3ddfc-d842-1lec-albe-986001c83f 2f",

"name": "ftd_ha",

"type": "DeviceHAPair"

5 7I—)IA—N—"DAT—RAZERTHICIE. COOVITVUTRASUUIDEARTY 74D
DeviceHAPair UUIDZFEA L £ 9,

<#froot>

# curl -s -k -X GET 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ dev

"primaryStatus": {



"current Status": "Active",
"device": {
"id": "796eb8f 8-d83b-1lec-941d-b9083ebh612d8",

"keepLocalEvents": false,

"name": "ftd_ha_1"

}
1,
"secondaryStatus": {
"currentStatus": "Standby",
"device": {
"id": "e60ca6d0-d83d-1lec-b407-cdc91a553663",
"keepLocalEvents": false,

"name": "ftd_ha_2"

}

6. VZARREEZHRIBICE., COUVIVTRAASMZUUIDERTY T3OTFNA A/ TF
UUIDZFERL X7,

<tfroot>

# curl -s -k -X GET 'https://192.0. 2.1/ api/fnc_config/vl/ donai n/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ de\

"containerDetails": {
ll_idll: "

8e6188c2- d844- 1lec- bdd1l- 6e8d3e226370

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
1,

"name": "ftd_clusterl"

"type": "DeviceC uster"

7. D2ABAT—RAZBRTBICE., COTVITJUTRXSZVUUIDEARTY 760D T /N1 A
/A>T FUUIDZFEALET,

<ffroot>



# curl -s -k -X GET 'https://192.0. 2.1/ api/fnc_config/vl/ donai n/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ de\

{
"controlDevice": {
"deviceDetails": {

id": "3344bc4a-d842-1lec-a995-817e361f 7ea5",

"name": "10.62.148.188",

"type": "Device"
}
1,
"dataDevices": [
{

"deviceDetails": {

"id": "a7ba63cc-d842-1lec-bebl-f3efcd7cd5e5",

"name": "10.62.148.191",
"type": "Device"

}

1,
"id": "8e6188c2-d844-1lec-bdd1-6e8d3e226370",

"name": "ftd_clusterl"

"type": "DeviceCluster"

FDM®UI
DEIZAVOFIBICHES>TSEEL,
FDM REST-API
DEIZAVOFIBICH > TSEEL,
FCM®DUI

FCMUIE., 7’5 Y N7 #—ALAF— RTASA%Z £/ 9 % Firepower 4100/93003 & U Firepower
2100CERATEE T,

RDOFEICHE>T, FCMUITFTIDONATRATSEUFTAERT—SEUTADAT—R A%
BLET,

1.FID7 I —INA—N—DARATF—ZAEZHEETHICIE. #HEF/NMA AR—Y THA-ROLEE HE%
R LET,



Overview Interfaces JRSSITSINSENTEEN Security Engine  Platform Settings

fd Standalone Status:ok
Application Varsic Bosaurce Profil Managomen 3 Gateway Manageman! & Part Status
4 ro 7.1.0.90 RP20 10.62.148.89 10.62.148.1 Ethematl/1 @ o &0 ¢

Interface Name Type Attributes
B etnomatsya data 5 5 not-appicable
= ) ks F + 10062.148.89

Ethemet1/3 e + Ethemet1/2

+ Ethernet1f2

: hitps:/10.62.184.21/

-4830-11ec-94 10-b906 Jebh 1 248

N REFNAZADOREHBRAZY RPOYSALE. ¥+ —3 OREF/NA ADEET
FELDT. FID7I—LA—N—BEERTENTEH Y EL A,

2. FTIDUZARNDBEEARAT —RAZHERT S8 I(C. Logical DevicesRK—= M Clustered Z X)L
ECLUSTER-ROLEEMEZHERELF T,

Overview Interfaces BELITEINeLINIEER Security Engine  Platform Settings

Logical Davice List {1 Container Instance) 57% {26 of 46] Cores Available

Application version Resource Profile Management 1P Gateway  Mana qerment Port Status
s 7.1.0.90 RP20 10.62.148.188 10.62.348.139 Ethemnet!/1 @ orine @D N el
Interface Name Type
[ [—— data s © in-cluster
— Sisies : 10.62.148.188
Port-channeia. 204 st dconted |
A L:%N]

+ hips/i10.62.184.21/
+ 334abeda-g842-11ec-a955-81 Tel61 MMeas

FXOS®MOCLI

FXOSCLITOFTDOSHAMEART—ZEV T 1 OBRES RO AT—X ARG, Firepower
4100/9300CERATE X T,

/N ®¥l|[5€:?ié'3 T, FXOSCLITFTIDONATRAZEVTABELTAT—ZEUT A1 OREEA
— R AEHIELERT,

1.2%=A0YY =)L K- ESSHERZRILET,

2.FTIDONATRATZEVT A DAT—RAZHERITDICF. scopessa ANV RZEFTLTH
5., scope slot <x>ZE{TL TFTDARITEAhTVWBAHEHENDAOY MZHIVY) B X, show app-
instance expand X > REETLE T,

<#root>
firepower #

scope ssa



firepower /ssa #
scope slot 1
firepower /ssa/slot #

show app-i nstance expand

AppTlication Instance:
App Name: ftd
Identifier: ftdl
Admin State: Enabled
Oper State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container
Turbo Mode: No
Profile Name: RP20
Cluster State: Not Applicable
Cluster Role: None

App Attribute:
App Attribute Key Value

firepower-mgmt-ip 192.0.2.5

ha-lan-intf Ethernetl/2
ha-1ink-intf Ethernetl/2
ha-rol e active
mgmt-uri https://192.0.2.1/
uuid 796eb8f8-d83b-11ec-941d-b9083eb612d8

B.FIDUTARNEREEAT —Z AR T DIZIE., scopessalN > RZEZEITL, show logical-
device <name> detail expand AN > RZEITLET, < T, nameldBET /N1 AL T, show
app-instance N> RIFOANV RZEFTLET. BEOAOQAY NOH L ZHEEBLE T,

<#root>
firepower #
scope ssa
firepower /ssa #

show | ogi cal -device ftd_clusterl detail expand
Logical Device:
Name: ftd_clusterl

Description:

Slot ID: 1

Mode: d ustered



Oper State: Ok

TempTlate Name: ftd

Error Msg:

Switch Configuration Status: Ok

Sync Data External Port Link State with FTD: Disabled
Current Task:

firepower /ssa #
show app-i nstance
App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

ftd clusterl

Enabled Online 7.1.0.90 7.1.0.90 Container No RP20

In Custer

Mast er

FXOS REST API

FXOS REST-APIl&. Firepower 4100/9300CHR—RENE T,

FXOS REST-APIERZ N L TFTIDONATFRATE) TABLVOAT—FE )T A DREE AT
—RAZWRITBICE,. ROFEICHWVWET, REST-APIVZA T N eERLET, COHIT
&, curlzERAL TVWET,

1. AN —02ZERTS :

<{froot>

# curl -k -X POST -H 'USERNAME: admin' -H'PASSWORD: Ciscol23" 'https://192.0.2.100/api/login’

{
"refreshPeriod": "0",
"token": m

3dba916c¢cdf b850c204b306a138cde9659ba997dad4453cdc0c37f f b888816c94d

2 FID7 I—LFA—N—DAT—RAZHRTRICE. ROIJITVOR—U>&AOY NIDZE
ALET,



<tfroot>
#

curl

-s -k -X GET -H 'Accept:

application/json

"smAppInstance": [

{

"identifier":

"adminState": "enabled",

"appDn": "sec-svc/app-ftd-7.1.0.90",
"appInstId": "ftd_001_JAD201200R43VLP1G3",
"appName": "ftd",

"clearLogData": "available",
"cTusterOperationalState": "not-applicable",
"clusterRole": "none",

"currentJobProgress™: "100",
"currentJobState": "succeeded",

"currentJobType": "start",
"deployType": "container",
"dn": "slot/1/app-inst/ftd-ftdl",

"errorMsg": ,
"eventMsg": "",
"executeCmd": "ok",
"externallyUpgraded":
"fsmDescr": "",
"fsmProgr": "100",
"fsmRmtInvErrCode": "none",
"fsmRmtInvErrDescr": "",
"fsmRmtInvRs1t": "",
"fsmStageDescr": "",
"fsmStatus": "nop",
"fsmTry": "0",

"hotfix": s

no",

"ftdl"

"operationalState": "online",
"reasonForDebundle": "",
"resourceProfileName": "RP20",
"runningVersion": "7.1.0.90",
"smAppAttribute": [
{
"key": "firepower-mgmt-ip",

rn

-H 't oken:

3dba916cdf b850c204b306a138cde9659ba997das4453¢

: "app-attribute-firepower-mgmt-ip",

"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-firepowe

"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-ha-1ink-

"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-ha-Tan-i

"value": "192.0.2.5"
}!
{
"key": "ha-link-intf",
"rn": "app-attribute-ha-Tlink-intf",
"value": "Ethernetl/2"
}!
{
"key": "ha-lan-intf",
"rn": "app-attribute-ha-lan-intf",
"value": "Ethernetl/2"
}!



"key": "mgmt-url",
"rn": "app-attribute-mgmt-url",
"urTTink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-mgmt-url

"value": "https://192.0.2.1/"

"key": "ha-role",

rn": "app-attribute-ha-role",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-ha-role"

"val ue": "active"
Ilkeyll: lluu_idll,
"rn": "app-attribute-uuid",

"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-uuid",
"value": "796eb8f8-d83b-11ec-941d-b9083eb612d8"

B.FIDVZARDNREZWETZICIE., ROIVIORET/NAADZFEALET,

<#froot>

# curl -s -k -X GET -H 'Accept: application/json' -H'token: 3dba916cdf b850c204b306a138cde9659ba997dad4r

{

"smLogicalDevice": [

{

"description": ,

lldnll:

"1d/ftd_clusterl",

"errorMsg": ,

"fsmDescr": s
"fsmProgr'": "100",
"fsmRmtInvErrCode": "none",

"fsmRmtInvErrDescr": ,
"fsmRmtInvRs1t": "",

"fsmStageDescr": ,
"fsmStatus": "nop",
"fsmTaskBits": "",
"fsmTry": "0",

"I dMbde": "clustered",

"TinkStateSync": "disabled",

"nanme":

"ftd_clusterl”

"operationalState": "ok",
"slotId": "1",
"smClusterBootstrap": [

{

"ccINetwork": "10.173.0.0",
"chassisId": "1",
"gatewayv4": "0.0.0.0",

"gatewayv6e": "::",



"key": ,

"mode": "spanned-etherchannel",

"name": "ftd_clusterl",

"netmaskv4": "0.0.0.0",

"poolEndv4": "0.0.0.0",

"poolEndv6": "::",

"poolStartv4": "0.0.0.0",

"poolStartv6e": "::",

"prefixLength": "",

"rn": "cluster-bootstrap",

"siteId": "1",

"supportCclSubnet": "supported",
"updateTimestamp": "2022-05-20T13:38:21.872",
"urllink": "https://192.0.2.101/api/1d/ftd_clusterl/cluster-bootstrap",
"virtualIPv4": "0.0.0.0",

"virtualIPv6": "::"

4. FIDUOZAZDAT—RAZHRETDICIE. XOOTVEFERALET,

<#root>
# curl -s -k -X GET -H 'Accept: application/json' -H'token: 3dba916cdf b850c204b306a138cde9659ba997dad4r

{
"smAppInstance": [
{
"adminState": "enabled",
"appDn": "sec-svc/app-ftd-7.1.0.90",
"appInstId": "ftd_001_JAD19500BABIYA30058",
"appName": "ftd",
"clearLogData": "available",

"clusterQOperational State": "in-cluster",
"clusterRole": "master",

"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",

"deployType": "container",

"dn": "slot/1/app-inst/ftd-ftd_clusterl”,

"errorMsg": s

"eventMsg": "",
"executeCmd": "ok",
"externallyUpgraded": "no",
"fsmDescr": "",

"fsmProgr": "100",
"fsmRmtInvErrCode": "none",
"fsmRmtInvErrDescr": "",
"fsmRmtInvRs1t": "",
"fsmStageDescr": "",
"fsmStatus": "nop",
"fsmTry": "0",

llhotf_ixll: llll’

"identifier": "ftd_cluster1"”



"operationalState": "online",

"reasonForDebundle": "",
"resourceProfileName": "RP20",
"runningVersion": "7.1.0.90",

FXOSZ ¥ —</show-tech7 7 4 )L

FIDODN\NATRATZEUTABRVCART—FEUT 1 DOEREELE AT —X AR, Firepower
4100/9300% ¥ —3 Mshow-tech7 7 4 )L THERBTE X,

ROFIEIZHE> T, FXOSS ¥ —> Dshow-tech7 7AW HBD/NATRAZE)TABLRVOAYT
—SEUTADREEART—RFAZERLET,

1. FXOS/N\—2 3 227 R DHE .
<name>_BC1_all.tar/FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tarT
sam_techsupportinfo7 7 1 )L ZBEE T

Baio/N—2 3> niz4lk. FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar T
sam_techsupportinfo7 7 /1 )L Z2FEE £ 9,

2. 7I—=NA—N—DRAT—RA%MHRITDLHIC, "show slot expand detaily £ 3> N4
ENDAOY NOTICHBha-roleBHEEZFIYILET,

<ffroot>
# pwd

/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_al1/FPRM_A_TechSupport/

# cat samtechsupportinfo

“show sl ot expand detail"

Slot:

Slot ID: 1

Log Level: Info

Admin State: Ok

Oper State: Online

Disk Format State: Ok
Disk Format Status: 100%
Clear Log Data: Available
Error Msg:

AppTlication Instance:
App Name: ftd

ldentifier: ftdl

Admin State: Enabled



Oper State: Online

Running Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container

Turbo Mode: No

Profile Name: RP20

Hotf1ixes:

Externally Upgraded: No
Cluster State: Not Applicable
Cluster Role: None

Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Clear Log Data: Available
Error Msg:

Current Task:

App Attribute:
App Attribute Key: firepower-mgmt-ip
Value: 10.62.148.89

App Attribute Key: ha-lan-intf
Value: Ethernetl/2

App Attribute Key: ha-link-intf
Value: Ethernetl/2

App Attribute Key: ha-role
Val ue: active

App Attribute Key: mgmt-url
Value: https://10.62.184.21/

B.FTIDUZARNKRELEHE TS LHIC., Tshow logical-device detail expandy £ 3> 04
EOAOY NOModeBMEZFTYILET,

<ffroot>

“show | ogi cal -devi ce detail expand
Logical Device:

Name: ftd _clusterl

Description:

Slot ID 1
Mode: C ustered

Oper State: Ok

Template Name: ftd

Error Msg:

Switch Configuration Status: Ok

Sync Data External Port Link State with FTD: Disabled
Current Task:



Cluster Bootstrap:
Name of the cluster: ftd_clusterl
Mode: Spanned Etherchannel
Chassis Id: 1
Site Id: 1
Key:
Cluster Virtual IP: 0.0.0.0
IPv4 Netmask: 0.0.0.0
IPv4 Gateway: 0.0.0.0
Pool Start IPv4 Address: 0.0.0.0
Pool End IPv4 Address: 0.0.0.0
Cluster Virtual IPv6 Address:
IPv6 Prefix Length:
IPv6 Gateway:
Pool Start IPv6 Address:
Pool End IPv6 Address:
Last Updated Timestamp: 2022-05-20T13:38:21.872
Cluster Control Link Network: 10.173.0.0

4. FIDUVZSABZRDAT—RAEMHRT B 7=, 'show slot expand detail' 20> 3 > T, FED
AOY N ®OCluster Stated> &K U Cluster RoleBMEZF I Y ILET,

<#froot>

“show sl ot expand detail"
Slot:

Slot ID: 1

Log Level: Info

Admin State: Ok

Oper State: Online

Disk Format State: Ok
Disk Format Status:

Clear Log Data: Available
Error Msg:

Application Instance:
App Name: ftd

Identifier: ftd clusterl

Admin State: Enabled
Oper State: Online
Running Version: 7.1.0.
Startup Version: 7.1.0.
Deploy Type: Native
Turbo Mode: No

Profile Name:

Hotfixes:

Externally Upgraded: No

90
90

Cluster State: In Custer

Cluster Role: Mster



Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Clear Log Data: Available
Error Msg:

Current Task:

ASADNATRAZEUTAERT—TED T4

ASADNATRAZEDTABLVARAT—ZEUTADREEAT—RARK., ROAT>3a%
ERAL THEETEXRT,

« ASAMDCLI

« ASA SNMPR—U > 4T

+ ASA show-tech7 7 1)L

« FCM®DOUI

« FXOSMCLI

« FXOS REST-API

+ FXOSZ ¥ —</show-tech7 7 1)L

ASADCLI

RDFIEICH ST, ASACLITASADNATRAZENT A EAT—ZED T 1 ORE &R
£

1. 759 R 74— LEBAE—RICHITASACLICT V£ R TR, ROATS IV EE
ALET,

« 7754 T > AFE— RDFirepower 1000/31008 & UFirepower 2100 D ASAA O) [E
Telnet/SSH7 72 A

« Firepower 2100DOFXOSA> Y —ICLINS 7 ZY R 7 A#—LE—RTFT U EAL. connect
asaN > REFAHL TASAICERLET

« X~ R(Firepower 4100/9300)Z A L I=FXOS CLIN S DT7 VA :

connect module <x> [console|telnet](xld AO Y ~ID), connect asa

« RIBASADIZEE. ASANDEESSHT VA, REEENAN=NAHERIZTRUIASDT
IV=ILTFTotA

2.ASA7 I—)A—N—DOFREEAT—RAZMEFET S ICIE. ASA CLITshow running-config
failover 1< > R &show failover state JY¥ > RZEE{TLE T,

7I=MF—N—DREENATVEWVWEER. KOEHAINFRRENET,

<#root>
asa#

show runni ng-config fail over



no failover

asa#

show failover state

State Last Failure Reason
Thi s host
- Secondary
Di sabl ed None
Other host - Primary

Not Detected None
====Configuration State===
====Communication State==

Date/Time

J7I=)LNA-—N—HFREETNATVRHFEE., XROEANKRTENET,

<#root>
asa#

show runni ng-config fail over

failover

failover lan unit prinmary

failover Tlan interface failover-Tink Ethernetl/1

failover replication http
failover Tink failover-1ink Ethernetl/1l

failover interface ip failover-Tink 10.30.35.2 255.255.255.0 standby 10.30.35.3

#

show failover state

State Last Failure Reason
This host - Primary

Active None
Other host - Secondary

Standby Ready Comm Failure
====Configuration State===
Sync Done
====Communication State===
Mac set

Date/Time

19:42:22 UTC May 21 2022



B.ASAUVTABDB/RELE AT —R AR T BIZIE, show running-config cluster 1< > R &
show cluster info 1Y > R&ZCLITEITLET,

VZAZHNREENATVWEVEERE, ROBEINFRTENET,

<#root>
asa#

show runni ng-config cluster

asa#

show cluster info

Clustering is not configured

VZAZNREENTVWRIERE. ROBANRRIENET,

<#root>

asa#

show runni ng-config cluster
cluster group asa_clusterl

key s

Tocal-unit unit-1-1

cluster-interface Port-channel48.205 ip 10.174.1.1 255.255.0.0
priority 9

health-check holdtime 3

health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
health-check system auto-rejoin 3 5 2

health-check monitor-interface debounce-time 500

site-id 1

no unit join-acceleration

enable

asa#

show cluster info

Cluster asa_clusterl: On
Interface mode: spanned

Cluster Member Limit : 16

This is "unit-1-1" in state MASTER

ID : 0
Site ID 1
Version 1 9.17(D)

Serial No.: FLM2949C5232IT



CCL IP : 10.174.1.1

CCL MAC  : 0015.c500.018f
Module  : FPR4K-SM-24
ASADSNMP

SNMPZERAL TASADNATRATZEVTAERAT—ZEUT A OREZHEETBICE. XD
FIRICHEVET,

1. SNMPA'RREZ h, BRI >TVRD I Z2HIELET,

2.7 I =)A= N—DREEART—RAZHERITDLHIC, OD
1.3.6.1.41.99147.12111%&8R—JU T L%ET,

7I=LFA—N=—ADBREETNTOVEVEER., ROBINRTENET,

<#root>

#

snnmpwal k -v2c -c¢ ciscol23 -On 192.0.2.10 .1.3.6.1.4.1.9.9.147.1.2.1.1.1
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING: "Failover LAN Interface"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING: "Primary unit"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit (this device)"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "not Configured"
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING "Failover Of"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING "Fail over Of"

J7I=)NA-N—HFREETNATVRFERE., XOEANKRTENET,

<#root>

#

snnpwal kK -v2c -c¢ cisco0l23 -On

192.0.2.10 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SMI::enterprises.9.9.147. STRING: "Failover LAN Interface"

1.2.1.1.1.2.4
1.2.1.1.1.2.6

SNMPv2-SMI::enterprises.9.9.147. = STRING:

"Primary unit (this device)" <-- This device is primry
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 2

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 9
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 10



SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "fover Ethernetl/2"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING:
"Active unit" <-- Primary device is active

SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING: "Standby unit"

B VTARDBREEAT —RAZERITH=HIZ, OID1.3.6.1.4.1.9.9.491.1.81Z2R—U>TL
£

DIZAZHFBEENTVEVEER., XOHINFRTENET,
<#root>
# snnpwal k -v2c -c ciscol23 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1

SNMPv2-SMI::enterprises.9.9.491.1.8.1.1.0 = INTEGER:

0

DZABHNBREENATVTERYCLE>TVERWEER. KOHAINFRRENET,

<tfroot>
#

snmpwal k -v2c -c¢ ciscol23 -On 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER O
<-- Cluster status, disabled

.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1
.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER O

<-- Cluster unit state, disabled

.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 11

.1.3.6.1.4.1.9.9.491.1.8.1.5.0

STRING "asa_clusterl"

<-- Cluster group nane

1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING "unit-1-1"

<-- Cluster unit nane
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O <-- Cluster unit ID



.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER 1 <-- Cluster side ID

DZAZNREESh, BWT, BAPOEERE. ROBINRRENET,

<#root>
#
snnmpwal k -v2c -c¢ ciscol23 -On 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1
.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER 1
<-- Cluster status, enabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1
.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = | NTEGCER 16

<-- Cluster unit state, control unit
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 10
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING "asa_cluster1"
<-- Custer group nane
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING "unit-1-1"

<-- Cluster unit nane

1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O
<-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER 1

<-- Cluster side ID

OIDMEREADEFMIC DLV TIE, MCISCO-UNIFIED-FIREWALL-MIB; 2B L T &L\,

ASA show-tech7 7 € )L

1.ASA7 I—=)FA—N—DREEAT—RAZERT D -HIZ, show failovert o< ar&F T
YyILZEY,

7I=MLNF—N—DBEEIATVEVWEER. ROEINFRRENET,

<tfroot>


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

Fai | over O f

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maximum

MAC Address Move Notification Interval not set

J7I=)INF—N—DBEENTVDHEERF. ROEINFRRENET,

<tfroot>

Fai | over On
Fai l over unit Primary

Failover LAN Interface: fover Ethernetl/2 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1291 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.17(1), Mate 9.17(1)

Serial Number: Ours FLM2006EN9AB11, Mate FLM2006EQZY02
Last Failover at: 13:45:46 UTC May 20 2022

This host: Primary - Active

Active time: 161681 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
O her host: Secondary - Standby Ready

Active time: 0 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)

2. VDT ABZNBEEAT—RARERTHE=HIZ, showclusterinfozo>a>EzFIvILET

o

DZAZHNBREENATVWEVWEER, ROHINFRTEAET,

<tfroot>



Clustering is not configured

DZAZHNBREEN, BB 2TVRIHEE., ROEANKRTENRET,

------------------ show cluster info ------------------
Cluster asa _clusterl: On
Interface mode: spanned

Cluster Member Limit : 16

This is "unit-1-1" in state MASTER

ID : 0

Site ID 1

Version : 9.17(L)

Serial No.: FLM2949C5232IT

CCL 1P : 10.174.1.1

CCL MAC : 0015.c500.018fF

Module : FPR4K-SM-24
FCM®DUI

DEIZIVOFREICHE > TLEZTL,
FXOS®DOCLI
DEIVZIAVOFEICHE 2> TSLEEL,
FXOS REST-API
DEIZAVOFIRICHES> TEEL,
FXOSZ ¥ —</show-tech7 7 4 )L

DEIVZIVOFEICHE>TEEL,

FATIO#—)LE— ROER

FID77AT7 74 —=)LE—R

TJ7PATIA=INEF—RER. W—FTYRIFPATIA-NKEGERNTZARTLINT7AT
VA=) DREZELEXT,



FID77AT70#—)E—RE, ROFT> a2 ZEAL THIETERY,

« FTD®CLI

* FTD®show-tech

« FMCOUI

« FMC REST-API

« FCMOUI

« FXOSMCLI

« FXOS REST-API

« FXOSZ ¥ —</show-tech7 7 1)L

N B FOMEEBE— REYE—RLTLVELA.

FTD®OCLI

RDFIEIZE>T, FIDCLITFTID7 7AT7 O #—)LE— RZHIELE T,

1. 72Y R 72 —LBLVPEAE—RIZE>TFIDCLIC T VL ATBICE. ROAT> a2 %
FALET,

 FIDAQE#ESSHT7 7R : IXTOTTY N7+ —LA

« FXOSZ>Y —JLCLI(Firepower 1000/2100/3100)A* S 1N > Rconnect ftdZfEAL T7 UV &
ALET,

« X~ R(Firepower 4100/9300)Z A L 1=FXOS CLIN 5 D7 VX :

connect module <x> [console|telnet](xld AEA Y ~ID),
connect ftd [instanceloe 1 VARV ANNILNFA VAR ABEADOKIZEET SEE,

- RIEBFTDDHZE. FIDANDEESSHT VA, KREENAN-—NAHERIZTRUIA SO
2I=ILTotA

2.7 F7ATI0F—)LF—REEFITS(CE. CLITshow firewall A¥ > RZETLET,

<#root>
>
show firewal l

Firewal | node: Transparent

FIDNZ TN 2a—F42T0774)

ROFIBICH>T, FIDORZ TN 1—F AT T7AIITFIDI7AT 04— )LE—R&H
mlLET,



1.8STN2a2—F 1420774 &EE. 7+ )L <filename>-troubleshoot .tar/results-
<date>—xxxxxx/command-outputsiC BB L £,

2. 7 7 4 )Lusr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.outputZz & £ 9,

<ffroot>

# pwd

/ngfw/var/common/results-05-22-2022--102758/command-outputs

# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output

B.FTD77AT70#—)LE—RZEIEITSHL-HIC, showfirewalzo>a > #FIvILET,

<#root>
------------------ show firewal | ------------------

Firewal | node: Transparent

FMC®OUI

ROEEIC#2T. FMCUIQOFTD7 7A 7 94— )L E—REZBIALET,

1. Devices > Device Management® JEIZZIRL £7,

Firepower Managemen nter 1
IEIII',IEI(;I o FEQ e ,a-. a,ge il Ce te Overview Analysis Policies ] Devices Objects AMP Intelligence Deploy Q, @{:}- @ Giobal | admin ¥
— _—
2 [Device Management | VPN Troubleshoot cma:e Dashboard
Device Upgrade Site To Site File Download
Name NAT Remote Access Threat Defense CLI
GoS Dynamic Access Policy Packet Tracer
Access Controlied User Statistics u
>
traf t t statist Platform Settings Troubleshooting Packet Caplure Barss
Application Statistics FissGnyg Site toSile Monitoring
o ; ™ Au
Certificates Bass
Application S1a-t|s1|cs. -1l?..1.0ﬁ admin Mo Mo A ]
Conmh.on Summary admin No MNo [ F
Datailad Dagnnoam admin No No [ F .
Detailed Dashboard 1;-:.0.0?_ . admin No No [ 5
Filas Dashboa!_d _ admin No No "ol
Sncuriw_lnlslllc_:?sn;e Statislics _ admin No Mo m Lo} f i
Summary Dashbeard

admin No ‘es " A u




2. IRI)LHRoutedE 1= [E Transparent TH 2 &£ ZHEBL £ T

Firepower Management Center .
"',_'I"";_L',' P _‘_ ag i = Cronrview Analysis Policies Devices Objects AMP Derploy [+ ] Pr‘j @ LAEZ ) adminw
. —
v By Domain
All(5)  @Emor(6)  ®Wamning (0) Offine (9) @ Normal {5) Deployment Pending () ® Upgrade (0} ® Snort 3 (5) Q, Saarch Davice [ Add + |
—
[ doxzel Verskon ch L \ i Groug
+ LABZ (3)
_ fid_chuster? (2) .
" Cluster 3
10.62.148.188(Control)  Snort 3 . o FP4120-5:443 Bas
e S A 16 | Firepower 4120 with FTD. 7.1.0 B 5oty Module - 1 (Container) Base, Throat
1062148191 Snort 3 , e KSEC-FPRA100-6 cisco.com443
B Firepower 4120 with FTD 7.1.0 ] Security Module = 1 [Container) Base, Threat
fiel_hea .
" High Availability 73
frd_ha_1(Primary, Active) Snort 3 . ' 10 KSEC-FPRA100-3:443 .
52 149,80 Firepower 4150 with FTD 7.1.0 =) Security Module - 1 (Container) Base, Threat
frd_ha_2(Secondary, Standby) T - © "
fid_ha_2{Secondary, Standin) 00 Firepower 4150 with FTD 7.1.0 B e = T e Base, Threat
Ild_slan_aa!om ot Firepower 2120 with FTD 7.1.0 NiA Base, Threat sepl L

FMC REST-API

IXDOFIEIZHE> T, FMC REST-APIZNUTFTID7 74 74— )LE— RZHELEJ, REST-
APIVZA T NEERALET. COBITR, culzEALTVET,

1.REN—D 2 2ERTS :

<tfroot>

# curl -s -k -v -X POST 'https://192.0.2.1/api/frc_platfornivl/ aut h/ generatetoken' -H 'Authentication

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2.TFNAAZBECRAAMEBELE T, BEAEDRESTAPIZIY Tlk, domain/N\TX—24&
FHETT, RXAZOVANZRBITDICE., COOTUORN =0 ZFEALET,

<{froot>

#

curl -s -k -X"GET" ‘'"https://192.0.2.1/api/fnc_platformvl/info/domain" -H'accept: application/json'

"items":



{

"name": "Global",

"type": "Domain",

"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f"
1,
{

"nane": "d obal / LAB2",
"type": "Domain",

"uui d": "84cc4af e- 02bc- b80a- 4b09- 000000000000"

}7

3. RXA2UUIDZEAL T, BEDTNAALI—REBEDT/NA AUUIDZRALLE T,

<#froot>
#

curl -s -k -X "CGET" 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4af e-02bc-b80a- 4b09- 000000000000/ de

{
"items": [

{

"id": "796eb8f 8-d83b-1lec-941d-b9083eb612d8"

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
3,
"name": "ftd_ha_1",
"type": "Device"

4. COITV)—TRXLZVUUIDERTY 7T3DT/NA A/ QA TFUUIDZFERAL., ftdModeDfE%E
HELET,

<tfroot>

# curl -s -k -X"CGET" 'https://192.0.2.1./api/fnc_config/vl/ donain/ 84cc4af e-02bc-b80a-4b09- 00000000000¢

"accessPolicy": {
"id": "00505691-3a23-0ed3-0006-536940224514",
llnamell: "anl",



"type": "AccessPolicy"
s

"advanced": {
"enab1e0GS": false

1,
"description": "NOT SUPPORTED",

"ftdMode": "ROUTED',

FCM®DUI

77 AT 74— )LE—RE. Firepower 4100/9300DFTD TR TE XY,

ROFIEICH>T, FCMUIDFTD7 7A 70 A=)l E—RZ#FEL KT,

1. Logical DevicesR—Z THET /N1 AZmEL E T,

Logical Device List {1 Containar instance) 77% (66 of B5) Coras Avadabis
Tedi Standalong Statusiok
Application Warsion Resource Profile Management IP Gateway HManagement Port Status
@ e 7.1.0.90 P20 10,62, 148.89 10.62.148.1 Ethamaty/1 @ orine
Interface Name Type Attributes
- [Er—, data Cluster Gperational Status: not- appkcable
i FIREPOWER-MGMT-IP t 10.62.148.89
Ethematisd = Wl LN INTF : Ethemet1/2

A LAN- INTF ; Ethernet1/2
BAGMT- UL ; httpsi/10.62.084.21/
HA-ROLE + ke
v : 79660608-083b-1 16c-341 0-L9083eb61 208

| retresn | @ ada -

2[z1

[ ol 4.1

S
~
s

Cisco Firepower Threat Defense - Bootstrap Configuration
General Information Agmmeﬂl

Permit Excpert mode for FTD SSH
BESSIONSG;

Jr—23a>TFA40%91) Y YL, Settings® 7 TFirewall ModeZF T Y UL XY,




FXOS?OCLI

77A T J#4—)LF—RIE. Firepower 4100/9300NDFTD TR TE X T,

RDFIEIZfE>T, FXOSCLITFTID7 7A T4 —)LE— RZHELET,

1.2%—=AOOV Y =) EREIFSSHERZEILILE T,
2. A0—TssallflI)BATHS. BEOWRET/NA AICEIYE X, show mgmt-bootstrap
expand 1Y > R#ETL T, FIREWALL MODERMEZ#EL £ T,

<#root>

firepower#

scope ssa

firepower /ssa #

scope |l ogical-device ftd_clusterl
firepower /ssa/logical-device #

show ngnt - boot strap expand

Management Configuration:
App Name: ftd

Secret Bootstrap Key:
Key
PASSWORD
REGISTRATION_KEY

IP v4:
Slot ID Management Sub

Netmask Gateway

Last Updated Tim

1 Firepower

Bootstrap Key:
Key

DNS_SERVERS
FIREPOWER_MANAGER_IP

FI REWALL_MODE rout ed

PERMIT_EXPERT_MODE
SEARCH_DOMAINS

FXOS REST API

10.62.148.188

192.0.2.250
10.62.184.21

yes
cisco.com

255.255.255.128 10.62.148.129

FXOS REST-APIlE. Firepower 4100/9300THR—KREhE T,

2022-05-20T13:50



IROFEIZHE2 T, FXOSREST-APIERZ MU TCFTID7 74 70— )LE—REERELET,
REST-APIVZS AT N eFERALET, cOHITE, culeEALTVET,

1.WARN—T>22ERTS :

<ffroot>

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23"  https://192.0.2.100/api/ld/ftd _clusterl

{
"refreshPeriod": "0",
"token": "

3dba916cdf b850c204b306a138cde9659ba997da4453cdc0c37f f b888816¢c94d

2. COU T OmET/VNA4 AEEIF(LOGICAL DEVICE IDENTIFIER)Z A L T,
FIREWALL_ MODEF+—MEZHRL £,

<#froot>

# curl -s -k -X GET -H 'Accept: application/json' -H 'token: 3dba916cdf b850c204b306a138cde9659ba997dad4*t

{
"key": "FI REWALL_MODE",
"rn": "key-FIREWALL_MODE",
"updateTimestamp": "2022-05-20T13:28:37.093",
"urllink™: "https://192.0.2.100/api/1d/ftd_clusterl/mgmt-bootstrap/ftd/key/
"val ue": "routed"
1,

FXOS< ¥ —</show-tech7 7 1)L

FTIDOD 7 7 A4 F7J#—)LE— R, Firepower 4100/9300Mshow-tech”7 7 4 )L TR TEE T,

RDOFEICHE> T, FXOSS ¥ —> Mshow-tech7 P A I TFTD7 7A T4 —)LE— RZHEEL
i'd'o

1. FXOSN—2 3 2275 BB DB E &, <name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tarlC& 7 7 1 )L
sam_techsupportinfoZ liZ £



Haio/N—2 3> 05HE k. FPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tarl_ & %
sam_techsupportinfo7 7 1 )L 2RHE X T,

2. BENIDEAOY NOT® Mshow logical-device detail expandy £9 23> BB L E T,

<ffroot>
# pwd

/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_al1/FPRM_A_TechSupport/

# cat samtechsupportinfo

“show | ogi cal -devi ce detail expand
Logical Device:

Name: ftd clusterl

Description:

Slot ID: 1

Mode: Clustered

Oper State: Ok

Template Name: ftd

Error Msg:

Switch Configuration Status: Ok

Sync Data External Port Link State with FTD: Disabled
Current Task:

Bootstrap Key:
Key: DNS_SERVERS
Value: 192.0.2.250
Last Updated Timestamp: 2022-05-20T13:28:37.093
Key: FIREPOWER_MANAGER_IP

Value: 10.62.184.21
Last Updated Timestamp: 2022-05-20T13:28:37.093

Key: FI REWALL_MODE
Val ue: routed

Last Updated Timestamp: 2022-05-20T13:28:37.093

ASAT77ATO#—)LE—R
ASAT7PATIA—)LE—RIF. ROAT>a>azEALTERATEET,

+ ASADCLI



ASA®show-tech

FCM®UI

FXOS®MCLI

FXOS REST-API

FXOSZ ¥ —</show-tech7 7 1 )L

ASADCLI

ASACLITASA77AT 7#—)LE— RZHEITZICIE. ROFIBICHWVET,

1. 759N T A—LEBATE—RIZEO>TASACLUC T VAT BICIE., XOoAT>a>%E
ALZET,

o P74 TF>AE— RDFirepower 1000/31008 & U'Firepower 2100 DASAN 0) B 1%
Telnet/SSH7 VA

« Firepower 2100WFXOSA> Y —I)LCLINS 7'SY R 7 A—LAE—RTF YV AL. connect
asa_lN¥ > REFHL TASAICERZELET

« Y R(Firepower 4100/9300)Z A L I=FXOS CLINS DT OVt A :

connect module <x> [console|telnet](xlk AO ¥ MID). connect asa

« RBASADIBE, ASANDEESSHT VA, REBNAN=NAHERIZTRUIASDT
I=INTOEA

2. CLITshow firewall AN > RZZEZTLET,

<#root>
asa#
show firewal |

Firewal | node: Routed

ASA show-tech7 7 1)L
ASAT7ATIO#—=)LE—REZBET DX, showfirewallzo<a>E#FIvILET,

<#froot>

------------------ show firewal | ------------------
Firewal | node: Routed

FCM®OUI

DEIVZIVOFEICHE > TEEL,



FXOS®MCLI

DEIZAVOFIBICHE > TSEE L,
FXOS REST-API
DEIVZIAZVOFEICHE LD TSLEEL,
FXOSZ ¥ —</show-tech7 7 1 )L

DEIZIVOFEICHE>TEEL,

AVAZDABRER A7 D
FTUT—2 VAV AR ADEARATIE, RO22K B ET,

¢ RATATAVARVA-FRATATAVAER AR, EF1VFAED1-=-)ITIODY
NDIXNTDIY—RA(CPU, RAM, BRVT 1 AVEE ) Z2EATdEH, XAT174
VABVARIDOEFAVARN=ILTEET,

s AVFFAVAERVA AVFTFAVAR VAR, EFXF1UFAED 1IN
V—ADH Ty NE2FEALET, YILFA AR AMEERE., FMCICK > TEEE NS
FIDTOHHYR—RENET, ASAZREEFEFDMICE > TEEENBFIDTRYR—NEIE
A,

OYFFE—RAVARY ADBRER. Firepower 4100/9300DFTDTH&HR—REhET,
AABZRVAOBERA T &, ROAT>a>=EFERLTHERTEERT,

« FTD®CLI

« FTD®Mshow-tech

« FMCOUI

« FMC REST-API

« FCMOUI

« FXOSMCLI

« FXOS REST-API

« FXOSZ ¥ —</show-tech7 7 1)L

FTDOCLI

RXDFIEIZHE>T, FIDA VAR ADBARA T %ZFTD CLITHIELE T,

1.72YRN7 42— LEBAT-RIZHES>TFIDCLIC TV ERT B, ROAT I %K
ALETY,

s FIDADE#ESSH7 V2R : IXTOTSY KT+ —LA
« X~ R(Firepower 4100/9300)Z A L I=FXOS CLIN 5 DT VA :



connect module <x> [console|telnet](xld AEQ ¥ KID), connect ftd [instance] ( 1 > AX > AA'NY
WFAVARABAOHKICBEET DHEE

2. show version systemZNX > RZE4TL T, XF5ISSP Slot Number®TZ#FELET.
D fTI_Container" FETBHBE. FIDEIVTFHFE—RTETENET,

<#root>
>
show versi on system

——————————————————— [ firepower ]----------------———-

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
uuID : 3344bc4a-d842-11lec-a995-817e361f7ea5
VDB version : 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Compiled on Tue 30-Nov-21 18:38 GMT by builders
System image file is "diskO:/fxos-1fbff-k8.2.11.1.154.SPA"

Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up time 3 secs

SSP Sl ot Number: 1 (Container)

FIDNZ 7N 2a—FT420774)

ROFIBIZH>T, FIDORZ TN 1—F AT TF7FAINTFIDAVAZ ADBARA T %=
BELET,

1. 8NZTN2a2a—F 12007740 %HE, 7 #)LA <filename>-troubleshoot .tar/results-

<date>—xxxxxx/command-outputsiICEE L £,
2. usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output 7 7 € )L ZB&E £ 9,

<#froot>

# pwd

/ngfw/var/common/results-05-22-2022--102758/command-outputs

# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output’



3. XF5ISSP Slot Number2 T2 HELE T, CDITICContainer’ ZET 2HES.
FIDIEO>TFE—RTEFTENET,

<#froot>

--[ firepower ]

: Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
: 3344bc4a-d842-11ec-a995-817e361f7eab

1 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Compiled on Tue 30-Nov-21 18:38 GMT by builders
System image file is "diskO:/fxos-T1fbff-k8.2.11.1.154.SPA"
Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up time 3 secs

SSP Sl ot Nunber:

FMC®OUI

1 (Contai ner)

FMCUITFTDA VAR ADEBARA T ZHBITBICE., ROFIEICHVET,

1. Devices > Device Management® JEIZiEIRL £,

CISCO  Ovel

Name

J'\DD"CBII.DI'I Statistics
Application Statistics (7.1.0)
Conneclu.on Summary

Detailed Dasnuoa.ff.‘l

Detailed Dashboard 11_'.0.0?

Files D;Ashbour.d i
Sncurllv_lnlslllc_aen;o Statistics _

Summary Dashboard

Aceess Controlled Uiser Statistics

alste Flregiowerl\d’a:na’gement C__enter Overview Analysiz Policies J] Devices Objects
—

2 Device Management

Device Upgrade
NAT

QoS

Platform Settings
FlexConfig

Certificates

AMP

Intelligence

VPN

Site To Site

Remaote Access
Dynamic Access Policy
Troubleshooting

Site 1o Site Monitoring

Deploy Q @{} @ Global | adminw

Troubleshaot

File Download
Thieat Defense CLI
Packet Tracer

Packet Caplure

admin

admin

admin

i

admin

admin

admin

o Mo
Mo Mo
L] Mo
Mo Mo
Mo Mo
Mo Mo
No ez

Create Dashboard

Basi
mass
Bass
Bl
Bl
Bass
masi
Basi

tasw




2.Chassis®IZF IV U LET, COERICOAVTFHIBERETZHES. FIDROVTFE—R
TEITENET,

"cll's'élc'" Firepower Managemgm Center Overview Analysis Policies Dravices Objects AMP Daplay a €@ @ L482 ) adminv
—
Domain
Al (5) ® Error (0) & Warning (0) Offan: (0 & Noermial (5) Depleymant Pending (0) ® Upgrade (0) ® Snon 3 (5) Q, Search Device m
—
r F F
v LABZ (3) ~
fid_chuster? (2) -
* Gluster i
0.82.14%168{Conral) RS Firepower 4120 with FTD  7.1.0 L e iy Base, Throat

1062148191 Snort 3 e KSEC-FPRA n dd
) o Firepower 4120 with FTD 7.1.0 B Wodule -1 [Contame | Base, Threat

fid_ha ’i

High fwailabiity

ftd_ha_1{Primary, Active) Snor 3 e e B o KSEC-FPRAT A
10.62.148.8 Fiepower 4150 with FT0.  7.1.0 H Becurity Module - TTContainer]| Base, Threat

Firopower 4150 wh FTD. 710 BRI ioai = 1 (Contoiner]

fid_ha_2{Secondary, Standby] Snort3 Base, Threat

FMC REST-API

FMC REST-APIZ AL TFTDA VARV ANDEARA T 2R TDICE. ROFIEICHVET
o REST-APIVZA T NEFERALET, COHBITE, culzEALTVWET,
1.BAN—D > ZERTS :

<ffroot>

# curl -s -k -v -X POST 'https://192.0.2.1/api/fnc_platfornivl/ aut h/ generatetoken' -H 'Authentication: E

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2 FNARZECRXAVERELET, BEAEDRESTAPIZV I TR, domain/\Z X—&
FHETT, RXMZOVARNEZRETZICRK., COVITVOMN =D ZFEALET,

<tfroot>

#

curl -s -k -X"GET" ‘'"https://192.0.2.1/api/frc_platformvl/info/domain' -H'accept: application/json'

"items":



"name": "Global",

"type": "Domain",

"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f"
1,
{

"nane": "d obal / LAB2",

"type": "Domain",

"uui d": "84cc4af e- 02bc- b80a- 4b09- 000000000000"

}7

3. RXA2UUIDZEAL T, BEDTNAALI—REBEDT/NA AUUIDZRALLE T,

<#froot>
#

curl -s -k -X "CGET" 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4af e-02bc-b80a- 4b09- 000000000000/ de

{
"items": [

{

"id": "796eb8f 8-d83b-1lec-941d-b9083eb612d8"

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
3,
"name": "ftd_ha_1"
"type": "Device"

3

4. ZDOVITIVTRAAZUUIDERTY 730OF/NA A/ FTFUUIDZFEAL . isMultiinstance®
EEEIELET,

<tfroot>

# curl -s -k -X"CGET" 'https://192.0.2.1./api/fnc_config/vl/ donmain/ 84cc4af e-02bc-b80a-4b09- 00000000000¢



"name": "ftd_clusterl”

"isMultilnstance": true

FCM®DUI

FIDA VAR ADBARA T 2ERTDICEK, MEBETNAAOVY—AZO7 7/ I EHDE
ERFLET., ENETHEVEES, FIDRIO TFHFE—RTERITENET,

Overview Interfaces NEALIL=INsIINTGEY Security Engine  Platform Settings

Logical Device List (1 Container instamce) 57% (26 of 48) Cores Avaiable

fd_clusterl Clustarad Statusiok

Application Vaersion Resource Profile Management 1P Gateway Management Part Status

4 e 7.1.0.90 P20 10,62,148, 108 10,62, 198,129 Ethemena/ ® orinc @D ¢s

FXOS®DOCLI

IXDFIEIZHE> T, FXOSCLITFTDA VAR ANDEARA T2 BAELET,
1. ¥ =A0OO2 Y =)L BRI FSSHER 2L X7,

2. scope ssal_ ') B X Tshow app-instance ¥ > RZXTL., AOY NEIDICEDVWTHE
MDFTD®MDeploy Typedl ZHZEL £ T,

<#root>
firepower #

scope ssa

firepower /ssa #

show app-i nstance

App Name  Identifier Slot ID Admin State Oper State Running Version Startup Version
Depl oy Type

Turbo Mode Profile Name Cluster State Cluster Role

ftd clusterl

Enabled Online 7.1.0.90 7.1.0.90



Cont ai ner

No RP20 In Cluster Master

FXOS REST API

FXOS REST-APIERZ ST U TCFTDA VAR ANDEBEARA T2 ERITDICIE, ROFIEICHVE
j-o REST-APIO?’(T) h&ﬁﬁﬁbi?o Z_OD@IJT“U:\ Curl’EﬁFﬁb‘CUf?o

AEN—U2ZERTS .

—
e
152

<tfroot>
# curl -k -X POST -H ' USERNAMVE: adnin' -H ' PASSWORD: Ciscol23' 'https://10.62.148.88/ api/login'

{
"refreshPeriod": "0",
lltokenll: m

3dba916cdf b850c204b306a138cde9659ba997dad4453cdc0c37f f b888816c94d

}

2. =02, ZOUVITUOAOY NIDZEIEEL ., deployTypeD{EZHERRL £,

<tfroot>

#

curl -s -k -X GET -H 'Accept: application/json' -H 'token: 3dba91l6cdf b850c204b306a138cde9659ba997da4453c

"smAppInstance": [
{

"adminState": "enabled",
"appDn": "sec-svc/app-ftd-7.1.0.90",
"appInstId": "ftd_001_JAD201200R43VLP1G3",
"appName": "ftd",
"clearLogData": "available",
"cTusterOperationalState": "not-applicable",
"clusterRole": "none",
"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",

"depl oyType": "container",



FXOSZ ¥ —</show-tech7 7 1)L

RTOFIEIZCHE> T, FXOSS ¥ —> Mshow-tech7 PA I TFTID7 7A T O #—)LE— RZHER
£9,

1. FXOSIN—2 3 22 7L DB E &, <name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tarlc& 7 7 1)L
sam_techsupportinfoZ A& £ 9

BeioN—2 3> nig4alk. FPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tarl_ & %
sam_techsupportinfo7 7 1 )L ZHE XTI,

2.BENDAOY M&EID® "show slot expand detaily £33 #®BLET,

<tfroot>
# pwd

/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_al1/FPRM_A_TechSupport/

# cat sam techsupportinfo

“show sl ot expand detail"

Slot:

Slot ID: 1

Log Level: Info

Admin State: Ok

Oper State: Online

Disk Format State: Ok
Disk Format Status: 100%
Clear Log Data: Available
Error Msg:

Application Instance:
App Name: ftd

ldentifier: ftd_clusterl

Admin State: Enabled

Oper State: OnTine
Running Version: 7.1.0.90
Startup Version: 7.1.0.90

Depl oy Type: Cont ai ner

ASA Y THFANE— RO



ASAR., > UNLNAVTFARNE—REXAFAVTFARNE—RZHYR—-MLTLVET,
FIDRNLAFIAVTFARNE—RZHR-—KFLTLEEA,

AVTFARNEATR, ROAT2 a2 eFERALTHEBTELRT,

« ASAMNOCLI
 ASA®Mshow-tech

ASADCLI

ASA CLITASAODY THFARNE—RZHEIAITDICE., ROFIEICHVET,

1.72YRT7 42— LEBAT-RIZHES>TASACLICT IV EARTRICR, ROATZ a2 %E
ALET,

- P7S54 T AE— KDFirepower 1000/31008 & O¥Firepower 2100 DASAA 0) & 152
Telnet/SSH7 VA

« Firepower 2100DOFXOSOA Y —ICLIN? 57 ZY RN 7 #—LE—RTT7YUEAL, connect
asadN > REFAL TASAICERLET

« X~ R(Firepower 4100/9300)Z A L 1=FXOS CLIN 5 D7 VX :

connect module <x> [console|telnet](xld AO ¥ MID), connect asa

« RIBASADIZE., ASANDEESSHT VA, REBNAN=NAHERIZTRUIASDT
2IV=ILTotA

2. CLITshow moded~Y > REZERITLET,

<#root>
ASA#

show node

Security context mode:

mul tiple

ASA#

show node

Security context mode:

single

ASA show-tech7 7 € )L



ROFEIZHE2 T, ASADshow-tech7 ZA I DASATD Y THFARNE—RZHEIEBLET,

1. show-tech”7 7 4 )L ®show context detailz V> 3a>Z2FIVvIOLET,. CcODBFEE. EHOIY
THEFANN BB D, AVTFAMNE—REERIZEYYFET,

<ffroot>

Cont ext "systent

is a systemresource

Config URL: startup-config

Real |nterfaces:

Mapped Interfaces: Ethernetl/1, Ethernetl1/10, Ethernetl/11,
Et hernet 1/ 12, Ethernet1/13, Ethernet1/14, Ethernet1/15,
Et hernet 1/ 16, Ethernet1/2, Ethernetl1l/3, Ethernetl/4, Ethernetl/5,
Et hernet 1/6, Ethernetl/7, Ethernetl/8, Ethernetl1l/9, Ethernet2/1,
Et hernet 2/ 2, Ethernet2/3, Ethernet2/4, Ethernet2/5, Ethernet?2/6,
Et hernet2/7, Ethernet2/8, Internal-DataO/1, Internal-Datal/l,
Managerent 1/ 1

Cl ass: default, Flags: 0x00000819, ID: O

Cont ext "adm n"

has been created

Config URL: diskO:/admn.cfg

Real Interfaces: Ethernetl/1, Ethernetl/2, Managenentl/1
Mapped Interfaces: Ethernetl/1, Ethernetl/2, Managenmentl1/1
Real |PS Sensors:

Mapped | PS Sensors:

Cl ass: default, Flags: 0x00000813, ID 1

Context "null", is a systemresource
Config URL: ... null
Real |Interfaces:
Mapped I nterfaces:
Real |PS Sensors:
Mapped | PS Sensors:
Cl ass: default, Flags: 0x00000809, ID: 507

ASAT MDFirepower 2100 E— R D &R

ASAZ#EH L 1zFirePOWER 2100l&. XOWFTNADE— RTEHEL X T,

« T7TYRNTA—LT—R: BEWBBENTX—FREN—RIITAEZ—T T4 AFREN
FXOSTEEREETNET, ChSOHREICE, 1 VF—TIA ADEBRENEE,
EtherChannelMiRE. NTP, A X—JEBRENEENET T, FXOSKREIZIE., FCM
WebA R —T7 I A AFKEIFFXOSCLIZERATEET,

TZ2ATVAE—R(T7#LN) : TTZATVAE—RTE., ASADINTOR
—ZRETEXT, FXOSCLIN SEATERDRF. GEXIONREFTTY,

N



ASAZfEA L #=FirePOWER 2100 — Ri&, XOA /> a> = FERAL THERTEXT,

« ASAMNOCLI

« FXOS®OCLI

» FXOS®show-tech
ASA®DCLI

ASA CLITASA%Z £ L f=Firepower 2100 E— RZ MR T2 (IZIE. XOFIEEZETLET,
1. telnet/SSH%Z £ A L TFirepower 2100DASAICT VAL F T,

2. CLITshow fxos mode Y R&EETLET,

<#root>
ciscoasa(config)#

show f xos node

Mode is currently set to plaftorm

T7SATYAE—R:

<#root>

ciscoasa(config)#

show f xos node

Mode is currently set to appliance

N YAFIAUTFERRNE— ROBES. show fxos mode IX Y KES ZAF AT FEZ K
FrEBEEIVFEANCEATEET.,

FXOS®OCLI

RDFEICHE> T, FXOS CLITASA%Z £ 9 B Firepower 2100 E— RZHERL £ 9,
1. telnet/SSH% £ L TFirepower 2100MASAICT7 VAL £ T,

2. connectfxos V¥ RZETLET,

<#root>



ciscoasa/admin(config)#

connect fxos

Configuring session.
Connecting to FXOS.

Connected to FX0S. Escape character sequence is 'CTRL-AX'.

N YAFIAUTFERRNE— ROBA. connectfxos XY RZBEBIYF+ A NTHEAT
%7,

3. show fxos-mode Y > REZRITLE T,

<#root>

firepower-2140#

show f xos node

Mode is currently set to plaftorm

T72AT2AE—R

<#root>
firepower-2140#

show fxos node
Mode is currently set to appliance

FXOS show-tech7 7 1)L

ROFIEIZHE> T, FXOSS ¥ —> Mshow-tech7 7 A JLIC&H BHASA%Z £ L /=Firepower 2100E
- h&ﬁwubi?o

1. <name>_FPRM.tar.gz/<name>_FPRM.tarMDtech_support_brief 7 7 /1 )L ZHE £ J,

2. Tshow fxos-modes 9> a > #HAB L XTI,

<{froot>
# pwd

/var/tmp/fp2k-1_FPRM/



# cat tech_support_brief

“show f xos- node’

Mode is currently set to platform

<tfroot>
# pwd

/var/tmp/fp2k-1_FPRM/

# cat tech_support_brief

“show f xos-node”

Mode is currently set to appliance

BEAN o R

Cisco Bug ID CSCwb94424



https://tools.cisco.com/bugsearch/bug/CSCwb94424

ENH:FMC HARRE Z R T2 12 OCLISHON > RMIEM

Cisco Bug ID CSCvn31622


https://tools.cisco.com/bugsearch/bug/CSCvn31622

ENH : BT NAABKRETT VT =232 A VARV AREEZR—V 2T I3 12HDFXOS
SNMP OID®M3& 1

Cisco Bug ID CSCwb97767



https://tools.cisco.com/bugsearch/bug/CSCwb97767

ENH:FTDA > AR AB AR A THRIEAOOIDDIE I

Cisco Bug ID CSCwb97772



https://tools.cisco.com/bugsearch/bug/CSCwb97772

ENH:Firepower 2100 T D ASA®show-techlZ# (7% Mshow fxos mode; OHE D ZED

NZARTLY N7 7AT 7 4—)LE— RIRIAEDCisco Bug ID CSCwb97751
OID 1.3.6.1.4.1.9.9.4911611EEHATEXLA

BYIE 5 ¥

e vXAT T FATIFA—I)IEEBEL R —RESTAPIZA Y DABZ—RNHA R, N—=2327.1



https://tools.cisco.com/bugsearch/bug/CSCwb97751
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html

Firepower NGFW7 7’5 A4 7 > A TOSNMP D §& &

Cisco Firepower Threat Defense REST APIZi A4 R

Cisco FXOSRESTAPIUZ7 7L A

Cisco ASA O B #a ik

Firepower 1000/21008 & U*Secure Firewall 3100 ASAEFXOSO /N> RILN—=D 3>
N RILOAVKR—=—FT B

Firepower NS 7N 21— 4 TG T7 7 A N EKFIE

Cisco Firepower 2100RAX— R 7Y 7HA R

Cisco Firepower Threat Defense B2 74 R



https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_67425
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
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