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SNMP API/URLI> RRA >~

URL A TFI)
/devicesettings/default/snmpservers GET SNMPH—/\
/devicesettings/default/snmpservers/{objld}  [PUT. GET SNMPH—/\
/object/snmphosts &\, BS SNMPHost
/object/snmphosts/{objld} (P;lé'l_l'_ DELETE. SNMPHost




SNMPUserGroup ( k> %

/object/snmpusergroups &\, IS AT —F )

PUT, DELETE, SNMPUserGroup ( b > %

/object/snmpusergroups/{objld} GET LI L—T)

/object/snmpusers ®H. BB SNMPUser

PUT. DELETE,
/object/snmpusers/{objld} GLI;T SNMPUser
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SNMP v3

1.FDMAPIZ VA7 O—ZICF7 7 EALET

FDM GUIA SFDM RESTAPIT VA7 O—JICTFI9EATBICE, 3DORY REBIRLTHS
VAPITOARA7O—5%BIRLET, £/4E. URL hitps://FDM _|IP/#/api-explorer:

alvalee b e WA ] 9 admin
Cisco e ' ' ' Manitoring Policies Objects Device: FP1120-1 Administrator

API Explorer

nterfaces
2XY RND—DOFATZITUORNDRE

SNMPRAKRDHFHLWERY ND—D- AT ORNEERLET, FDMAPIZTOAZ7O—5T T
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https://FDM_IP/#/api-explorer:

il ,:,_ e

Firepower Device Manager = T
cisco F = aiidl Monitoring  Policies  Objects Device: FP1120-1

FTD REST API NetworkObject
E fobject/networks
AP1 Explorer

Lm fobject/networks I
Error Catalog

Jobject/networks/{objld}

SNMP7RA N DJSONFERIE XD EBY TT, CDISONZEERX I I IZBEY i, T
value; DIP7 RL AZSNMPRARDIP7Z RLAIC—HTHDEISICEELET,

{

"version": "null",

"name": "snmpHost",

"description": "SNMP Server Host",
"subType": "HOST",

"value": "192.168.203.61",
"isSystemDefined": false,
"dnsResolution": "IPV4_ONLY",
"type": "networkobject"

}

— gy o e =0 @ @ 6 ademin
Monitoding Policies Obgects Dewvice: FP1120-1 Adiministrator

Response Content Type | appheation/|son

Parameters
Parameter Walui Description Pararmater Type  Data Type
bady { - Body
“varsden”s "nell®, Model Example Value
“nama”: “pnepHost®,
“dapsription”: “HMP farver Hest®,
“pubType™: “HOST", [
“value®: "193.0685.3200.81%, =
“isSyrtendufined": fals, g “werslon™s “string”,
“name”: “string”,
Parameter coment type: | apphcabon/json « by el

“subType™: “HOSTT,

“valwt™; “strieg”,
“LaSystesDefined: true,
“dnagesoletion™: “IFve_omy™,
“1d": “suring”,

“type”: “retesrkobject”

TICAZO0—J)LLTTRYITOUT ! RE ZBRL, APIRUHL ZRITLET, J—IILRHT
&, IBEID—R200MBENET,



TRY IT OUTI

LARY ARXXDISONT—RZXERICOE—LET, £T. SNMPRANICETRHEREAD
TRILENBYNET,

https: /10,62, 148, 231 apd /da/vEfobject networks

FTD REST APl
Response Body
AP Explorer
Ermror Catalog { .
= “wersion®: “bshalbhghulve™,
“name™: "snspHost™,

“description”: "SMHP Server Host",
“subType™: “HOST",
“walue™: “191.168.203.51°,
“isSystemDefined”: false,
“dnsResolution™: “IFV4_OHLY®,
=id": "1d1Bcebd-49de-11eb- 2432 -e320cd56d508",
“type™: “networkobject™,
“Links™: {
“self": “https:f 18.62.148. 230/ apis fdm/vhifobject inetworks /1d18cebd-4%de-11eb-ad 32 -e320c d56d5a "
1
¥

Response Code
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kbonstoring Policias Obgacts Device: FP1120-1

i
CISCO

SNMP
m [devicesettings/default/snmpserers

FTD REST API

el E Idevicesettings/default/snmpservers/{objld}

Emor Catalog m /devicesettings/default/snmpservers/{objld}

E Jobject/snmpusers
Im fobject/snmpusers I

CDISONF—RZXAE|RIZCOE—L., BROEIZ AV ZEBELET (LealE, T
authenticationPassword; . encryptionPassword ., £ F7IL IV XA ),

{

"version": null,

"name": "snmpUser",
"description": "SNMP User",
"securitylLevel": "PRIV",
"authenticationAlgorithm": "SHA",
"authenticationPassword": "ciscol23",
"encryptionAlgorithm": "AES128",
"encryptionPassword": "ciscol23",
"id": nulT,

"type": "snmpuser"

}
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FTD REST API Response Content Type | appicationjson v
Parameters

API Explorer Paramoine Walug Dascription Parameter Type  Data Type
bady { - body

Ermor Catalog

“werdien™: null, Modal Exampl Vakue
“nEmeT: "snmpUser”,
“gescriptionT| TSHMP Usar”,
“pecuritybevel”; PRIV,
suthanticationAlgorithe™: =SHA", - t ) i
"suthenticationPasswerd™: “sigealdd, - warslon™: "seeing™,

“mame”! “steing”,

“descriptlon”: “string,
“lagerliylane]l™: TEITHT,
“atkantieatlosdlpae itha™: TIHA",
“autkenticatlosPassword ™z TstringT.

Parametsr content type: | applicalion [son ~

“encryptlond]lgerithe™: “AES128",
“aneryptloaPuiienrd™: "itrisg”,
"Ed7: Tstring”,

“type™: “srmpuser”
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Request URL

FTD REST API

https://10.62.148.231/api/fdm/v6/object/snmpusers

API Explorer Response Body

Error Catalog

{
"version": "bmwzwdiwFphp?",
"name": “snmpUser”,
"description™: "SNMP User”,
"securitylevel™: "PRIV",
“authenticationAlgorithm": “SHA",
"authenticationPassword": "ciscol23",
"eneryptionAlgorithm": “AES128",
"encryptionPassword": "ciscol23",
"id": "65dabc50-49df-1leb-2432-27823%944dabe”,
"type": “snmpuser",
"links": {

“self": “"https://19.62.148.231/api/fdm/v6/object/snmpusers/65dabc50-49df-11eb-2432-27823%944dabc”

}

}

Response Code

288
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FTD REST API - ﬂ fdevices/default/interfaces

TICAZO0—)LLTTRY ITOUTIARZ > ZEIRL, APIJ—)LZRTLET, J-ILIFRHTRE
 BEI— R0 BENET, LARYAERNDISONT—ZZ X ERICIE—LET, BT,
A2 —TIAABEIZBEREADTILENH KT,




FTD REST API

Response Body

https:/f18.62, 148, 231/ api ffdm/ve/devices fdefault/interfaces

AP Explorer

Error Catalog

“wersion™: “kkpkibjluGgre®,
“name®: “inszide",
“description”: null,
"hardwareMame”: “"Ethernetlf2",
"monitorInterface”:
“ipwd®: {
“ipType™: “STATIC®,
“defaul tRoutels ingDHCF®: false,
“dhepRouteMetric”: null,
“ipAddress”: {
“ipAddress”: "1%2. 168 303.71%,
“netmagk™: "I56, 355.255.8%,
“standbyIpaddress™: null,
“type”: “haipvdaddress®
|
"dhcp™: false,
"addressiull”: false,

true,

"type™: “interfaceipwd”
¥
“ipwE=: {

“enabled®: false,

208

JSONTF—Z MDA >R —T T AR Tversiony .

o 123—=T7 L4 ARENDISONT—Z D Pl

<ffroot>

{

"version": "kkpkibjluéqro",
"name": "inside",
"description": null,
"hardwareName": "Ethernetl/2",
"monitorInterface": true,
"ipv4": {
"ipType": "STATIC",
"defaultRouteUsingDHCP": false,
"dhcpRouteMetric": null,
"ipAddress": {
"ipAddress": '"192.168.203.71",
"netmask": "255.255.255.0",
"standbyIpAddress": null,
"type": "haipv4address"

1,

"dhcp": false,
"addressNull": false,
"type": "interfaceipv4"
1,

"ipve": {

Response Code

Tnames . Tidi . XY Ttype.

ZXELEXY



"enabled": false,
"autoConfig": false,
"dhcpForManagedConfig": false,
"dhcpForOtherConfig": false,
"enableRA": false,
"dadAttempts": 1,
"linkLocalAddress": {
"ipAddress": "",
"standbyIpAddress": "",
"type": "haipv6address"

1,

"ipAddresses": [

{

"ipAddress": "",
"standbyIpAddress": "",
"type": "haipvbaddress"

}

1,

"prefixes": null,

"type": "interfaceipv6"

1,

"managementOnly": false,
"managementInterface": false,
"mode": "ROUTED",
"TinkState": "UP",

"mtu": 1500,

"enabled": true,
"macAddress": nulT,
"standbyMacAddress": null,
"pppoe": null,

"speedType": "AUTO",
"duplexType": "AUTO",
"present": true,
"tenGigabitInterface": false,
"gigabitInterface": false,

"id": "fc3d07d4-49d2-11eb-85a8- 65aec636a0fc",

"type": "physicalinterface",

"Tinks": {

"self": "https://10.62.148.231/api/fdm/v6/devices/default/interfaces/fc3d07d4-49d2-11eb-85a8-65aec636a0
}

1,

JSONT—ZH S5, 4122 —T7 T AR Tinsides ICSNMPH—NEBEENITRIXEDHBDRXDT—
BEBBDENDNYEXT,

« "/N—=3 2" "kkpkibjluégro"

. ug El‘ju: "W%B",

 "id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
» "type": "physicalinterface",
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TL—=hNCBYRITET,

version": null,

"name": "snmpv3-host",

"description": null,

"managerAddress": {

"version": "bsha3bhghu3vmk",

"name": "snmpHost",

"id": "1d10ce6d-49de-11eb-a432-e320cd56d5af",
"type": "networkobject"

}!

"pol1Enabled": true,

"trapEnabled": true,

"securityConfiguration": {

"authentication": {

"version": "bmwzw4iw7php7",

"name": "snmpUser",

"id": "65da6c50-49df-11eb-a432-e7823944dabc",
"type": "snmpuser"

}!

"type": "snmpv3securityconfiguration”

}!

"interface": {

"version": "kkpkibjluéqro",

"name": "inside",

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
"type": "physicalinterface"

1,

"id": null,
"type": "snmphost"
}

pE

« managerAddress id, type. version, & XUnameDfE%, FIE1THREL LEHRTEEZHRZ
E3C)
- authenticationDfEZ, AT Y 72THEBLLERTCEEBRAET



« interfaceM %z, FIE3TRMELETF—STEEMAET
« SNMP20i54& . RiElFE& <. XA 7'lEsnmpv3securityconfiguration T & 7 <
snmpv2csecurityconfiguration 9

EEENIZISONTF—RZAN I3V ICIE-LET

il Firepower Device Manager o bt : e
CISCO Monitoring Policies Objects Device: FP1120-1
FTD REST API Response Content Type | applicationjson ~ |

Parameters

AP1 Explorer Parameter Value Description

bady { &

Error Catalog

“warsdon”: null,

"name™: "snmpvi-host",

"description™: null,

“managerfAddress": {

“wersion”: "bshadbhghudwmk” ef
"name": "snmpHost™,

Parameter content type: | apphcationjson w

TICAZO0—=)LLTTRY ITOUTIARZ > ZERL ., APIJ—/LZRTLET, J-ILIFRHTRE
SEI—R22000EBEENET,



Request URL

FTD REST API
https: ff18.62.148. 231 api/fda/vE/object/ snmphost s
API Explorer
- Response Body
Ermor Catalog
{
"version": "gneswdaddiisp”,

name": "snmpv3-host®™,
“deseription®: null,
"managerdddress™: {
“ywersion®: "bshaibhghu3vm”™,
“mame" : “snmpHost",
“id": "1dlfcebd-4%de-11leb-ad32-edldcdSédSat"”,
“type”: “networkobject”
b
"udpPort": 162,
"pollEnabled™: true,
"trapEnabled®: true,
"gecurityConfiguration™: {
“authentication™: {
“wagrsion™: “bmwzwdiwlphp?",
"namg" : “snmplser”,
"id™: "65dabc50-49df-1leb-a432-27823%44dabe”,
“type": “snmpuser”

b

Response Code

288

FDMGUICEBEIL, ZEZEBEEBEL X9, SNMPRENDAIPD ZHERTEEXT,



Pending Changes

& Last Deployment Completed Successfully

M. See Deploymant History

Deployed Version (29 Dec 2020 02:32 PM)

ﬂ Network Object Added: snmpHost

) snmphost Added: snmpv3-host

snspinterface:

managerdddress:

securitylonfiguration. authentication:

MORE ACTIONS

Pending Version O LecenD

subType: Host

valwae: 192.168.183.61
isSystemDefined: false
dnsReselution: IPVA_OHLY
dagcription: SHMP Server Host

name |l snEphost

udpPort: 162
pollEmabled: trus
trapEnsbled: True
namei snepvi-host
inside

snmpHost

Snmplliser et

CAMCEL DEPLOY MO hd

SNMP v2c

v2cDZE, IV Z2ERTILVERHY)EEAYN, ROBEEZRITIDIHENF HYVET,

1. XY RND—=OATSIT O NEROER ( "SNMPV3, 02 a > OHBERL )
2.4 —T7 T4 ABHOEE ( "SNMPV3, 923> TOHBERL )

3.3 LWSNMPV2cZTRA R AT T U N DR

RIZ, SNMPV2cA 7 T N ZERKTBISONRAO—ROFIZRLET,

{

"version": null,

"name": "snmpv2-Host",

"description": null,

"managerAddress": {

"version": "bsha3bhghu3vmk",

"name": "snmpv4hostgrp",

"id": "1d10ce6d-49de-11eb-a432-e320cd56d5af",
"type": "networkobject"

}!

"poll1Enabled": true,

"trapEnabled": true,
"securityConfiguration": {
"community": "ciscol23",

"type": "snmpv2csecurityconfiguration"



}1

"interface": {

"version": "kkpkibjluéqro",

"name": "inside",

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
"type": "physicalinterface"

1,

"id": null,
"type": "snmphost"
}

POSTXY Y REFMHAL T, JSSONRAO—REZBBLET,

vl o P GLT o = i |
Firepower Device Manager - i . , '
CISCO Monitoring Policies Objects Device: FP1120-1

Response Content Type | applicationjson ~

FTD REST API
Parameters

AP Explorer Parameter Value Description
body « =

Ermor Catalog version™: null,

"name”: “snmpvi-Host",

"description™: null,

"managerAddress": {

"wergdeon™: "bahadbhghudumk®, *
"name”: “snmpvdhestgrp”, -

Parameter content type: | application/json |

TIEAZO0—J)LTTRYITOUT ! KRR ZZBIRL, APIFOH L Z2RTLET, I—IILFKIT
&, BEI—R200RENET,

Request URL
FTD REST API
https: //18.62.148. 231 apl/ fda/vE object/snephosts

AP Explorar
Response Body

Error Catalog i
“wdpfart™: 162,
“pellEnabled™: trus,
“trapEnabled”: trus;
“securitylonfiguration™: {
'cmunity": ----------- A
“type”: “snapvlcsecurityconfiguration®
] ¥
“interface™: |
“wersion™: “kkpkibjlubqro”,
“namg”: “inglde”™,
“hardwarehame™: “Ethernetl/ 2™,
"ET: THC3087d4-49d0 - 11 eb-85aB-BhaechIbatf T,
“type”: “physicalinterface”
}J
“1d™: "1bfbdl¥@-dack-1leb-ad32-a76cd3TEbcal™,
“typeT: TsnmphostT,
“Iimks™y {
"self": Thttps:/ 10.62.148. 231/ apd/Fda/vh/object finmphosts /b fbdl FO-dach-11ek- 2432 -e7bcd3Tobeal™
}
H

Response Code

208




SNMPE&E O Hll BR
ATV 1:

SNMP7R A MNE#RZ 1§ L & 3 (SNMP > /object/snmphosts),

[ o]

TNINIr ., _ ilil
Firepower Device Manager

R Monitoring

CIS5CO

‘20| [object/snmphosts

TICAZO-J)LLTTRYITOUT ! RE2ZERL, APIRUHL ZRITLET, J—IIL KRBT
&, BEI—R200RENET,

FAT2ITORNDUARNFRRENE T, BIBRT BsnmphostA 72 TV MNDidEXELE T,

<#root>

{

"items": [

{

"version": "ofaasthu26ulx",

"name": "snmpv2-Host",

"description": null,

"managerAddress": {

"version": "bsha3bhghu3vm",

"name": "snmpHost",

"id": "1d10ce6d-49de-1leb-a432-e320cd56d5af",
"type": "networkobject"

3,

"udpPort": 162,

"pol1Enabled": true,

"trapEnabled": true,
"securityConfiguration": {
"community'": "MEEEEEkkRl

"type": "snmpv2csecurityconfiguration"
3,

"interface": {

"version": "kkpkibjluéqro",-

"name": "inside",

"hardwareName": "Ethernetl/2",

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
"type": "physicalinterface"

3,

ll_id": "
1bf bd1f 0- 4ac6- 11eb- a432- e76cd376bca7

"type": "snmphost",
"Tinks": {
"self": "https://10.62.148.231/api/fdm/v6/object/snmphosts/1lbfbd1f0-4ac6-11leb-a432-e76cd376bca7"



SNMP > /object/snmphosts{objld} CDELETEA 7> 3 > ZBIRL £ ¥, FIE1TUEL ZIDZELY)

1,

ATYVT2:

FFET,

FTD REST API

APl Explorer

Error Catalog Parameters
Parameter
objld

/object/snmphosts/{objld}

Implementation Notes
This APl call is not allowed on the standby unit in an HA pair.

Value

1bfbd1f0-4acé-11eb-ad32-e76cd3T6beaT|

TICAZO0—)LLTTRYITOUT ! R ZZIRL, APIFOHL ZRITLE T, J—-J)LEBED

— R400%ZBRL KT,

Response Code

490

Response Headers

{
“accept-ranges”: “bytes”,
“cache-control”: "no-cache, no-store®,
"connection™: “close”,
"content-type”: "application/json;charset=UTF-B",
“date”: "Wed, 30 Dec 2028 1B:88:41 GMT",
“expires”: @,
"pragma™: “no-cache",
"server™: "Apache”,

“transfer-encoding”: “chunked™,
“x-content-type-options": “nesniff",
"w=frame-options™: "SAMEORIGIN, SAMEORIGIN™,
"w-xgs-protection™: "1; mode=block™

ATYT 3

EEZRBALET,

"strict-transport-security”: "sax-age=63072000; includeSubdemains; preload, max-age=31536088 ; includeSubDesains",




Pending Changes

Deployment is in progress...
t y take a few tes i Deployment Histony t

Deployed Version (30 Dec 2020 06:42 FM) Pending Version O LEGENI

D snmphost Removed: snmpvs-Host

rasurityConfiguration. commanity masked: false -
facurityConTiguration . commanity -ancryptedString: *=° -
udpPere: 152 -
pollEnabled: true =
trapEnabled! true -
name; Srepyvl-Hoit -
enmplnterface:

inside -
ssnsgerAddreas:

snmpiost -

BRICK 2 THRANBHRNHIBRENET,

<ttroot>

FP1120-1#

show run snnp-server

snmp-server group AUTH v3 auth
snmp-server group PRIV v3 priv
snmp-server group NOAUTH v3 noauth
snmp-server location null
snmp-server contact null
snmp-server community ¥%%%=

v2cDsnmpwalk A KB L £ 95

<#root>
root@kali2:~#

snnmpwal k -v2c -c¢ ciscol23 -0S 192.168.203.71

Timeout: No Response from 192.168.203.71

V3T, CHOIEFTAT IO NEZHIBRTDHRENHVET,
1. SNMP7RARN ( RIL U R —>20— RIiE204 )



2. SNMP1—% ( {ThL i) Z—>0— RF204)
FAT7PIORNEBR D EIEFTHRLESETDE, ROIT—HNFRELET,

<{froot>

{

"error": {
"severity": "ERROR",
"key": "Validation",
"messages": [

{

"description": "You cannot delete the object because it contains SNMPHost: snmpv3-host2, SNMPHost:

You nust renove the object from al

"code": "deleteObjWithRel",
"Tocation": ""

}
]
}
}

A

ER%., FTIDCLIU-BE L TSNMPEREZEEL E T, enginelDEEBEBERENDEIER

SNMP v3DHEER
LT<LkEEL,
<#root>

FP1120-1#

connect ftd

>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press
Type help or '?' for a 1list of available commands.

FP1120-1>

enabl e

Password:
FP1120-1#

show run all snnp-server

parts of the configuration before you can delete it.",

'Ctr1+a then d' to detach.

snmp



snmp-server group AUTH v3 auth
snmp-server group PRIV v3 priv
snmp-server group NOAUTH v3 noauth

snnp-server user

snmpUser PRIV v3

engineID 80000009febdf0129a799ef469aba2d5fcflbfd7e86135a1f8

encrypted auth sha ca: 1b: 18:13:62: bl: 63: 7e: 92: 34: 92: b3: cf:54:86:19:8e:2a:4c:fd priv aes 128 ca: 1lb: 18:f:

snnp-server |isten-port 161

snnp- server host

i nside 192.168. 203. 61 versi on 3 snnmpUser udp-port 162

snmp-server Tlocation null
snmp-server contact null
snmp-server community
snmp-server enable traps snmp authentication Tinkup Tinkdown coldstart warmstart
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
snmp-server enable oid mempool

no
no
no
no
no
no
no
no
no
no
no
no
no

snmp-server enable

shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server
shmp-server

snmpwalk7 A k

<#froot>

root@kali2:~#

snmpwal k -v3 -1

iso.
iso.
iso.
iso.
iso.
iso.
iso.

w w w wwww
R N N - =
RPRRRRR R
NNNNN NN
RPRRRRR R
e e
Nounswn R
coocoocooo

Tedednd

traps syslog

traps ipsec start stop

traps entity config-change fru-insert fru-remove fan-failure power-supply power-s
traps memory-threshold

traps interface-threshold

traps remote-access session-threshold-exceeded
traps connection-Timit-reached

traps cpu threshold rising

traps ikev2 start stop

traps nat packet-discard

traps config

traps failover-state

traps cluster-state

authPriv -u snmpUser -a SHA -A ciscol23 -x AES -X ciscol23 192. 168.203. 71

STRING: "Cisco Firepower Threat Defense, Version 6.7.0 (Build 65), ASA Version 9.
0ID: is0.3.6.1.4.1.9.1.2663

Timeticks: (1616700) 4:29:27.00

STRING: "null"

STRING: "FP1120-1"

STRING: "null"

INTEGER: 4



SNMP v2c D &k

<tfroot>

FP1120-1#

show run snnp-server

snnp-server host

i nside 192.168.203. 61 community ***** version 2c

snmp-server Tlocation null
snmp-server contact null
snmp-server community

v2cMDsnmpwalk:

<ffroot>

root@kali2:~#

snnmpwal k -v2c

iso.
iso.
iso.
iso.
iso.
iso.
iso.

w w w wwww
R N N = =
RPRRRRR R
NN NN NN
RPRRRRR R
PRPRRRR e
Nounswn R
cooocooo

Tedednd

-c ciscol23 -0S 192.168.203.71

STRING: "Cisco Firepower Threat Defense, Version 6.7.0 (Build 65), ASA Version 9.
0ID: is0.3.6.1.4.1.9.1.2663

Timeticks: (10482200) 1 day, 5:07:02.00

STRING: "null"

STRING: "FP1120-1"

STRING: "null"

INTEGER: 4

NZ7LZ1—hk

TJ77ATIA—=)TRL—ARIZKDF Y TFrZ2EMILET,

<tfroot>

FP1120-1#

capture CAP

trace interface inside match udp any any eq snnp

snmpwalkW —)LZEAL T, NTY R RRENDZEEBRBLET,

<tfroot>



FP1120-1#

show capture

capture CAPI type raw-data trace interface inside

[Capturing - 3137 bytes]

match udp any any eq snmp

FYTFTOAR:
<#root>
FP1120-1#

show capture CAPI

154 packets captured

1: 17:04:16.720131 192.168.203.61.51308 > 192.168.203.71.161: udp 39
2: 17:04:16.722252 192.168.203.71.161 > 192.168.203.61.51308: udp 119
3: 17:04:16.722679 192.168.203.61.51308 > 192.168.203.71.161: udp 42
4: 17:04:16.756400 192.168.203.71.161 > 192.168.203.61.51308: udp 51
5: 17:04:16.756918 192.168.203.61.51308 > 192.168.203.71.161: udp 42

SNMPH —/NDHEHERA T > XIZSNMP GetE 12 I Get-nextDER EBEANRREND L ZHE
mlLET,

<tfroot>
FP1120-1#

show snnp-server statistics

62 SNWP packets input

0 Bad SNMP version errors

0 Unknown community name

0 Illegal operation for community name supplied
0 Encoding errors

58 Nunber of requested variabl es

0 Number of altered variables
0 Get-request PDUs



58 Get-next PDUs

0 Get-bulk PDUs
0 Set-request PDUs (Not supported)

58 SNWP packets out put

0 Too big errors (Maximum packet size 1500)
0 No such name errors

0 Bad values errors

0 General errors

58 Response PDUs

0 Trap PDUs

ADNTY RERL—ALET. NTY NEREBNLPA > % —7 T ALK L TUN-NATT Y,

<tfroot>
FP1120-1#

show capture CAPlI packet-nunber 1 trace

30 packets captured

1: 17:04:16.720131 192.168.203.61.51308 > 192.168.203.71.

161

: udp 39

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: UN- NAT



Subtype: static

Result: ALLOW

Config:

Additional Information:

NAT divert to egress interface nlp_int_tap(vrfid:0)

Untransl ate 192.168.203.71/161 to 169. 254.1.3/4161

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: NAT

Subtype: rpf-check
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 1078, packet dispatched to next module

Phase: 10

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
ResuTlt: ALLOW

Config:

Additional Information:



Found next-hop 169.254.1.3 using egress ifc nlp_int_tap(vrfid:O0)

Phase: 11

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

Config:

Additional Information:

Found adjacency entry for Next-hop 169.254.1.3 on interface nlp_int_tap
Adjacency :Active

MAC address 3208.e2f2.b5f9 hits O reference 1

Result:
input-interface: inside(vrfid:0)

input-status: up
input-Tine-status: up

output-interface: nlp_int_tap(vrfid:0)

output-status: up
output-line-status: up

Action: allow

NAT)L—)Li&, SNMPERED—H& L THBNICERENE T,

<#froot>
FP1120-1#

show nat

Manual NAT Policies (Section 1)
1 (nlp_int_tap) to (inside) source dynamic nlp_client_0_192.168.203.61_1intf4 interface destination stat
translate_hits = 0, untranslate_hits = 0

Auto NAT Policies (Section 2)

2 (nlp_int_tap) to (inside) source static nlp_server_0O_snnp_intf4 interface service udp 4161 snnp

translate_hits = 0, untranslate_hits = 2

INYOTI>Y RR—KNT, UDP 4161 ESNMPRZ 714y & UY A LET,



<ffroot>

>

expert

admin@FP1120-1:~$%

sudo netstat -an | grep 4161

Password:
udp 0 0 169.254.1.3:4161 0.0.0.0:*
udp6 0 0 fd00:0:0:1::3:4161 :::*

BRENELLBEV, FLEEFELEFEE. UN-NATZ T—AHF W, ABSNMPNT Y M
ROY 7TEh&ET,

<tfroot>

FP1120-1#

show cap CAPlI packet-nunber 1 trace

6 packets captured

1: 18:36:35.868485 192.168.203.61.50105 > 192.168.203.71.

161

: udp 42

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.



Found next-hop 192.168.203. 71 using egress ifc identity(vrfid:O0)

Phase: 4

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 5
Type: ACCESS- LI ST

Subtype:

Resul t: DROP

Config:

Implicit Rule

Additional Information:

Result:

input-interface: inside(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x0000557415b6347d fl ow

FTD LINA syslogld. AANT Y R BEEhLECEZRLTVET,

<#froot>
FP1120-1#

show [ og | include 161

Dec 30 2020 18:36:38: %FTD-7-710005: UDP request discarded from 192.168.203.61/50105 to inside:192.168.
Dec 30 2020 18:36:39: %FTD-7-710005: UDP request discarded from 192.168.203.61/50105 to inside:192.168.

Q&A
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https://tools.cisco.com/bugsearch/bug/CSCvu48012
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