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c® RF 1 X2 PNTE, Cisco Authentication Management Center(FMC)& & U'Firepower Threat
Defense(FTD) TMicrosoft Lightweight Directory Access Protocol(LDAP) A&k FirepowerZ B%iC T
BHECOVWTHALET,
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25

ROERICETDHBAN BB ENFHRENET,

« AFTD
» Cisco FMC
* Microsoft LDAP



ERTRIVR—FT b
CORFIXYRNOBERIF, ROVYTRIITEN-RIITON—Z3VICETLVTVET,

« FTD6.5.0-123
« FMC 6.5.0-115
* Microsoft Server 2012

CORFIXDNOBEHRIE. REDTRRRICHZITNAALCETVWTHERENELEZ, COR
FAXVRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T ZEBPORY ND—UTR, FBANVV RICKDTRCDAEMNHIEEEZ +TIHIEL T
<EZEL,

BER#H

FMCEEENRT/NA AR, EBT IV EAADT 7 A/ NOEBETAIVRMFBENATVLE
T FMCERVOEBXRT/NAALIL, ABI—HELT, FEGEFILTHR—FEhTWLS
HEELDAPEZIFRADIUSH —/NEDARBI—HFEL T, DWARLI—HYTHINZEMTE
£9. ABILI—HFIRE., FMCEFTDTHR—KREIET,

- AFI—Y : FMC/FTDT/NA Ak, I—¥READLEHICO—HIILTF—ER—RAZ2FIvILRK
ER

- ABI—Y YA O—HILTF—ER—ACFELEZVEES, HEBLDAPE 1z ERADIUSFE:
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FMC GUITOEAKZLDAPERE

AT Y71 BEII system > Users> Externdl Authentication : 2 AL E T,

€ 3 O A Notsecurs | 1520.25/ddd/#Edemaliuthentication 1 * B 3

Conbigwrution | Wsers | Domains  integration  Updstes  Ucwssesw  Heakhx  Monitorieg e | Tools

Fisee 1D cancel o Save ans Apiy

Detinat Usir Bsla: e Lhad Aupbasbostion | Dusbled ¥ ) e b Actberticaton Gipect

—

AT Y 7" 2 : i#IR AddExterna Authentication Object : Z AN L E T,

. [Hsae @cencel o saveand Apply

&) Add External Authentication Object

ATYVT 3 ROBATA—ILRICAHDLET,

External Authentication Object

Auithestication Methed

CAC Ul Wse for CAC authentication and authorization

Hame = | sEc-oee | Name the External Authentication Object

Description

Server Type | |45 sctie Bweciony v || Setbetmts | | Choose MS Active Directory and click 'Set Defaults'

Primary Server

Host Mame/TP Address = 182,002,160 I ex. IP or hostrame
Port = 289 | | Default port is 389 or 636 for 551

Backup Server (Optional)
Host Mama/TP Address | | . [P or hostrame
Port 389 ]

LDAP-Specific Parameters *Base DN specifies where users will be found

Base DN ™ DC=5SEC-LAB | Felch Dis £x. demsouncefire, do=oam

Base Filter ex. (cn=jemith), (tcn=jsmith), {Bfcn=jamith)(|{on=bsmith){on=csmith*]))
Uper Mama = I:ﬂdmlr‘ustmtﬂr@EEC—l.ABD l | LLE m-:psmmh.uc-s-awuﬁre,dc- T
B _— Username of LDAP Server admin
Confirm Password ® | —
Show Advanced Opbons L
Attribute Mapping 1.'__:'Dlei:;hult when 'Set Defaults' option is clicked

Ul Acoess astribute = shMaccounthame Feich Alin

Shell Access Attnbute sAMACcounthame



iroup Controlled Access Roles (Optional) »
Ascegy Ader
Administrator
Discovery Admin
ernal Database User

Intrusicn Admen
Haintenance User
Network &dmir
Secunty Anabyst
Secunty Analyst (Resd Only

BCurity Apprower

Threat Intelligence Director (TID) User

I To spaafy the defsult user rale of user 15 not found In &ny group I

Group Member Attrbute

Group Membssr URL Attnbute

Shell Access Filter

Shell Access Filter ﬂ

andatory for FTD devices

Additional Test Parameters
User Mame
Pasgwiond

=d

ATV 4: REEMILUET., Externd Authentication 77/ T I N ERTE

ABI—FOTILTIEA

FMCTIk, Web1 > RX—7 I A ABECLIZVEAAMN2ONERZABEREE I —FHFHR—K
ENTVET, DXV, HAGUICTVEATEZNDD, HEANCLICTIEATEZDHEWVNSC
ERE2EYEXBIENET, 1 VARM =B, F7FIILNOEBEI—HFDOD/NAT—RIE,
GUIECLIOmAF TRILICEZ XS ICAMENETH, ChSRFEBDIRBXAZAXALICK2TE
HEh, REROVICKEBZHEENFHYVET,

LDAPARBI—HICEZ IIINT IV EAZHFATILEN BV ET,

AT YT 1: BE)E sysem> Users> Externdl Authentication & 27 1) ¥ 2 L T shell Authentication RIIC 7R RO Y
TEIVRY DAZFERALTREFLED,



Overview Analysis Policies Devices Objects | AMP  Intelligence

ATY 7 2:FMCTEEZRHALZEY,

ABI—HFOIIINTIOELANREEND E, RORICRITKSIC, SSHEHOOT A B
ICZV)ET,

192.0.2.6 - PuTTY

(build 102)

FTDA O S &858
ABBIRFTDTA Z—TLICTEERT,

AT Y 71 : BEIF Devices> Platform Settings > External Authentication® S8, 1) ¥ 9 Ensbled RTEL £ J 6



Divice Manapemant  MAT LyPhe oS FlexConfip  Certiicates

R —
Platform-Policy 1 ;.g,. 9 oo

“Agpileabie on FTD w6 2.3 and sbove

1—¥ 00—

J—HHERE, BVETShEI-HYO-IIICEIEET, o, ABOZ—XICEe&hbE8TTY
T AEREZFH OHAAZLI—YO-ILNEERLEY, EFIUTATFIARNRT 1 AANIE
BERENBHNERESNEO-IINZFEATILEETEERT,

I—H0O—LICE, RD2DORATHFHYVET,

1.Web/ 22— T4 A1—¥0O—-)
2.CLIA—-%O—-J)L

ENERENCO-LORTL2ABVANEFMBICOVTE, "I1—H0O-), 22RLTEEVL

o

TR TCOARRBIAAT I IORNOF 74N I—FO—IIZRETSHITIE.  system> Users> External
Authentication > Default User Role’E’:}Fﬁo %'J U i—"l’f%i‘ﬂ7 # )~ (Dj._-'fl:l_)lz’&igy{ l/\ Save’é?ﬂﬁo

Default User Role Configuration

F7ALNOI—HO-)LEERLEY, BEOATDI VRN IIL—TRHNOBEN I—HIZHE
ODO—ILEZVYETEYTDICE, AT T RNEIEIRL.  Group Controlled Access Roles JX D RIZ R T
KDIZ,


/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/user_accounts_for_management_access.html#id_63532

Group Controlled Access Roles (Optional) «»

foress Admen

B dmrglralon F pofterBSEC-LAR

CHEDETy Al

Eutarmal Chalabass Lldasi s regersip Gl C- LAl

| At Adif=ii

Eismnbensnoe User

HEbwenri Admir F

FECanty Anglyst rraexseyRSEC-LABR

Separty Anghyst (Resd Only)

Secanty Approver

Theeat irteilgence Director (TID) Uses

VoAUt UEer [ EEad Cinly . ampson S SEC-LARE
LrCe3s Aderan

SRS 30

Cocindry Adiman
Eatemial Dalahs s U b

I:Irlm-'. Fier Aole

SSLXLETLS

DNSIEFMCTERETHDHEN BV ET, Chik, FABAEOH T2 T 9 MEAD" Authentication Object
Primary Server HostnameZ2 S B8, ¥ 1 PLDAPH REREE D &, NTY NFA¥TFY¥TOUTTHFAR
DNA Y RERFRRENBLLBZYET,

SSLTET7 ) hR—hABI6ICEEE N, TLSTIEIBINERICHEWFT,
~ ETLSESLTR, IXTOTSY N7+ —ATIAHENBETT, SSLOBE, FIDICE

AAEBNMVETT, TOMOTZY N7+ —ATRE, SSLICEIAZBRAETT, £EL. &
BERBEZH<SLEDHIC, BICSSLADIIREZT Y 7O—RIDEZHBOLET,

AT Y 7 1 : BEIF Devices> Platform Settings > External Authentication > External Authentication Object SSL/TLS @ 5£4H
A7 aEREADLET,



LDAP-Specific Parameters

Base DN * DC=5EC-LAB Feteh DNs ex. de=sourcefire,dc=com
Base Filter )
User Name * h.potter@SEC-LABR ex. en=jsmith,dc=sourcefire, dc=com

Password *

Confirm Password ™

I Show Advanced Options

Encryption | SSL 'n_q * None

|SSL Certificate Upload Path io file chose &x. PEM Format (base64 encoded version of DER)
User Name Template B ex. cn=%3s,dc=sourcefire, dc=com
Timeout (Seconds) 30

AFYT 2 Y= NOTEARICEE L LCADERELET v 7O— KL ET. ARERGPEMERT
HILENBYET,

LDAP-Specific Parameters
Base DN * DC=5EC-LAB Felch DNs ex. de=sourcefire, dc=com

th), (fen=jsmith), (&{cn=jsmith)(|(cn=bsmith}{cn=csmith*

Base Filter

User Name h.potter@SEC-LAB X ith,de=sourcefire,dc=com

Password *

Confirm Password *

Show Advanced Ophions v
Encryption SSL @ TLS ) None
- Choose Fieé | CA-Cerl-basesd.cer .
IgSL Certificate Upload Path | s nat (base64 encoded version of DER)
A = v-1- T ficate)
User Name Template BLs &%, en=%%s,de=sourcefire,dc=com
Timeout (Seconds) 30

ATV 3. REERELET,

=3
=1\

TANRRER—A

LDAPA EREE NTWAWindows N> RO 7 NE = EPowerShellZfZE, XNOIX> R%
ABUET, dsguery user -name

"SR,
i -

PS C:\Users\Administrator> dsquery user -name harry*
PS C:\Users\Administrator> dsquery user -name *



ey Administrator: Windows PowerShell -

= dSQUEry USEr —name harry=
, DC=5EC-LAB

5 ; = dEguery user -name =
M=Administrator,CN E,Dt—1EL LAB

"CH=Guest,CN=lUsers , DC=5

"CH=krbtgt,CN=

"CN=Anthony E. ;

"CN=Bart Simpson,CN=Users,DC

"CM=Dr. Robert B. Banner,C

"CH=Ginny Weasley,Ch=U=

"CH=Harry PmttEP,CH=U5EP

"LN=|"'|EI.IIII:I1E 5

"CN=Marge Simp
"CH=Matthew f-'Iur"ducI- LN
"CH=Neville Lo r1ghn:nt‘tn:n m,CN
"LN Peter B. Parker,CHN=Us
"CN=Ron n\Ei~'IE3-,LN—LI et
"LN— 1'|:E'-'Eﬂ

ministra

ministra

ministra
Administrators

LDAPFEE DT A K

BEE System > Users > Externa Authentication > External Authentication ObJectE S8 R—IOTEIC,  Additiona Test
Parameters RIIC R T 203>

Additional Test Parameters
Jser Name h.potter

Password

Save Cancel

“Required Field

RRERTTDICIE, TestZiBIRLE T,



Overview Analysis Polides Devices Objects  AMP  Intelligence

Configuration  Users  Domains  Integration  Updates  Licensesw  Heal

Users User Robes .?“.. Im ent ™

© Success "
Tast Compiete,
External Authentication Object
Aathantication Method T
cac 5t for CAC WAhantCAboN and suthondatson
Mame * SEC-LDaP
Deseription
Server Type AES Ackive Cwnclory ¥ || Sui Dutmaln
4 Caprusing from Ethernett L= 1o =
Fde B Verw Go Caphure Asshze Sumaber  Teephony Wiwless Took  Help
Ama@ REqe=ETiS|Haaan
W [ port== 00 B == 192025
o T Source Testraton
1799 55.131566  192.0.2.5 192.0.2.10
[ e ss.amser w025 192.0.2.30
1 1M1 55, 1M 192.8.1.19 182.9.2.%
13 55,0020 190.0.3.5 19.0.3.10 [4GK] Seq=62 Ack=2) WiN=20012 Lewed Toval=DOVTLIAME Thecr=2570206
1883 48193318 192.8.3.5% 183.8.2.18 L 73 unbindequest(2)
1895 55,1307 192.8.2.18 192.8.2.5 Tcr 66 189 = 10784 [ACK] Seqr2) Ack=D® WIN-66560 Lew-d TSval=257BEIE6 Tsecr-MTTLIASH ~|

b Prame 1009: 117 bytes o wire (1816 bits), 127 bytes captured (1016 Bits) on Luterface \DeviceWPP_{77DCIIFE-BI50-4715-B11-T439ErR1], 1d &
b Etheenet 53, dre: Weare Hhefidd (B0:de:dh:Bhicd:id), Dut: Wiare_eb:id:#7 (Bd:be:hiek:id:#7)
b Inteenet Protscsl versien 4, fee: 192.0.2.5, Dsv: 190.0.2.10
b Tramsaission Control Pretecal, Src Port: 39784, Dot Ports M9, Seqt 4, Acki 1, Les: 61
4 Lightwelght Blrectory Access Protocel
4 LDAPPMTIIge Dindlequest{l) “CMeMarry Potter,CHeUners DOsSIC-LAD = sisple

4 proteeelip: bisdRequest (8)

mame| CMakarry Potter, ONsiisers, DCaSIC-LAB
+ suthestication: sieple (0)
simple: clscs
[Aeagenue In: 1883)

NS 1—hk
FMC/FTDELDAPIRKED XS ICHEEAL TI1—YZ2F U2 O0—RLETH,

FMC#*Microsoft LDAPH —/XA 8 1—H%& 7L TEB &S5 T3 2k, FMCEB#IC. LDAPE
BEILFUI v EFAL T, K—N389(SSL)E = 12636(SSL)T/NA > RERERETHIHE
NHYET, LDAPH—/NNHAFMCEZERIAITEDLSICKEDE, BRIAXAYE—DTRELET. &
BIZ, FMCEXORICRTEDIC, REERXAYVE—DZFALTERZETSCENTEFXT,

<< --- FMC sends: bindRequest(1) "Administrator@SEC-LABO" simple LDAP must respond with: bindResponse(1) success --- >> << ---
FMC sends: searchRequest(2) "DC=SEC-LAB,DC=NET" wholeSubtree

T7AINRTR, BRIV TFARNTNAT—RZEFTDEIZEELTIEEZL,

B85 4.751966 192.8.2.5 192.8.2.18 TCP 56 38862 + 389 [ACK] Seqsl Acksl Win=29312 Lens@ TSval=3873529344 TSecr=2534B8746
BE 4.751537 192.8.2.5% 192.8.2.18 LOAP 18 bindReguest(1) “Administrator@SEC-LABR" simple |

87 4.752536 192.9.2.18 192.9.2.5 LDAR 58 bindResponse(l) success

88 4.752583 132.8.2.5 192.9.2.18 TCP G646 3B062 + 389 [ACK] Sequd5 Ack=23 Win=23312 Len=@ T3val=3873529345 Tiecr=25348746
B9 4.752634 192.8.2.% 192.8.2.18 LDAP E searchRequest(2) "DC=SEC-LAB * wholesubitree |

Frame 86: 118 bytes on wire (880 bits), 110 bytes captured (888 bits) on interface \Device\WPF_{770C3I1FE-B250-4F19-B412-E4596FI6010E), id @
Ethernet II, Src: Wware_29:cf:2d (8@:8c:29:29:cfr2d), Dst: Wware_eb:ld:f7 (9@:8c:29:ebrld:f7)
Internet Protocol Version 4, Sec: 192.9.2.5, Dst: 192.9.2.18
Transmizsion Control Protocol, Src Port: 38882, Dst Port: 389, Seq: 1, Ack: 1, Len: 44
Lightweight Directory Access Protocol
4 LDAPMessage bindRequest(l) “Administrator@SEC-LABE" simple
messagelD: 1
4 protocclOp: bindReguest (@)
naleques
wersion: 3
name: Administrator@SEC-LABS
4 authentication: simple {8)
simple; Clunt_!:

T oo

dA—YOJA4 > ERZRIMT D EHICFMC/FTDELDAPIRED LS IZHEEAL
Ihs



LDAPRIEAN B RET I —FAFMCELIBFTDICOV AV TERDLSIC, HRUOATAVE
RAFirepowerlCEfEENE T, L, I—HYRE/NAT—REFLDAPICEIEE h, KINIEFIS
ENFBRENET, D2FV, FMCEFTDRNAT— REEHFEF—ER—ARICO—NILICRELT
RO ICHEITIREEICETHLDAPA S DR ZFEET,

I
Q’

4

y

"

N 1) Login request from PC to FMC

"
e
"

A

A

2) Forward Username and password to LDAP

=

——
- — — e
LDAP 3) Success/Deny EMC
IP: 192.0.2.10 IP: 192.0.2.5

Himlm
CIsco

Firepower
Management




A *Ethernet1
File Edit View Go (Capture Analyze Statisticc Telephony Wireless Tools Help

dm ;0 LBRERs==Tis[EFaaan
|_| | |lcu.n-ort--359 &Bip.addr==192.0.2.5 && ldap. messagelD == 1
No. Time Source Destination Protocol  Length Info
58 13:11:59.695671 192.8.2.5 192.8.2.18 LDAP 118 bindRequest(l) "Administrator@SEC-LAB@" simple
59 13:11:59.697473 192.8.2.18 192.@.2.5 LDAP 88 bindResponse(1l) success
67 13:11:59.697773 192.8.2.5 192.8.2.18 LDAP 118 bindRequest(1l) “Administrator@SEC-LABe" simple
69 13:11:59.699474 192.6.2.186 192.8.2.5 LDAP 88 bindResponse(l) success
97 13:11:59.729988 192.8.2.5 192.8.2.18 LDAP 127 bindRequest(1l) "CN=Harry Potter,CH=Users,DC=SEC-LAB " simple
98 13:11:59.730698 192.0.2.18 192.8.2.5 LDAP 88 bindResponse(l) success

A—YBENADT—RAZFANhShBE, RORICTRILSICWeb GUIICI> MU EME h
£ I

Uinermame Baorkes At et s Mt bused Passwesed Lbetsme
admin p—_—
=] (=]

I—YHERE®ETSICIE, FMC CLISHTshow userdN > REEITLE T, > showuser

OXYRE, BEELEI—YOFHEERERBRERRLET, ROENFRTENET,
Login : A A&

UID : B{ED I —HID

Auth (O—AILFEEGFVE—N) - OIS %

Access ( BasicE i=lkConfig ) : I—HD4FEL RIL

AN (BNELREN) : A—FHFTOT1THESH

Reset ( YesE/zl@ENo ) : A—YFXEOATAVRICNAT—RZZETIHLENf HBHESH
Exp ( Never& Zl&Number ) : I—HONAT—RZZEITDETOHHK

Warn (NAEZRHE) : NAD—ROBHERAYVNBDETICNAT—REZZEETSIEHICT
—HICEAShDHE

Str( YesE#@ENo) : I—HDNAT— RABEF IV IOEEERLTHRENHBHESH
AY Y (Yes¥iZENo) : OJA 2V OXRBMEBN LI ERZ LHICI—H—OFTHI> OV D
ENTVWBHLESH

Max (NAFELZGEEE ) - OJ AV ICKBMUEEHO LR, CoEHZzBADE, 1—HFDOTHY
Oy oIEhEY,

SSLELETLSHHFES V) ICHBEL 2 W
FTIDTDNSZBMICLBZWVE, EJT—ILOJCLDAPH EETRTH D L ERI LT —HR
RNENDBEENHVET,

root@SEC-FMC:/$ sudo cd /var/common
root@SEC-FMC: /var/common$ sudo pigtail



MSGS:
MSGS:
MSGS:
MSGS:
MSGS:
MSGS:

03-05
03-05
03-05
03-05
03-05
03-05

14:
14:
14:
14:

14

14:

35:
35:
35:
35:
:35:
35:

31
31
33
33
33
33

SEC-FTD
SEC-FTD
SEC-FTD
SEC-FTD
SEC-FTD
SEC-FTD

sshd[10174]:
sshd[10174]:
sshd[10138]:
sshd[10138]:
sshd[10138]:
sshd[10138]:

pam_unix(sshd:auth): authentication failure; Togname= uid=0 e
pam_Tldap: Tdap_starttls_s: Can't contact LDAP server

error: PAM: Authentication failure for h.potter from 192.0.2.
Failed keyboard-interactive/pam for h.potter from 192.0.2.15
error: maximum authentication attempts exceeded for h.potter
Disconnecting authenticating user h.potter 192.0.2.15 port 61

firepower ' LDAPH —/N\OFQDNEZBRTED L EBRBLET, T5THVEBEEAR. RICRT X
SICELVDNSZEMLET,

FTD:FTD CLISHIC 7 VAL,

;io) AN Rz 5-'%‘?]_' LEF, > configure network dns servers

| — EIIIIIII

192.0.2.6 - PuTTY

FMC : 23R sysem> ConfigurationZ IZBIR L . XD IZRTF & S ([CManagement InterfacesZiBIRL £

o



#rress Lisd

Sccess Control Preferences *Interfaces
o O e
Audt Log Certificate
:;::mmmm © o (eetementTofc pp0ci9:29:0R0 192025
Daskboard » Houtes
Database
Email Nekifscation R - -
e Dustimstion  Metmask  imertece  Goewsy
HTTPS Cartificate - 192.0.2.1 o
Infarmation
Tntrusicn Policy Prefensnces Wt Roules 4+ 0
Language Dutestien  Ceutwoth  Siwles  owwey |
Lagin Banner
|.. Management Interfaces I v Shared Settings
Netwark Analysis Policy Preferences Hastname SEC-FMC |
Process Domains |
REST AP[ Preferences ' - '
. Prinary DNS Server 152.0.2.10 |‘
e Secondary DNS Server |
Shall Timecat Tertiary DMS Server |
Time Remgte Hansgamant Pot B30% |
Time Synchronization
UCAPL/CE Complisnce *ICMPv6
Uear Confsguraton Aliow Serdng Boho Repiy o
Wiwane Tocds Packety
Vulneratulity Happng Allow Serdng Dest raticn 2
Web Anahviics Urireachable Paciets
* Proocy
Enabled U
| S || Cancel |

RORIZRTRSIC, FMCIZT7 Y 7O— RENEFAEN, LDAPOY—NFIAEICEEL -

CADIIAETHBI L Z2BFLET,



A Certificate 25

General | Details | Certification Path |

Lg

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

General | Details | Certification Path

Certificate Information |_—a Certificate Information

This certificate is intended for the following purpose(s):

+ All issuance policies
+ All application policies

UL

Issued to: WIN,SEC-LAB Issued to: WIN-HIRSR13M3PE-CA

Issued by: WIN-HIR5R 13M3P5-CA

Issued by: WIN-HIRSR13M3PG-CA

UL

valid from 2/26/2020 to 2/25/2021 Valid from 2/25/2020 to 2/25/2113

ed (Select to

|I.nst:l Catiﬁczte...l | Issuer Statement | |1I'1513| CertiﬁGlte...l | Issuer Statement |

1

NTYRF+T7FrEFERAL T, LDAPH—NAELWVEREZEEFEL VWA I ZRABLET,

A *Ethernetd

File Ex G

jilll

dm @ JEREBE q -
M [icap ] ts 88 ip.addr==192.0.2.5

No. Time Source Destnation Protocol  Length Info
3 9.143722 192.8.2.5 192.9.2.15 TLSv1.2 187 Application Data
4 8.143985 192.8.2.15 192.8.2.5 TLSwl.2 123 Application Data
22 2.720718 192.0.2.15 192.9.2.5 TLSvl.2 1211 Application Data
29 3.956497 192.9.2.5 192.9.2.15 LDAP 97 extendedReq(1) LDAP_START_TLS_OID
30 3.956605 192.9.2.15 192.0.2.5 LDaP 112 extendedResp(1) LDAP_START_TLS_OID
el 32 3.956921 192.8.2.5 192.8.2.15 TLSvl.2 313 client Hello
33 3.957324 192.0.2.15 192.8.2.5 L5wl. erver 0, Ler cate, rver Key Exchange, Cert. cate uest, rver ] e
35 3.860532 192.8.2.5 192.8.2.15 Tisvi.2 260 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
36 3.961678 192.8.2.15 192.8.2.5 TLSvl.Z 173 change Cipher Spec, Encrypted Handshake Message
I Frame 33: 1515 bytes on wire (12120 bits), 1515 bytes captured (12128 bits) on interface \Device\NPF_{3EADSE9F-B6CH-4EB4-A462-217C1ALBABFE), id @
b Ethernet LI, Src: VMware _69:cBic6 (0@:0c:29:69:c8:¢6), Dst: VMware _29:cf:2d (00:0¢:29:29:cf:2d)
b Internet Protocol Version 4, Src: 192.9.2.15, Dst: 192.8.2.5 e Cisco Firepower Management Cc X
b Transmission Control Protocol, Src Port: 389, Dst Port: 52384, Seq: 47, Ack: 279, Len: 1449
4

Transport Layer Security &« > & i fmc/platinum/authconfig.cgi?id=72837432-51c1-11ea-
4 TLSvl.2 Record Layer: Handshake Protocol: Multiple Handshake Messages

Content Type: Handshake (22)
Version: TLS 1.2 (0x8383)

| Overview Analysis Policies Devices Objects AMP  Intellig|

Length: 1444 Configuration Users Domains Integration
b Handshake Protocol: Server Hells
4 Handshake Protocol: Certificate Users User Roles External Authentication
Handzhake Type: Certificate (11)
Length: 1124
Certificates Length: 1121 External Authentication Object
4 Certificates (1121 bytes)
Certificate Length: 1118 Authentication Method Lowp v
4 Certificate: 3082045a3052034220030201020213320000000456C380c8... Ii.d- at-commonlame=WIN.SEC-LAB Iid- CAC Use for CAC suthentication and authorization
I signedCertificate
b algorithmIdentifier (sha2S6WithRSAEncryption) L SEC-LDAP
Padding: @ Description
encrypted: 3645eb1128785552e725175F36022Fa303e77bad1843bbdd... ) )
I Handshake Protocol: Server Key Exchange Server Type MS Active Direclory ¥ || Set Defaulls |
I Handzhake Protocol: Certificate Reguest
4 Handshake Protocol: Server Hello Dene
Handshake Type: Server Hello Done (14) Primary Server
Length: @ Host Name/TP Address = IWIN.SEC-LAB:
Port = 389
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