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<#root>

Switch(config)#

interface range g1/0/2 - 3



Switch(config-if-range)#
shut down

Switch(config-if-range)#
swi tchport trunk encapsul ati on dot 1q
Switch(config-if-range)#

swi tchport node trunk
Switch(config-if-range)#

channel -group 5 node active
Switch(config-if-range)#

no shut down

A FMICOVWTR, BIC TAAYFEFILREAA R 0 I3 ZZRLTSEZL,
FXOS CLI A5 OR—KF ¥ ZIJLDOFRE ( FPR4100/FPRI300 )

ATY7 1 FIDREBTFNAALITILENHTSNTVWARA U E—T I/ AZHELET

<#root>
FP4110-7-A#

Scope ssa
FP4110-7-A /ssa #

show | ogi cal - devi ce

Logical Device:
Name Description Slot ID Mode Oper State TempTate Name

mzafeiro_FTD 1 Standalone Ok ftd
FP4110-7-A /ssa #
scope | ogi cal -devi ce neafeiro_FTD
FP4110-7-A /ssa/logical-device #

show external -port-1ink

External-Port Link:

Name Port or Port Channel Name App Name Description
Ethernetll_ftd Ethernetl/1l ftd
Ethernetl6_ftd Ethernetl/6 ftd

ATYVT2: 2% =24V E—T I AZHETS



<#root>

FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #

show i nterface

Interface:
Port Name Port Type
Ethernetl/1 Mgmt
Ethernetl/2 Data
Ethernetl/3 Data
Ethernetl/4 Data
Ethernetl/5 Data
Ethernetl/6 Data
Ethernetl/7 Data
Ethernetl/8 Data
Ethernet3/1 Data
Ethernet3/2 Data
Ethernet3/3 Data
Ethernet3/4 Data
Ethernet3/5 Data
Ethernet3/6 Data

FP4110-7-A /eth-uplink/fabric #

show port-channe

Port Channel:
Port Channel Id Name

Admin State Oper State

Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Port Type

Up

Admin Down
Admin Down
Failed

Sfp Not Present
Sfp Not Present
Sfp Not Present
Sfp Not Present
Admin Down
Admin Down
Admin Down
Admin Down
Admin Down
Admin Down

Admin State

State Reason

Administratively down
Administratively down
SFP checksum error
Unknown

Unknown

Unknown

Unknown
Administratively down
Administratively down
Administratively down
Administratively down
Administratively down
Administratively down

Oper State State Reason

48 Port-channel48

ATYT 3 R—=RF¥RILDERK

<#root>

bsns-4110-2-A#

scope et h-uplink

bsns-4110-2-A /eth-uplink #

scope fabric a

bsns-4110-2-A /eth-uplink/fabric #

create port-channel 15

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

create menber-port Ethernetl/5

Cluster

DisabTed

Admin Down Administratively dow



bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #
exit

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

create nmenber-port Ethernetl/6

bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #
exit

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

set port-type data

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

set speed 1gbps

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

enabl e

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

conmi t - buffer

AFYT 4 AV B—T7 T4 AEFTDREF/NA ACEY LTET,

<#root>

FP4110-7-A#

scope ssa

FP4110-7-A /ssa #

scope | ogi cal -devi ce nezafeiro_FTD

FP4110-7-A /ssa/logical-device #

create external -port-link PCl5 ftd Port-channel 15 ftd
FP4110-7-A /ssa/logical-device/external-port-Tink* #
commi t - buf fer

FP4110-7-A /ssa/logical-device/external-port-Tink #

AL

<{froot>
FP4110-7-A#
Scope ssa

FP4110-7-A /ssa #



scope | ogical -devi ce nrzafeiro_FTD
FP4110-7-A /ssa/logical-device #

show external -port-Ilink

External-Port Link:

Name Port or Port Channel Name App Name
Ethernetll_ftd Ethernetl/1 ftd
Ethernetl6_ftd Ethernetl/6 ftd
PC15_ftd Port-channell5 ftd
<#root>
FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-upTlink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #

show port-channel

Port Channel:

Description

Admin State

Oper State

State Reason

Port Channel Id Name Port Type

15 Port-channell5 Data

48 Port-channel148 Cluster
<#root>

FP4110-7-A /eth-uplink/fabric #
enter port-channel 15
FP4110-7-A /eth-uplink/fabric/port-channel #

show nenber - port

Member Port:

Port Name Membership Oper State
Ethernetl/2 Up Up
Ethernetl/3 Up Up

Enabled
Disabled

State Reason

FXOS CLI A 5 MR— hF ¥ X)L DHIBR ( FPR4100/FPR9300 )

Up
Admin Down

Administratively dow



<#root>

FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #
del ete port-channel 15
FP4110-7-A /eth-uplink/fabric* #

commi t - buffer
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FTD2100 (@ cancel |

Cisco Firepower 2110 Threat Defense

Device Routing Inline Sets DHCP  SNMP

2| ©  AddIntefaces |
&) Sub Interface ”
0 [ ethernet1/1 Physical O Ether Channel Interface
(s] Ethernet1/2 Physical Y 4
8] Ethernet1/3 Physical ‘,/"
Add Ether Channel Interface ? %
Marme: INSIDE
Security Zone: -
Description:
IPv4  IPvG  Advenced  Hardware Configuration
MTU: (64 -
1500 9198)
Ether Channel ID *=: (1-48)
Available Interfaces & Selected Interfaces
4 Search [ Etherneti/1 o
Ethernet1/13 - Ethernetl/2 i
Ethernet1/14
Ethernet1/15
Ethernet1/16
Ethernetl/3
m ™l I & e
OK Cancel
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Add Ether Channel Interface T

Mame: INSIDE * Enabled
Security Zone: ¥

Description:

Gemeral IPvd  IPwb BLNEL G Hardware Configuration

IO gnEuagm ARP and MAC  Security Configuration

LACP Mode: ..ﬂu:ti'.re "v\
Active Mac Address: Active
On

Standby Mac Address:

DMNS Lookup:

F1TLYVRAEEREDRE., [Hardware Configuration] 2 7 A SEREL £,

Add Ether Channel Interface

Name: INSIDE * Enabled
Security Zone: .

Description:

General IPvd  IPwE  Advenced EGETGETETGRET TS

Duplex: Full W
E@Efﬂ: [gbps W
Auta-negotiation:

£ : FPR2100Tl&, ASAZREBTNAAE L THERLEWBRY ., FXOSCLIA S KR—KMNF ¥ XL
ZERTBDERTEEREA, ASAL 13X, ChIETTIYRTA—LTE—ROBEICOHLY
TREVET, PTTTATAF—R (1Mxx/21xx ) TlE, FCM EH& <L, §XTOHOA > X—7J T
4 AREF ASACLI TEEERTENINET,

<#root>
Fp2110 /eth-uplink/fabric* #

create port-channel 16




Fp2110 /eth-uplink/fabric/port-channel* #

create menber-port Ethernetl/10

Fp2110 /eth-uplink/fabric/port-channel/member-port* #
exit

Fp2110 /eth-uplink/fabric/port-channel* #

create nmenber-port Ethernetl/11

Fp2110 /eth-uplink/fabric/port-channel/member-port* #
exit

Fp2110 /eth-uplink/fabric/port-channel* #
conmi t - buf fer

Error: Changes not allowed. use: 'connect ftd' to make changes.

MEBAR—TIAANZILTVT, TRZBEMCIITREEE. ROKLSICLET,

<#root>

firepower-2110#

scope et h-uplink

firepower-2110 /eth-uplink #

scope fabric a

firepower-2110 /eth-uplink/fabric #

show i nterface

Interface:

Port Name Port Type Admin State Oper State State Reason
Ethernetl/3 Data Enabled Up Up
Ethernetl/4 Data Disabled Link Down Down
Ethernetl/5 Data Disabled Link Down Down
Ethernetl/6 Data Disabled Link Down Down
Ethernetl/7 Data Disabled Link Down Down
Ethernetl/8 Data Disabled Link Down Down
Ethernetl/9 Data Disabled Link Down Down
Ethernetl/10 Data Disabled Link Down Down
Ethernetl/11 Data Disabled Link Down Down
Ethernetl/12 Data Disabled Link Down Down
Ethernetl/13 Data Disabled Link Down Down
Ethernetl/14 Data Disabled Link Down Down
Ethernetl/15 Data Disabled Link Down Down
Ethernetl/16 Data Disabled Link Down Down

firepower-2110 /eth-uplink/fabric #
enter interface Ethernetl/4
firepower-2110 /eth-uplink/fabric/interface #

show



Interface:
Port Name Port Type Admin State Oper State State Reason

Ethernetl/4 Data Disabled Link Down Down
firepower-2110 /eth-uplink/fabric/interface #

enabl e
firepower-2110 /eth-uplink/fabric/interface* #
conmi t - buffer

firepower-2110 /eth-uplink/fabric/interface #

show

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/4 Data Enabled Link Down Down

firepower-2110 /eth-uplink/fabric/interface #
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Add EtherChannel Interface

Mame Mode EtherChannel 1D Status

=m0 (@]

Description

EtherChannal Specific IPvd Address IPvE Address Advanced

Link Aggregation Control Protocol

Active b

EtherChannel Members
&=

(4] unnamed (Ethernet1/3)

@ unnamed (Ethemet/2)

BTAR—T T4 A2BMLET,



Add EtherChannel Subinterface

Parent Interface

unnamed {Port-channel1) oo

Subinterface Name Mode
Description

VLAM ID Subinterface 1D

IPv4 Address IPvE Address Advanced

Type

Static v

IP Address and Subnet Mask

192.168.201.112 f 24

& QF 16R 5 15517 5 192 16R. 5 15 g o

Status

BRIE., ROEBYTTI,

Interfaces Bridge Groups EtherChannels

1 EtherChannel Q, Search

LOGICAL NAME

MOMITOR FOR HA

o Port-channell EtherChannel m Routad
ETHERCHANNEL MEMEERS
X Ethermneti/2 Physical Interface
X Ethermetif3 Physical Interface

SUBINTERFACES

& Port-channel1.201 ingide Subinterface 192,168,201.112

& Port-channel1.202 ingide202 Subinterface 192.168.202.112

Enabled

Enabled

Enabled
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<#root>

>

system support diagnostic-cl
firepower#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1 YES unset up up

Port-channell5 unassigned YES unset up up



firepower# show nameif

Interface Name Security
Port-channell5 INSIDE 0
Ethernetl/1 diagnostic 0
<#root>

firepower#

show i nterface Port-channel 15 det ai

Interface Port-channell5 "INSIDE", is up, Tine protocol 1is up
Hardware is EtherSVI, BW 20000 Mbps, DLY 1000 usec
MAC address 2c33.118e.07de, MTU 1500
IP address unassigned
Traffic Statistics for "INSIDE":
6767 packets input, 566328 bytes
0 packets output, 0 bytes
6736 packets dropped

1 minute input rate 4 pkts/sec, 375 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 4 pkts/sec

5 minute input rate 4 pkts/sec, 401 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 4 pkts/sec

Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

R=RFYRILEZTDAVN—DAT—RAZHETDICE, FXOS E—RIZBEBLET,

<tfroot>

FP4110-7-A#

connect fxos

FP4110-7-A(fxos)#

show port-channel sunmmary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
15 Pol5(SU) Eth LACP Eth1l/2(P) Eth1l/3(P)
48 Po48(SD) Eth NONE --



R—RFY¥RILORELEBHFOREBEZRTLET,

<#root>
FP4110-7-A(fxos)#
show port-channel database

port-channell5

Last membership update is successful

2 ports in total, 2 ports up

First operational port is Ethernetl/3

Age of the port-channel is 0d:00h:35m:00s

Time since Tast bundle is 0d:00h:34m:56s

Last bundled member 1is Ethernetl/3

Ports: Ethernetl/2 [active ] [up]
Ethernetl/3 [active ] [up] *

port-channel48
Last membership update is successful
0 ports in total, O ports up
Age of the port-channel 1is 5d:06h:35m:27s

R=RF¥RILDAVE—TIAAXN—BORNT 7 1Y V5B EHIELET,

<#root>
FP4110-7-A(fxos)#
show port-channel traffic

ChanId Port Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst

15 Ethl/2 20.83% 49.71% 17.75% 43.67% 20.11% 49.94%
15 Ethl/3 79.16% 50.28% 82.24% 56.32% 79.88% 50.05%

LACP & A /N— DR

<#root>
FP4110-7-A(fxos)#
show | acp nei ghbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device 1is in Active mode P - Device 1is 1in Passive mode

port-channell5 neighbors

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,28-6f-7f-ec-59-800x103 1984 FA

LACP Partner Partner Partner



Port Priority Oper Key Port State
32768 0x5 0x3f

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/3 32768,28-6f-7f-ec-59-800x104 2221 FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x5 0x3f

Partner Oper Key O0x5 l&, COAAS Y FAR—RF YR ID5 TEEENTVWDEZEKRLE
CB

ALY F -

<#root>
Switch#

show | acp nei ghbor

Flags: S - Device 1is requesting Slow LACPDUs
F - Device 1is requesting Fast LACPDUs
A - Device 1is in Active mode P - Device 1is in Passive mode

Channel group 5 neighbors

Partner's information:

LACP port Admin Oper Port Port
Port Flags Priority Dev ID Age key Key Number State
Gil/0/2 FA 32768 2c33.118e.07b3  Os 0x0 OxE 0x42 0x3F
Gil/0/3 FA 32768 2c33.118e.07b3  Os 0x0 OxE 0x43 0x3F

BEIET D AA Y FTlE. FXOS BER—KF ¥ X)L ID15 TREENTWETH, Partner Oper
Key I& OXE (14) ELTRREND CEICEBL TS EE L,

LACP N7y K%+ 7 F ¥ ( Wireshark )



LACP switch capture - SLOW - FX0S FAST.pcapng

Fle Edt View Go Capture Analyze Statistics Telephony Wireless Took Heip

Am @ LORBReE==F 8 [E|aaal

N |iacp

No. I'ﬁme [Snurce Inesﬁaalinn Protocol |nglh |SwrnePoﬂ
480 2817-10-12 11:25:34.759928 Cisco_ec:59:8f Slow-Protocols LACP 124

= LACP Activity: Active
= LACP Timeout: Short Timeout f
Aggregation: Aggregatable
Synchronization: In Sync
Collecting: Enabled |
Distributing: Enabled
Defaulted: No 3
Expired: No
[Partner State Flags: **DCSGSA]
Rezerved: G00008
Collector Information: @x@3
Collector Information Length: @x1@
Collector Max Delay: 32768
Reserved: 000000000000000000000000

=
1

[
(]

=+
]

&
I

= Partner State LACP Activity, LACP Timeout, Aggregation, Synchronization, Collecting, Distributing

N—KF—DIREE
LACP
. — LACP & —
#hE _AFT7ZAEL L _ - \7oT
e Expired k pal: 1 IN&E [ & = 147 i
AN
4
& 0 0 1 1 1 1 1 1
161
* 3 f

FPR21xx/FPR1xxx TMR— ~F ¥ X)L DHER

ZYRNID—UK




FPR2100

FEFFEEESEFEEEEE
T i | gy ¥ oy = =

E1/1(Pol11D E1/2

R—RNF ¥ I OEFHZH#R

<tfroot>
>

connect fxos

FP2110-2#

connect | ocal - ngnt
FP2110-2(Tocal-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-Tinks not met

Group Port- Type Protocol Member Ports
Channel

11 Pol11(U) Eth LACP Ethl/1(P) Ethl/2(P)



T O b D RRAELE:

<#root>

FP2110-2#

scope et h-uplink

FP2110-2 /eth-uplink #

scope fabric a

FP2110-2 /eth-uplink/fabric #

show port-channe

Port Channel:
Port Channel Id Name Port Type

Admin State Oper State

State Reason

11 Port-channelll Data

R—RFYRIOFM2HBELET,

<#root>
FP2110-2 /eth-uplink/fabric #

show port-channel detai

Port Channel:
Port Channel Id: 11
Name: Port-channelll
Port Type: Data
Description:
Admin State: Enabled
Oper State: Up
Auto negotiation: Yes
Speed: 1 Gbps
Duplex: Full Duplex
Oper Speed: 1 Gbps
Band Width (Gbps): 2
State Reason: Up
flow control policy: default
LACP policy name: default

oper LACP policy name: org-root/lacp-default

Lacp Mode: Active
Inline Pair Admin State: Enabled
InTine Pair Peer Port Name:

R=RFF¥RILXN—OFHZETELET,

<tfroot>

Enabled



FP2110-2#

scope et h-uplink

FP2110-2 /eth-uplink #

scope fabric a

FP2110-2 /eth-uplink/fabric #
scope port-channel 11
FP2110-2 /eth-uplink/fabric/port-channel #

show nenber - port

Member Port:

Port Name Membership Oper State State Reason
Ethernetl/1 Up Up Up
Ethernetl/2 Up Up Up

X N—R— b~ O

<#root>
FP2110-2 /eth-uplink/fabric/port-channel #

show nenber - port det ai

Member Port:
Port Name: Ethernetl/1l
Membership: Up
Oper State: Up
State Reason: Up
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-Tink-prof-default
Udld Oper State: Unknown
Current Task:

Port Name: Ethernetl/2

Membership: Up

Oper State: Up

State Reason: Up

Ethernet Link Profile name: default

Oper Ethernet Link Profile name: fabric/lan/eth-Tink-prof-default
Udld Oper State: Unknown

Current Task:

LACP D2



<#root>
FP2110-2(Tocal-mgmt)#

show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device 1is in Active mode P - Device 1is 1in Passive mode

Channel group: 11

Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286f.7fec.5980 0x10e 13 s FA <-- the peer 1is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:

Yes Yes No No
Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 O0x10f 5 s FA <-- the peer 1is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:
Yes Yes No No

X : FPR21xx/FPR1xxxTl&, F7 # ) NOLACPL—RNZEETHY) ., ZETEETEA

LACP hD > 2

<#root>
FP2110-2(Tocal-mgmt)#

show | acp counters



LACPDUs
Port Sent Recv

Channel group: 11

Ethl/1 4435 3532
Ethl/2 4566 3532
FP2110-2(local-mgmt)#

show | acp counters

LACPDUs
Port Sent Recv

Channel group: 11
Ethl/1 4436 3532

Marker Marker Response LACPDUs

Sent Recv Sent Recv Pkts Err
0 0 0 0 0
0 0 0 0 0

Marker Marker Response LACPDUs
Sent Recv Sent Recv Pkts Err
0 0 0 0 0
0 0 0 0 0

Ethl/2 4567 3532

FPR2100 4 > & —7 T 4 ADH:E

MEBA > R—T I AANS FPR2100 AZPAA Y FADIVYE Y

AVB—TIALA ';\P??;;O/FPR%ZO D RER FZPE%;;O/FPRzmo » RE
E1/1 1 1
E1/2 0 0
E1/3 3 3
E1/4 5 )
E1/5 5 .
E1/6 4 A
E1/7 7 .
E1/8 6 6




E1/9 9 49
E1/10 8 48
E1/11 11 51
E1/12 10 50
E1/13 12 59
E1/14 13 58
E1/15 14 57
E1/16 15 56
E2/1 - 70
E2/2 - 71
E2/3 - 69
E2/4 - 68
E2/5 - 66
E2/6 - 67
E2/7 - 65
E2/8 - 64

MBAVE—TIAADAT—RAZHERELET,




<#root>
FP2110-2(Tocal-mgmt)#

show portmanager port-info ethernet 1 1

port_info:
if_index: 0x1081000
type: PORTMGR_IPC_MSG_PORT_TYPE_PHYSICAL
mac_address: 70:df:2f:18:d8:04
flowct1: PORTMGR_IPC_MSG_FLOWCTL_NONE
role: PORTMGR_IPC_MSG_PORT_ROLE_NPU

admin_state: PORTMGR_IPC_MSG_PORT_STATE_ENABLED
oper_state: PORTMGR_IPC_MSG_PORT_STATE_UP
admin_speed: PORTMGR_IPC_MSG_SPEED_AUTO
oper_speed: PORTMGR_IPC_MSG_SPEED_1GB
admin_mtu: 9216
admin_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
oper_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
pc_if_index: 0x200000b
pc_membership_status: PORTMGR_IPC_MSG_MMBR_UP
pc_protocol: PORTMGR_IPC_MSG_PORT_CHANNEL_PRTCL_LACP_ACTIVE
native_vlan: 1011
num_allowed_vlan: 1

alTowed_vlan[0]: 1011

NEBAE—TIA ANV R

<#root>
FP2110-2(Tocal-mgmt)#

show portmanager counters ethernet 1 1

Good Octets Received 1 2692986
Bad Octets Received : 0

MAC Transmit Error : 0
Good Packets Received : 37038
Bad Packets Received : 0
BRDC Packets Received 1 22290
MC Packets Received : 12538
Size 64 1 34193
Size 65 to 127 : 1531
Size 128 to 255 : 1515
Size 256 to 511 : 374
Size 512 to 1023 : 95
Size 1024 to Max : 0
Good Octets Sent : 87296
Good Packets Sent 1 682
Excessive Collision : 0

MC Packets Sent 1 682
BRDC Packets Sent : 0
Unrecognized MAC Received : 0

FC Sent : 0
Good FC Received : 0
Drop Events : 0
Undersize Packets : 0
Fragments Packets : 0
Oversize Packets : 0



Jabber Packets

MAC RX Error Packets Received

Bad CRC

Collisions

o O OO

FPR2100 AE A4 Y F MAC 7—7 )L, 01:80:C2:00:00:02 = LACP TH 3 Z & (2%

W

<ffroot>

FP2110-2(local-mgmt)#

show portmanager switch mac-filters

port 1ix

00

01

02

R—KNelNBLT e1/2 &,

03e
043
044
045
3d0
3e8

03f
040
041
042
3d1l
3e9

03c
049
04a
04b
3d2
3ea

<tfroot>

70:
01:
70:
FF:
00:
01:

70:
01:
70:
FF:
00:
01:

70:
01:
70:
FF:
00:
01:

DF:
80:
DF:
FF:
00:
00:

DF:
80:
DF:
FF:
00:
00:

DF:
80:
DF:
FF:
00:
00:

MAC

2F:18:
C2:00:
2F:18:
FF:FF:
00:00:
00:00:

2F:18:
C2:00:
2F:18:
FF:FF:
00:00:
00:00:

2F:18:
C2:00:
2F:18:
FF:FF:
00:00:
00:00:

FP2110-2(Tocal-mgmt)#

D8:
00:
D8:
FF:
00:
00:

D8:
00:
D8:
FF:
00:
00:

D8:
00:
D8:
FF:
00:
00:

05
02
20
FF
00
00

04
02
20
FF
00
00

07
02
6D
FF
00
00

FF:
FF:
FF:
FF:
01:
01:

FF:
FF:
FF:
FF:
01:
01:

FF:
FF:
FF:
FF:
01:
01:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

mask

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF
FF
FF
FF
00
00

FF
FF
FF
FF
00
00

FF
FF
FF
FF
00
00

action

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

packets

687

5501
2101
7946

687
22351

2215
11886

bytes

87936

385360
141426
1524820

87936
1451504

154542
1006067

NEALYFO 00 HBRT 01 ICRISELET,

show portmanager switch status

Dev/Port

0/0
0/1
0/2
0/3
0/4
0/5

QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
QSGMII

Speed Duplex

1G
1G
1G
1G
1G
1G

Full
Full
Half
Half
Half
Half

None
None
None
None
None
None

Loopback Mode

BELTLKEE



0/6

0/7

0/8

0/9

0/10
0/11
0/12
0/13
0/14
0/15
0/16
0/17
0/18
0/19
0/20
0/21
0/22
0/23
0/24
0/25
0/26
0/27

QSCMII Down 1G Half None

QSCMII Down 1G Half None
QSCMII Down 1G Half None
QSCMII Down 1G Half None
QSCMII Down 1G Half None
QSCMII Down 1G Half None
QSCMII Down 10 Half None
QSCMII Down 10 Half None
QSCMII Down 10 Half None
QSCMII Down 10 Half None
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
KR Up 10G Full None
KR Up 10G Full None
KR Down 10G Full None
KR Up 10G Full None

NSTLTa—RK

LACP O #fZ&

LACPO#IE :

|IEEE %R #& ( 802.3ad ) Link Aggregation Control Protocol ( LACP ) l&, R—KF ¥ XJL
Zd>I—2avIcERAEhS L2708 JLTT,

LACP (&. 385 MAC 0180.c200.0002 B KU/ —H XY RZ A7 0x8809 ZEAL £9,
LACP kU On E— R (LACP &L ) I&. Firepower 77’5 A 7 ATHR—RhEhD M
—NDE—RTT (On E—RIF 24.xFXOS J1)—AD FP4100/FP9300 I BMEh&EL 1=
) o

LACP &, 2 DOE— R ( Active E£/=I& Passive ) DVWTNA TRETEE T, FXOS B E
IZ Active E— RZFEALET,

LACP DX B, R—KFFr¥RILOREIAHNSRETDETT,

LACPPC Z#7 Y 7REIZTBICKE. R—KFYRIL A E—TILAX/N—THUERE
EBIF17LYVAREICTIXENHYET, FXOS TR—BFMF¥RILLRILOREZEE
ELET,

LACP Actor=O—AHILTFT/NA1 A

LACP Partner= UE—RF/N1 A

ETFNA AL, BERFESY—2OD MAC THD LACPATAID FHY)ET, LACP <
ATALID Ik, FLACP NTY NATREEENET,

ZBLACP NTY hOH A XN 110 /N4 R TT,

LACP i&, @EL —b (FastRate ) ¥EFEEL—bN (BF ) ( Slow (Normal) Rate ) TH



ELET, FXOS DBE., 74N BRNREEEL—RTITH ( BEICERETH S 1xxx/21xx ZBR
<), BRICHRETBDELETEEFET, AMYFHOLACP E— Rk, FATRZRRAYF
NDEFINE SWICK>TERYWET, £EXIE, Cat3750 Ik, 15.2(4)E L&, SEELKE
OEAEZHR—NLTVET, FBCOVTE, A1 Y FORBAA RESRL T LV

o LACPHHEIEI Tk, LACPL— NICE&AL ., LACPRIBZ EICEEENET, 15—
TIAANTY TIREICHEDE, LACPL—RNEELACPF—T7 75474 2—NIIZDOHK
EEBLET,

LACPF—7T7Z 47 DRIR

LACP ¥—7 7247, VE—MUVE—T7 T4 AGEEL TLVEVN, KETY TRETH
3 (EENEEEFREEIAEL 2/ ) FUATRIEERT, ChiE. RZA/NL2OBEDS
B, NAREUVE-—RNIVIVBEOREZFHATLBEVTNAR (IPSEE ) FEETIHEIC
RETHARMNABYNET . LACPF—TTISATORALTINE, EFPL—HIx3TT, &
AE, UE—RETHMBIEICRETRIHE. 3WURNICLACPNT Y I\’E""Eb?’&\,\t\ A—
ANTFNAAGIE—RNETZEI VD ULIEEESLET, BEL—NDIFE, XRALT IR0
PVRICZEYERT,

Wireshark ICERRE NS LACP/NTY ROITXTOT 1 —)L R:

[A e
Wo. = Source Destinater, protocol | Length | Source Port | Info
156 2017-108-12 18:13:01.348473 Cisco_ec:59:8f Slow-Protocols LACP 124 Link Aggregation Control Protocol Version 1. Actor Port = 272 Partner Port = 2116

“ |[Frame 156: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface @
# Ethernet II, Src: Cisco_ec:59:8F (28:6F:7f:ec:59:8F), Dst: Slow-Protocols (01:80:¢2:90:00:02)
# Slow Protocols
Link Aggregation Control Protocol
LACK Version Numsber: Ox@1
Actor Information: 8x91
Actor Information Length: @xld
Actor System Priority: 32768
Actor System: Cisco_ec:59:80 (28:6f:7f:ec:59:80)
Actor Key: 16
Actor Port Priority: 32768
Actor Port: 272
= Acter State: @x85, LACP Activity, Aggregation, Expired
....... 1 = LACP Activity: Active
cass o:@. = LACP Timeout: Long Timeout
vev. .1.. = Aggregation: Aggregatable
vee. B... = Synchro Jrﬂthn: Out of Sync
«o.® ... = Collecting: Disabled
..@. ... = Distributing: Disabled
N PR Defaulted: Mo
ki 2iig = Expired: Yes
[Actor State Flags: E**""G*A]
Reserved: 200000
Partner Information: Gw@2
Partner Information Length: @xld
Partner System Priority: 32768
Partner System: 22:00:88:c3:%9¢:ec (a2:00:88:¢3:0e:ec)
Partner Key: 9
Partner Port Priority: 32768
Partner Port: 2116
Partner State: 8x36, LACP Timeout, Aggregation, Collecting, Distributing
....... a L[P A&l vity: Passive
A meout: Shor

. verr = Dis ing
Bes weee = Defa ulted Pio
[ . = Expired: Mo
[Partner State Flags: *"DC*G57)
Reserved: 200080
Collector Information: Oxdd
Collector Information Length: @xl@
Collector Max Delay: 32768
Reserved: D00000000000000000000D00
inator

ER—RNFYRINFIDTRIFEND E, FXOSF ¥ 7F ¥ IELACPANT Y N ( ABFEREED
) ZRTILEEA



LACP O EiEL — h &REL — b

BEGAATHEEL—NEFATHEEBEDLET (4100/9300 D FXOS K77 4L N TH
EL—REFEAL. FPR2100 TRF7 4L 0O LACP #fEL — MNIEETT ) . LACP OFEEL

—hNeEAIRDE, R—RFYRILONY RV TEENBELET,

FXOS & & ( 1K&F )

FXOS &E ( @& )

AAYFDOVIITANY
K3

FXOS @) JTAKNAEK
=®

AAYFOVITANY
K3

FXOS DU IJTANNE
pr.

AA Y FI&E LACP % 30
MIZ 1 EAE

FXOS I& LACP % 1 #(C
1 [@%E

A4 Y FRE ()
A1 Y FIE LACP & 30 AAYFIFELACPZ 1%
BIC 1 ERE - 1 EIEE
FXOS (& LACP Z 30 # ||FXOS (& LACP Z 30 #
C 1 EIRE - 1 B E
AAYFOUVIOITARNY |R4AYFOUIOITANY
=3 i
FXOSODUOTITARNNIEK |FXOSDOUIITAMNNS
i i

ALY FRE (B )

ALY FIFLACP &2 18
2 1 EEE

FXOS (& LACP & 1 #(C
1 BEEE

FXOS ( 41xx/93xx ) T LACP E— REBEL 7.

<ttroot>

KSEC-FPR4100-1#

scope org

KSEC-FPR4100-1 /org #

show | acppol i cy

LACP poTlicy:




default Fast
KSEC-FPR4100-1 /org # scope lacppolicy default
KSEC-FPR4100-1 /org/lacppolicy # set Tacp-rate
fast Tlacp rate fast
normal Tlacp rate normal

FPR4100/FPR9300 THOR—RNF¥ZXID KNS TN a—F142 Y

XY RNIT—=UK

e L e

FPR4110

FPR4100 8 KTF FPRO300 > ¥ —IClEk, R—RF ¥ RN ZRIFEITDIATLAS Y FHAEENTY
£F. RELAA Y FIE Nexus 5K [CEEELL TWT, FXOS I LACP M EHR—RNLTWVWD S
RS TNa—F 10D ER Nexus 5K ICEELILTWET,

FIVIA-R=RFYRILDAT—RAZHELET,

<#root>
FP4110-7-A(fxos)#
show port-channel summary

Flags: D - Down P - Up 1in port-channel (members)



I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
15 Pol5(SU) Eth LACP Eth1l/2(P) Eth1l/3(P)

FXOS AR —TIAADAT—RAZHRELET,

<{froot>
FP4110-7-A(fxo0s)#

show i nterface brief

Ethernet VLAN  Type Mode Status Reason Speed Port
Interface Ch #
Ethl/1 1 eth 1qgtunl up none 1000(D) --
Ethl/2 1 eth 1qgtunl up none 1000(D) 15
Ethl/3 1 eth 1qgtunl up none 1000(D) 15
Ethl/4 1 eth 1gtunl down SFP not 1inserted 10G(D) --
Ethl/5 1 eth 1gtunl down Administratively down 1000(D) --
Ethl/6 1 eth 1gtunl down Administratively down 1000(D) --
Ethl/7 1 eth 1gtunl down Administratively down 10G(D) --
Ethl/8 1 eth 1gtunl down SFP not 1inserted 10G(D) --
Ethl/9 1 eth wvntag up none 40G(D) --
Ethl/10 1 eth access down Administratively down 40G(D) --
Ethl/11 1 eth access down Administratively down 1000(D) --
Ethl/12 1 eth access down Administratively down 1000(D) --

FIVYU2-FXOSH LACP ZAZETACEZMALET (AN REHERITLET ),

<#root>
FP4110-7-A(fxos)#
show | acp counters interface port-channel 15

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 223019 207280 O 0 0 0 0
Ethernetl/3 296532 207744 0 0 0 0 0



ALY FTRILUC L ZHBFELET,

<#root>
Switch#
show [ acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 5
Gil/0/2 627 596 0 0 0 0 0
Gil/0/3 623 593 0 0 0 0 0

Bl%®DFXOS A2 —7 I 4ADLACP FillZHAL XY,

<#root>
FP4110-7-A(fxos)#
show | acp interface ethernet 1/2

Interface Ethernetl/2 is up

Channel group is 15 port channel 1is Pol5
PDUs sent: 222828
PDUs rcvd: 207074
Markers sent: 0
Markers rcvd: 0
Marker response sent:
Marker response rcvd:
Unknown packets rcvd:
ITlegal packets rcvd: 0

o O O

Lag Id: [ [(8000, 28-6f-7f-ec-59-80, 5, 8000, 103), (8000, 2c-33-11-8e-7-b3, e,

8000, 42)] ]
Operational as aggregated 1ink since Tue Oct 31 19:14:57 2017

Local Port: Ethl/2 MAC Address= 2c-33-11-8e-7-b3
System Identifier=0x8000,2c-33-11-8e-7-b3
Port Identifier=0x8000,0x42
Operational key=14
LACP_Activity=active
LACP_Timeout=Short Timeout (1s)
Synchronization=IN_SYNC
Collected=true
Distributing=true

FIvo3-O0—AILBLTIUE—BT/NAADLACP ID 2#EL X7,

<#root>
FP4110-7-A(fxos)#

show | acp port-channel interface port-channel 15



port-channell5
System Mac=2c-33-11-8e-7-b3
Local System Identifier=0x8000,2c-33-11-8e-7-b3
Admin key=0xe
Operational key=0xe
Partner System Identifier=0x8000,28-6f-7f-ec-59-80
Operational key=0x5
Max delay=0
Aggregate or individual=l
Member Port List=

FIVOA(AT>aY)-HHZEPRELET (CiscoTAC THEATEERT ),

<{froot>
FP4110-7-A(fxo0s)#

show | acp internal event-history errors

1) Event:E_DEBUG, length:74, at 574387 usecs after Tue Oct 31 19:14:57 2017
[102] Tacp_proto_set_ntt(1780): Restarting periodic tx timer in 0x210 msecs

2) Event:E_DEBUG, length:467, at 544757 usecs after Tue Oct 31 19:14:57 2017
[102] Tacp_ac_init_port_channel_member(1660): TYPE1l UPDATE Tlacp_ac_init_port
_channel_member port-channel port-channell5(0x1600000e) lacp_mcec_typel upd_sent

FIVIS5-BEOHBIBENDR—NDO LACPFSM EBZHELET., HIOXBICHFELEWX
YE—IARRENKT,

<#root>
FP4110-7-A(fxos)#

show | acp internal event-history interface ethernet 1/2

>>>>FSM: <Ethernetl/2> has 975 Togged transitions<<<<<

1) FSM:<Ethernetl/2> Transition at 257150 usecs after Sun Oct 29 12:35:16 2017
Previous state: [LACP_ST_WAIT_FOR_HW_TO_PROGRAM_RECEIVE_PATH]
Triggered event: [LACP_EV_PORT_RECEIVE_PATH_ENABLED_AS_CHANNEL_MEMBER_MESSAGE]
Next state: [LACP_ST_PORT_MEMBER_RECEIVE_ENABLED]

4) FSM:<Ethernetl/2> Transition at 966987 usecs after Sun Oct 29 12:35:19 2017
Previous state: [LACP_ST_PORT_MEMBER_COLLECTING_AND_DISTRIBUTING_ENABLED]
Triggered event: [LACP_EV_PARTNER_PDU_IN_SYNC] <--- Good (Received LACP with ‘Synchronizatio
Next state: [LACP_ST_PORT_IS_DOWN_OR_LACP_IS_DISABLED]



207) FSM:<Ethernetl/4> Transition at 482767 usecs after Sun Oct 29 13:18:40 2017
Previous state: [LACP_ST_ATTACHED_TO_AGGREGATOR]
Triggered event: [LACP_EV_PARTNER_PDU_OUT_OF_SYNC]
Next state: [FSM_ST_NO_CHANGE]

208) FSM:<Ethernetl/4> Transition at 363720 usecs after Sun Oct 29 13:18:41 2017
Previous state: [LACP_ST_ATTACHED_TO_AGGREGATOR]

Triggered event: [LACP_EV_PARTNER_PDU_OUT_OF_SYNC] <--- Bad (Received LACP with ‘Synchroniza
Next state: [FSM_ST_NO_CHANGE]

FIVI6-R—RF¥RIDANRY NEBEZIREL KT (Cisco TAC THATEEXT ),

<#root>
FP4110-7-A(fxos)#
show port-channel internal event-history al

Low Priority Pending queue: Ten(0), max Ten(1l) [Tue Oct 31 19:37:03 2017] High Priority Pending queue: T

FPR21XX/FPRIXXX TOHDR—KRF ¥ ZILDOKRNSTIN>a1—F424

XY ND—DOK



FP R2 100

1Z2F IV ILET, LACPHEAETNTVRIHFERE., LACPAV R EZHFELET
Wl (A4 YFEFXOS) DEZENRETEET,

<#root>
FP2110-2(Tocal-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 11
Ethl/1 4435 3532 0 0 0 0 0
Ethl/2 4566 3532 0 0 0 0 0

BDFETEMETERT,

<#root>
FP2110-2(Tocal-mgmt)#

show pktngr counters



Tx
Packets

Tx
Drops

Tx
Bytes

R

Packets

Rx
Drops

Rx
Bytes

Rx
Forwards

X

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Eth1l/6
Ethl/7
Eth1l/8
Eth1l/9
Eth1/10
Ethl/11
Ethl/12
Ethl/13
Ethl/14
Eth1l/15
Ethl/16
Misc.

567300
583544
0

[eNeNeolololNoNoNoNoNololoNoNa]
[eNeNelolNolNoNoNeNoNoNoNoNeNe]

[=NeNeNoNeNolNoNeNolNoNeNoNoNel

452736
452736
0

3537 < LACP PDUs forwarded 1inter
3537 < LACP PDUs forwarded 1inter
0

[eNeNelNolNolNoNeNeNoNelNoNoNe N
[eNeNeolololNoNoNeNeNoNoNo Ne]

n/a

2BFIVILET, PTYTARNI—LARAL Y FAT—RADER

<#root>
FP2110-2(local-mgmt)#

show | acp nei ghbor

Flags:
A - Device is 1in Active mode
Channel group: 11

Partner (internal) information:

S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
P - Device 1is 1in Passive mode

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286f.7fec.5980 0x10e 9 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:

Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:

Yes Yes No No

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 O0x10f 24 s FA



LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributed: Defaulted: Expired:
Yes Yes No No

7 : Collected & Distributed?” "Yes, Tld# <. Defaultedd” "Noi DiFE. LACPIRINEKE hE
BA,

FIv O3.0—NILACPY AT LADNOTREWVWC E ZHBLEXT

<#root>
FP2110-2(Tocal-mgmt)#
show [ acp sys-id

32768, 70df.2f18.d813

TOMORNZ TN 2 —FT 42T (IXNTODTTYRNTF—LTHE)

FIvo1

WAl (77AT0F—NERAYTF ) OREAF—BLTVBD L ZHRELET (LealE, BE
FRIL, R—=KhFr¥RILE—RHFEL ),

FIvo2

FXOSBEEZBIELEXT, COFIV IR, >v—A—HWA2E2—TIAAUNL S, izl
RDIANY RZFEATBHCLINSERITTEEXRT,

<#root>
FPR4100#
show faul t

Severity Code Last Transition Time ID Description

Major F0479 2020-03-19T11:50:44.322 543322 Virtual interface 781 1link state is down

Major F0373 2020-03-19T10:55:13.778 34178 Fan 1 in Fan Module 1-5 under chassis 1 operabilit



Minor
Major
Major
Major
Major
Info

Info

Minor

BEFXKRITRRIEIAET, EXER
WIBDDRELLERE, BMLARARYT, LT

F0480
F1767
FO727
F0282
F0277
F0279
F0279
F1437

2020-03-19T10:
2020-03-19T10:
2020-03-19T09:
2020-03-19T09:
2020-03-19T09:
2020-01-17T11:
2020-01-17T11:
2020-01-16T10:

49

11

RREN, UTOEFICEY)ET,

2=

Critical
A v —
RAF—
warning
(TN
NS T

SBMICOVWTIE,

Messaqes.g ESRBLTSEZTY,

55:
54:
50:
49:

06:
06:

13.
04.
02.
31.
:31.
45.
37.
:39.

777
162
891
462
437
472
941
675

34177
531228
522921
522922
522929
300958
300903
291723

Fan module 1-5 in chassis 1 operability: degraded
The password encryption key has not been set.

Tan Member 1/5 of Port-Channel 10 on fabric interc
Tan port-channel 10 on fabric interconnect A oper
ether port 1/5 on fabric interconnect A oper state
ether port 1/7 on fabric interconnect A oper state
ether port 1/6 on fabric interconnect A oper state
Config backup may be outdated

BEOEAMEZRL, HAPBEEHEZRLET, #
HATT, BEENDEAERFREERBZENAS

FFXOS Faults and Error Messages guide: FXOS Error and System

Error and system Messages
II. EEI.I .': II" "-l.-l Tl: |.-|: | L L
LCISCO F [2pPOWe 9300 FXOS Faults and Error Messages
CA%00 Fireponangr & 1009300 FXUOG Faults and Ermor Messages, 2./41) SiSen/ 19
Cisco Firepower 4100/9300 FXOS5 Faults and Error Messages, 2.8{1) 13/Mar/2019
L300 Firepowangr & 10079300 FXOGS Faults and Ermor Bessages, 2.441) 250ct 2018
Cisco FXO5 Faults and Error Messages, 2.3(1) 29/Now/2017
CAson FXOS Faults and Cmor Messages, 28020 28MAugf2il
FIvo3
FMC OR— R F ¥+ RUBEICEHAL TREZEEZT2LEERRE. RU—HFFMC A5 FTD IZE
HEehTWBEaERELET,

FIvY4


https://www.cisco.com/c/ja_jp/support/security/firepower-9000-series/products-system-message-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/firepower-9000-series/products-system-message-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/firepower-9000-series/products-system-message-guides-list.html

R—RFY¥RILHFBETERET, FNAANVFTARIIBLTVWRHERE., TNAATITA
BFBMIBE2TVR L ZEREALET, VTAZASHABENLETNA AR, R—hFrXI
FHEEFTEREBIIBZOTVRIONEETY,

FIvo5

BREELWAY, 12R—TIAANFT Y TREICESKEWVESEF. 7—7)LX Small Form-
factor Pluggable (SFP ) ZF T Y L TXR#ELE T,

FIvU6

R—RFrXILICEETHHEAOBEIC DOV TIE, Firepower JI)—RA/— R ZBREL T

Wo HEZIE, FXOS/N—23226.1.169 B LT FTD6.4.06 2ETLTVWBEBESE. X0 o
avEERELED,

Cisco Firepower 4100/9300 FXOS Release Notes, 2.6(1)
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FPRZlOU

- . . e

E1/1Po11} 51/2

G1/0/13 <dPo22D> G1/0/14

Catalyst 3750-X

EIRE D IR IR
Firepower Tld, R—KRF ¥ RIILBEFAU>LTVWT, Xd2I—>3a>7ORJ)LE LACP T

o

<#root>
FP2110-2(Tocal-mgmt)#
show portchannel sunmmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-1links not met

Group Port- Type Protocol Member Ports
Channel
11 Po11(D) Eth LACP Ethl/1(D) Ethl/2(D)

FXOSTI&, LACP Senth >R EF30MZ &IZEBML FIH, Receive U RIFEMLFH A,



<#root>
FP2110-2(Tocal-mgmt)#
show | acp counters

LACPDUs Marker Marker Response
Port Sent Recv Sent Recv Sent Recv

Channel group: 11

Ethl/1 11356 3762 0 0 0 0
Ethl/2 11393 3761 0 0 0 0
FP2110-2(Tocal-mgmt)#

show | acp counters

LACPDUs Marker Marker Response
Port Sent Recv Sent Recv Sent Recv

Channel group: 11

Ethl/1 11357 3762 0 0 0 0

Ethl/2 11394 3761 0 0 0 0

BARRE

AAYFOR—RNFrIRIGETY TRETTH, XOdAI—>a>7ORdlN Nl El
LTLEETW,

<ttroot>

Switch#

show et her channel 22 sunmary

Number of channel-groups in use: 15

Number of aggregators: 15

Group Port-channel Protocol Ports

—————— e e e ittt LD LD LD bt
22 Po22(SU) - Gil/0/13(P) Gil/0/14(P)

AAYFR—MNBERTUTZ2HBETEEXT,

<#root>
Switch#
show run int g1/0/13

interface GigabitEthernetl/0/13
Tacp rate fast

channel-group 22 mode on

end

LACPDUs
Pkts Err

LACPDUs
Pkts Err

o O

— e
et ;E /§\



Switch#
show run int g1/0/14

interface GigabitEthernetl/0/14
Tacp rate fast

channel-group 22 mode on

end

FRIR T3
MR FPR2ZIXX T T ZA TV ATHB 1o, RITARBEBRRE 2 2HYET,

1. A4 Y FRIOR—KNF ¥ RI)LE—K%Z ON 1S LACP ( Active £zl Passive ) ICEEL F
ED
2.FTIDEIOR—KRF¥RILE—KRZLACPAS ONICEELET,

COIFIFTRE, 2 BB OBRENBRENELLE (FIDR—MF¥xJ)L%Z ON E— RICERE
) o

<#root>
FP2110-2(Tocal-mgmt)#
show portchannel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-1links not met

n
1

Group Port- Type Protocol Member Ports
Channel
11 Pol11(U) Eth ON Eth1l/1(P) Ethl/2(P)

LACP NV BRRRRENELSBNET,

<#root>
FP2110-2(local-mgmt)#
show | acp counters

FP2110-2(local-mgmt)#

Case 2.882 I=7R— N F ¥ X)L ERS



& & 0 Je fiz

<{froot>
FP4110-7-A(fxos)#

show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports

Channel

15 Po15(SD) Eth LACP Ethl/2(P) Ethl/3(s)
48 Po48(SD) Eth NONE --

FXOS LACP AV RIEmA M TEML 3,

<tfroot>
FP4110-7-A(fxo0s)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 419219 451268 O 0 0 0 0
Ethernetl/3 419215 446806 O 0 0 0 0

FP4110-7-A(fxos)# show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 419219 451269 O 0 0 0 0
Ethernetl/3 419216 446807 O 0 0 0 0

BARR

show lacp neighbor O ik, HFR— KN TEX S Partner System ID ZRLTVWET,

<{froot>
FP4110-7-A(fxos)#

show | acp nei ghbor



Flags:

A - Device 1is 1in Active mode

port-channell5 neighbors
Partner's information

Partner Partner
Port System ID Port Number Age
Ethl/2 32768,28-6f-7f-ec-59-800x103 419611
LACP Partner Partner
Port Priority Oper Key
32768 0x5
Partner's information
Partner Partner
Port System ID Port Number Age
Ethl/3 32768,4-62-73-d2-65-0 O0Ox12f 419610
LACP Partner Partner
Port Priority Oper Key
32768 0x16
ThZzZRTRLET,

Cat 3750-X

RT3 &

« 2960 MI{FE. AR Y F > ( FlexStack )
« 3750-X/3850 EMIFE. AR Y F> 7% ( StackWise Plus ) @
ARBRAAYF I ATALA(VSS ) 2ERATIHENHYET

- 4500, 6500, 6800 MFZFE

o

SR

FPR4110

S - Device is sending Slow LACPDUs F - Device 1is sending Fast LACPDUs
P - Device 1is 1in Passive mode

Partner
Flags
FA

Partner
Port State
0x3d

Partner
Flags
SA

Partner
Port State
Oxd

Cat 3750-X

DRENFBETT,

DHRENBETT,

« Nexus 5000, 7000, 9000M#54& &, Virtual Port-Channel(VPC) &2 A T2 A EBEA HV FT



c TOMDT—ATE., FXOS ZEIUMEBRA Y FICEKTILENf YV ET,
Case 3.FXOSAR— R F ¥ RILAREFVWHT

XY RI—=UK

SR8 D JR (R
FXOS Al Tk, R—RFY¥ZRIXN—EF—BELEENATVET,
<#root>

FP4110-7-A(fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
15 Po15(SD) Eth LACP Ethl/2(s) Ethl/3(s)

48 Po48(SD) Eth NONE --



AAY FRIEEETT,

<{froot>
Switch#

show et herchannel 5 summary

Group Port-channel Protocol Ports
—————— e e ettt e et e TP
5 Po5(SD) LACP Gil/0/2(s) Gil/0/3(s)

FXOS LACPAD > R, BEEEhENTY NZERLET,

<tfroot>
FP4110-7-A(fxo0s)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 420839 452531 O 0 0 0 0
Ethernetl/3 420793 447409 O 0 0 0 0
FP4110-7-A(fxos)#
show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 421026 452537 O 0 0 0 0
Ethernetl/3 420981 447416 O 0 0 0 0

ALY FRIOLACPHAHI Y RIZE, KEE NN ZEEABA 2ENTY RERTREIET,

<#root>
Switch#
show | acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 5
Gil/0/2 452539 420223 O 0 0 0 0
Gil/0/3 447232 415274 O 0 0 0 0

Switch#



show | acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 5

Gil/0/2 452540 420223 O 0 0 0 0
Gil/0/3 447233 415274 O 0 0 0 0
BRAREA

COBEDOBBEF, FXOS R—KFY¥IINBEBTFTNARA(FIDT77UT—23 2 ) ICEIVYHT
ShTWEWZ &TY,

Overview BOIGHER=N Logical Devices Security Engine Platform Settings

Network Module 1 Network Module 3
- - Network Module 2 : Empty 1 3 5
= moo
console MeMT  USB - . D — - m m
2 4 3 B 2 4 6
FURLIEEE  Hardware Bypass |
© Add
Interface Type Admin Speed Operational Speed Application Admin Duplex Auto Negotiation Operation State Admin State
MGMT Management @
* B port-channal1s data 1gbps 1gbps E Full Duplex no failed &0
Ethernetl/2 data 1gbps Full Duplex ng suspended
Ethernetl/2 data 1gbps Full Duplex no suspended

BRI

R=RNFYRILZRET/NAAICEI)HTET,
T—A4R=RNFYRIVCETIANNATZ—"HINTY RZZELBEV
TFINAA(FTD) &, BEINREENT Y TIREODEANVR—T I/ ATEEFELEAVR—TI

AARNTTAVIILBITREHRES DEICEBLET. REODAEZ—NILTNT Y NFZE
TENHBVEES, ROKRSIBAYE—HF FMCUI ICRRENET,

Deployments § O He=alth Tasks

(12 total ) 1 warning 11 critical
@ Interface Status Interface Port-chanmeld. 50’ 15 not receiving any paciets
Interface Port-channel10.14° is not receiving any packets

HRB

FTD CLIA Sshow trafficO H h Z#EFEL ., 5DRBDOADL—NIEFBLET, EEAEF, RDOKS
CLET,



Interface Port-channell0.14
INSIDE:
received (in 237938.740 secs):

2 packets 84 bytes

0 pkts/sec 0 bytes/sec
transmitted (in 237938.740 secs):

5 packets 140 bytes

0 pkts/sec 0 bytes/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

(O Y Y e

T—ASFMCOAINATZ—hK : R—=NF ¥ XL OBEN T ERE D,
VR—=TIAANEBMENEL

Health7 Z— M IZI&. TInterface with physical-name: "Port-Channel" disassociated.; £l
Interface with physical-name: \"name_if\"added.; £EXRENET,

ER0E

Zhik, CiscoBug ID CSCvb15074TEEHENT VA BRAOKRENEEETY

R—NFY¥RIODEREEE

AT LOERSEE

Case 1.HARMFTD/ASA7 L — K

RDBERFHR—BRENTVWEEA, ChiE, AMYFRIOR—RNF¥RILFZBENFEL <AL,

AEZNATFNAARATRKRS 74V OTAYINRESTDLEHTT, COLDIBERFTE. VT5AZ
ANVE—RTASAFELERFFTID 2RETIHEICOAYR—KRENET,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb15074

Incorrect Port-Channel design

BE . 2O2FIAR, 71— F—N—(NAT7RAZEUT A1) TERELHYFEEA
REEHTRAEICEL ER—NF ¥ RILREHTT,

FTD or ASA in HA

Jirams

Pol0

VSS

Correct Port-Channel design

BlDF /N4 A LD EtherChannel A\ @ #E#:
s ¥ —SBUT AR > D EtherChannel

Case 2.9 2 AZXADFTD/ASA

BITATIA=NDF—BR AVE—TIAAR—RNFY¥YRILTRHRANE—REFEALET
( Zhid Firepower 7’75 Y R 7 A —ATHR—RNEhBHE—DE—RTT ), RETOBEIHLSE
 AMYFRITRE. 1 D2OF—RA V=TI ADAAL Y FR—KNE 1 DDR—KF¥XJLIC
BLET,
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EXE, FPO300 (23 ¥ —2, 6 7L—K) DEE, F—2R—NIROLSCHRETEET

o

™ Data Port-Channel

FP9300 FP9300
Unit-1 Unit-2

T o
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® Poll(vPC10)
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D OFEERR—RNFIYRILZERLETD,

IRTOR—RNFYRILAE—TIAAXN=DRIFTDE, R—RFY¥RILEXTL
F9, R—MF YR OEBEREBIMETEERTRENET, FIDBAITE, R—FFy¥RILEA
DVERTRENET, — A, COL=—ILNICEFANBYNET, AV TFHNFARYF T 2ERAT
%58, LACP Tk, ATAIDIICTITAT RAAYFODARY Y MAC T RLANERAENE
To POTAT AAYVFHEREENIEEAE., LACP D ATAID AFEEENDAREMENH )

£9. LACP AT A ID AFEEE hizBEEE. EtherChannel &4 75 v 7L, STP OB
N=D T AN FKELET, stack-mac persistent timer X > REFRAL T, 7I9TATARAY
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Q. "port-channel min-bundle 23 X REZFEAL T, R—RMF+IXILD12OVIFX DL
EBEAILR—RNFYIIHFEIL, 77AT0A—=LTTI=ILFA—N—HDFTHohdK>SICL
OO TIAH,
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Case 2.FTDEBADKR—KRFY¥ZRI . 412 TFA4 Y RNELTEAETNEFIDAZA—T7IA4A

inline-set setl
snort fail-open down
interface-pair INSIDE OUTSIDE
!
interface Ethernetl/2
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
!
interface Ethernetl/3
nameif OUTSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted

LACP Ethertype is 0x8809 (dec 34825):



firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP
1: 21:15:00.403131 2894.0f57.271d 0180.c200.0002 0x8809 Length: 124 <-- LACP packet

0101 0114 8000 0017 dfd6 ec00 0016 8000
0223 3d00 0000 0214 8000 0017 dfd6 ec00
0015 8000 0222 3d00 0000 0310 8000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000

Case 3.7V Y SI)N—TE—RELTEATNEFID-FIDA > EZ—T7 IAAEZNLER—NF
Y xI

interface Ethernetl/2

bridge-group 1

nameif INSIDE

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

|

interface Ethernetl/3

bridge-group 1

nameif OUTSIDE

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

|

interface BVI1

ip address 192.168.201.134 255.255.255.0

firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP

1 packet captured
1: 21:21:29.731987 2894.0f57.271c 0180.c200.0002 0x8809 Length: 124 <-- LACP packet

0101 0114 8000 0017 dfd6 ec00 0015 8000
0222 7d00 0000 0214 0000 0000 0000 0000
0000 0000 0000 0000 0000 0310 8000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000
1 packet shown
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