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Policy Information

Name My Intrusion Policy
Description
Drop when Inline (V]
Inline * Source IP * Destination Source Port / % Destination Port / * Message *
Result 1P ICMP Type ICMP Code
.11 192.168.62.69 iSI,[] 173.37.145.84 38494 / tcp 80 (http) / tcp POLICY-OTHER PHP uri taq injection attempt (1:23111:10)

.;J 192.168.62.69 éﬂ 173.37.145.84 3B488 /[ tcp 80 (http) / tcp POLICY-OTHER PHP uri taq injection attempt (1:23111:10)

Drop when Inline disabled = “Would have dropped” Inline Result

Drop when Inline enabled = “Dropped” Inline Result
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nort_suppression.conf
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Filter by rule SID

Edit Policy: My Intrusion Policy

Policy Information

Rules Rule Filter: [s10:"231117
Firepower Rec i Eitla Coniant. 0 selected rules of 1
Message —
Advanced Settings i T (CRJ O Ow
S0 Rule State Event Filtering Dynamic State Alerting Comments
@ Policy Layers &b = .
® Reference 1 231 POLICY-OTHER PHP uri tag injection attempt
& Action
& Protocol
@ Direction
Source IP
Destination IP
Hige details
Source port I —
Destination part (1:23111) POLICY-OTHER PHP uri tag injection attempt
& Rule Overhead
Metadata Summary This event is generated when an attempt is made to exploit a known vulnerability in web gateway.
Rule State X Drop and Generate Events
Base Policy
Firepower Recommendation
Rule Overhead =
@ Thresholds (0)
. Delete
© Suppressions (1)
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Create Intrusion Policy L
Policy Information

Name * Targeted disabled rules
Description

Drop when Inline

S [T 1 e Use your custom policy as base policy

* Required
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| create Policy || Create and Edit Palicy | cancel |
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Editing Rule - Targeted IPS inspection
Name  Targeted IPS inspection Enabled Move
Action | o Allow B &l
Ta I"get ;guum Tags Users Applications Ports URLs  SGT/ISE Attributes m Logging Comments
source hosts mirusion Policy variable Set
tUSE ted t— Targeted disabled rules v |o”  Defaui set
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p0| icy File Policy
Jg file v | &
Save Cancel
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1. [Table View of Intrusion Events]R—2 T, ZH T2 AR NOFIVIRY VAZHFVIZLE
=

2. [Download Packets]2 7 JY 2 LT, BAAMRY M NUAH—Ehiz&&ICSnortlc k> TH +
TFyEenkNTy hERBLET,

3. "XvE—2, 5oI-ILE2ET7UYIL, TL—LORFIXD N, ZBRLT, -
DX EZTDHDOBEERTHRZHEL KT,

- Time * Priority ¥  Impact ¥ Inline ¥ SourceIP X Destination *  Source Port/ %  DestinationPort/ ¥  Message X
Result pid ICMP Type ICMP Code
3 2017-06-05 13:23:57  high 2 ¥ igh192.168.62.69 gl 10.83.180.17 49080/ tep 80 (http) / tep SO === e st ariabie injection attempt (1:3197815)
Open in New Window
5 isplayi ¢
1 [ofL Displaying row 1 of 1 rows Ooanin Conbext Explorer
View Copy Delete Review ' Deownload Packets I (T 0 TR T
View All Copy All Delate All Review All Download gl Packets Editrule
Generate Events
Drop and Generate Events
H - Disable Rule
1) Check this box on event(s) of interest Threshold
Suppression
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alert tcp SEXTERNAL_NET any -> $HOME_NET $HTTP_PORTS \
(msg:"OS-OTHER Bash CGERIEZRA 2T 0> 3> DE A"\
70— : to_server , &Y ; \

A7V () {"fast_pattern : M ; http_header;\



XBRF—2A : policybalanced-ipsdrop., policy max-detect-ipsdrop. policy security-ipsdrop. ruleset
community, service http;\

S8 : cve,2014-6271;2 8 : cve,2014-6277; 38 : cve,2014-6278; 58 : cve,2014-7169;\
clustype:attempted-admin;\

sid:31978;rev:5;)
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content:"() {"; fast_pattern:only; http_header;

HTTP/1.8 200 0K

~|Accept-Ranges: bytes
Cache-Control: max-age=3600
Content-Type: text/javascript
Date: Mon, 16 Jan 2017 ©1:15:1@ GMT
Expires: Mon, 16 Jan 2017 ©2:15:10 GMT
Last-Modified: Mon, 16 Jan 2017 @0:42:30 GMT
P3P: CP="NOI DSP COR LAW CURa DEVa TAIa PSAa PSDa OUR BUS UNI COM NAV"
Server: ECS (kix/B7D4)
X-Cache: HIT
Content-Length: 29127

Age: 97 Right click > Follow >
content match is presem X-Cache: HIT from mcache Tcgp Stream

but it is not in the X-Cache-Lookup: HIT from mcache:808@
http_header (bug) via: 1.8 mcache (squid/3.1.10)
~Lgnnection: keep-alive

(function() {
if (window["ACE3_AdRequest"]) {
return;

Open pcap in wireshark

}
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content:"() {"; fast_pattern:only; http_header;

GET / HTTP/1.1

Host: 10.83.180.17
User-Agent: curl/7.47.0
: Accept: */%

content match is present | test: () {

In the http_header
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