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Prefilter Policy: Default Prefilter Policy SSL Policy: TEST SSL _POLICY

Rules  Security Intelligence  HTTP Responses

General Settings &
Maximum URL characters to store in connection events 1024
Allow an Interactive Block to bypass blocking for (seconds) 600
Retry URL cache miss lookup Yes
Enable Threat Intelligence Director Yes
Inspect traffic during policy apply Yes

Identity Policy Settings p’
Identity Policy None

SSL Policy Settings &

SSL Policy to use for inspecting encrypted connections I TEST_SSL_POLICY I

- [Default Action]Z BT I XN TDIIL—ILTOF VTN BMICBE > TVWD CEZHRBLRT

Sour... Dest Source  Dest

e e e

Administrator Rules
This categary is emply

Standard Rules

1 @ DnD banking I " Financial Services (Any Reputatio =» Do not decrypt

2 decrypt outbound suspicious %, inside 5, outside, ® Any (Reputations 1-2)

Rod Editing Rule - DnD banking 7%
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E Action | = Do nat decrypt * 4 u
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Connection Events (switch workniow)

» Search Constraints (Edit Search Save Search)
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# connect module 1 console

Firepower-module1> connect ftd
>

NINWFA AR ADGE, REBEFNAADCLICIEFXOIN Y RTTFTIOEATEET,
# connect module 1 telnet

Firepower-module1> connect ftd ftd1

O 7Fidfd )Y —LICERLTVET ... Texity EAILTT—KRCLICRYET

>

system support ssl-debug debug_policy_all 1Y > RZE{TFD &, SSLRVUI —ICk > ThEE
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I must restart snort before this change will take affect
This can be done via the CLI command
'pmtool restart e DetectionEngine'.

current SS g configuration file
ully deleted
snort before this change take affect

e done via the CLI command
'pmtool restartbytype DetectionEngine'.

£ : system support ssl-debug-reset A¥ > RZFEAL TAELRTF—FZRNEL LRI, T
NYT=2dTFTICLET,
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2017-05-30 04:02:05.893 Verdict callback.
Logstr: ssl_policy_decision: Found maiching rule.
Process ID: 24383
Flow context: 0x414eael
Flow info: 0x7ffead4b8ccf0
flowid: 0x80000039
error; 0x00000000
cipher_suite: 49199 - TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
ssl_wversion: TLS1.2
server_cert_h: 89

flags: 0x40820004048181c3/0x00000088c0000000
Connection Event: 0x7ffea4b8c9e8 messages: 0x00000038
Policy ID: 93a182e8-1d00-11e6-9e03-b6d00120637b

Rule 1D: 1

Logging is on: 1

Cipher Suite: 49199 - TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

SSL Version: 16 - TLS1.2

Server Cert Status: 2 - valid ca chain

URL Category Matched: 0

App ID Matched: 0

Client Hello Server Name: (null)

SSL Flow Error: 0x00000000 - NSLIB:Logging [0x00000000;code:0;sub:0] Success;
SSL Flow Messages: 0x00000038 - CLIENT_HELLO,SERVER_HELLO,SERVER_CERTIFICATE

SSL Flow Flags: 0x00000088¢48181c3 -
VALID,INITIALIZED,SSL_DETECTED,CERTIFICATE_DECODED,FULL_HANDSHAKE,CLIENT_HELL
O_SESSTKT,SERVER_HELLO_SESSTKT,CH_PROCESSED,SH_PROCESSED,CH_CIPHERS_MO
DIFIED,CH_CURVES_MODIFIED,CH_EXTENSION_REMOVED,CH_ALPN_HAS H2

SSL Session ID:

SSL Session Ticket

Network parameters:
src_addr: 192.168.1.200
src_port: 55113
src_intf: 3
src_zone: -1
dst_addr: 216.58.218.234
dst_port: 443
dst_intf: 2
dst_zone: -1
vian: 0

Matching Rule:
ordinal rule id: 1
rule id: 1

Verdict

2017-05-30 04:02:05.894 Error callback
Logstr: ssl_policy_error_callback
Process |D: 24383
Flow context: O0x414eael
Flow info: 0x7ffea4b8d3a0
flowid: 0x80000039
error: O0xb7000a20
FLOW ERROR FOUND:
- NSE:PubCrypto [0xb7000a20;code:32;sub:10] OpenSSL RSA operation failure;
cipher_suite: 65535 - Unknown
ssl_version: UNKNOWN
server_ceri_h: -1
flags: Oxca4a0407068181c5/0x00000088c0000000
messages: 0x00000078
Connection Event: 0x7ffea4b8d290
Policy ID: 93a182e8-1d00-11e6-9e03-b6d00120637b
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> system support debug-DAQ debug_daqg_write_pcap
Parameter debug_daq_write_pcap successfully added to configuration file.

Configuration file contents:
debug_daq_write_pcap

You must restart snort before this change will take affect
This can be done via the CLI command
'system support pmtool restartbytype DetectionEngine'.

> system support pmtool restartbytype DetectionEngine

> expert

admin@firepower:~$ cd /var/common/
admin@firepower:/var/common$ Is
daq_decrypted_15903.pcap daq_decrypted_15909.pcap

admin@firepower:/var/common$ tar pczf daq_pcaps.tgz daq_decrypted_*
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» Ethernet [1, Srcr Vmwsre_23:01:06 (00:8c:20:22:01:06), Dat: Veaare_16:sccd]
» Interset Proto<ol Version 4, Srei 172.217.8.10, Dsti 192.168,
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* Secure Sockets

TUSe1.2 hatord Lover: Marashass protocel: Sarvar Hilo boee 39113 - 043 [ACK] Seqe1 Ac 13
Content Type: Handshake 239 Clieat Hello 39113
Version: T8 1.3 (M3 124 Server Hello 43
Lengthi 4 1514 [TCP segeent of a reassesbled POU] a3

= Handshake Protocol: Server Wello Gone 1514 [TCF segaent of a reassesbled FOUL 443

Handshake Type: Server Hello Done (14) 433 Certificate 443
Langth: @ 392 Server Key Exchange 441
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+ Frame 691 899 bytes on wire (6472 bits), 803 Bytes captured (6472 bits)
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» Internet Protocol Version 4, Src: 162,168, 1.209 99,2
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F R2 aw=w=sEF 25 aaqql
W reparcport =s 83232 =R
o, & Timg Sowrca SRC PAT Dostiraton DSTPORT  Length o Protocel
= 304 3.970446  192.168.1.200 83202 172.217.5.226 a3 66 63232 - 443 5eqe0 WN=8192 Len=d MSS=1460 WS=4 SACK_PERM=1 e
324 4.000952  192,160.1.208 63232 172.217.5.226 443 54 63232 - 443 IACK) Seq=1 Ack=1 Win-66240 Len=8 TCP
102,168, 1. 200 53232 172.217.5.226 3 271 Clieat Hello
332 4.062085  192.168.1.200 53232 172.217.5.276 ) 58 63237 = 843 [ACK] 5eqe218 Acks1957 WineE6240 Lens® TP
336 4.867959 192.168.1.200 63232 172.217.5.226 a3 54 63232 - 443 [ACK] 5eq218 Ack=2118 Win=B5876 Lens@ TP
334 4.072598  192.168.1.200 63232 172.217.5.226 443 186 Client Key Exchange, Change Cisher Spec, Hella Request, Hella heque. TLSvL.2
339 4.001448  192.168.1.200 3232 172.217.5.226 4“3 107 Application Dota TLSv1.2
349 4981463 192.168.1.200 53232 172.217.5.226 3 118 Applicatien Data TLSv.2
* Handshake Protocel: Client Hello ‘ase ———
Handshake Type: Client Hello (1) = an —
Length: 208 F | ] RE QaeasEF & _
i ::'.‘;;:1. TLS 1.2 (@x8303) T =X "
Session ID Length: & Mo s Teme Sowrce SAC PRT Destination DSTPOAT  Langth infa Protocol
Cipher Suites Length: 28 707 12.608129 192.168.1.200 63232 172.217.5.226 443 56 63232 - 843 [SYN] Seqed Win=B192 Len=@ MSS=146@ Ws=4 SACK_PERMs1 TR
» Cipher Suites (14 suites) 717 12.630388 192.168.1. 200 63232 172.217.5.226 443 51 63232 ~ 443 [ACK] Seq=1 Ack=1 Win=66248 Lenzf TCP
Compression Methods Length: 1 718 12.636387 192.166.1. 200 63232 172.211.5.226 3 3 Client Hello
> Colg naasion atheds i1 nethod) 730 12.672869 192.168.1.200 63232 172.217.5.226 443 54 63232 - 443 [ACK] Seq=200 Ack=2761 Win=66248 Len=8 TCP
X "":““:{ ‘m‘"' 18 734 12.697358 192.168.1.200 63232 172.217.5.226 443 54 63232 + 443 [ACK] Seq=200 Ack=4297 Win=66248 Len=8 e
: :::51‘:“": ‘: own "?“'_ . 738 12.711685 192,168.1.208 63232 172.217.5.226 443 18 Client Key Exchange, Change Cipher Spec, Encrypted Hondshake Message TLSv1.2 ™
it b 739 12.712021 192.168.1.200 63232 172.217.5.226 443 107 Application Data TLSvl.2
[ Extension: extendes waster secret 749 12.712097 192.168.1.200 63232 172.217.5.226 443 118 Application Data TLsvin2
" e Version: TLS L0 (0x0301)
» Extension: signature_algorithas Length: 194

» Extension: status_request
+ Extension: signed_certificate_timest
» Extension: Application Layer Protocol Megstiation

* Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

» Extension: channel_id Lemgth: 198

» Extension: ec_point_formats Version: TLS 1.2 {@x@383)
» Extension: elliptic_curves + Random

» Extension: Unknown 56826 Session 1D Length: @

Cipher Suites Length: 22

» Cipher Suites (11 suites)

Compression Methogs Length: 1

Compression Methods (1 sethod)

Extensions Length: 127

Extension: Unknown 6682

renegotiation_info

server_name

Sevyionticne: 18 {——
signature_algorithes

status_request
signed_certificate_timestomp
Application Layer Protocol Negotiation
ec_point_formats

elliptic_curves

Extension: Unknown 56026

#8 8c 20 22 @1 06 BE B 29 16 ac 87 €3 09 45 90
@1 01 81 25 40 00 BE 06 B3 26 ¢ a8 €1 cB ac d9
@5 2 17 00 @1 bb &7 72 B0 £4 @9 b2 21 ba 50 18

B2 Oc 29 22 01 06 00 Bc 29 61 17 Bb 0B @@ 45 00
28 ef 19 82 40 00 40 86 ab db c@ a8 01 B ac
©5 eZ 17 @0 01 bb ¢7 72 80 f4 09 b2 21 ba 50 18

bib b [ be
03 db f1 14 d5 de 1c a3 11 Tc 86 91 67 fd 92 21

14
90 7 1a la
0 00 ff 01 00 01 00 00 00 00 22 20 0@ 00 1d m
70 61 67 65 61 64 32 2¢ 67 61 6f 67 6c 65 73 79 pagead?. gosglesy

=
2
=
2
3
S
=
=
2
a
B
13
el
ma8
4
BHERE

2
2
2
2
3
.
¥
H
b
3
®
3
2L
3
3

@ 7 camu Packets: 1300 - ispiiyed: 68 (0.1%) - Lo lim: 00184 Protie. Detsust

D5AF 2 MFCAOBRBREGHEL THES(L/BRRBRETS CLERRTS

722 a>rh "TDecrypt-Resigny OSSLARD S —IL—IDOFEE. V74T MNRANBESR
CAELTHERAEhBRIAERBCAZEBLTWVWS L 2BRBLET, IV RI-—YK, 77477
# —)LIZ & 2 Tman-in-the-middred TH % Cc L Z RI X EBERE H 'V EFE A, ERCAZEHITHIHLE
FHV)ET, <nldActive Directory(AD)I I —7RI>—Z2BUTHRE—BRNVICEAEThEFTHN
EBRHORV—EADA VT ZARNTIOFYICL2>TERBYET,

FHCOVTE, XORRBZZRLTLKEEY, CORETE., SSLRUZ—0ERFEIC DL
THALTLERT,

RAFIE

WSOADEFNEBMFIEICHKE 2T, KDEZRTTEERT,

BEDORZ 714V UV ZEBSHLBEVKRSICSSLRU S —2BRET S
24T > ROhelloNTY KA SKHEDT—RZHIBRL, SR TEIRSICLET

Do Not Decrypt(DnD)JL—JL ®i& N
RO FD)FFITE, SSLRD S —A VAR 32 ZBIBT BB ICgoogle.comNDRZ 7 14 Y

INYIENTVB ZENMBRENATVET, Y—/NEHEOHBARCN)ICETVT,
google.com\D KRZ 7 4 Y INBESIHENBVLSIZIL—IILFEMENET,


https://www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center/200202-Configuration-of-an-SSL-Inspection-Polic.html

Name | Do Not Decrypt Googhe 3 Erabies nsert | besow rube
Action = Do not decrypt

Zones  Meworks  VLANTags  Users  Agplications  Ponis  Category  Ceroncate [Eif] centstaws  osnersuce  version Logging
BA Sutject Dis (1)

Ada Category Add
Source Dest Saurce Dest
#  Name Zones Zones Metwarks Networks VLAN Tags users Applications ‘Source Ports Dest Ports Categaries
Administrator Rules
Standard Rules
1 O oogle el %+ Do ol
2 MM 4 Decrypt - Re:
Root Rules
ar

RID—2RELTERALLER, SIRORNS TN 1—FT 4 I FIRICHE > T, Firepowerd' k5
TAY I TAZIT2>TVB L ZHIETEEXT,

9Z4F> MOHelloZXE DR

BAICE2TRE, RTINS 2—F 142 TI12&2T, FirepowerTHEEDRT 714 v U DESLIC
ETABENfNRELTVDRENPSHICKRD EN BV EFT, system support ssl-client-hello-
tuningl—7 4 V7 1 ZCLITR{TT D &, Firepower ¥ 754 T > hDhello/NTY MDA SEBED
T—RZHIRTEET,

ROBITE., BEDOTLSILRABIBRE WD LS ICHRENfEBMENATVET ., HEIDIE. TLSOIL
REBFECHTDIBERERRIDCEILEL>TROTBIZENTEET,

X SnortZ7’OtAREK., 9547 NOhelloZEENEMICEDHICEBESITIHNEN HY)
F£9, k), WSOHAONTY RAROY 7ENB N HVYET, TCPRFT T 4
YORBREDAT—N7IL7ORNIINEBEEEIAETTHN. UDPEEDHORNT T 1Y T
EREEZ(THTREMEN B ET,



16 = Application Layer Protocol Negotiation
13172 = Next protocol negotiation

u must restart snor
1b

SL tuning configuration fil

DZ4AT > MOhelloBREREICKTRIEEZTICRTICIE. system support ssl-client-hello-
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http://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
http://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-firepower-8000-series-appliances/117778-technote-sourcefire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw-virtual/214608-firepower-data-path-troubleshooting-phas.html
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