FirepowerF7— 2 NAD NS TN a—F1>2Y
7 IT—X2:DAQL 1Y

&

=

T5YRTA—=—LHAR

Firepower DAQ7 I —ADQ KRS I)Na—FT42T

DAQLANYTORZ 714V IODFYTF+

FirepowerZ /N1 /NAT B H %

SFR:FirepowertEY 1 —)LZ2E_ZEHE—RICLET

FID(INT) A2 TA4tY RZTAPE—RICEE

Packet Tracer2 AL 22232 —3V KNS 74VYIODORSTTNIA—F1425
SFR:ASA CLIT ®Packet Tracer® E1T

FID (IXNT):FIDCLITNTY b L—HEEFTLET,
NL—RICEBF+YTFY¥EFERALESAT NS T4V IDORNTTNIA—FT 42T
FID (IXNT) FMCGUITOKRL—RICELDF Y T7F ¥ DELT

FTD T @ PreFilter Fastpath)L— )L D {ER

TACICRR#HI2T—2X

RDATYT

BE

CDFEER. Firepowerd AT LD TF—ENAZBRWICNZ TN 1—F12T0L,
FirepowerO AV R—X 2 MA RS 74V OICREBZEATVWAAESH ZHM T D HEEHRBET
Z2—EBOREN—ETY, Firepower7 7Y N7 3 —LADT—FTUF ¥ ICETIHEHRP., TOH
DTF—BNADRNS TN 21—F 4T ICBITRIEEAODITI720WTIR. BELREE®*SRBL
TLEEL,

CDFERETIE, FirepowerF—ZNADKNT TN 1 —FT 4T D2BEORBIZCOVWTHBALE
I, DAQ( TF—RPRE )L 1T

Packet

TS5SYRNTA—LBAR

RDETE, CORBETHRSTZYRNTIA—LICDODVTHHALET,

77v b e S
73—5 BE BINKIITTIVN awwn
21— K%

ASA with Firepower
SFR Services(SFR)E> 1 ASA-5500-X> 1) —X N/A
— WA A2ARN=)


https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/214572-firepower-data-path-troubleshooting-ove.html

ThTWa,

I X T DFirepower ASA-5500-X3 1) —X, {R#&
FTD (9 Threat NGFW7'S5 Y N7 #—A,
N7T) Defense(FTD)7'Z ¥ FPR-2100, FPR-9300,

N7 #—AICEA FPR-4100
gggafsif ﬁsﬁﬁgfff‘i? ASA-5500-X3 1 —X., {R#8

% o=
; - NGFW7'Z Y N7 #—A, NA

OFPR- Abh—J)lEhiz EPR-2100
2100) FTDA X—2
Firepower eXtensible
Operational
System(FXOS)X— 21002 1) — X Tk, FXOS Chassis
AN ¥ —2IZHE FPR-9300. FPR-4100 ManagerikERAEhELA
TNAARELTA >
AN=I)LEhBFTD

N/A

FTD(SSP)

Firepower DAQ7 I—ADKNZ TN 1—F14>0 T

DAQ ( F—ZWE ) LA ViE, N7 Y NZESnonNBETE SEXICERT SFirepower® 7R
—X>2NTT, SnortlCiEEend &, RAICNT Y MHREBEAEST, LENF>T, NT Y RY
ABENTVWTEFirepower7 7’2 AT VAN SHAETATWVWAWEES, FEENTY NRAZDO N
STND1—F 14T TERABERNIBosBEN 2 A, DAQD KNS a—F 140N
®’IABEFET,

DAQLAYTCORNTZ 714 Y IODX+YTF+

XY IFyEEFTIZDITOVTNEZRRTDICIE. EIFSSHEFEAL TSFRELEGFFTDOIPT R
LAICEETDIHEN HVET,

3 : FPR-93008 &K T’41007 /N4 AT, connectftidzZAICAHL., 2EBEDO>7OV7KNT
#BTUET, £/, FXOS Chassis Manager IPIZSSH#E#: L . connect module 1 console,
connect tdDIRIZ AN T B EETEERT,

CMDFEETIE. Firepower DAQLARILTNT Y RF ¥ S F+ 2 NETDHEICOVTHBALET

o

BXE, FID7'ZY K7 A —LDOLINABIE T T, ASATERAE nBcapture AN REAU T
FEVWZEIFELTLKEETV, FIDFNA AL SETENBDAQNT Y NF ¥ T F Y0 fhlzEiR
ICRLET,


https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-firepower-8000-series-appliances/117778-technote-sourcefire-00.html

> system support capture-traffic

Please choose domain to capture traffic from:

0-br1
1 - Router

2 - my-inline inline set

Selection? 2

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)

Options: -s 1518 -w ct.pcap

> expert
admin@ciscoasa:~$ Is /ngfw/var/common/

ct.pcap
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Fzl&. Firepower/N\—= 3 26.2.0LAB& M Firepower Management Center(FMC) T, [T/V1 &R
(Devices)] > [T/\ 14 AEE (Device Management)|ICBEBILE ¥, RIC. AT7A/0&20UY Y
L. 0 IZ[Advanced Troubleshooting] > [File Download]Z 2 )Y Y L& 9,

FYTFYIT7AILDOBEIZEANL, [Download]Z22 )Y UV LET,
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SFRZRARNTBASAT, SFREZI1—ILZE_ZAXEAET—RICTSICEE, ASAON RTA >
1> 32—7 I4A(CLI)&EIECisco Adaptive Security Device Manager(ASDM)ZEAL &9, <
NIZ&Y, SA7NTY hOOE—EFHFSFRED 1 —LICREEENET,

ASACLIZERALTSFRED 21— )L Z2EZXERAE—RIZTBICIE. show service-policy sfr~
VRZEEFTLT, SFRURALINIFERATZIVTARYTERIS IV TEZRAICRET S
BENFBHVN)ET,

# show service-policy sfr

d obal policy:
Service-policy: global_policy
Cl ass-map: sfr
SFR. card status Up, node fail-open
packet input 10000, packet output 9900, drop 100, reset-drop O

COHE DIk, global_policy?/RUS—I Y 7°A" Tsfry VAR Y FIZK L Tsfr fail-open7 2> 3>
ERTLTVWBRCEEZRLTVET,

X : Tfail-close) ESFRZETTEDE—RTITH., SFREZD 1IN AT LEYISEL
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SFREZ1—-IZEZXEAT—RICTRICE, ROOVY RZRHITL T, BEDSFREREZE
ML, EZXEADOREZADLET,

# configure term nal

(config)# policy-map gl obal _policy
(config-pmap)# class sfr

(config-pmap-c)# no sfr fail-open
(config-pmap-c)# sfr fail-open nonitor-only

INFO The nonitor-only node prevents SFR fromdenying or altering traffic.

(config-pmap-c)# wite nenory
Bui | di ng configuration...

ED1-IINEZZERAET—RIZES &, show service-policy sfrO tH h THRETE X,

# sh service-policy sfr

G obal policy:
Servi ce-policy: global_policy
Cl ass-map: sfr
SFR card status Up, node fail-open nonitor-only
packet input O, packet output 100, drop O, reset-drop O
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asa# packet-tracer input inside tcp 192.1 60 10000 10.10.10.10 ssh 4
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Phase: 11

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

Config:

Additional Information:
Application: 'SNORT Inspect’

Phase: 12

SNO

Type: SNORT
Subtype:
<esult: DROP

Config:

Additional Information:
Snort race

Packet:

cOBITEE, NTY MRL—HEROYZ7OEHREZRLTVET., COFE. hidFirepower®
EFIVFAAOTIDIVAREDIPTZYOVARNTHY, Ny hE7OYILTVET
o ROATYFIE, ROVIFOREREBZE% OFirepowery 7RI IFIVR—ZFNDOKNTT
N1 —FT42TTT,
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SATRNT T4V 0k, NL—ABEZFRALTFYTFYyENL—ATBHIELEETEXT,
DHEERF., CLITIXNTDTZY RN T A—LATHERATEET, RIZ, SSHRZ 71V UICHTB
NL—AZFERALTF VYIS Fv+2E2TITH0ERLET,

> capture ssh_traffic trace interface inside match tcp any any eq 22
> show capture ssh_traffic

1 packets captured

1: 01:17:38.498906 192.168.62.70.48560 > 10.83.180.173.22: S 4250994241:4250994241(0) win 29200 <mss 1460,sackOK timestamp 1045829951
0,nop,wscale 7>

2:01:17:38.510898 10.83.180.173.22 > 192.168.62.70.48560: S 903999422:903999422(0) ack 4250994242 win 17896 <mss 1380,sackOK timestamp
513898266 1045829951, nop,wscale 7>

3:01:17:38.511402 192.168.62.70.48560 > 10.83.180.173.22: . ack 8903999423 win 229 <nop,nop,timestamp 1045829956 513898266>

4:01:17:38.511982 192.168.62.70.48560 > 10.83.180.173.22: P 4250994242:4250994283(41) ack 903999423 win 229 <nop,nop,timestamp
1045829957 513898266>

5: 01:17:38.513294 10.83.180.173.22 > 192.168.62.70.48560: . ack 4250994283 win 140 <nop,nop timestamp 513898268 1045829957>

6:01:17:38.528125 10.83.180.173.22 > 182.168.62.70.48560: P 903899423.903999444(21) ack 4250994283 win 140 <nop,nop,timestamp 513828282
1045829957>

7:01:17:38.528613 192.168.62.70.48560 > 10.83.180.173.22: . ack 903999444 win 229 <nop,nop timestamp 1045829961 513898282>




pture ssh_traffic packet-number 4 trace

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: TCP, ACK, seq 4250994242, ack 903999423
AppID service SSH (846), application unknown (0)

starting rule matching, zone 1 -> 2, geo 0 -> 0, vlan 0, sgt 65535, user 2, icmpType 0, icmpCode 0

COBITE, FTVT—2320F— 3N ERENERVONTY NTHB12H, FvYTFv04FE
BONTY RFRL—ARENELE, RIERTRSIE, NTY MEsnortiZ K2 THRDITA KU AN
ICRRENKT, 2KV, 7O0-CHL T h LsnotREANVELL, AN FAEINEXT,

NL—ABXZFERALEF YT F Y OFMIZ DLV TIX, FASA Series Command Reference
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)T 4T UtAT ST, [Devices] > [Device Management]icBEIL £ 7.

RIS, WTFA42>=7201)Y UL, RIZ[Advanced Troubleshooting] > [Capture w/Trace]Z 2 1J ¥
JLEY,

RIZ, GUIZNLTRL—RAZFEALTERY T FY2RITITBHEDOHERLET,


https://www.cisco.com/c/ja_jp/td/docs/security/asa/asa-command-reference/A-H/cmdref1/c1.html#pgfId-2226542

Add Capture ? X%

Name*: Test Interface*: Inside 5

Match Criteria:

Protocol=: TCP e
Source Host*: 192.168.1.200 Source Network:
pesnaten [, Cestost
ot numbar r— Clicking Add Capture
éssmmm  button will display this
putter popup window
Packet Size: 1518 14-1522 bytes Continuous Capture Trace
Buffer Size: 524288 11)33&-:-33554432 © stop when full Trace Count: | 1000|

Save Cancel
Advanced Troubleshooting
e Downlosd _ Threst Defense 61 _ Packe Tracer [T
© hots Revesn Inssrved (occoncl: (17 | | Enabie s Retresn D Add Capnure .
e N T v S p— View of all current
et trmice. Ee s " siems 1518 [oe— ] 681360 P L - = |

captures

Advanced Troubleshooting

Example output
shows the packet was
blocked by Snort

s oy s peere. e S101E Verdict: (block-packet) drop this packet
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RUD—BRETERVEYD, DARLRD —ZERTRIRLEN HYET,
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Add Prefilter Rule 7 %

@ Prefilter rules perform early handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS.

Name fastpath 192.168.62.60 & Enabled Insert  below rule ~| |1
Action =5 Fastpath -
Interface Objects [Nl VLANTags _Ports Comment  Logging
Available Networks € Q Source Networks (1) Destination Networks (0)
] 2 192.168.62.60 & |y
Bony
| Clicking Add Prefilter
862 nevo — 4w Rule button will display
any-ipva . -
P this popup window.

8 1Pv4-Benchmark-Tests
8 1Pva-Link-Local

S Pva-Multicast

S8 1Pv4-Private-10.0.0.0-8

Enter an IP address ‘ @ ltﬂWanW address | @
Add Cancel

fastpath test | | D cancel |
W sutes |
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Cm ttmommEm. BEE RS mmm Yewotaiues o

1 fastpoth 152.168.62.60  Prefitter any 2 192.168.62.60 01y = Fastpath Bo &8 the faStpath teSt
Prsfiller policy
Prefilter Policy ? X

The prefilter policy performs early traffic handling using simple network
characteristics, including non-encrypted encapsulation. (Firepower Threat

Defense only.) From AC policy make

¢ sure the Prefilter Policy
fastpath test ~| & is set to the custom
Prefilter Policy

. ok || cancet |

View of connection events matching prefilter rule

3 0 7-05-15 16:05:14 7-05-15 16:05:14  Fastpath @l 192.168.62.60 @l 10.83.180.173 48480 / tep 22 (ssh) / tep fastpath test  fastpath 192.168.62.60
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TLT. NTYROFLWNAZERNL—ATEET,


https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212700-configuration-and-operation-of-ftd-prefi.html
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https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
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