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2017-05-16 16:50:05 Block IP Block ®j| 192.168.1.95 @ Malware

BEARBSERELT, EF1VTFAAVTIDIAMEICLL>TTOYIENTVWSIP,
URL, £AEEDNSOVIUZRII)YIL, ROARNVARNAT a2 BIRTEET,

URL URL
Category Reputation

httg:’l‘......... -
Open in New Window

Blacklist HTTP/S Connections to URL Now Responder IP Security
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Exclude o1 Open in Context Explorer
ol Whois
DNS x VLAN > I0C »x Intrus o 1 View Host Profile
Query iD Eve 3
1 Blacklist IP Now
| n IP ) \Vhitelist IP N
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SSL failure

-
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passive authentication cannot identify user|l 77> a A F I > TV BV EZBRRLE T,

Editing Rule - Passive T X

Name  Passive

Action | Passive Authentication

Zones  Networks VLAN Tags Ports

Enabled

b Realm: my-realm

s & seins |

Realm * my-realm

-

Use active authentication if passive authentication cannot identify user auth rules don’t

Make sure passive

fall back to active

Auth Type

auth

* Required Field

Save Cancel

Remove or disable

active auth rules l

Identity Policy Settings Active Authentication HTTP Basic

Or remove identity
from Advanced
tab of ACP

Identity Policy None
Passive Authenticatio

TOTATRAOFMBERNT TN 1—F42TC20TRk, BETDZTFT—ENAORNTTILY
1—TATDREESHLTLSEZTL,

BARVS—

BARV—=HARNZT74v02ROYTLTVRL, XY RND—VEBEZSIZRILTVSAEE
MABYVET, BARIZ—E, POEAOMNO—ILRIS— P\]O))KOB’JG)%FJ?G)L\?h/J"C
FERATEXRY,

72+t A2> MA—JLI)L—)L®[Inspection] X 7 A
CT7AFINT O
- [Advanced]Z 7 ®[Network Analysis and Intrusion Policies] > [Intrusion Policy used before
Access Control rule is determined] 2923 > T,
BARVS == RNZ 7149 02TOYILTVRIHNESHERRETDICIE, FMCO
[Analysis] > [Intrusion] > [Events]X—Z IZBE) L £ 9, [Table View of Intrusion Events]EZ 1 —(&
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ARYKNIEETRIRANCEIZIERERELET, ARV AIHICEIZIHERICOVTE
BEIRTF-ENAORNZ TN 1T 1V IREEZSRLTSEZ L,

BARVS =TI ZFv(IPS)IRTT74v 027 OYILTVRAESHZHIT S 120 DFHY])
DHERFIEIE, FIDOCLIA S>> ATALAYR—BMML—AMBEEATSIETT, 20
debugd~ > Ri&, firewall-engine-debug& BN FETEEL . ~L —R & HiZfirewall-engine-
debugZBMICT R AT avERMLET,

ROEE, BAL=IIZEYNTY N TOY I Z2RTATLAYR—RNNL—AY
—I)LOFERABZERLTVET, <hlZ&kt), GID(Group Identifier), SID(Signature Identifier).
NAP(Network Analysis Policy) ID. IPS IDZEDTXTDFMNRTEND D, CORFT 1V
27OV OLTWBRIUD—/)L—I)LZERICERTEET,

> system support trace

Please specﬁ; a cl1eﬂt IP addr'egg 192.168.62.69 — SpeC[fy Fllter

Please specify a client port:

Please specify a server IP address:
Please specify a server port:

Enable firewall-engine-debug too? [n]: y

Monitoring packet tracer debug messages See VerdiC’E InfO per paCket

- output omitted for brevity]

173.37.145.84-80 - 192.168.62.69-38488 6 Pgcket: TCP ACK, seg 3594105349, ack 3856774965
173.37.145.84-80 - 192.168.62.69-38488 6 Sery Cisco (2655)
192.168,62.69-38488 > 173.37.145.84-80 6 AS 1 I 0 URL SI: / /. €150, com/<?php™)
returned @
192.168.62.69-38488 > 173.37.145.84-80 6 AS 1 I @ match rule order 5, '"inspect it all', action Allow
192.168.62.69-38488 > 173.37.145.84-80 6 AS 1 I @ allow action

192.168.62.69-38488 > 173.37.145.84-80 6 Firewall: allow rule, 'inspect it all', allow
192.168.62.69-38488 > 173.37.145.84-80 6

192.168.62.69-38488 > 173.37.145.84-80 6 d

192.168.62.69-38488 > 173.37.145.84-80 6 AS 1 1 © eting session

192.168.62.69-38488 > 173.37.145.84-80 6

192.168,62.69-38488 > 173.37.145.84-80 ©

Verdict reason is sent to DAQ's PDTS

IPSARL—RAEAHZETOYILTVWRAESHRBHBITERWVWS, HRAZLARARI D —IC&
WIPSA"ROYZLTWVWR EEDNBIFEER., RAKRD S —% Balanced Security and
Connectivityy 7R') > —F fzld "Connectivity over Securitys R —ICBEBRAET T, Sk
OVAOANFRBIBRARIS—TT, COEEZTSETHRENIRLEFZEE. MUl E
RAUEAARLBARIS—RTACTRNS TN 1—FT14 20 TEERS, 7724 NOI AR
D —HFITICEAENATVREER., L—LUAF2BVES, F72x)lhEEF1 )T 1 0OEND
RUD—CEBBELTHATILKEEZY, T0LS, SEAZRIALIENTEERT, LA, M
ZavoF7AvoEn, NSOAOBMNERD—2FERALTVRHEE. EF1 )T 1R
D—ZNUEERICOYVEBATEENIfBRIDE, NZUOAOBMNLERD S —TROY FICEERE
ENhTVWEWRS 74y 02ROV T IRIN—IIUNFETDAEMENSBYET,

7”/"127\]“/ RO—=ILRIVZ—HTROEEZTV, IXTORARIS—(VARISZ VT
OY U0t EHRTEERT (EF1VT I OEWMEZEZABVRS ICARELKRYDBVEE
EIS5CLZ2RBHLET. RUS—2 A TIPSEZEMCIZERFHEBHLET ).

CIXRTOT IR MO=NUIL—=—IL (FEREBEONS T4V INF—HTBI—-IDOK
) T. [Inspection] 2 7 HSBARI —ZHIBRLET
- [Advanced]Z 7 ®[Network Analysis and Intrusion Policies] > [Intrusion Policy used before
Access Control rule is determined]t29 3 3 >, T, [No Rules Active]’ R > —ZBIRLE T,



Prefitter Policy: Defasit Prefiter Pelicy SSL Policy: Neny Ldentity Policy: Moag

m:amnwmw HTTP Responses  Advanced

88 Fiter by Device Ll W O tegory ) Add Rule | Search Rules

T Inheritance Settings | ¥] Policy Assigaments (0)

-
o
-~ 5

TRTEBENMERLEVEERE,. XY RNT—IUBHRVS—ORNZTINI1—-FT 12T IC#A
TLEEW,

BARVS —HEOHEMABR NS TN 21—F 4201 20WTRK., BETZTF—RXNADORNTTI
1—TFT4TREESRLTILKEZL,

XY ND—=OaHRUS —

XY NT—=U5%R1) S —(NAP)IZ IEFirepower® 7D 7Ot Y HERENEENTH Y, —ZDEK
ETRENZ 749N ROYTENDAEMEN DY ET, ChZENTTIINZ1—FT1209F3k
OOBRIOHRATY S F. PSORNS TN 1—FT1 2T ERUTY, <hnik, >system
support trace’ —J)LZEAL T, SnotChS 714y 92 7OY I LTVWRIARERRTDHET
T CcOY—I)LEFERGIOFEM-DOVTI, £EFBDO "BARIUS—, 923 &2SRBLTLKE
=L\,

NAPTRAETZARRMDHZEEZRREICERTDICIE. ROFIEZRTLET,

- AAZLNAPZERAL TWVWRBER., [EF1 VT 1 EBEONT VAR [EF1IUT 4
EEAERIRIS —ICEEMRAET

Network Analysis and Intrusion Policies
Intrusion Policy wsed before Access Control | IND Rukes Actve
rube Is desermined
Intrusion Policy Variabie Set Default-Set

e Custom Aules
_—
Baiances Security and Connectvity
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CHARBZLL—LFERENTVSBAE. NAPELEROLWTRADF T 4L NCEEL T
EE
CFOERIAYRO—LL—LTT 7 AARUS —HFEAEATVBBAER, 774K
—E—BRCHBRLET, 77AARUS—@F, NYOIYRTTUTOLY SREEEN
CTEEIHN, GUICHRBENEEA

Add Rule

Name | Catchall o Enabled Insert  Into Mandatory £

Intrusion Policy Variable Set

Zones  Networks  VLAN Tags . Users  Applications Ports URLs  SGT/ISE Attributes lmpocllm Logging  Comments

e oy : Remove file policy
from all rules

m Security Intelligence  HTTP Responses  Advanced
@ Filter by Device

Default Action Network Discovery Only “’u

FYRD—OMR)S—BEOHBERNT T 1T 142 T2V TRE, CORETHERT
EFET,

BEE1T

Firepower RE¥F I X hADU> D

https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
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