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Packet
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. CORER., BEYR—RFENTVEITXTDFirepower7ZY N7 A —AICBEELTVET
. FirepowerZ /N4 AN N —7TY RE—RTEHELTVRIXEN HYET

FOTFATRBRET7TI—AONSTN>21—F1205

BEANIDICK 2T ERCENTVIAESHZHIHTIERIE., COBENFEEEZDNT
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1T 1 B0 —DOBEEE, TIOT 1 TR JL%E?%%@T?OA1/7 REETlE, RTT7 4
YONFHET ROVIENBIERBYWERA, PTOTATRIAOEEEZZ(THDE
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HTTPS)RZ 74 Y VI THB L EBMRIDENEETT, DABEL TVRVLEDICH
DS 714V ONEBEZFRHRE. ChBRUI—FI—HITIN—T2ERALTRTT1YY
EHUW/7OYITBES, DEEN I-FERETERVEARTHEOEEN RET D TH
AB<BYET, COEIVZIVORNTTNI1—F42ITR, TOITATRAOKICEET
PEEZIEICHALET,

S ALY NERDOTHE

TOT 4 7RAEEIC Ik, HTTPY —/NZR1T 3 BFirepowerT /N4 AN EENET, T 7 4
YORTOTATRAT V23V ECTATUTATARI—=IL=III—HTD L,
Firepowerld307 ( —BWAUAALIRN)NNTY R EEY A VIZEEL, 94T NEFY
T7TFATR=ZILY—=NIZVEALIKNLET,

RE, TITA7RIAICRSBEESHVET, 2200UFAL VKNG, E2H—DOFRAREE, LI
LIZBEST T S lzActive Directory 7’ A NV RX AV TRRENBDRARNBRIZERFE N, 300
DEALINE, FYTTATR=ZILVEAL U NEREITT BFirepowerT /N1 ADA > RX—T
IAADIP7 RLAICEFEEIET,

VAL RNTOEATASHOBENF RELIZBE, YA RNFERATERVESD, EvZ 3>
AP IDAEMEADBYET, TOLD, VAL IZIVARFTIAVT74F1L—-232TE
DERSICEELTVR A ZEBIZEHNEETT, AOREF, CORENAEZEREITZDIC
RIUBEXT,

To view hostname Redirect :
hostname vs IP O

> show network

System Informat ) . ]
L e on] System > Integration [Realms] > Edit Realm

Hostname : ciscoasa

my-realm

To change hosthame

(LU PR User Download

> configure network hostname <new-hostname>

AD Primary Domain * my-ad.domain ex: domain.com

HTTP Negotiate Hostname.<AD Primary Domain>
Kerberos Hostname.<AD Primary Domain>
HTTP Basic IP Address
NTLM IP Address
HTTP Response Page IP Address

TOTATRBIANRARBIZVAALINLTWBEBE, U547 MNdciscoasa.my-
ad.domain:<port_used_for_captive_portal>ic UA AL I NEhFET

NTYRFYTFYDER

NTYRFYTFYORER, FOTA7BBAOBEBORNS TN 1 —FT 1V JTRBEEER
BOTT, NTYRFYTFYIFE, RO2DODA R —TIAATITHOIhET,



1. TAFUTATARBIADORTHICNT 714V I ADE hBFirepowerT /N4 AD A2 Z—
J7IAARDBITRE, AFA > R—T IAANFERENET

2. Firepower A HTTPSH—NANOUA AL V2 a2V ICERTIAIBRRILA =T IAA
—tun1 CDAER—TIARRF, NZTAVIFYTTATR=ZINIZVEALINTS
EHICFERAENETRT 714V IDIPTRLAR, HAFICTOFT RLAICRENET

> capture ins_ntlm interface inside buffer 1000000 match tcp host 192.168.62.31 any
> expert

# tcpdump -i tun1 -s 1518 'var/common/ntim_tun.pcap

# a’\_C
> capture ins_ntim stop

/noconfirm /pcap capture:ins_ntim ins_ntim.pcap
LT

200F Y7 F Yy AREBEh, SRKNF T 1Y U5 Firepower7/N4 AZNLTETEh, F+7
FyAELEENET,

NEA > BZ—TITAADINTY RF¥T7F¥774)L Tins_ntimy A/mnt/disk0F 4 L2 M) ICT
E—chd&lCEBLET, XIC, FNAANSE I O—RTESKS(C/var/lcommonT 4
LOKNVICOAE—TEXFT(IXNTOFTDT'Z Y k7 #—LAT/ngfw/var/common).

> expert

# copy /mt/di skO/ <pcap_file> /var/comon/

NTYRFYTFYT770)LIE, CORBOERICHST, >7T'AV 7 M SFirepowerT /N1 A
AS5AE—TEFXT,

F =ik, Firepower/\—= 3 26.2.0L4 M Firepower Management Center(FMC)IC & 7°2 a3 > Ik
HVELCA, FMCTCODI1—T1UTA4ICT VAT SICE. [Devices] > [Device

Management]lCBEILE3., ki, o ‘ TAd>=&2o2)vy oL, ED&IZ[Advanced

Troubleshooting] > [File Download|Z2 7)Y VL& T, TDOR, ZHITH77MIILOBEHZALL
. [Download]2 2 )Y JL%ET,

Overview Analysis Policies Devices Objects = AMP Intelligence

Advanced Troubleshooting

CUNCPTTESE Y Threat Defense CLI  Packet Tracer  Capture wj Trace

Downlead

NTY NF¥¥TF¥(PCAP)7 7 L N2 #

Wireshark DPCAPZD #2792 &, FOT A TR BRETHELZBETEET, FEER—
NEFYTTATR=BZILEET 74N KNTIEE8S)THEAETND IS, SSLBEEDRSTT1v D
HEF 11— RITDEDIZWiresharkZRET A HLENH VY ET,


https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-firepower-8000-series-appliances/117778-technote-sourcefire-00.html#anc5

If wireshark doesn’t identify protocol as SSL, decode as...
Field Value Type Default Current
TCP port 1/208 Integer, base 10 (none) SS5L
=

Protocel Lengtl Info

JLPRTIN  Decode As.. i
192,168, Show Packet in New Window 1

192.168.62.1 885 192.168.62.69

dest port Protocol Lengtl Info

885 TCP 66 47336885 [ACK] Seq=1445654082 Ack=1526709789 Win: TCP 66 47336-885 [ACK] Seq=1445654082 Ack=1526709789 Win=

885 TCP 583 47336-885 [PSH, ACK] Segq=1445654082 Ack=152670978¢ TLSvl.. 583 Client Hello
47336 TCP 66 88547336 [ACK] Seq=1526709789 Ack=1445654599 Win: TCP 66 885-47336 [ACK] Seq=1526709789 Ack=1445654599 Win:
47336 TCP 227 885-+47336 [PSH, ACK] Seq=1526709789 Ack=144565459¢ TLSvl.. 227 Server Hello, Change Cipher Spec, Encrypted Handsk
885 TCP 66 47336-885 [ACK] Seq=1445654599 Ack=1526789950 Win= TCP 66 47336-885 [ACK] Seq=1445654599 Ack=1526709950 Win-
885 TCP 141 47336+885 [PSH, ACK] Seq=1445654599 Ack=152670995€ # TLSvl.. 141 Change Cipher Spec, Encrypted Handshake Message
885 TCP 519 47336-885 [PSH, ACK] Segq=1445654674 Ack=152670995( TLSVI.. 519 Application Data
47336 TCP 66 885-+47336 [ACK] Seq=1526709950 Ack=1445655127 Win= TCP 66 885-47336 [ACK] Seq=1526709950 Ack=1445655127 Win:
47336 TCP 828 885-47336 [PSH, ACK] Seq=1526709950 Ack=1445655127 TLSvl.. 828 Application Data, Application Data
885 TCP 519 47336-+885 [PSH, ACK] Seq=1445655127 Ack=1526718712 TLSVI.. 519 Application Data
47336 TCP 828 885-47336 [PSH, ACK] Seg=1526710712 Ack=144565558¢ TLSVI.. 828 Application Data, Application Data
885 TCP 66 47336-885 [ACK] Seq=1445655580 Ack=1526711474 Win= TCP 66 47336-885 [ACK] Seq=1445655588 Ack=1526711474 Wins
885 TCP 503 47336-885 [PSH, ACK] Seq=1445655580 Ack=1526711474 TLSVI.. 583 Application Data
47336 TCP 828 885-47336 [PSH, ACK] Seq=1526711474 Ack=1445656017 TLSVI.. 828 Application Data, Application Data
885 TCP 66 47336-885 [ACK] Seq=1445656017 Ack=1526712236 Win- TCP 66 47336-885 [ACK] Seq=1445656017 Ack=1526712236 Win=

HEA S R—TIARF X TF A ERVRNAVE—TIARF T TF v LB BUEN B V)
£%. MADPCAP7 7 A LTHBEO LY S IV 5RBTIRENS R, PP RLANESS
£, —BORETRK—NEROHBZETT,

IP addresses will be different

inside capture tun1 capture

No.  Time Source src por Destinati destioc Prote Lengtl Info No. Time Source src [sor Destinggion dest /< Protc Lengtl Info

3 90:29:21.384422 192.168.62.69 47328 192.168.62.1 ass TCP 66 47328 - 885 [ACK] Seq=1B659 3 90:29:22.89457@ 169.254.6.96 47328 169.254.9.1 B85 TCP 52 47328-885 [ACK] Seq=186597
4 00:20:21.385127 192.168.62.69 47328 192.168.62.1 885 SSL 266 Client Hello 4 ©09:20:22.894935 169.254.6.96 47328 169.254.8.1 B85 Tl 252 Client Hello
5 9@:28:21.395657 192.168.62.1 885 192.168.62.69 47328 TCP 66 885 - 47328 [ACK] Seq=3976@ 120: =

6 99:20:22.022856 169.254.8.1 885 169.254.6.096 47328 TL. 1508 Server Hello, Certificate

H 1 H H e
Server Hello missing from inside capture

ERoHITE, H—NDhello/NT Y RAREPA 2 R—TIAAFYTFYASKELTVWD L
ICEEBLTLEEY, ChiF, 954F U NCRENBA D EZEEEKRLET, NT Y R
SnortlZ k2 TROY 7ENEARMA B ET, T, NTY MNELERFREOBYARRTH S
AEEEEHY) TIT(TEESFTLRFERENEY),

3 : Snortlk, HTTPORERAZH<SEDHIZ, BEOF YT TATR=BZFIKNST1v 0%
BRELET,

EELEhEAN)—LDOESEL

SSLAZ Y VICEBEA B WEERE. PCAPT77AILDOTF—2Z2ES{LL THTTPAKN Y —LZ KRR
TRENBRBBEENHBVET, ChERRITBIHER2I2HYET,

1. Windows CIREZHZRETS (LYWELZE-HR) COFETR. Z7UNAX—>—0L
YRNTT7AINEBERLET, Chik, XROOY RZEFEALTERITTEET (Windows®D
N> RIBRA SEIT ) » setx SSLKEYIOGFILE "%HOMEPATH%\Desktop\premaster.txt" %
D&, FirefoxTTTAR—khEY2 a2 %ZHE, SSLZFEAL THROY A NESRBTESE



¥, MHF—k, LEORTYFITOAN Y RTEELET 7

1L

RSN FET,

Wiresharkld, 77 /) ZFEAL THMF—ZFALTESLTEXT (RORZZR ),
2. RSAMBF—%EHTD (TANIAEEI—HEFERALHEVEY., EF21UF 4 HEL)

ERTRIREF -, FYTT1TR—

ZIIABICEREhIHEF—TI . 3F

RSA ( 5 ##E% &£ ) Xephemeral ( Diffie-Hellman & ) TREEMEL EE A
XX FE2ZERAT 3B A, Cisco Technical Assistance Center(TAC)IC B+ — #1214

LBEWTLSEEEWV, L,

 TANCEERATIRLENHYET,

—KNETANIATEF—ZHEATERT, TANI YR

M 55LDecrypt ? X | Secure Sockets Layer Preferences >
IP address Port  Protocol Key File Password - - PI'OtOCOlS > SSL
0000 885 sl Z:/Documents/auth.key RSA kEYS IISt
K >| | SSL debug file
+ [E] = Clisersigroetalipods mnglitresharklssl keys

o oo [

|| Message Authentication Code (MAC), ignore "mac failed"

————————————— Reassemble S5L records spanning multiple TCP segments
Reassemble 55L Application Data spanning multiple 55L records

| Browse... |

Pre-Shared-Key

(Pre)-Master-Secret log filename

C:\Users\myuser'\Desktop\premaster. txt

o | =1

EHE{LENhI-PCAP7 7L I DORTE

ROBITE, PCAPTZ 7 AIUAEBSHLENRTVWERT, NTLMAT

TWaZEe%ZRLET,

HTTP/1.1 401 Unauthorized

Date: Thu, 25 May 2017 @8:21:42 GMT

Server: Apache

WWW-Authenticate: NTLM
TLRMTVNTUAACAAAACGAKADgAAAAFgomigq2eSriSTHCAAAAARAAAAKGAGABCAAAABYOATQAARADKAECALOBBAEQAAGAKAEOARWATAEEARAABA
BgASgBHAC@AVWBIAE4AMgAwADEAMgBBAEQABAAYAGOAZWA Lt AGEAZAAUAGYADOBSAHDADWBUAAMAMG BgAGCALOBIAGKADGAYADAAMOAYAGEAZA
AUAGOAZWATAGEAZAAUAGYADQBs AHQAD q AL QALgBmAHL g gAPNCS4u gEAAAAA
Content-Length: 381

Keep-Alive: timeout=1@,
Connection: Keep-Alive
Content-Type: text/html; charset=iso-8859-1

max=96

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">

<html><head>

<title>4@1 Unauthorized</title>

</head><body>

<hl=Unauthorized</hl>

<p>This server could not verify that you

are authorized to access the document

requested. Either you supplied the wrong

credentials (e.g., bad password), or your

browser doesn't understand how to supply

the credentials required.</p=

</body></html>

GET /x.auth?s=9n1DsDbFKVc5%2Fj 71hez1nLYh%2F5qfEzgMg)d%2FdQEyyRs%3DEuU=ht t ph3A%2F%2Fwww. CiScO. COM2F HTTP/1.1
Host: 192.168.62.1:885

User-Agent: Mozilla/5.@ (Windows NT 6.1; rv:43.8) Gecko/20100181 Firefox/43.9

Accept: text/html,application/xhtml+xml,application/xml;q=8.9,%/%;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Authorization: NTLM
TLRMTVNTUAADAAAAGAAYAIGAAABSAVIBOAAAAAARAABYAAAAGOABAFgAARAWABYACAAAAAARADYAQAABYKIogYBSBOAAAAPIGEZIFPLSNhAOL
XwHPmh3AKEAZABtAGKAbgBpAHMAdABYAGEAdABVAHIASOBHAFIATWBFAFQAWgBIACDAUABDAAAAAAAARAAAAAAAARAAARARAARARAAAAN
RPxPWOAPpWmWMY f n EBAQAAAAAAAKT Quels INIBEBVFTnBWABSAAAAAAGAKAEOARWA AEEARAABABGASYBHACBAVWBI AE4AMg AwADEAMgBBAEQ
MMV&GD&ZHAtAGEAZAAu.RG\‘MGEs&HOAI:M‘BUAAHMnghGcﬁLOBBAGkAbgAy.ﬂDAAHOAyﬂGEAZMuAGUAZHNhGEAZMuMYMQBs#Hﬂ&bHBu
AAUAGABQAGCALOBhAGOAL gBmAK IC54uzUBgEGAADAAGAAAAGAMAAWAAAAARAAAAEAAAAATAAAGNON T2 xF iGN/ nT
+x5HgnhIcuVFrNJLsztcthxhprBKABMAJ\quNSUMBstMbDWAkAIgEIAFOAVABIM(IANOASADIALgAxAD'I’AI]MuﬂDYAMgMADEAAM
AAAAMAAAARAAAA

HTTP/1.1 387 Temporary Redirect
Date: Thu, 25 May 2017 00:21:42 GMT
Server: Apache

Location: http://www.cisco.com/
Content-Length: 231
Keep-Alive: timeout=18@,
Connection: Keep-Alive
Content=Type: text/html; charset=iso-8859-1

max=95

NTLMEEREA T iz, U547

974

i

YREROEYZAVIZURALIRNEH,

TRAFRELTHERAET L

_ TCP Stream

UDP Stream

>
SSL Stream

Copy
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(http://www.cisco.com)ICEETEBD LSIZBYET,

ENFIR
NY S TRADHICHIY) EA

FAFYTFATARYS =TT U7 A TRAEEATHE, USALYRTOLATAS A DM
BEAREL LB, FAHTTPEORNS 74 ¥ 703 E KOy 7 TEET, DEXEMNEE, 7
951 TBEOT IS AV EBALTFAFUTATARYS—HOL—LERBCTHIET
7.

F /=, [Passive Authentication] 7 223> E L TEREE N TWSIL—IL T, [Use active
authentication if passive authentication cannot identify user]Z 7’ a > A LB > TV EWCZ L
ZHFALET,

Editing Rule - Passive ? X
Name | Ppassive Enabled Move
Action  Passive Authentication b Realm: my-realm
Zones  Networks VLAN Tags Ports
Realm * T ~|,» Make sure passive
Use active authentication if passive authentication cannot identify user T aUth ru Ies do n ’t
fall back to active Mm\ o
auth
* Required Field
Save Cancel Active Authentication \NTLM @

ive Authentication KerNeros & O

Remove or disable

active auth rules . | Active Authdetication

HTTP Négotiate & 3

Active Authentication

Identity Policy Settings & . . Active Authentication HTTP Basic
Or remove identity

fdentity Policy tene | from Advanced Passive Authenticatio
tab of ACP

TACICR#HTEHF—&
Data FE

Firepower Management https://www.cisco.com/c/en/us/support/docs/security/sour
Center(FMC)A 5 M kS 7' )L3 cefire-defense-center/117663-technote-SourceFire-
1—TFT42TT774) 00.html

NZT74Y 0 RETS https://www.cisco.com/c/en/us/support/docs/security/sour
Firepower7 /N4 AN S D7 7 cefire-defense-center/117663-technote-SourceFire-
ANDNZTIZ 1—F 427 00.html
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