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HMICOVWTIE, 'FFirepower Management Center Configuration Guide, Version 7.0 - Reqister
Smart Licensesa 2B L TLEE L,

¥t Y b OBREDTRER

HOME_NETZEHRICEBRONEERY ND—D/H TRV NEFFEEFATVD 2 BEBLEXT
o PEYIBEHEY NERE., 77AT7IA—ILONT X AICEZEEZRIFLET,

1. TA72x O b > TEBEY b CBBULET,
2. RBRARVS—THEATIEHREY N EZHRELE T, BEBBIREOVRARII—EIC1D0D
EHERETEET,
B.IREICISUTEHEZRAEL., RFEIZVVYILET,
WREBDMBOLETEIE. DNS_ SERVERSF = IEFHTTP_SERVERST 9,

?%HL:?L\'CH FFirepower Management Centerd> 7 4 ¥a L —> 3> HA R, N=2 3>
-~ Bty by ZZRLTLIEE,

927 RY—ERAORMLORER

TERITFELRVTSVRY—ERZFATBICE. [ AT L(System)] > [#i & (Integration)] > [V TV
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R+ —E A (Cloud Services)|lcBEIL £7 .
URL Z1ILRVUT

1LURLZ AR TZEBMILT, BHEFHZFFT L. [Query Cisco Cloud for Unknown
URLS]ZFIZLET,
FY Y IURLOBEMHBRANBEICRETDE, VSTRICHRTZDITUNEZZ D,
WebO— RAEL &V £,

2 EEERFELET,

ENFrY Y IURLOBVHROBZERE. 72/ NDO[Neverl DERICLET, &1V)
BEBEWebBI BN VELBER. COREZHEEETERT,

AMP for Networks

1. ABEDRENZA B 2>TWBRZE2BRALET, HBO—HIIILVITRHOEREZS
ML, ILDITFTARIEDSOURIZZATDEHRHBLET,

2.FMC6.6.XTlk, XY ND—2HAMPOL HZ—R—K32137OFEAEZEMICL T, KbV
ICEAENBTCPR— NA443ICB5KDICLET,

J.EEEZRELET,

X CORERGFMC7.0+TRREATERLSZY, R—NFEIC443IZHBYET,

SATY 57 Riig,

1. 227 REEEIE. SecureXiBBEITE —BTHIMHEN HV) ET, SecureXBBRBAERENT
WEWEESIE, FMCOA 2 ARN—=)LICIEVWHIEZI1BIR L E£T, APJIHIE, EUME, £i&
K E 15

2. XEERELET,

Cisco Cloud Event Configuration

FMC 6.6.x0B4&

1.RDID2DFAT>aVIXNTEERLET, V9TV RANOBEAEOFGVERAR MDIEE
VITIRADT7AUNBREINITIFTAR MNDIEF, BRTEFIVTITRAODBAAIRY
NDXEFBIREhET,

2. EEERELET,



Cisco Cloud Event Configuration L |
il Sand high priority Connection Events to the cloud
@ | Send File and Mahware Evenis 1o the cloud

il | Send Intrusion Events to the cloud

Click here toowiew your Ciseo Cloud canhguration.
Click here to view your events in Cisco Threat Response.
FMC 7.0L K¢

1. AEDATZAVHNBRENTVB L EZBRELET,. BAARYNEITURICIEEFL.
TPANERLNIITFTARYNEDTZIVRICEBLET,

2. AR NDRAT7EL T, [Security Analytics and Logging]Y J 21— 3a A ERAENT
WRIEE AN ZiBIRL £F, SecureXDFEER, [EF 1T A AR NDOKZERBIRLE
v,

J.EEEZRELET,

Cisco Cloud Event Configuration -

Send Connection Events 1

Mone Security Events Al

SecureXit & DB

SecureXDHEICKY, DA EF IV T A HREERICOED2ERORRZREFICAHLTE
£9, SecureXZEHEL TUREBMICTDICEK., ROFIEEEFTLET,

SecureX R OKE

XF:20AT>3a2E, FMCN—2 3270 THERATEEY,

1.SecureX\cOY 1L, APIVZA T NEERLET, [VFA4FMRI71—ILRIC,
FMCODAXRTVERZANLET, L& xlE. FMC 7.0 API Client’% £ T3, [Oauth
Code Clients] X 7Z O VY OLET, [VZ4F7 > N7OY NIROY FH T UARNT,
VARV ZBRULET, AO—7%BIRL £, Casebook, Enrich:read, Global Intel:read,



Inspect:read, Notification, Orbital, Private Intel, Profile, Response, Telemetry:write. FMCIZ 3&
RENB2DOUA AL I NURLZEML T,

)& 4 L 2 NURL:<FMC_URL>/securex/oauth/callback

2B D UA 1L 2 BURL:<FMC_URL>/securex/testcallback

1. [(TAMIRAOYTHIVARNT, #)ZBRLUET, [AddNew Client| 2V VYU L&Y

o



Add New Client with 10 scopes X

Chent Name®
FMC 7.0 APl Client

Client Preset
Ribbon oW

APl Clients DAuth Code Clients

Scopes” Select All
-"hl_'.lll_ I C:IH.
—= LIST Ny EXECUTE TESPUTTSE aCuuiTs usiny
' configured modules
[ SSE SSE Integration. Manage your Devices.

lelemetry:write collect application data for analytics - Write Only

[0 Users Manage users of your organisation
[ Webhook Manage your Webhooks
Redirect URL*

https://10.62.184. 21 /securex/oauth/callback
Redirect URL" Delete

https://10.62.184. 21 [securextestcallback
Add another Redirect URL

Availability®*

Organization w

Description

T [ R s [ g
HUO eS0TI

Add New Client

2. FMCAH 5. [System] > [SecureX]ICBEBLE T,

BELRBOYNEAZAVICL, RRENTVDEEAN SecureXiifie —HITH & 2HALE
9o

A9ZATNDEVZAFMNAD—REIE—L, FMCIZEW AT R,



5. Ttest the configuration, ZiBIRL X7,
6. SecureXlcOJ A1 L T, APIVZA T NEERELET,
TEEZREL, 729 EEHLT, THICURINARRENDESICLET,

8.URERML. [SecureX|ZBRULET, OV M RRENES, SecureXILFo+
ILEADLET,

9. SecureXU R AFMCIA—HICH L TREICHET D LS IV EL

SecureX Configuration C @

This feature allows FMLC to integrate with other SecureX services
via SecureX ribbon.

Follow these steps to configure SecureX

1. Confirm your cloud region
Currently selected region; api-sse.cisco.com
To change the cloud region, go to System / Integration / Cloud
Services,

2. Create a SecureX APl client O3
Copy and paste the URL below into the *Redirect URL" field:
Copy to Clipboard
https://10.62.184.21/securex/oauth/callback
Then click on *Add another Redirect URL" and copy and paste
the URL below:
Copied
https:/s/18.62.184.21/securex/testcallback

3. Enter the Client ID and password
Client ID | client-2b2a954c-boed-423(

Chant Password

Show Password

Test Confguration m

5YVPsGdzrkX8q8q0yYI-tDitezO6p_17MtHENATX68fUZ5u9T3qOEQ

¥ MOFMCI—HYHN VR AOT IV EARMVEETBIEE, TOI1—Y(ESecureXZ L F
Y EFERALTURIICOTA D THIHENHV)ET,

SecureXA\ DEFEHRA R NDIEF



1. FMCT, [System] > [Integration] > [Cloud Services]\c# % L . [Cisco Cloud Event
Configuration] T[Turn on Cloud Services] 29> a > THEAEThTUVD&LSIC, A, 774
W, BEREINLIITARYNFREBEhDEEBRRBLET,

2. "TAR—F A4 ADBRF, 923 OHBICHK 2T, FMCHFAN—KRFA/ 2 RAICE
BEATVWBCEZRBELET,

3. FMC®D[> AT L(System)] > [Z 14 222 A(Licenses)] > [AN— KN Z 4 22 A(Smart
Licenses)|ICRTR&E 1B [BV) HTEMMRIET 777> N(Assigned virtual Account)] B Z XEL
£7,

4. FMC%&SecureXIZEE& LU £9, SecureXT. [Administration] > [Devices]lCcBEILEF., '
FNAAOER, ZBBRUET., 75V TRYTTY T4 RUNFFAEThTVD L
ERRBLET, X2 UT A H—EARB(SSE)ICOT 1> LET, [Tools] X — 1 —> [Link
Smart/Virtual Accounts]iC#EI L £ 3, [Link more accounts]ZiBIRL £, FMCIZE|V) LT
SNERETHIRNEBIRLET (AT Y 7°3), [Link Smart/Virtual Accounts]Zi2iR L
£7,

Link Smart/Virtual Accounts @ X,

Select accounts to be linked to

Your Smart or Virual Account can be connacted to one SecuraX tenant
at a time. H you don't zee it vallable hare, check whather your team
hag already commnectad it 1o another SacuneX tenam

smart/Virtual Accounts

- FMCTF /N A AN [Devices]iC U ARENTWAH L ZRRALET,

(O FIURY—ERIZTICBEIL. Cisco SecureXNBRICH TR BEEAARY NlgEE >
LTS,

AR NEBEORICHDIEMY —ERRE (WET7 A1 ) Z&RULET,

. [#f#%] 2 7 T. [Share event data with Talos]#iZIRUL &£ 7,

ARVNOEBERIZTOARY NRATREI>3> T, FATRETNTOARY N
AT EREFIZBIRLET,

5. X4 > MSecureX’R—Z )T, [#HEFZ 21— )L(Integration Modules)] > [Firepower]iCcEE L .
FirepowerfR 8 € 1—I)LZEBMLE T,

6.FTLVWA Y 1R—REEKLET,

7. FirepowerB§ EZ A )L ZEBML £ T,

%1 F7I> RKRA > NAMP for Endpoint) DS



FirepowerQEBEATEF 1T IV RRAUN (I RKRA NBAMP ) OFEZEMNICTDICIE
. XDFIEZERITLET,

1. [AMP] > [AMP Management]icBBL £ 7,
2. [Add AMP Cloud Connection]%#iRL £ ¥,
3. VT IREEFRERERLVLET,

X AT—E2A[BRE. IV RANOEGNBUE N IZCEZERLET,

#£4 Secure Malware Analytics(Threat Grid)

7 # )L N Tk, Firepower Management Centerld/\7''J) ¥ % Cisco Threat Grid 7 T 7 R (Z1E#x
LT, 774N OREBELR—NOEBEITSCENTEERT, COELRZHIRIDELEIETE
FtA, EEL, BAUVTITRIIREEVEDEZBRIZDCLZHEOHLET,

1. [AMP] > [ 2 TR - BB U E T,
2. [Action]| 20> 3V OEdt] (RETAI> )2V IV ILET,
BELWVWIOTIUREZBIRLET,
4. Threat Grid7 A N ZBHEMITT, FHMHlBLAR—NEEESELRY Y RRY U AMEEZE
BA95ICIE., [BES T (Associate)] P A EIIVY VLET,
FMICDOVWTIE, TFirepower Management Center Configuration Guide, Version 7.0 - Enabling
Access to Dynamic Analysis Results in the Public Clouds ZZRBL T EE W,

FUTLIZAOALY RTUY RTTSATADKEEIZ DLW TIE. Firepower Management
CenterdA>74F¥a2L—>3>H4A4 R, /]N\—23>7.0 - Dynamic Analysis On-Premises
Appliance(Cisco Threat Grid)ZS B L T EZ .,
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