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EZE5 EREHROER
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%6 : VSAEINSDAL—TFINA4 ADHIE
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B E R
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CHORFIXRNTIE, FPRIBOOT/NA AT T AR KMEEERED LUV ER TS HEICOVWTER
BALEY,

EE  CORFIXVNOBEE®E. VFAZOHBA AN —ILEREICOVWTHEAL TL
F9, cORFIXDNE, 1Y MR#(Return Material Authorization - RMA)F JIE (C (18
HAEhErEA

AR

=2

CORFIXVNIBEOEHREHY TR A

FERAITIAVR—FV BN

CORFIXRNDOBEHIE, ROVYTRIITEN—RIITON—2AVICETVTVET,
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. 6.0.1 ( EJL R1213 ) #3179 B Firepower Threat Defense(FTD)
.6.0.1.1 (EJL R 1023 ) 2#%1T7L TWS FireSIGHT Management Center #5% ( FMC )
ZARDOTT R ;1 KA.

CORFIXVNOERE. FEOFARELHZTNARACETVWTERENELEZ, COR
FIAXRNTEATEZINTOTNARR, B (F7FI)N ) REOREASEBELTVET
o BEBPORY ND—IUTR, FEOANVRIEL>TERID AN H2EEZ +O0EEL T
2EW,

HBRELA

-FID7 7247 > A%ZEBEL FPRI300TIE, Y R—KREhhTWBRIXNTON—>23> T
Y—SRAITARI) T REBRETEET,

N —BOTARARI T E62TEATNEL I,

cIAR—=RNFYRIVA8IE, OTARFHI > OELTERENET, SY—2RNIOTARU YT
NDFE., CDVUEYU S AREEICFirepower 9300/N\Y V7L — &2 ERALE T,

BBAVE—TIAARAZRE, A2DTF—RFA 2 FZ—T I AGYR—hEhFHA,

CEBAVRA—TIAAR, 9FJAZFAOINTOI_Y NMCEIYHTSsNFET,

RE
XY BMND—UR

SSP

FTD1 FTD2 FTD3
FTD_cluster

P05.201 Switch Fabric P05.210 [_\’
== 5 192.168.75.x (Trident) 192.168.76.x

W s P

ER1FTDIVZARICRERA 2 Z—T T4 ADER

RAVEH
VAR, BEAVE—TIMA, BROR—KRFIYRILTF—RARZ—TIAAZEXLEXT

o
Jy)i—->3:

ATV R=RFY¥RILTF—RAE—TIARAZEBRLET,



LWL R—T7 T4 AZERTBICIE. FPRI300 Chassis ManagerlcO7 1> L.
[Interfaces] 2 7 ICBBTHHENf SV E T,

[R—bhF+ZILOEBMZEBRL, KONFA—2ZEALTHLLWVR—KNFryRILA2—TT
A AZERLET,

Port Channel ID 5

Type Data

Enable Yes

Member ID Ethernet1/3, Ethernet 1/4

[OK]ZE#IRL, RICRTELDICKREEREFELET,

Add Port Channel ? %
Port Channel ID; 5 nabile

Type: Data v

Speed: 1gbps v

Available Interface Member ID

b Search | Ethernetl/3

| Ethernetl/2 || Exthernetl/4

Etherneti/3
Ethernetl/4
.| Ethernetl/s
| Ethernet1/6
™| Ethernetl/7
|| Ethernet1/8

Add Interface

| Ethernet2/1
| Ethernet2/2
.| Ethernet2/3
| Ethernet2/4
] Ethernet3/1
|_i| Ethernet3/2

OK Cancel

ATVT2 BEBAVA—T I AEERLET,

[Interfaces] R 7 TA > Z—7 T4 A%3&IR L., [Edit|Z2 ") ¥ U L T[Management Type]{ > X —



TIAARAERELERT,

OKIZZ7VYIL, RICRIRSICREZRELET,

Edit Interface - Ethernetl/1 T
M Ethernet]l/1 |tEn.1hl-|-
Type: megmi r
Spead 1ghps -
[+] 4 Cancel

ATYVT3: DZAREMI DAV B—T T4 RAZERLET,

HIZRT&KSIC. [Add Port Channel] RZX>& I Y OL, chsONFX—XZFEALTHL LY
R—KRFFYRILAEZ—TITARAZERKLET,

Port Channel ID 48
Type VSRR
Enable Yes

Member ID -



Add Port Channel T

Part Channel ID: | | 48 Enable
Type: Clusghmr w
Speed: 1gbps ks
Ayvailable [nterfacs Mamber D
Ethernetls2
Ethermetl/s

Eth&rmetl/G

Ethernetls?

Ethernetl/8

Etharnet2/1 fdd Inberface
Ethernetdsd
Etherneta/
Ethernetd 4
Etharmetdsl
Ethernetdy2
Ethernetd/3

Ethernetd/4

QK Cancel

E¥2:FTDYV T AR DER

BAVEHS

FIDVZARIZY hZHEKLET,

Jyi—->3a:

AT Y 7’ 1:[Logical Devices]Ic#& L. [Add Device] RX>&Z I UY I LET,

RDESIZFTIDOZ ARV T ZERLET,

Device Name FTD_cluster
Cisco Firepower Threat
Template
Defense
Image Version 6.0.1.1213
FINA AET—KR ITAR

TINARAZEMTBICE, RICRILSIC[OKZI Y ILERT,



Add Device 71X

Device Name: FTD_cluster

Template: Cisco Firepower Threat Defense V¥
Image Version: | 6.0.1.1213 i
Device Mode: Standalone @ Cluster

I. OK Cancel

ATYT2FTIDUV S AR ZREBLRVTEALET,
FTD7/NA A%ZYER T % &, [Provisioning- device_name]J 1 >~ RIICUZ AL IV REhET,
RICRTRSIC, FNAATAA 20 )Y OLTREZHBLET,

PR Logical Devices

Priawisasning -#-'ln_ﬂuu-r L] Lo
Clustered | Cisco Firepower Threst Defesse | 6.0.1.1213
Data Parts
(3L L HIF]
(LT FIE
rrv—y
rr—
LirgerailiB
Ctharretdil
e
[rerretdid
FTD - 8011313
e—r— L
Firrrratdi 4
Fe——
W
L Serusity Madale Applicesan [E— \ Heageeeat 17 pre— B R
It

HICRTKDIZ, FIDVTSARERE T 2 RDERETERLET,

VDZAREF— cisco
DIARBIIN—TFA FTD_cluster
Management Interface Ethernet1/1



Cisco Firepower Threat Defense - Configuration 7 X
|| Cluster Information | Settings Interface Information  Agreement

Security Module(SM)
Security Module-1,Security Module-2,Security Module-3

Interface Information

Cluster Key: -
Cluster Group Name: FTD cluster
Management Interface: Ethernet1/1 -

i Canoe

FIZRT&DIC, FTDD[Settings] 2 7 ZFREL £

Z2H&¥— cisco

Password Admin123

Firepower Management

Center O [P 10.62.148.73

Search domains cisco.com

Firewall Mode Routed

DNS Servers 173.38.200.100

Fully Qualified Hostname ksec-fprok-1-1-3.cisco.com

Eventing Interface L



Cisco Firepower Threat Defense - Configuration 7 X
Custer Information | Settings | Interface Information  Agreement

Registration Key: ETaT

Passwond: R

Firepower Management 10.62.148.73

Center [P:

Search domains: CIS00.C0m

Firewall Mode: Routed v
DNS Servers: 173.38.200. 100

Fully Qualified Hostname: |  ksec-fprok-1-1-3.cisco.com

Eventing Interface: Mone w
oK Cancel

RICRT&SIC, ChoNREEEALTFTIDA > 2—7 T AR 27 &
Address Type IPv4 @ dx
tF1VF4ED 1)1
Management IP 10.62.148.67
Network Mask 255.255.255.128
TF—KhoxTA 10.62.148.1
EX1UFAED 212
Management IP 10.62.148.68
Network Mask 255.255.255.128
TF—KkozxA 10.62.148.1
¥21UF4ED1-I)3
Management IP 10.62.148.69
Network Mask 255.255.255.128

T—hoxA 10.62.148.1

En s

A JE

LET,



Cisco Firepower Threat Defense - Configuration 7 X
Cluster Information  Settings | Interface Information | Agreement

Address Type: IPv4 anly o
Security Module 1

IPvd

Management IP: 10.62.148.67
Network Mask: 255 255,255,128
Gateway: 10.62.148.1
Security Module 2

[Py

Management 1P: 10.62, 148,68
Metwork Mask: 255.255,.255,128
Gateway: 10.62.148,1
Security Module 3

[Py

Management 1P: 10.62. 148,69
Nebtwork Mask: 255,255,255, 128
Gateway: 10.62.148,1

Ok Cancal

[Agreement] 2 7 M [Agreement]lcAEL, RICTRTRSIC[OKIZIUY ILET,



Cisco Firepower Threat Defense - Configuration * X
Cluster Information  Settings  Interface Information | Agreement

End User License Agreement

IMPORTANT: PLEASE READ THIS END USER LICENSE
AGREEMENT CAREFULLY. IT IS VERY IMPORTANT
THAT YOU CHECK THAT YOU ARE PURCHASING
CISCO SOFTWARE OR EQUIPMENT FROM AN
APPROVED SOURCE AND THAT YOU, OR THE ENTITY
YOU REPRESENT (COLLECTIVELY, THE
"CUSTOMER") HAVE BEEN REGISTERED AS THE END
USER FOR THE PURPOSES OF THIS CISCO END
USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAVE NO
LICENSE TO USE THE SOFTWARE AND THE LIMITED
WARRANTY IN THIS END USER LICENSE
AGREEMENT DOES NOT APPLY. ASSUMING YOU
HAVE PURCHASED FROM AN APPROVED SOURCE,
DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-S8UPPLIED SOFTWARE CONSTITUTES
ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, INC. OR ITS SUBSIDIARY
LICENSING THE SOFTWARE INSTEAD OF CISCO
SYSTEMS, INC, ("CISCO") IS WILLING TO LICENSE
THIS SOFTWARE TO YOU ONLY UPON THE
CONDITION THAT YOU PURCHASED THE SOF TWARE

FFA &R RPN S P P SR B T 0w

(2

ATYTIFIDANDTF—RA U RZ—T I A ADE)HT

[Data Ports] i ZERAL. FID ICEY HTBBA 2 EZ—TIA A&V OLET, ETLE
5, [Save]ZiBIRL T, RICRITKSICFIDIVT AR ZERLE T,

Ovarview Intarfaces Secwrty Modules  Platforrm Settings

Pravisioning - FTD_cluster E —
Clustered | Cisco Firepower Threat Defenss | 6.0.1.1213

FTD - §.0.1.1213
Ethersatl/1

Serurty Module 1.1,1

Py
L]

d  Secunty Modus 1 FTD [T EEFiL] 10.62 148 67 1062 148.1 Ermarmatif1

L
L
-

Chuater [nterfaces:  Port:channeldl
i Security Moduis T Fo [T EEEiL] LEEREC T 35 82 148.1 Erhaimat/f1
Chuster [rterfnoes Bort-channgll

d  gecurty Maduls 3 o 000213 V062 148.49 30.62.148.1 Baemetll

VZAZNERAEhBDEITHIBEESFHL. TORICIAZ-IZY FOBRATHOIET,



- RICRTKRSIC, FPRI300 GUIA 5,

Overview Interfaces WL ISIN=RIYILEY Security Modules  Platform Settings System  Tools Meip admin

& FAeest 2 Asd Deven
= FTD_chuster Clusteres Status: ok . F 3. =
Security Medule Application Version Management 1P Gartevary Management Port Status
= Secwirty Module 1 FTD 6.0.1.1213 10.52.148.57 10U62.148.1 Etrsrnat)1 [ e— L ]
Ports:
fus - in-cluster
Dista Inbesfaces Pt -channels ant [P : 10,82.148.67
prirmany
Cluster [nterfaces: Pavt-channel4s TR T a8 T
BZadotha- Sda0- 1 Tel-af 1 o-otdbil laat 1
< Secwity Module 2 FTD 6.0.1.1213 10.52.148.58 10062148 1 Etrsrnet)1 @ criine L]
Ports: Attribates:
i Th-CIiater
Data Interfaces Peri-channel5 1P : 10uB2. 14888
SRy
Cluster [nterfaces Past-channelaB Pt U 140, T
B2 1.3 P -Saal)- 1 1 - Fit-pdnbiddibe 1 0
4 Secwity Module 3 FTo E0.1.1213 10.63. 14860 10L62.148.1 Eifwrnetls1 @ criine L
Ports Attt
(TR
Data Inberfaces Powt -channal$ nk 1P {1000 VA0
SOy
Clustar Intarfaces: Past-channalan s TR AT 1407y
D BebACEON Saall 1t eb BAOD 05 A0

- FPR9300 CLIA* 5

FPROK- 1- A#
FPROK- 1- A# scope ssa
FPROK- 1- A /ssa # show app-instance

Appl i cation Nane Slot ID Admin State Qperational State Runni ng Version Startup
Version Cluster Qper State

ftd 1 Enabl ed Onli ne 6.0.1.1213 6.0.1.1213
In Cluster

ftd 2 Enabl ed Onli ne 6.0.1.1213 6.0.1.1213
In Cluster

ftd 3 Enabl ed Onli ne 6.0.1.1213 6.0.1.1213

In Cluster

. LINA(ASA)CLIA S

firepower# show cluster info
Cluster FTD cluster: On
Interface node: spanned
This is "unit-1-1" in state MASTER
1D 0

Ver si on
Seri al
CCL IP

No. :

9.6(1)
FLML9216KK6
127.2.1.1

CCL MAC 0015. ¢500. 016f
Last join : 21:51:03 CEST Aug 8 2016
Last leave: NA
O her nenbers in the cluster:
Unit "unit-1-3" in state SLAVE
1D 1
Ver si on 9.6(1)
Seri al FLML9206H7T
CCL IP 127.2.1.3
CCL MAC 0015. ¢500. 018f
Last join : 21:51:05 CEST Aug 8 2016
Last leave: NA
"unit-1-2" in state SLAVE

No. :

Uni t



1D 2

Ver si on 1 9.6(1)

Serial No.: FLML9206H71
CCL IP 00 127.2.1.2

CCL MAC : 0015. c500. 019f

Last join : 21:51:30 CEST Aug 8 2016
Last | eave: NA

firepower# cluster exec show cluster interface-mode
cluster interface-node spanned

unl t_l_3- R S O S O O S

cluster interface-node spanned

unl t_l_2- R S O S S S O S G S S O

cluster interface-node spanned
firepower#

firepower# cluster exec show cluster history

From St ate To State Reason

21:49: 25 CEST Aug 8 2016
DI SABLED Dl SABLED Di sabl ed at startup

21:50: 18 CEST Aug 8 2016
DI SABLED ELECTI ON Enabl ed from CL

21:51: 03 CEST Aug 8 2016
ELECTI ON MASTER_POST_CONFI G Enabl ed from CL

21:51: 03 CEST Aug 8 2016
MASTER_POST_CONFI G~ MASTER Mast er post config done and waiting for ntfy

unl t_l_3- R O S S S

From St ate To State Reason

21:49: 44 CEST Aug 8 2016
DI SABLED DI SABLED Di sabl ed at startup

21:50: 37 CEST Aug 8 2016
DI SABLED ELECTI ON Enabl ed from CL

21:50: 37 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage

21:50: 41 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage

21:50: 41 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:50: 46 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cluster control nessage

21:50: 46 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage



21:50: 51 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage

21:50: 51 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage

21:50: 56 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage

21:50: 56 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:51: 01 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cluster control nessage

21:51: 01 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:51: 04 CEST Aug 8 2016
ONCALL SLAVE_COLD Recei ved cl uster control nessage

21:51: 04 CEST Aug 8 2016
SLAVE_COLD SLAVE_APP_SYNC Client progression done

21:51: 05 CEST Aug 8 2016
SLAVE_APP_SYNC SLAVE_CONFI G Sl ave application configuration sync done

21:51: 17 CEST Aug 8 2016
SLAVE_CONFI G SLAVE_BULK_SYNC Configuration replication finished

21:51:29 CEST Aug 8 2016
SLAVE_BULK_SYNC SLAVE Configuration replication finished

unl t_l_2- R S O S

From State To State Reason

21:49: 24 CEST Aug 8 2016
DI SABLED Dl SABLED Di sabl ed at startup

21:50: 16 CEST Aug 8 2016
DI SABLED ELECTI ON Enabl ed from CLI

21:50: 17 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage

21:50: 21 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cluster control nessage

21:50: 21 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:50: 26 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cluster control nessage

21:50: 26 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:50: 31 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage



21:50: 31
ELECTI ON

21: 50: 36
ONCALL

21: 50: 36
ELECTI ON

21:50: 41
ONCALL

21:50: 41
ELECTI ON

21:50: 46
ONCALL

21:50: 46
ELECTI ON

21:50: 51
ONCALL

21:50: 51
ELECTI ON

21: 50: 56
ONCALL

21: 50: 56
ELECTI ON

21:51: 01
ONCALL

21:51: 01
ELECTI ON

21:51: 06
ONCALL

21:51: 06
ELECTI ON

21:51:12
ONCALL

21:51:12
ELECTI ON

21:51: 17
ONCALL

21:51: 17
ELECTI ON

21:51: 22
ONCALL

21:51: 22
ELECTI ON

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved cl uster control

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved cl uster control

Recei ved

Recei ved

Recei ved

Recei ved

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

message

message

message

message

message

message

message

message

message

message

message

message

nmessage

nmessage

nmessage

nmessage

message

nmessage

nmessage

nmessage

message



21:51: 27 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage

21:51: 27 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage

21:51:30 CEST Aug 8 2016
ONCALL SLAVE_COLD Recei ved cl uster control nessage

21:51:30 CEST Aug 8 2016
SLAVE_COLD SLAVE_APP_SYNC Client progression done

21:51:31 CEST Aug 8 2016
SLAVE_APP_SYNC SLAVE_CONFI G Sl ave application configuration sync done

21:51: 43 CEST Aug 8 2016
SLAVE_CONFI G SLAVE_BULK_SYNC Configuration replication finished

21:51: 55 CEST Aug 8 2016
SLAVE_BULK_SYNC SLAVE Configuration replication finished

firepower#

%3 FTDY T A X DFMCA\ DR

RAVEH

WETINA AZFMCIZIBINL, 9T ARICTIL—THLET,

Jyi—>3r

ATY T REFNARAZFMCICEBMLE T, FMCN—2 326 3&@HKIC, 12OFTDF/NA
éﬁg’;jéﬁa“éazxgﬁ“w)i? (NAR—ELTHE), &Y OFTDRIFMCICK > THEIKRE

FMCIZO% 4 > L. [Devices] > [Device Management] 2 7 IZ#E L, [Add Device]2 ') v o L
7,

RIZRENTVBRRET, RYOBET/NA AZEMLET,

ERERKRIDICEBBEI VY ILTLSEE,



Add Device T X

r
Host: 10.62.148.67

Display Name: FTD1

Registration Key: cisco

Group: None v
Access Control Policy: | FTD9300 i
smart Licensing

Malware:

Threat:

URL Filtering:

» Advanced

@ On version 5.4 devices or earlier, the licensing options will need to be

specified from licensing page.
| regser | conce

RICHEEZRLET,

o @ FTD_cluster
Cisen Firepower 8000 Series SM-36 Threat Defense Cluster

& FTDA{prirmary) - (i
[ 10.62.148.67 » Cisca Firepawer|S000 Series SM-36 Threat Defense - v6.0.1 - routed P50 FireRower 3000 Series SM-36 Thre Base, Threat, Malware, UAL Fiening D200

& FTo2 ¥ It
10.62.148.68 - Cisco Firspower 9000 Series SM-36 Threat Deforse - v6.0.1 - routed Cisen Firepower 9000 Seres SM-36 Thre Base, Threst, Mabsare, UAL Filtering FIDS300

& ro3 W T
10,62, 148,69 - Cisco Firepawer BO00 Series 5M-36 Threat Defonss - V.01 - routed  =ie0 Firepower §000 Series SM-36 Thre Base, Threat, Mabware, WAL Fitering DE3

EXE4FMCTOR—MNF YR TAB2—T7 T4 ADRE

BAVEH
R=RNFYZRILF—BAER—TIAADHTA UV E—TIA RAZRELET,
Jyi—->3:

AT Y 7T1.FMCOGUIT, [FTD_cluster Edit] KA &BRLU £7 .

[Interfaces] 2 7 ICBEL . RIZTRT &S IZ[Add Interfaces] > [Sub Interface]2 7)Y J L £ ¥,



Owerview Analysis F'oli-:ieﬁmﬂﬂjﬁil‘_-i AMP
[DoviceMansgement ] a7 Vot setigs

FTD_cluster O cancel

Cisco Pirapawar § Garked 544-36 Theaat Deferin

Cluster  Devices Routing NAT @ Inline Sets DHCP
=

Sesurity Zass Mac Address{Activa/Standby) 1P Adaress i —

ROFMEEALT, RO T A 2—TITA RAEZRELE T, [OKIZBRL T, ZEZEA
LXIT (RZSR) .

[# 81 (Name)] INSIDE

[General] &7

AVR—=TIARA R—KRF v XI5

Y742 2—-7T4AID 201

VLAN ID 201

[IPv4] 27

PR A7 AZTA4Y IIPOEHA

iISCSIR—Z )LD 192.168.75.10/24
Add Sub Interface ? X
Name: Inside Enabled
Security Zone: w
Description:

IPvé V6 Advanced
MTU: 1500 (64 - 9000}
Interface *: Port-channel5 v Enabled
Sub-Interface ID *: 201 (1 - 4294967295)
VLAN ID: 201 (1 - 4094)

OK Cancel




Add Sub Interface
Name: Inside
Security Zone:

Description:

General IPvE

Enabled

Advanced

IP Type:

IP Address:

Use Static IP w

192.168.75.10/24

eg. 1.1.1.1/255.255.255.228 or 1.1.1.1/25

oK

Cancel

ROFMEFEALT, 2BBOY T AV E2—T A AERELET,

[# BI(Name)]

[General] 27
A2—TIAA
T4 B2—TITA4RAID
VLAN ID

[IPv4]2 7

PRA 7

iISCSIZR—Z )LD

OUTSIDE

R—RMF v XI5
210
210

AZT14Y JIPOER

192.168.76.10/24

OKZOVYHOLT, Y74V B —T I A RAZERLET, [Save]2 V)Y VLT, RIZRT &
5 (Z[Deploy changes to the FTD_cluster]Z22 )Y J L& 9,

FREE -

EII_|




Overview Analysis Policies slST=0 Objects AMP

Device Management HAT VPN Platform Settings

FTD_cluster

Cisco Firepower 9000 Series SM-36 Threst Deferse

Cluster Dewices Routing NAT m Inline Sets  DMHCP

Lagical Mame Security Zoms Mac Addrews|Active/ Standby ) IF Address

EtherChannel

[q Pthernetifl dimgristic Physical

|l Pert-cha
& Port-cha

{E3E5. EXEH O

XAV EH -
FY7FvEERL, 20OVMBDELSEZEELE T,
vViai—>3aZ

ATVYVT1:IXNTDITARARIZY RN TEF Y T F v ZEHRLET,

YAZ—1ZY NOLINAASAICLICBEIL, REA >V RZ—TIA AEABAIVZ—T T4 ADF

Y7 FYRERLET,

firepower#

firepower# cluster exec capture capi interface inside match icmp any any
unl t_l_ 1(L(I:AL) R R R I I R I S R I R I R S I R R I R R I I S I I I I I S I 2 I R S

unl t_1_3- R R b S R R R S b S R R R ok O S SRR Rk Sk kb S b S R R R S o R R O

unl t_1_2- R R b R R R S b S S R ok R SRR Rk Ik b S S S SRRk S ok S R T

firepower#

firepower# cluster exec capture capo interface outside match icmp any any
unl t_l_ 1(L(I:AL) CEE R R I I I I I R I R I R S I R R I R R I I S I 2 I I I S I I kI S

unl t_1_3- R R b R R R S b S S R R ok O R R S ok R R S Sk kS R Rk I R T

unl t_1_2- ER R I O S S O S S S R I O S O
firepower#

FREE -

firepower# cluster exec show capture
unl t_l_ l(LCx:AL) EEE R R R R R R I R

capture capi type rawdata interface Inside [Capturing - O bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - O bytes]
match icnp any any

unl t_l_3- R b O kS S

capture capi type rawdata interface Inside [Capturing - O bytes]



match icnp any any
capture capo type rawdata interface Qutside [Capturing - 0O bytes]
match icnp any any

unl t_l_2- R S O S O O O

capture capi type rawdata interface Inside [Capturing - O bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - O bytes]
match icnp any any

firepower#

F JE2:VM1 A SVM2A DpingT A R ERFLE T,

ANTY NTTARZRTLET, TAMROF Y7 F v HOZHELET,

firepower# cluster exec show capture

Uﬂl t_l_ l( LCX:AL) EIE R R S R R I R S R R S

capture capi type rawdata interface Inside [Capturing - O bytes]
match icnp any any

capture capo type rawdata interface CQutside [Capturing - O bytes]
match icnmp any any

unl t_l_3- R R O b S kO Rk kS kR SRk O R R O

capture capi type rawdata interface |Inside [Capturing - 752 bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - 752 bytes]
match icnp any any

unl t_l_2- R R O bk O R O kS Rk I Rk I

capture capi type rawdata interface Inside [Capturing - O bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - O bytes]
match icnp any any

firepower#

BEQIZYNOF ¥ 7FyHOZHEITDICE, ROON RZRITLET,

firepower# cluster exec unit unit-1-3 show capture capi

8 packets captured

1: 12:58:36.162253 802.1Q vl an#201 PO 192.168.75.100 > 192.168. 76. 100: icnp: echo
request

2. 12:58:36.162955 802.1Q vl an#201 PO 192.168. 76. 100 > 192. 168. 75. 100: icnp: echo reply

3. 12:58:37.173834 802.1Q vl an#201 PO 192.168.75.100 > 192.168. 76. 100: icnp: echo
request

4. 12:58:37.174368 802.1Q vl an#201 PO 192. 168. 76. 100 > 192. 168. 75. 100: icnp: echo reply

5. 12:58:38.187642 802.1Q vl an#201 PO 192.168.75.100 > 192.168. 76. 100: icnp: echo
request

6: 12:58:38.188115 802.1Q vl an#201 PO 192.168. 76. 100 > 192. 168. 75. 100: icnp: echo reply

7. 12:58:39.201832 802.1Q vl an#201 PO 192.168.75.100 > 192.168. 76. 100: icnp: echo
request

8. 12:58:39. 202321 802.1Q vl an#201 PO 192. 168. 76. 100 > 192. 168. 75. 100: icnp: echo reply

8 packets shown
firepower# cluster exec unit unit-1-3 show capture capo

8 packets captured



1: 12:58:36. 162543 802.1Q vl an#210 PO 192. 168. 75. 100 > 192. 168. 76. 100
request

2: 12:58:36.162894 802.1Q vl an#210 PO 192. 168. 76. 100 > 192. 168. 75. 100

3: 12:58:37.174002 802.1Q vl an#210 PO 192. 168. 75. 100 > 192. 168. 76. 100
request

4: 12:58:37.174307 802.1Q vl an#210 PO 192. 168. 76. 100 > 192. 168. 75. 100

5: 12:58:38.187764 802.1Q vl an#210 PO 192. 168. 75. 100 > 192. 168. 76. 100
request

6: 12:58:38.188085 802.1Q vl an#210 PO 192. 168. 76. 100 > 192. 168. 75. 100

7: 12:58:39.201954 802.1Q vl an#210 PO 192. 168. 75. 100 > 192. 168. 76. 100
request

8: 12:58:39.202290 802.1Q vl an#210 PO 192. 168. 76. 100 > 192. 168. 75. 100

8 packets shown
firepower#

COEENZRTLES, ROOIXV RTEYTF ¥ ZHIRLE T,

firepower# cluster exec no capture capi
unl t_l_ 1( L(IAL) R S kS Sk S S S kR S S I I R I R R I I S I I S I R S I S S I S S

uni t_l_ 3- ERE R I I I R I I I I I S I I I I I I S I S b I S b I S I I S S I b I I I I S I I I I I
uni t_l_ 2- EE R I b I R I I I I S I I I I I I I I S b I S b R S I I I S b I I I b I I O I
firepower# cluster exec no capture capo

unl t_l_ 1( L(IAL) R IR R S I I S b S S S I S b I I S S R R I R R S I R S I S S R S S S

uni t_1_3- ER R O O ok S S O O S S O I O O O

uni t_1_2- ER R O O kS S O R o S O I O

ATYTIVM2ASVMIIC 7 74N ZZ D O—RLET,

i cnp:

i cnp:
i cnp:

i cnp:
i cnp:

i cnp:
i cnp:

i cnp:

echo

echo
echo

echo
echo

echo
echo

echo

reply

reply

reply

reply

VM1EFTPH —/Ne U THERIREE N, VM2EFTPUVZA 7 MELTHEHIBREENEL I,

ROABRTHLLWFY T F v ZERLET,

firepower# cluster exec capture capi interface inside match ip host 192.168.75.100 host

192.168.76.100

unl t_l_ 1( LG:AL) Rk I b R b O R SRRk R b Sk kb R SR O b Sk b b O b o O R

unl t_1_3- R R I bk S R R R Rk kO bk O R R Rk Ik b O R Rk I b ok kb

unl t_1_2- R R I b b Sk R R R Rk kO R R Rk R R R kR Rk kO b

firepower# cluster exec capture capo interface outside match ip host 192.168.775.100 host

192.168.76.100

unl t_l_ 1( LG:AL) Rk I b b O R Rk Rk kS kb R R O b Sk O b R R

unl t_1_3- R R I b b S R R R Rk kO b kR R Rk kR R kR kR b

unl t_1_2- R R I bk kR R R Rk kO kR R Rk kS S SRRk S O

FTIPOZATRNEERALT, VM2ASVMIZ 7 7AILZEZX D2 O0—RLET,



showconnOHE L EFIYVILET,

firepower# cluster exec show conn all

Unl t_l_ 1( L(I;A\L) EE IR R R I I S R R Rk I R R S I I I I R R I R R S R R S I S S R R S S I R Sk S 2
20 in use, 21 nost used

Cluster:

fwd connections: 0 in use, 2 nobst used

dir connections: 0 in use, 52 nost used

centralized connections: 0 in use, 6 nost used

TCP Outside 192.168.76.100:49175 Inside 192.168.75.100:21, idle 0:00:32, bytes 665, flags
UIOeN

UDP cluster 255.255.255.255:49495 NP Identity Ifc 127.2.1.1:49495, idle 0:00:00, bytes
17858058, flags -

TCP cluster 127.2.1.3:10844 NP ldentity Ifc 127.2.1.1:38296, idle 0:00:33, bytes 5496, flags
U

TCP cluster 127.2.1.3:59588 NP ldentity Ifc 127.2.1.1:10850, idle 0:00:33, bytes 132, flags UO

unl t_1_3- R R b R R S Rk e b ok S R R S ok S S S S IR R Sk e b ok S R R

12 in use, 16 nobst used

Cluster:

fwd connections: 0 in use, 4 nost used

dir connections: 1 in use, 10 nost used
centralized connections: 0 in use, 0O nost used

TCP Outside 192.168.76.100:49175 Inside 192.168.75.100:21, idle 0:00:34, bytes 0, flags vy
TCP cluster 127.2.1.1:10851 NP ldentity Ifc 127.2.1.3:48493, idle 0:00:52, bytes 224, flags U

TCP cluster 127.2.1.1:64070 NP ldentity Ifc 127.2.1.3:10847, idle 0:00:11, bytes 806, flags UO

unl t_1_2- R R b R R S S R e e b ok R IR R S ok S b S S IR R Sk e b ok S R O R

12 in use, 15 nobst used

Cluster:

fwd connections: 0 in use, 2 nobst used

dir connections: 0 in use, 3 nbst used
centralized connections: 0 in use, O nost used

TCP cluster 127.2.1.1:10851 NP ldentity Ifc 127.2.1.2:64136, idle 0:00:53, bytes 224, flags U

TCP cluster 127.2.1.1:15859 NP ldentity Ifc 127.2.1.2:10847, idle 0:00:11, bytes 807, flags UO
Show capture® i 17 :

firepower# cluster exec show cap
unl t_l_ l( LCX:AL) B R R R I R R R S R I O T

capture capi type rawdata interface Inside [Buffer Full - 523954 byt es]
match ip host 192.168.75.100 host 192.168. 76. 100
capture capo type rawdata interface Qutside [Buffer Full - 524028 bytes]

match i p host 192.168.75.100 host 192.168. 76. 100

unl t_l_3- R IR O bk S R O R R Sk R R R Rk O

capture capi type rawdata interface Inside [Buffer Full - 524062 byt es]
match ip host 192.168.75.100 host 192.168. 76. 100
capture capo type rawdata interface Qutside [Buffer Full - 524228 bytes]

match i p host 192.168.75.100 host 192.168. 76. 100



unl t_l_2- R S S S

capture capi type rawdata interface Inside [Capturing - O bytes]
match i p host 192.168.75. 100 host 192.168. 76. 100

capture capo type rawdata interface Qutside [Capturing - 0O bytes]
match i p host 192.168.75. 100 host 192.168. 76. 100

Chassis Manager UI» SD OIS ARF ¥ 7F ¥

RORTRE, 220KR—KF ¥R (88 KTV48) ZHAIFPRI300LM3IZY hU T AR 21k
WCTEET, RETF/NAARKASATTY, FIDOFZEREREAUBMZICBYNET, EEZREF. 77
ABIAZY RNEBIBYVETHN, FYTFYOBERNSRRE, METNAARK1DLLHYEE
Ao

Overview Interfaces QIGLITCIREWTLEN Security Modules Platform Settings System Tools Help admin

& Refresh | &) Add Device

Logical Device List

- ASA Clustered Status:ok &

* o u f| e
Security Module Application Version Management IP Y t Port Status
= Security Module 1 ASA 9.6.2.7 0.0.0.0 0.0.0.0 Ethernetl/1 @ anline {_:EE ) ..t
Ports: Attributes:

Cluster Operational Status: in-cluster
Management IP VIRTUAL : 10.111.8.206

Data Interfaces: Port-channels
Cluster Role : master
Cluster Interfaces: Port-channel4s Management URL https://10.111.8.206/
Management 1P :10.111.8.193
3 Security Module 2 ASA 9.6.2.7 0.0.0.0 0.0.0.0 Ethernetl/1 @ online (3 L) ‘t
Ports: Attributes:
Cluster Operational Status: in-cluster
Management IP VIRTUAL : 10.111.8.
Data Interfaces: Port-channelg anagement 1RTU 0 8.206
Cluster Role : slave
Cluster Interfaces: port-channel4g Management URL  hitps://10.111.8.206/
Management 1P :10.111.8.189
F security Module 3 ASA 2.55.2.7 0.0.0.0 0.0.0.0 Ethernet1/1 @ cniine &N,
Ports: Attributes:
Cluster Operational Status @ in-cluster
Management IP VIRTUAL : 10.111.8.206
Data Interfaces: port-channels
Cluster Role slave
Cluster Interfaces: Port-channel43 Management URL hitps://10.111.8.208/

Management IP - 10.111.8.190



Overview Interfaces Logical Devices Security Modules Platform Settings Help admin

Packet Capture

Save and Run Save || Cancel

ASA Session Name* ARP

Selected Interfaces ~ Ethernetl/s

Ethernet1/1 |
) Buffer Size 256 MB bl
Ethernet1/8 |
(Portchannel48) | Snap length: 1518 Bytes

Fthernet1/7 | Store Packats | overwiite  [[JEFERRIE
_J

(Portchannel48)

Ethernetl/6 |
( |
(Portchannel48) —2-J Capture Filter Apply Filter Capture All
St | -
(Portchannel48) ] ASA
Ethernetl/9, Ethernetl/10, Ethernetl/11,
Ethernet1/4 1 Ethernetl/12, Ethernet1/13, Ethernetl/14

(Portchannelag) )|

Ethernetl/3 |
(Portchannelas) ]

Ethernet1/2 |
(Portchannel48) ]

Etharnet2/2 |
(Portchannelg) )|

Ethernet2/1 |
(Portchannel8) ]

E¥%6 : VSARDSDAL—T 7L ADHEIR
BAVEHS

FMCIZAJ AL, 95ARASAL—T7IZY NEHIRLE T,
Jyyi-—->3r .

ATYZ1:FMCICOY 14 > L. [Device] > [Device Management]icBE L £ 7,

RICRTEDIC, AL—T7I1ZYNOBICHBIHET7AA2IOVYOLET,

B FTD_cluster
Cisen Firepower 3000 Series 5M-36 Threat Defense Cluster - a

&) FTDA{prirmary) - " " m
10.62.148.67 » Cisca Firepawer S000 Series SM-36 Threat Defense - v6.0.1 - routed P50 FireRcwer 3000 Series SM-36 Thre Base, Threat, Malware, URL Fiening D200

& rro2 \

- o T
10.62. 148,68 - Cisco Firapower 9000 Series 5M-36 Threst Deforsa - v6.0.1 - rowt Cisco Firepower 9000 Series SM-36 Thre Base, Threst, Mabware, UL Filtering Laf ek i) D
9 Cisco Firepower B000 Serios 5M-16 Thre Base, Threst, Mabsare, UL Filtering [l vy b ]

10.62.148.69 - Cisco Firepower 2000 Series SM-36 Threat Deferse - v6.0.1 - routed ! B ]

BEEIA 2 RIUNRTENTT, RICRIKRSIC, [Yes]ZERL THREL KT,

Confirm Delete

] Device “FTD2" will be deleted from
‘-!',-“I Cluster “FTD_cluster” in Firepower
Management Center but will be
avallable in Firepower Security Appllance.
Do you want to continue?

Yeu Ha




FREE :

-RICRTRSIE, FMCASREITLET,

‘B FTD_cluster
o Clgcn Firgpowar 9000 Sarias SM-36 Thraat Defense Ouster

FTDA [ prirmany )
10,82 148,87 - Cscolfirepower 9000 Serles S44-36 Threat Defense - vi.0.1 - routed

Froa
10,62.148.69 - Cscolfirepower 9000 Senes SH-36 Thneat Defense - v6.0.1 - routed

Firepower 9000 Senes

Cisco Firepower 9000 Series 5M-36 Thre Base, Thread, Malware, URL Filter

Si4.36 Thre Base, Threat, Malware, LEL 7

- FXOS CLIA 5,

FPROK- 1- A# scope ssa

FPROK- 1- A / ssa # show app-instance
Application Nane Slot ID Adm n State
Version Cluster Qper State

ftd 1 Enabl ed
In Custer
ftd 2 Enabl ed
In Custer
ftd 3 Enabl ed
In Custer

. LINA(ASA)CLIA S,

firepower# show cluster info
Cluster FTD cluster: On
Interface node: spanned
This is "unit-1-1" in state MASTER

ID 0

Ver si on 1 9.6(1)

Serial No.: FLML9216KK6
CcL IP 10 127.2.1.1

CCL MAC : 0015. c500. 016f

Last join : 21:51:03 CEST Aug 8 2016
Last |leave: NA
O her nenbers in the cluster:
Unit "unit-1-3" in state SLAVE

I D 1

Ver si on 1 9.6(1)

Serial No.: FLML9206H7T
CCcL IP 1 127.2.1.3

CCL MAC : 0015.c500. 018f

Last join : 21:51:05 CEST Aug 8 2016
Last | eave: NA
Unit "unit-1-2" in state SLAVE

I D 2

Ver si on 1 9.6(1)

Serial No.: FLML9206H71
CCcL IP 10 127.2.1.2

CCL MAC : 0015. c¢500. 019f

Last join : 21:51:30 CEST Aug 8 2016
Last |eave: NA
firepower#

Qperational State
Online
Online

Ol ine

Runni ng Versi on Startup

6.0.1.1213

6.0.1.1213

6.0.1.1213

6.0.1.1213

6.0.1.1213

6.0.1.1213

¥ 1 TINA RRFMCH S BRIERE hEL A, FPRII0DITAZXA Y N—DEETT

o
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 ROBFRIZHY)E T,
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-
roadmap.html#id 47280 IC7 VAL TLEE L,

- FXOS Chassis Manager& K OCLIA> 74 F1L—>3 2 HA ROITXTON—2 3V,
RXOBRRICHY)ET,
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfld-
121950

. Cisco Global Technical Assistance Center(TAC)Tlk, cOEZ1TF7I)IHA RZFERAL T,
Cisco Firepower Xttt F 1 UF 470 /O —ICBITHFMEERBHNEBEBD & &<
HRELTVET, COHARIZE., RORBHIEENET,

http://www.ciscopress.com/title/9781587144806 [Cc 7 VAL TS & L\,

. FirepowerT 7 /O —ICEET R IRNTCOREB L NS TN 1 —F1 2 00FT0=AH)
/=B
https://www.cisco.com/c/en/us/support/security/defense-center/tsd-products-support-series-
home.html IC7 VAL TLEE LY,

cTOZ_AI YR—BE RF I XN —Cisco Systems
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