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CORFIXVNOERE, REDFRARELCHAZITNARACETVWTERENELZ, DR



FIAXRNTEATEIINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T XEBPORY RD—UTR, BANVRICK D TRCDAREMNHIEHEE TIHIEL T
<EZEW,

BRHH

T7I=NLNF—N—DOANLAEZZIVTOHE :

FIDF/NA Ak, £12Y hOLBHBREME S X—T I A ADREMEERLET,
FTDE, 1Y ROALREZRUSTEAVR—TIARAEZRUVYICETVTEIT
OREEHBTHLHICTANERITLET, HAKT ORI Y NOREEHHTEF AN &
BTBE, 7I—LA—N—DARYRFRUH—ENET,

TJI=—)NFA—N—"AT—ZRFAXYt—2

FERB -7 T —IA—N—8BLOF—RI > O0F T

FIDHATA >V Z—TJ IAARFTZRZIINERMCBE>TVEREVEE, T—RUIOBEDRE
AVE=TIARAICHTIANATZZTANETENBEVED, 7I—ILF=—N—aAR>
RERDUH—=hEzHA,

COREB, F—RIVIVBEOTZ—RNERLTVWETY, 7I—ILAFA—N—-TFZ—KE KU
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Analysis Policies Devices Objects Integration Depley Q, ﬁo i+ @ adminv ol
lormal (2) Deployment Pending (1) @ Upgrade (0) @ Interface Status - 10.82.141.171 -4

Interface "Ethemet/3’ 15 not recehing any packets
Interface ‘Ethemet1/3" has no link

Mode Version Chassis Licenses Actess Control Policy Aute RollBack

Firepower 9300 with FTD 7.25 [ et Rl M4 Essentials, IPS (2 more...)

Firepower 9300 with FTD 7.25 = odm :['s: i Essentials, IPS (2 more...)

T—BIVDREBEAT—RAZHERIZICE. ROOXY RZEALET,

o sowfilover —BI1_Y NBLRFA UV ER—TIAADTI—=)INFA—N—AT—RAICBET S5
HERRLET,



Monitored Interfaces 1 of 1291 maximum

This host: Primary - Active

Active time: 3998 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.1): Normal (Waiting)

Interface INSIDE (172.16.10.1): No Link (Not-Monitored)
Interface OUTSIDE (192.168.20.1): Normal (Waiting)

Interface diagnostic (0.0.0.0): Normal (Not-Monitored)

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.2): Normal (Waiting)

Interface INSIDE (172.16.10.2): Normal (Waiting)

Interface OUTSIDE (192.168.20.2): Normal (Waiting)

Interface diagnostic (0.0.0.0): Normal (Not-Monitored)

AR =T I A4 ADREN "Waitings DFE, A1V EF—TIAARTY TRETHDIICEN DD
59, E7IZYRNORBTDAE—TIA AL S5EFhello/NTY REZELTVAEVWZ EE
BERLET,

—7%. TNo Link (Not-Monitored)s & WV SREIE, 1V X—TIAAOYBIVIONFXILT
WBA, 7ZT—LA—-N—7OCACE 2 TEIRZETNATVEVEEZEKRLET,

FLEZETDLHIC, MISTEIAZUNAIPTRLAZEDINTOREA > Z—T I A ATA
VE=—TIAANNAEZ R ZBMCTRD L 2B<BEHLET,

AVE=—TIARAFTZR) T 2B T BIZIE. Device > Device Management > High Availability > Monitored

Interfaces.

RORIZ, TMonitored Interfacess X 7R RLET,

Monitored Interfaces

L ~ ~

FZEARKRDA 2V EZ—TIARERZNAIPPRLAODAT—RAZERITSICIE. XAOIX
v REEFTLET,
o sowfalover — BI1ZY RBKRFA U EA—TIA AN T I—=IF—N—AT—RAI_ET 15
HERTLULET,

Monitored Interfaces 3 of 1291 maximum

This host: Primary - Active
Active time: 3998 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)



Interface DMZ (192.168.10.1): Normal (Monitored)
Interface INSIDE (172.16.10.1): No Link (Monitored)
Interface OUTSIDE (192.168.20.1): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.2): Normal (Monitored)

Interface INSIDE (172.16.10.2): Normal (Monitored)

Interface OUTSIDE (192.168.20.2): Normal (Monitored)

Interface diagnostic (0.0.0.0): Normal (Waiting)

FAB - A R—TIAADANILATIS—

EZIARRDODAE—TIAATIZY N5 @helloX Yy -2 ZZEFEET. 12012y b
TAVER—TIAARATARNFRELTE, £€531201Z2Y NTRREELTVSRIFE, TOAUX
—T7IAAREENRELIZEHRBENET,

BEEARELEAEZ—T I/ AOKICHLTERLELEVEZFELZL, 7974712V N
DAVE—TIAADBEBN AZNADZY MDAV E—T T4 ABLYZVEEE, 7T
—LF=—N—HDRELET,

A2 —TIALALE U{IE’EEE?% (2 (. Devices> Device Management > High Availability > Failover Trigger
Criteria.

RORE, AVF—TIAAOBRERICEREND T —NZ2RLET,

Analysis Policies Devices Objects Integration Deploy Q “0 £+ @ admin~+ o

MNormal (2) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2) A Cluster/Failover Status - 10.82.141.169 >
i1346BCEX)
STANDEY_FAILED (Interface

Y (Interface check)
s %)
FAILOVER _STATE_ACTIVE (Other unit wants me

@ Interface Status - 10.82.141.171 X
nterface "Ethermet 1/4' has no link

A Cluster/Failover Status - 10.82.141.171 X
SECONDARY (FL BCEX)

Firepower 9300 with FTD 7.2.5 B soc J“.t':; Module - 4 " Essentials, IPS (2 more...)

Firepower 9300 with FTD 7.285 Essentials, IPS (2 more...)

= Secur ity Module - 1

USRIV LEBEDT I—AA—/N\— ARV~
AMOERZHFEIZICE, ROOVY RZFEALRT,

o showfaloverstate — CND AN RTIE, MAOIZY N7 I—=I)A—/N\—REE, 7I1—)LF
—N—NEBRHELTRRBICHBRESNEEDHNRRIENET,



<#root>
firepower#

show failover state

This host - Primary

Active Ifc Failure 19:14:54 UTC Sep 26 2023
Other host - Secondary
Failed Ifc Failure 19:31:35 UTC Sep 26 2023

OUTSIDE: No Link

o showfalover hisory — 7 T =)L A —N—BEBEZRRLET, 7I—ILF—-N—EBEICE, BED
J7I—NA—N—"REOEFELRELEENEHNRTENET,

<#root>
firepower#

show fail over history

From State To State Reason

19:31:35 UTC Sep 26 2023

Active Failed Interface check
This host:1
single_vf: OUTSIDE
Other host:0

ERB -7 1 ATERARNFL

FOTATIZY ROTF A AVEEN0 B EEAET ATV BER, 7T —LF—/N—1R>
NFRUH—&EhET,

RORE, AR V2EVIEB2LEEEICERETNDTZ—RME2RLTVET,



Analysis Policies Devices Objects Integration
} Normal (2) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2)
Model Viersion Chassis Licenses
Firepower 9300 with FTD 7.2.5 B &M__" ;.'.':MD!(JI.:lu- il ] L M4 pecantials, IPS (2 more...)
Firepower 9300 with FTD 7.25 = S.l.‘t.:dr-l',; l‘,'lud‘-_lu ol 1' Essentials, IPS (2 more...)

FAAVERICED 7T A—/N—

KBOEBHZBEITDICE., XOON REFERHLET,

Aceess Contre

Deploy

QA @ % @adminv Uk s

A Cluster/Failover Status - 10.82.141.169 X
PRIMARY (FLM19383LOR)
FAILOVER_STATE_STANDEY (Check peer event
for r
SECONDARY (FLM13468CEX)
FAILOVER_STATE_ACTIVE (Inspection engine in
other unit has failed{My failed services-. Peer
failed sarvices-diskstatus))

A Cluster/Failover Status - 10.82.141.171 X
PRIMARY (FLM19389LOR)
FAILOVER_STATE_STANDEY (Other unit wants me
Star
PRIMARY (FLM13383LOR)
FAILOVER_STATE_STANDEY_FAILED (Detect
Inspection engine failure(My falled services
diskstatus. Peer failed sendices-))

© Disk Usage - 10.82.141.171 X

ingfw using 9B%: 186G (4.8G Avail) of 191G

 showfaloverhisoy — 7 T—)LA—N—BEZRRLET, 7I—ILA—N—FEEICE. BEO

7I—LFA-—N—"REOEEELTOEHANIRRENET,

<#root>
firepower#

show fail over history

From State To State

Reason

20:17:11 UTC Sep 26 2023

Active Standby Ready
20:17:11 UTC Sep 26 2023. Standby Ready
Active

Other unit wants me Standby

Inspection engine in other unit ha

Failed Detect Inspection engine fa

due to disk failure

o sowfalover —EFI1ZYRDTI—=)A—N—"AT—RAICEITHEHRERRLET,

<#root>
firepower#

show failover | include host|disk

This host: Primary - Failed

slot 2: diskstatus rev (1.0) status (down)
Other host: Secondary - Active

slot 2: diskstatus rev (1.0) status (up)




cdf-h —NTRENTVRIINTDTI7AI)N: SATALICETRREHREZERRLET, COIF
BICK, G4 X, EABEE, FAR, YI2h RAVRIBEENET,

<#root>
admin@firepower:/ngfw/Volume/home$

df -h /ngfw

Filesystem Size Used Avail Use% Mounted on
/dev/sda6 191G 186G 4.8G 98% /ngfw

fE A - Lina Traceback

BERNL—ANY IDFE. 7I—ILF—N—ARV RNV H—EhDAEEN BV XTI,

ROEIE., linatraceback DB HICERENDTS5—RERLTVET,

Analysis Policies Devices Objects Integration Deploy

lormal (2) Deployment Pending (0) ® Upgrade (0)
Model Version Ghassls Uicenses Access Gontral
Firgpower 9300 with FTD 7.25 Bl Security Moduie - 1 Essentials, IPS (2 more...)
Firepawer 9300 with FTR 7.25 B 5|-|-|.-ri".-,- Module - 1 i i Essentials, IPS (2 more...)

lina tracebackic &7 T —)L A —/\—

AMOERZHEIBICE, ROV RZFEALET,

o showfaloverhigoy — 7 T —)LA—N—BEZXRLET., 7I—I)A—

7I—A—N—"REOEEELZTOEANFRTENET,

<#root>
firepower#

show fail over history

A @ & @admnv U

A\ Cluster/Failover Status - 10.82.141.171 X

PRIMARY (FLM19385L0R)
FAILOVER_STATE_ACTIVE (HELLO not heard from
pear)

© Interface Status - 10.82.141.171 X

metl) 1" is not receiving any patkats

Imerface "E
Int

ny packets
i any patkets

© Appliance Heartbeat - F241.24.04- >

FMC4600
Appliance 10.82.141.169 is not sending
heanbests

A Process Status - 10.82.141.169 x

lina exited 2 time(s)

N—BEIZE, BED

From State To State Reason

8:36:02 UTC Sep 27 2023




Standby Ready Just Active HELLO not
(failover

18:36:02 UTC Sep 27 2023

Just Active Active Drain HELLO not
(failover

18:36:02 UTC Sep 27 2023
Active Drain Active Applying Config HELLO not
(failover

18:36:02 UTC Sep 27 2023
Active Applying Config Active Config Applied HELLO not
(failover

18:36:02 UTC Sep 27 2023
Active Config Applied Active HELLO not
(failover

heard from peer
Tink up, no response from

heard from peer

Tink up, no response from

heard from peer
Tink up, no response from

heard from peer
Tink up, no response from

heard from peer
Tink up, no response from

lina traceback® B &, XOIN REFEHALTIAT 774 2BRELET,

<#root>
root@firepower:/opt/cisco/csp/applications#

cd /var/datalcores

root@firepower:/var/data/cores#

Is -1

total 29016

-rw------- 1 root root 29656250 Sep 27 18:40 core.lina.11.13995.1695839747.9z

lina traceback® B &, NSNS 1—F142 07740 2REL, OT7 774N ETY AKR—

RLT. CiscoTACICE{ETRD L EZB<BEOHLET,

ERABI - Snort4 > A2 ADFLE

TOT471ZY NOSnortA VAR AD50 %A ENFRTT LIEEBRERE.

NUH—EhFT,
XDOBEF, SnontAF RBMULEBEICERENDTZ—RERLTVET,

7IT=ILFA-N=K

pee

pee

pee

pee

pee



Analysis Policies Devices Objects Integration
—
dormal (0) Deployment Pending (0) ® Upgrade (D) ® Snort 3 (2)
Model Version Chassls
. . e F2471-24-04-FPRIK-1.cisco.com:4
Firepower 3300 with FTD 7.25 H Security Module - 1

Firepower 9300 with FTD 7.25

snothL—ANY JICKBD T T—)LFA—/\—

ROBNT, BEORRZHIETSICIE,

Bl secu rity Modiule - 1

FPRIK-2.cisc0.60

Licenses

M4 Essentials, IPS (2 mare...)

Essentials, IPS (2 more...)

Access Contr

Deploy Q @ ## @ admin~» &b s;

Dismiss all notifications

A Cluster/Failover Status - 10.82.141.169
SECOMNDARY (FLM1S46BCEX)
FAILOVER_STATE_STANDBEY (Other unit wanis me
Standby)

SECOMNDARY (FLM1946BCEX)
FAILOVER_STATE_STANDEY_FAILED (Detect
Inspaction engine fallure{My failed services-snort.
Peer failed services-)

@ Process Status - 10.82.141.169 s
The Primary Detection Engine process terminated
unexpectedly 1 time(s),

ROIX RZEFEALET,

* showfaloverhisory — 7 T =)L A —N—BEBZRRLET, 7I—ILA-N—BEICE, BED
7I-I)NA-N—"REOEELTOEHNRTENET,

<#root>
firepower#

show fail over history

From State

To State

Reason

21:22:03 UTC Sep 26 2023

Standby Ready

21:22:03 UTC Sep 26 2023

21:22:03 UTC Sep 26 2023

21:22:03 UTC Sep 26 2023

Just Active

Just Active

Active Drain

Active

Inspection engine in other unit has failed

due to

Active
due to

Active
due to

snort failure

Drain Inspection engine in other unit
snort failure

Applying Config Inspection engine in o
short failure

Applying Config Active Config Applied Inspect

due to

snort failure

o sowfalover — 1Y RO T I—=)INFA—N—"AT—RAICHATHEHREZEXRTLET,

<ffroot>

firepower#



show fail over | include host|snort

This host: Secondart - Active

slot 1: snort rev (1.0) status (up)
Other host: Primary - Failed

slot 1: snort rev (1.0) status (down)
Firepower-modulel#

Snort traceback®FZE k., XOIAX > REMFHAL Terashinfo7 7AINELF AT 774N 2RER
LET,

<tfroot>

For snort3:
root@firepower#

cd / ngfw var /| og/crashinfo/

root@firepower:/ngfw/var/lTog/crashinfo#

Is -1

total 4
-rw-r--r-- 1 root root 1052 Sep 27 17:37 snort3-crashinfo.1695836265.851283

For snort2:
root@firepower#

cd/ var/ dat a/ cores

root@firepower:/var/data/cores#
Is -a

total 256912
-rw-r--r-- 1 root root 46087443 Apr 9 13:04 core.snort.24638.1586437471.9z

SnotRL—ANY I DBEE. NSTIN2a1—F420774)0N%2 &L, A7 774N %E2TY
AR—KL T, Cisco TACIEHKTD &< HESHLFT,

ERB - N—RIOITRLEFEBROESE

FTD7 /XA A, helloXy t—J#ERALTT7 I—ILA—N—-UVIZERTBH T, HFMA
AZy hOReEMZHLET, IZY R 7 I—-LA—-N—-U2 I TIEEHL TheloX Y
—TEZEET. EZANKDAVE—T I/ ATTANRKRLEBAR, 7T—)LA—/N—
ARV RNIA—EhD ARSI ET,

RORIZ, BREENFr RELEBECERENDTZ—RERLET,



Analysis Palicies Devices Objects Integration Deploy Q (P ¥ @ adminw el o

—
sriiiss all nofifcations
Normal (2) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2) © Interface Status - 10.82.141.171 X
Interface "Ethernet1/1" has no link
Interface "Ethernet1/2" has no link
Maodel Version Chassis Licenses Access Cqr -
A Cluster/Failover Status - 10.82.141.171 X
CLUSTER_STATE_GENERAL_FAILURE (Fallover
Stateful link down)
CLUSTER_STATE_GENERAL_FAILURE (Failover
LAN link down)
PRIMARY (FLM19389LQR)
FAILOVER_STATE_ACTIVE (HELLO not heard fram
peer)
Firepower 9300 with FTD 7.25 =] .’Q[unwm’dule : " Essentials, IPS (2 more...)
Firepower 9300 with FTD 7.25 B Socirity Module < 1 Essentials, IPS (2 more...)

BREEENES 71— LF—/N—
ROBEMNT, BEORRZBRIZICE. XOOAXY REFEALET,

* showfaloverhisoy — 7 T— )L A—N—BRBZRRLET, 7I—)ILFA-—N—BEICE. BED
J7I—ILA—N—"REOZEEELEFTODEANKRRENET,

<#root>
firepower#

show failover history

From State To State Reason

22:14:42 UTC Sep 26 2023

Standby Ready Just Active HELLO not heard from peer
(failover 1ink down)

22:14:42 UTC Sep 26 2023

Just Active Active Drain HELLO not heard from peer
(failover 1ink down

22:14:42 UTC Sep 26 2023

Active Drain Active Applying Config HELLO not heard from peer
(failover 1ink down

22:14:42 UTC Sep 26 2023

Active Applying Config Active Config Applied HELLO not heard from peer
(failover 1ink down)

22:14:42 UTC Sep 26 2023

Active Config Applied Active HELLO not heard from peer
(failover 1ink down)

o showfaloverstate — cND AN RTIE, MAOIZY NOT7 I —)LA—=/N—REE, 7I—)LF
—N—DEBRHELTREBICHRESNEEDNRRIENET,



<#root>
firepower#

show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Failed Comm Failure 22:14:42 UTC Sep 26 2023

EAHI — MIO-HearbeatlEE ( /N\—RIJIT7TFNA1R)

T7VT—>32A4 A2 AG, EHNIEN—RNE—RZA-N—NIHFICEEFELET, /\—
NE—RBEANFZBEENBEVERRE., 7I—-LF-—N—ARYRNERNIH-TEEXT,

ROEWNT, BEEORRZEIEIAICE. XAV RZFEALET,

 showfaloverhisoy — 7 T—)LA—N—BRBZRRLET, 7I—ILFA-—N—FBEICE. BED
J7I=)FA—N—REOZEELZTOEANRTENET,

<#root>
firepower#

show failover history

From State To State Reason

02:35:08 UTC Sep 26 2023
Active Failed MIO-blade heartbeat failure

02:35:12 UTC Sep 26 2023
Failed Negotiation MIO-blade heartbeat recovered

02:37:02 UTC Sep 26 2023
Sync File System Bulk Sync Detected an Active mate

02:37:14 UTC Sep 26 2023
Bulk Sync Standby Ready Detected an Active mate

MIO-hearbeatiCEEENRKEL EHBEE. NZTIN22a—FT420T9 774 2REL., FXOSH 5
FOZANOTERRLT, CiscoTACILEHK TR 2@ BEOHLET,

firepower4100/9300M % & I&. show tech-support chassis & show tech-support moduleZ YR L &
9,



FPR1000/2100& & UfSecure Firewall 3100/4200M 54 1%, show tech-support7 # — A& YREL
£Y,

BYIE 5 2
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« EF7Z — FEXOSTshow tech-support7 7 A\ &2 £ KT B HE
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/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/high_availability_for_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/high_availability_for_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/high_availability_for_firepower_threat_defense.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
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https://www.cisco.com/c/ja_jp/support/index.html
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