Firepower eXtensible Operating
System(FXOS)Z 2.TACACS+Z{EA L EISEIC &
DUT—NEBOROOS ¥ — FB5L/FFH

&

BE

[EIE7 % San

i
FRIZ I R—F B
EXIE

XY RI—TK
EXIE

FXOSZ ¥ —2 MERTE
ISEY—/\DERE
FXOS< ¥ — < #&ii
ISE 2.0 D#&EE
N 7 Sl

B E B R

B=

—® RF 121X NTI, Identity Services Engine(ISE)% 71 L TFirepower eXtensible Operating
System(FXOS)> ¥+ —3 DTACACS+RIH L O RAERET B HEL OV THHAL T,

FXOSY v —2ICik, ROI—HO—-IAFEEIRET,

- EBEBE  ATLEEANOTAIINY /BEART IV EARAZZETLET, F7AILNOERET
AV RNIRTF7AILRNTZOO-INE)HTS5h, EETEFREA,

CHABNER ATLOREZEETIHEROZV, ZATLARENODHZHINYERT Y
A,

- BE O NTPRRE. AN—KZ A4 22 A MSmart Call Homei&E, A7 AQY ( syslogt—
NEBEZED ) \NOHRHE) EBEIAZDT VLR, ZATLDEY) OEFHNDFEHKELY
TOtR,

- AAA 11— *j' A—J). BRLRTAAAREANDZHE) BLOPEERAAT V2R, ZATLD
BV DEDNDOFRKEN) T IR,

CLITIE, 77&@&9&.%3‘15?3’0

fprd120-TAC-A /security* # show role
A—Jl :
A—I)L& D45+



aaa
admin admin
ERER

A HV) EH

&% : CiscoTACI>2Z7F. Tony Remirez, Jose Soto

BIRRAF
B

ROERICETDHBAN BB ENHRENET,

- Firepower eXtensible Operating System(FXOS)\Z B8 3 % &15%
. ISEEREICE T 2 &5
- TACACS+TFNA ABEB T A 2 ANISERNICHE

RS R—Z2 b
CORFIXYNOBERE. ROVYTIRIITEN—RIITON-JIVIEIVTLET,

. Cisco Firepower 4120F 1V F A T 7S A T AN—23222

. {R#8Cisco Identity Services Engine(ISE)2.2.0.470
CORFIXNDEHRE., BEOTAREICHDTNAAILCESIVTHERENELE, COR
FAIXRNTERATIINTOTNARG, FIA(F7 2D ) REOREL SEBLTVERT
o RMROXY ND—INEBBPTHAHEICE. EOXRSBIOANRIZDVWTE, TOEBEWN
BEEIODVTHEICERL THBENfFHYUET,

REOCDEHHRRROESY T,
- ISEZEAL T, FXOSOWebR—AGUIB LKV'SSHICOTJ A > $B51—H&ZFHLET
- ISEZEAL T, FXOSOWebR—AGUIB LV'SSHIZOTJ A>T 1—H%E, ThEThol
—HO—LICR# > TEHFALET,
- ISEZ A L 1=FXOS T MO FRAL & 72 7l MiE Y 73 Eh4E D #ERR

XY ND—IR



10.88.244.50

b 14

10.83.180.6

vd

——
—

—
—

FXOS chassls
Network admin

e

FXOS> ¥ — ORLE

TACACS+7'O/N1 H—D4ER

AT Y 7'1:[Platform Settings] > [AAAlICBE L £,

ATY T2 [TACACS|Z 7 &2 VVUY I LET,

= o wows

SSH

SNMP Properties

HTTPS
* AAA

Sysleg

DNS @ add
FIFS and Commaon Criteria
Access List

Hastname Order Part

ATY73:BMTRETACACS+7’ ONA K — (F&AR167ONAE— ) IZD2WT,
3.1. [TACACS Providers]#Bi T, [Add|27 VY VL&Y,
3.2. [Add TACACS Provider|Z 4 7OV RY AN\ ES, HELZEZANLET,

33. TOKy 22U v oL, TTACACS7ONARZ—mEM, XA4TF70OT- Ry OAZRAL
£



Add TACACS Provider 7%

Hostname/FQDN(or IP Address): * 10.88.244.50 | @_
I Order:* lowest-available
Key: ssssnsns Set:No
Confirm Key: sesssensl
Port:* 49
Timeout: * 5 Secs
OK Cancel

ATY T4:[Save]l2 V)Y ILET,
platform setting ||

TP YL macacs |
S5H
=T Properties
HTTPS Timeaut: 5 Secs
* AAA
TACACS Provide rs
Syslog
DNS = Md
FIPS and Comman Criteria P order Port
Access List
10.88.244.50 i “
Save | Cancal

AT Y 7°5:[System] > [User Management] > [Settings]ic BEIL £ 7,

AT Y 76:[Default Authentication] C[TACACS]|ZiZIRLE ¥,

Ovarview Irterfaces Logical Devices Security Engine  Platform Settings L Teols  Help  Pecsadmin

CLIZEA L =TACACS+7 O/ X —DER
ATY T1TACACSRRAIZBMICTAICIE., ROONY REEFTLET,

fpr4120-TAC-A# A1—7tF*1 )T 41



fpr4d120-TAC-A /security # scope default-auth
fpr4120-TAC-A /security/default-auth # set realm tacacs
AT Y 72:showdetal AV RZFEAL TREZBIELET,
fpr4120-TAC-A /security/default-auth # show detail
77 # )L NEREL :
EIEL /LA TACACS
E){EFEH - TACACS
Webt vy a>OEHER (¥ ) :600
Web, ssh, telnetty>3a>oty>a>RXALLFTIKN (#):600

Web, ssh, telnetzy > 3a>oigxty>a>24LTF7 T8 (#):3600

1

SUTLIAY=ILtEY>a>nRrRALTIN () :600

DF7ZLA) =IO EY> 3> RALTIN (¥):3600

\ll

EERAT—NTIN—-7":

EERRRET —NTIN—7 .

2RBHOER : No
AT Y TITACACSH —NNNTFA—ZRZRETDICIE, ROIX REZRITLET,
fora120-TAC-A# A 1—7"tF1 VT4
fprd120-TAC-A /security # scope tacacs
fpr4d120-TAC-A /security/tacacs # enter server 10.88.244.50
fpr4120-TAC-A /security/tacacs/server # set descr "ACS Server"
fpr4120-TAC-A /security/tacacs/server* # set key
F—ZADLERT, o
F—ZHRLUET, W
AT Y 74showdetal AN RZFEAL TREEEIELET,
fprd120-TAC-A /security/tacacs/server* # show detail
TACACS+%—/\ .

RANH., FQDN, ELEFIP7 RL A :10.88.244.50



descr

HE 1

[Port] : 49
AR e
ZALT TIN5

ISEH—/XDERTE

XYBRID=0DVY—=AELTOFXOSHIEM
AT ¥ 7°1:[Administration] > [Network Resources] > [Network Devices] D JEICEEL £7,

ATY72[ADD|Z 7 VYO LETY,

‘thith Identity Services Engine Home  » ConlextVishilty  » Operatons  + Pocy [IRENGE Ll

» Sysiem  » |dentity Management  ~Network Resources  » Device Porial Management  pxGrid Services  » Fead Service  » Threat Ceniric NAG

= Matwork Devicas  MNebtwork Device Groups  Metwork Device Profiles  External RADIUS Sarvers RADIUS Server Sequences  MNAC Managers  Exlernal MOM  » Location Services
——

<]
Network devices Network Devices
Default Device
fEdit <badd [fyDuphicate @uimport @ Export @) Generatz PAC | ) Delete
Device Security Settings ’

Name - IP[Mask Profile Name Lacation Type Description

No data available

ATY 73 B/ fE(Name]. [IP Address], [Device Type]. [Enable TACACS+))&2 AL,
[SubmitjZz2 Y O LET,



i Gty Soriom E0010 e G vy s oy [

b System ¢ ldentity Management = - Network Rescurces  # Device Portal Management  pxGrid Services  » Feed Service  » Threat Cantric NAC

=MNetwark Devices  MNetwork Device Groups  Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  External MDM ¢ Location Services
——

o
Mebwork Devices List > FXOS

Network Devices
Default Device
* Name | FXOS
Device Security Settings
i) —

MNatwork devices

*IP Address: [ 10,83.180.6 | /[32_]

= Device Profile &% Cisco = &

MossNare [ ]
o vesion [ 7]

* Network Device Group

Device Type |F>¢05 2] J' Set To Default |
IPSEC (g © | [ set ToDefaul |
Lecation [ Al Locations © | [ et To Defautt |

O |+ RADIUS Authentication Settings

=

« TACACS Authentication Settings

Snared SECret | cassssns | | show i

Enable Single Connact Mode [
# Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

O s snmp Settings

[ |+ Agvanced Trustsee Sattings

[ sne JETN
FAFOTAT1ITIN=E1—HFOER

AT ¥ 7°1:[Administration] > [Identity Management] > [Groups] > [User Identity Groups](c &L &£
T

ATY 72 [ADD]Z VYO LET,

albuili ldentity Services Engine Home  » ContextVisbilty  » Operatons  » Policy [RE Ll °* Work Centers

» System |~ Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Identiies  Groups  External Identity Sources  |dentity Source Sequences  » Settings

Identity Groups

User Identity Groups
& )
GO ow|l . &b, J Edit =bAdd M Delete v @almport (T Export v
» ; Endpoint Identity Groups Name a | Description
» ] Useridentity Groups [J 5 ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
O 2 Employee Default Employee User Group
[0 22 GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
[0 22 GuestType_Contractor (default) Identity group mirroring the guest type
[0 22 GuesiType_Daily (default) Identity group mirroring the guest type
[ 22 GuesiType_Weekly (default) Identity group mirroring the guest type
O 1";.'1 OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group



AT Y 73:[Name]l_fEZ AH L. [Submit]Zz2 )Y OL&ET,

‘hitke  Identity Services Engine Home  » ConlextVisbiity  » Operations b Policy [RIRLIIRCTLM » Work Conters
» System |~ |dentity Management * Maetwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» ldentiies  Groups  Extemnal [dentity Sources  |dentity Source Sequences  » Settings

—
Identity Groups Usar Idantity Groups > Mew User Identity Group
[' re) ] Identity Group

e . &, *Name [ FXOS ADMIN |
* || Endpoint Identity Groups Description [

3 ‘;I‘lmlﬁanllyﬁ-lmps

EZ3 | concel |

ATY T4 BEBINTOI—HO-LICD2WT, ATYT3IZRVIELET,

«lali.  |dentity Services Engine Home  » ContextVisbility  » Operations  » Policy [RRd el C -l * Work Centers
» System |~ ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b ldentiies  Groups  External Identity Sources  Identity Source Sequences b Settings

I
Identity Groups User Identity Groups
& L)
Sow |l fro J Edit <jeAdd M Delete v @almport P Export v

» : Endpoint Identity Groups MName Description

» | User ldentity Groups 51 ALL_ACCOUMTS drafauiry Default ALL_ACCOUNTS (default) User Group
- Name: Currently Sorted -
&R Employee Default Employee User Group
51 FXOS AAA

43 FXOS ADMIN
f_'} FX0S OPER
&2 FXOS Read Only

A A IR ASO U IR ITE Cdefe it S e s G & T L B e e

jooooog

AT Y 7°5:[Administration] > [Identity Management] > [Identity] > [Users]iCcBEIL £ ¥,

ATV 76 [ADD|ZY )Y I LET,

ulile Identity Sarvices Engine Home  » Context Visibilty  » Operations ~ Administration

» System = |dentity Management = » Metwork Resources  » Device Portal Management  poGrid Services  » Feed Service  » Threat Centric NAC

=ldentiies  Groups  External ldentity Sources  |dentity Source Sequences  » Saettings
—
o

Users Network Access Users

Latest Manual Netwaork Scan Results =
J Edt <= add B thange Status Solmport Gk Eport 3 Delete [y Duplicate

Status MName & Description First Mame Last Name Email Address User Identity Groups Admin
No data avallable

ATYTT: BERE (B, I—YIIL—T7. NAD—R)ZAHLET,



‘thuilis  Identity Services Engine Home  » ContetVisbilty  » Operations ~ Administration

» System = ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~Identities  Groups  Extemal Identity Sources  Identity Source Sequences b Settings
(<]

MNetwork Access Users List > New Network Access User
* Network Access User

Users

Latest Manual Network Scan Results

*Name [ fxosadmin

Status Enabled

Email |

» Passwords

Password Type:  Intemal Users -
Password Re-Enter Password

* Login Passworg | ssessess [ smensene [ Generate Password | i

Enable Password | | [ Generate Password | (i

w User Information

First Name | |

Last Name | |

 Account Options

Description | 4

Change password on next login [

= Account Disable Policy

) bisable account if date exceeds | 2018-03-01 (yyyy-mm-dd)

« User Groups

- {Pxos aDMIN ol
&3 [ cancal |

ATV BEBIXNTOI—HIZRULTATYT6ZZRVIELET,

il Identity Services Engine  Agministration » Work Contars

» Systern | - lgeniity Manggement  » Network Rescurces  » Device Ponal Management  pxGnd Services  » Feed Service  » Threat Centnic NAC
=ldentities  Groups  Ewxiernal Mdentity Sources  |dentity Source Sequences  » Settings

Usars Network Access Users

Latest Manual Network Scan Results Jedt dhndd E Status »  @eImport Gk Export v 3 Delete v LyDupheate

Status Name -+  Description First Name Last Name Email Address User Identity Groups Admin
[0 gEnabled g Mxosasa FXOS AR
[ mEnabled g Peosadmin FXDS ADMIN
[} g Enabled ¢ fxosoper FX05 OPER
[J mEnabled § Mosro FXOS Read Only

F1-9O-ILO>IA7O77AILOER

AT ¥ 7°1:[Work Centers] > [Device Administration] > [Policy Elements] > [Results] > [TACACS
Profiles]ic#® L, [+ ADD]EV U Y I LET,



sthudl Identity Services Engine Home  » ContextVisbilty  » Operations  + Policy  » Administraton (R Lo o0

» Metwork Access ¢ Guest Access  » TrusiSec » BYOD ¥ Profiler  » Posture * Device Administration ¥ PassivelD

b Overview  » |dentities  Userldentity Groups  Extld Sources ¢ Network Resources  ~Policy Elements  Device Admin Policy Sets  Repors  Settings
e

o
TACACS Profiles
» Conditions
0 Selected Rows/Page 4 j 1 BTE
» Network Conditions
< Refresh < Acd Duplicate @ Trasn= @& edit
Results - -
T resa Name Type  Description
Allowed Protocols “| WLCALL WLC WLC ALL
TACACS Command Sets | WLC MONITOR wLC WLC MONITOR
TAGACS Profiles ~ Deny All Shell Profile Shell  Deny All Shell Profile
Default Shell Profile Shell Default Shell Profile

ATY7T2TACACSZ7O7 7ANICRAEBZEZANLET

2.1. [Name]Z AN LET,

TACACS Profiles > New

TACACS Profile

Name | FXOS_Admin_Profile

Descriptian

Task Attribute View Raw View

2.2. [RAW View]® 7T, JXDCISCO-AV-PAIRESREL £ 7.

cisco-av-pair=shell:roles="admin"

Go 4 Total Rows

T Fiter= 4=



TACACS Profiles > New

TACACS Profile

Name FXOS5_Admin_Profile

Description

Task Attribute View Raw View

Profile Attributes

D D

23.[EE1E VY ILET,



TACACS Profiles = FXOS_Admin_Profile

TACACS Profile
Name FXO0S_Admin_Profile|
Description
Task Attribute View Raw View

Common Tasks

Common Task Type  Shell

b

Default Priviege | © | seectow 15)
~| Maximum Privilege | & (Select 010 15)
Access Control Lt | o |
— Auto Command | ®
No Escape | ) | (Select true or false)
| Timeout | S | Minutes (0-9999)
idle Time | o | Minutes (0-0999)
Custom Attributes
o+ Add @ Trash~ @ Edi o
Type Name Value
MANDATORY cisco-av-pair shell:roles="admin™ G il

AT Y 73 : RMOCisco-AV-PairsZFRAL T, BYOI—HO—ILICODWTATY 72%&#&EVIRL

9,
cisco-av-pair=shell:roles="aaa"
cisco-av-pair=shell:roles="operations"

cisco-av-pair=shell:roles="read-only"

Custom Attributes
4 Add & Trash» @& Edit
Type Name Value
MANDATORY cisco-av-pair shell:roles="aaa"



Custom Attributes

4+ Add @ Trash~ @ Edit
Type Name
~|  MANDATORY cisco-av-pair
Custom Attributes
+ Add @ Trash» @& Edit
Type Name
MANDATORY Cisco-av-pair
TACACS Profiles
0 Selected
3 Refresh < Add Duplicate
I Name
. WLC ALL
. WLC MONITOR

Deny All Shell Profile
Default Shell Profile

s FXOS_Admin_Profile
FX0OS_AAA_Shell
FXOS_Operations_Shell

| FXOS_ReadOnly_Shell

TACACSRBA[R) S —DER

M Trash~

o
Value
shell:roles="operations” @i
AV
o
Value
shell:roles="read-only" @
RowsiPage g :J 1 8|1 Go B Total Rows
@ Edit Y Fiter £~
Type Description
WLC WLC ALL
WLC WLC MONITOR
Shell Deny All Shell Profile
Shell Default Shell Profile
Shell
Shell
Shell
Shell

AT Y 71:[Work Centers] > [Device Administration] > [Device Admin Policy Sets]ic BB L £ ¥,

Fhistwork Acoss @ G Accest  rTumiSec b BYOD e Profler @ Postre - Dweos Admnaraton ¢ sl
o P 1y 0 winelaS SR A ARy BB st o i agan
bOvirsew b Werunes  User bty Grogs Bl Boumes b Metwor Amoues b Poly Elmens  Oevice Abmen Fricy Sem  Apens  Semngs
Ll . Daime e Poscy Sets by conguing rutes Based on Condsons. Drag and 0rop 64 on the lef fand Sie 10 changs ihe ome:
[ Saarch oy riames & cmeriptions. 0 | Por Py Expoan go o Administrarion » System » Backu & Ruaone = Poiy Expon Page
-0 4% X2 S warme Deserpnen
Defast Tacaes_Dieluit
Summary of Policies )
At of o o poicas Raguar Sequencs
1 Global Exeestions = Proxy Server Sequence
R acrun e ey Py server ssqusnon:|
[ betaun
Tacace Dbt  Authentication Policy
B Dstaust Ruba (o raich] Al Prtosois © Dalissll Dinics Adesny andnn AN Uner_10_Some [ 1R

= Austherization Pelicy

* Exceptions (0]

Suns R Nama
B Tacecs Defwa

ATY 72 BEAR) D —HNAZFI—Y

mlLET,

oo (OsAy TGS B ST SnItons)
Diarey Al Snal Prosie

3 —

F—

Command S Shal Profiss

INR—AFLRIBEBIDARNTZELTVWS L=



v Authentication Policy

Default Rule (If no match) : Allow Protocols : Default Device Admin and use : All_User_ID_Stores

ATY T3 F7F)NRNORBARIS—OREICHDKMNEV)Y UL, ED[Insert rule]2 T 1) v
JLF9Y,

= Authorization Policy

* Exceptions (0)
Standard

Swatus  Fule Name Caonditions (identity groups. and ather conditions) Command Sets Shell Profiles

Tacacs Ot Oany s shed o
ATYT4 BEBNFA—ZZFEALT, I-ILDEZADLET,

41.)L—)LE : FXOSEEKAI,

4. 2%

ZHI1—HIDT I —TEFXOS ADMINT ¥

Status  Rule Name Conditions (identity groups and other conditions) Command Sets Shell Profiles

2B~ | FXOS Admin Rule | Any = |4 | Condition(s) &> [Wen| Comman... <5 | |Select a Shell Profile

Tacacs_Default

|any Q =

User Identity Groups

[ L)
=
FX0S AAA

GuestType_Weekly (default)

OWN_ACCOUNTS (default)

GROUP_ACCOUNTS (default) —_—
FX0S ADMIN

FX0S OPER

i

[ar)
. 2

u

Employee

GuestType_Daily (default)
GuestType_Contractor (default)
FXOS Read Only
ALL_ACCOUNTS (default)

EX3 [ Reset

§ §E E E E @ E E E E

B LUVF/NA A : [Device Type]ld[All Device Types#FXOST T,



Command Sets Shell Profiles

o malhes hen SS9 IR agd All Conditions Below to Library

Condition Name Description
Of | |pevice:Device Ty... ©f [Equals  ~| [AllDevice Typest.. ] &

( =)
arE- &
© Al Device Types

& All Device Types#FX0S
= Ap

£ pevice

| InternalUser

| Network Access

[ Network Condition

[ macacs
2T )L7O7 7 4)L : FXOS_Admin_Profile
Shell Profiles
Shell Profile
L =)
AVE-

4 Default Shell Profile
(4 Deny All Shell Profile
G4 FXOS_AAA_Shell

(i) FXOS_Admin_Profile
4 FXOS_Operations_Shell
4 FXOS_ReadOnly_Shell
€ wLC AL

4 WLC MONITOR

ATYTB[RTIZVIVYILET,



* Exceptions (0)

Status Rue Name Gaonditions (identty groups and other canditions) Command Sets Shedl Profies
<@~ [Fx. | | DEwicE Dewi_. |95 setect an item <> | |Fs_Agemin_prafie | Cana
Tacacs_Default Dany A1 Shell Prodie Edit | =
e JE=

ATY76:BYOI—FO—IICOVWTATY F3E4%#EV)IRL, ETUES[SAVEIZ V)Y
A 3

+ Authorization Policy

» Exceptions (0)

Standard

Status Rule Name Conditions (identity groups and other conditions) Command Sets Shell Profiles
F FX0OS Admin Rule FX0S ADMIN DEVICE:Device Type Select an item FXOS_Admin_Profile
EQUALS All Device Types#FX0S
rd FX0OS AAA Rule FXOS AAA DEVICE:Device Type FXOS_AAA_Shell
EQUALS All Device Types#FX0S
4 FXOS Operations Rule FX0S OPER DEVICE:Device Type FXOS_Operations_Shell
EQUALS All Device Types#FXOS
Fd FX0S Read Only Rule FXOS Read Only DEVICE:Device Type FX0OS_ReadOnly_Shell
EQUALS All Device Types#FX05
Tacacs_Default Deny Al Shell Profile

e Q=

R
£1-HYETANL, BUETSALEI-—YO—LERBTEET,
FXOS< ¥ — il

1. FXOSZ ¥ —</ (ZTelnetE 1= &SSHT#E4 L. ISETHER L EI—FoWTFnhEEALTOY
12LFT,

1 —4&:fxosadmin
INAT—R:
fprd120-TAC-A#A] —7 a5«

fpr4120-TAC-A /security # show remote-user detail



') E— b1 —Y—fxosa:
.
d—%0O-—):
[Name] : [AAA]
[Name] : SEHEXLY) A
') E— b 1—% —fxosadmin:
FAA:
d—%0-—):
[Name] : admin
[Name] : BiHEUY HA
VE—RNI—HY—-TYYN—:
.
d—%¥0O-—):
[Name] : iEH
[Name] : SRHEUV) A
') E— 1 —¥ —fxosro:
FAA:
d—%0-):

[Name] : SEHEUY) A

FXOSZ ¥+ —>Mclilc AD L AI—HEICKWUT, BVIHETShAEI—YO—-ILIEXNLT

NEONY REFARRENE T,
EEEI-YO-).

fprd120-TAC-A /security # ?

RLISE

clear-user-sessions Clear User Sessions
ERBNRATZ I NOEK
BEATD IV NOHIR

ATAE



disabletf —ERAZBMIZLET
H—EADEML

AIRIR=DFAT DT UONEAS
scopeIRENE—RZLETS

Z77ONT 1 EDORE

show system information

FOT 47 cimcky 23> 0T
fpr4d120-TAC-A#connect fxos
fpr4120-TAC-A(fxos)# debug aaa aaa-requests
fprd120-TAC-A(fxos)#
sABYERAI-—YO—).
fpr4120-TAC-A /security # ?
scopeIRENE—REZZETS

77ONT 1 EDRE

show system information
fpra120-TAC-A#connect fxos
fpr4120-TAC-A(fxos)# debug aaa aaa-requests
WIERNEEENEL I

2.FXOSZ ¥+ —2 MIP7 RLAZZRL ., ISETHHLIZI—HFoLWThhZEALTOTA>
LET,

EEEI—-Y0O-).



Overview Interfaces Logical Devices Security Engine JIZETSGTE T8

Add TACACS Provider =

DNS (@ s |
FIPS and Common Criteria

Hostrame/FQDN({er IP Address): =
Access List -

10.88.244.50 1 Order;:® lowest-available 78

Ky Set:No

Confirm Key:

Port:= 49

Timegut:* 5 Secs

QK Cancel

| seve | Cancel|

s BWERAI-YO—),

oo e lovoioei oo [N
- we wos [ITT)

[

E[ADDIREVATL—RFENRTVBCEILEFBELTSEZL,

ISE 2.0

1. [Operations] > [TACACS Livelog]

v RADIUS  Theai-Ceniic MAC Live Logs | ~TACACS  » Troubleshool  » AJRDEve Mebwod Contrl  Rlapors

Click hare b0 do wisiess. peaup and viskiliy selup Do not show ihis agan
Live Logs
Rafresh  Nover =|show Lamszmmecons | wine| Lam3nows o
S Aotresn A Ewgont Tow Trws O«
Logged Time Status Details Usermname Type Authentication Policy Authorization Policy Failure Reason Maiched Comma...  Shell Profie
x -
| &l
B 3 troadin Autrar zaten Tacacs_Default == FXOE Adrin Ruls FXDS_Admin_Brofle
a o
o -3 ZI040 WHoAg PaSIWON] f Invaik] $hand
E o o AUThSFENSON Tacses Dwfault >> FX0S Read Only FXOS_RaasOnly S
B o fzan Authentication Ul >3 Dafault >> Detault
Jan 17, 2018 08:58:50 558 PW (-] o fwosro Authertication ault >> Dafault >> Detault Z2040 Wrong passwond o imvakd shared.

NS7)L>a1—h

AAARRREE BRI Z2T/NY J 3B IZE. FXOSCLITROOANY RZEITLET,
fpr4d120-TAC-A#connect fxos
fprd120-TAC-A(fxos)# debug aaa aaa-requests
fpr4120-TAC-A(fxos)# debug aaa event
fprd120-TAC-A(fxos)# debug aaa errors

fpr4120-TAC-A(fxos)# term mon



REEICKIN TR E, ROHANFRTENET,
2018 Jan 17 15:46:40.305247 aaa:aaa_req_processZ £ L £9, session no 0

2018 Jan 17 15:46:40.305262 aaa:aaa_req_process:applnh* 5 O —fZEI ZAAAE R : login
appln_subtype:default

2018 Jan 17 15:46:40.305271 aaa:try_next_aaa_method

2018 Jan 17 15:46:40.305285 aaa:s¥Ec N XY Y ROBKIF1. BT BEOAFVY YD
A0

2018 Jan 17 15:46:40.305294 aaa:handle_req_using_method

2018 Jan 17 15:46:40.305301 aaa:AAA_METHOD_SERVER_GROUP

2018 Jan 17 15:46:40.305308 aaa:aaa_sg_method_handler group = tacacs
2018 Jan 17 15:46:40.305315 aaa: — O B (ZE & v B sg_protocol D & A

2018 Jan 17 15:46:40.305324 aaa:TACACSH —E ANDERDIA(E

2018 Jan 17 15:46:40.305384 aaa:HE NIz XY Y RTIL—THFHBLEL 1=
2018 Jan 17 15:46:40.554631 aaa:aaa_process_fd_set

2018 Jan 17 15:46:40.555229 aaa:aaa_process_fd_set:aaa_qg®mtscallback
2018 Jan 17 15:46:40.555817 aaa:mts_message_response_handler:mtsji &
2018451 817 15:46:40.556387 aaa:prot_daemon_reponse_handler

2018 Jan 17 15:46:40.557042 aaa:session:0x8dfd68cH' vy > a > F—T7I)LoN SHIBRENEL
2018 Jan 17 15:46:40.557059 aaa:is_aaa_resp_status_success status = 1

2018 Jan 17 15:46:40.557066 aaa:is_aaa_resp_status_successid TRUET 9

201841817 15:46:40.557075 aaa:aaa_send_client_responseZ £ L ¥ 3, session->flags=21.
aaa_resp->flags=0.

2018 Jan 17 15:46:40.557083 aaa:AAA_REQ_FLAG_NORMAL
2018 Jan 17 15:46:40.557106 aaa:mts_send_response & i
2018 Jan 17 15:46:40.557364 aaa:aaa_req_processZ A L £ 9, session no 0

2018 Jan 17 15:46:40.557378 aaa:aaa_req_process called with context from appln:login
appln_subtype:default authen_type:2, authen_method:0

2018 Jan 17 15:46:40.557386 aaa:aaa_send_req_using_context

2018 Jan 17 15:46:40.557394 aaa:aaa_sg_method_handler group = (null)



2018 Jan 17 15:46:40.557401 aaa: — O B (ZE & v B sg_protocol D & A

2018 Jan 17 15:46:40.557408 aaa: 1> THF AR —AF LG FZ AL 7 FAAAERHIS - UL —
EXTEHYELA), AAAEROIE—ZES AW

2018 Jan 17 15:46:40.557415 aaa:TACACSH—EANDER D EF

2018 Jan 17 15:46:40.801732 aaa:aaa_send_client_response ( %8 A ) . session->flags=9.
aaa_resp->flags=0

201841817 15:46:40.801740 aaa:AAA_REQ_FLAG_NORMAL
2018 Jan 17 15:46:40.801761 aaa:mts_send_response & I
2018 Jan 17 15:46:40.848932 aaa: & L\OPCODE:accounting_interim_update

2018 Jan 17 15:46:40.848943 aaa:aaa_create_local_acct_req:user=, session_id=, log=added
user:fxosadmin to role:admin

2018 Jan 17 15:46:40.848963 aaa:aaa_req_process ( 7 I T 14T A ), sessionno0
2018 Jan 17 15:46:40.848972 aaaMTSERZSBANULLTT., O—HILEX
2018 Jan 17 15:46:40.848982 aaa:AAA_REQ_RESPONSE_NOT_NEEDED® &% E

2018 Jan 17 15:46:40.848992 aaa:aaa_req_process:applnH* 5 O — X BEAAAER : 7 # )L <
Mappln_subtype:default

2018 Jan 17 15:46:40.849002 aaa:try_next_aaa_method

2018 Jan 17 15:46:40.849022 aaa: 77 # LN TRES N TVR FEEFH VW ELA
2018 Jan 17 15:46:40.849032 aaa:c DERICFEATEDIBEI B EFLEA

2018 Jan 17 15:46:40.849043 aaa:try_fallback_method

2018 Jan 17 15:46:40.849053 aaa:handle_req_using_method

2018 Jan 17 15:46:40.849063 aaa:local_method_handler

2018 Jan 17 15:46:40.849073 aaa:aaa_local_accounting_msg

2018 Jan 17 15:46:40.849085 aaa:update:::added user:fxosadmin to role:admin
WRLICKAM TR E, ROBEANFRRENET,

2018 Jan 17 15:46:17.836271 aaa:aaa_req_processZ A L £ 9, session no 0

2018 Jan 17 15:46:17.836616 aaa:aaa_req_process:applnh* 5 O — X ZAAAEXRK : login
appln_subtype:default

2018 Jan 17 15:46:17.837063 aaa:try_next_aaa_method



2018 Jan 17 15:46:17.837416 aaa:sREE NI XV Y ROBEIE1, HITE B REOQA TV D
A0

2018 Jan 17 15:46:17.837766 aaa:handle_req_using_method

2018 Jan 17 15:46:17.838103 aaa:AAA_METHOD_SERVER_GROUP
20181817 15:46:17.838477 aaa:aaa_sg_method_handler group = tacacs
2018 Jan 17 15:46:17.838826 aaa: — M B (ZE & v B sg_protocol D & A

2018 Jan 17 15:46:17.839167 aaa:TACACSH —E ANDERDIX(E

2018 Jan 17 15:46:17.840225 aaa:HE NIz XY Y RTIL—THFHIBLEL 1=
2018 Jan 17 15:46:18.043710 aaa:is_aaa_resp_status_success status = 2

2018 Jan 17 15:46:18.044048 aaa:is_aaa_resp_status_successld TRUET 9

2018 Jan 17 15:46:18.044395 aaa:aaa_send_client_responseZ A L £ 9, session->flags=21.
aaa_resp->flags=0.

2018 Jan 17 15:46:18.044733 aaa:AAA_REQ_FLAG_NORMAL

2018 Jan 17 15:46:18.045096 aaa:mts_send_response & i

2018 Jan 17 15:46:18.045677 aaa:aaa_cleanup_session

2018 Jan 17 15:46:18.045689 aaa:ER X Y £— Omts_drop

2018 Jan 17 15:46:18.045699 aaa:aaa_reqld EE hB LEN HV) ET,
2018 Jan 17 15:46:18.045715 aaa:aaa_process_fd_set

2018 Jan 17 15:46:18.045722 aaa:aaa_process_fd_set:aaa_qg®mtscallback

2018 Jan 17 15:46:18.045732 aaa:aaa_enable_info_config:GET_REQ for aaa loginLZ>— X ¥ =
-2

2018 Jan 17 15:46:18.045738 aaa:: REREORVWEZEEL XL Iz : THBZEF21 VT (11EE
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Bug ID: CSCvg87518


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg87518/?reffering_site=dumpcr
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