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CRES7O77AIIDERKIE, ESAZN L THEEILY—EAZT V9T 41T LB LOCERTH L0
NDATRAIVTY, ERO7O7 74N EEKTDHIIC. CRESTHT > MEMERL TESAICK
LTREBTHIRAF 7O 3 Z 20 hTVWB 2B RELET,

BRO7O77AINERETE, FTO7T7ALNCEBD EFIVTALARILERETEET,
ChICKY), RYRND—=DJRBFRXA>2, A=Y, FERITIL-—TIELELBEREFIVUTALA
LN EHRFTERT,

ATE

BE7O07 74 Z2BNERTERET S ICIE. encryptionconfig CLIAN > REFERHT S A,
GUIT[Security Services] > [Cisco IronPort Email Encryption]Z &R L £ 9,

GUI 5 OEEE

ESAM 5 [Security Services] > [Cisco IronPort Email Encryption] > [Add Encryption Profile](— £ Bl
LEY,

[Encryption Profile Settings] &R R"EhET, 7O7 7ML BEFTOHORERFHAZT A X EE
T, HBOBRNRITEERFAEICK>TERYET,

ZTA77AMCEICEFIVTALRILZERTDRERK. RICTT LS IC[Envelope
Settings]| T 9,

X 7O077ALNBIERRDEDHEENDCENEREINET, ATV T1IILROE
RERAZRRICHEBN TR EOIC, REENLEEFIVTALARNLELEZTO77A4IILDE
ENFshTVWATIIL—TogEme—HEcEdcd, "§1. "R BE,

ESATH AT NDEF1)T14D3D2OLARIINBEFEXOESYTT,

CEEFIVTA CBESHEhEXYE—DERA<KICR. BEEEREICNARATL—XEALT
PUBANBYNET,

CHEFIVTA  ZEEOERBEHBRIF YV 1T TVSEE, ZEERERBEREAD
LTESLEhiz XYy -2 Z2R<BERZHYEERA,

NATL—AXRBRFE: Chlk, BELEhEXYvE—2EF21VT1OHELARILTT, F



EEEF, BEEhEXYE—2%2B<EOICNATL—AZALTRIHERH Y EE A,
NATL—ATREENATVWEVIARO-7ICKL Tk, BAHER, 2B NDERE., B&
XY —DEEBEEEBMICTEER T,

RDATSIONIRLT, EXTEBLARILOEFIVTAEZRETEET,

IToRO—TAvE—2EF21UTF1;

- BtEFa1UT4

. FEEOEF1IUT 4

- NRAT7L—XRBTE
O3dV>2 : -9 EBOURLEZREITA &SICT2ICE. OdzoUy oL, OdADI> Y
ZEBMLET, XOATa> hAsSBRULET,

OB LSAT IO XYE—CIoRO-TICEmMEhEB A,
cHARRLUVIURL, URLZAHDLT, XvtE—2IoRO-TICSA7TUVOEEBMLE
9,
HAEER: CcOAT>a>esaEMITRE, ZEENEFIVTATRESEIOARO—T%
RELEEEICL, AEEISERIBLEZTRYET, ChixA7>a > n0i&RTT,

[Advanced] :

B FI—DRALTIN : XV E—SHBALTINCEDETORBE (W) ZEANLETS
o AVE—IHFBALTINTBDE, PTSATYARRAY E—J & NI AL, REEICEL
ERELET,

Encryption Algorithm ( St 7LV XL ) -

. ARC4. ARCARR B E — MR ZBIRE T, XV E—SSEENESEEEZHZ/NRICMITHED
BES{LERHBLET,
. AES.AESIE, KV BOBESILZRHELEFTH. ESHICEKEEAI ALY, ZEEICEENE
UEd. AESKEE. BB LVRITOT7VTr—>3a 0 TERAEThET,
XY tE—IRAOESILESHKTTLY NEEMELREMCLET, COATTI>EaEMC
T2, XVE—DOF/M 774NN TSIOHRETHRHIAINE S, COATS I E2EMCTS
EXYVE—DORRT7AINFF—H—NTESILENET, T7AIINTRE., IToRO—7
TlJavaZ7 7L Y NEEXIZAE>TVET,

F:EF2VFTALOBRHICKY, BEEAThTVWE TS UHYTTlrJava7 7L Y hNA'E
MCBEL2TVET,

S 7TO7 7MIDERENES, A X—DICRTRDIC, 7O a=Z FdEhTWsd e
ZHERLET,
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ESAMN 5. [Mail Policies] > [Outgoing Content Filters] > [Add a filter]\C BB L £

A—%, 8. JI—7. ZEBREOREN T4 EZAARNTREENES, ROKICRTRIDIC
RETAIINZOBSILLRILEZEERZRLET,

Encrypt on Delivery

The message continues to the next st
When all processing is complete, the i
delivered.

Encryption Rule:

Always use message encryption. |
(See TLS settings at Mail Policies > Dh

Encryption Profile:

v CRES_HIGH
CRES_LOW
CRES_MED

e )

AE EFCHEIZCE., IXTOOAVTIUVYTAINRZREX—IRI) D —ICEERGT
PHBNBHYNET,

¥ RATYRF—H—FERALEHOBESHTO77AIERETEETT, HBICEHDT
SURNFBHBBEEF. PXELOARO—7OF—H—NICREFEEATVI 000258 TE
9,

CLI 5 DE&E

ESA CLITencryptionconfig 1¥ > RZAHAL £ T,

ESA. con®» encryptionconfig

IronPort Enmmil Encryption: Enabled

Choose the operation you want to perform

- SETUP - Enabl e/ Di sabl e IronPort Enmail Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the C sco Registered Envel ope Service

[1> profiles



Proxy: Not Confi gured

Profile Nane Key Service Pr oxi ed Provi si on Status
HI G+ CRES Host ed Service No Not Provi si oned
Choose the operation you want to perform

- NEW- Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Cear all configuration profiles

- PROXY - Configure a key server proxy

[1> new

1. G sco Registered Envel ope Service

2. lronPort Encryption Appliance (in network)
Choose a key service:

[1] >

Enter a nane for this encryption profile:
[1]> HAH

Current Cisco Registered Key Service URL: https://res.cisco.com
Do you wish to alter the C sco Registered Envel ope Service URL? [N]> N

1. ARC4

2. AES-192

3. AES- 256

Pl ease enter the encryption algorithmto use when encrypting envel opes:
[1] >

1. Use envel ope service URL with HTTP (Reconmended). | nproves perfornmance for opening envel opes.
2. Use the envel ope service URL with HTTPS.

3. Specify a separate URL for payl oad transport.

Configure the Payl oad Transport URL

[1] >

1. Hgh Security (Recipient nust enter a passphrase to open the encrypted nmessage, even if
credentials are cached ("Renenmber Me" selected).)

2. Medium Security (No passphrase entry required if recipient credentials are cached ("Remenber
Me" sel ected).)

3. No Passphrase Required (The recipient does not need a passphrase to open the encrypted

nessage.)
Pl ease enter the envel ope security |evel:
[1]>

Woul d you like to enable read receipts? [Y]>
Wul d you like to enable "Secure Reply All"? [N> vy
Woul d you like to enable "Secure Forward"? [N] >y

Enter a URL to serve as a link for the envel ope | ogo i mage (may be bl ank):

[1>

Woul d you like envel opes to be displayed in a | anguage other than English ? [N >

Ent er the nmaxi mum nunmber of seconds for which a nmessage could remain queued waiting to be
encrypted. Del ays coul d be caused by key server outages or resource limtations:

[ 14400] >

Enter the subject to use for failure notifications:
[ [ ENCRYPTI ON FAI LURE] ] >



Pl ease enter file name of the envel ope attached to the encryption notification:
[ securedoc_${date}T${tine}. htnl]>
A Cisco Registered Envel ope Service profile "H GH' was added.

1. Conmit this configuration change before continuing.

2. Return to the encryptionconfig nenu and sel ect PROVISION to conpl ete

the configuration.

Proxy: Not Configured

Profile Name Key Service Pr oxi ed Provi sion Status
H GH CRES Host ed Service No Not Provi si oned
LOW CRES Host ed Service No Not Provi si oned

Choose the operation you want to perform

- SETUP - Enabl e/ Di sable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the G sco Registered Envel ope Service

[1> provision

e
CITH., BENERCHELTVAHES A ERBLET,
GUID S OHREE

ICRT LD, ESAD S[Security Services] > [Cisco IronPort Email Encryption]iI B8 L £7,

Cigco IronPort Email Encryption Settings

Tl Frod b et e ead oty o igna g
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e mans s B w Brorgp - I00

Ervall poiiress of bha srcrvation sooperd  aows venlio ot pomy

plF et
Fygoy Savedd dopeetdd b Cofipang

FAR Zallingm ||
Poiim Eiry Sariim Proabias Slalum Shi bidla
CEEL b Chel P mldrad Evebizpd Trnia Fioemizrdo ]
Tig=r Law Update L vvet WL
Fil Lnpea 0 g DD LW O o 06 [ LR el 1]
Cajfvinn Majge i Fot Ve gl HE] 160

T ESAEMCAEDTHY ., BEEATVWATO7 74 7OESa = FdEhTV
BLEEEFILET, RICTRT LD,



CLIA 5 DAL

CLIA* 5 encryptconfig & type profiles AN > RZA DL ET,

ESA. conm> encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform

- SETUP - Enabl e/Disable IronPort Email Encryption

- PROFILES - Configure enail encryption profiles

- PROVISION - Provision with the Ci sco Registered Envel ope Service
[1> profiles

Proxy: Not Confi gured

Profile Nane Key Service Pr oxi ed Provi sion Status

CRES HI GH Host ed Service No Pr ovi si oned

X BB EMCA2THY, RESNATVWA A7 74703 Z>JEhTV
BPEERBAELET, RICTTRSIC,

NS7IL>a1—h

TR, REONZ TN 1—F 42T ICERATERRBHRERLETS,

ESAMN 5. [System Administration] > [feature keys]iCEBEIL £7

e — P ERAETh, 70717 THDEZ2BRLET, F— : IronPort Email Encryption# 7
DTATIB2TVRRENHYET,

ESAA 5 [Security Services] > [Cisco IronPort Email Encryption]ic B L &9
EF{E T —EANELLKBEMICBE>TVWDEEZERLET,

RORICRTRSIC, BEFS{HTO7 7 A I)LH[Not Provisioned| AT7—R AICE2TWEWNZ &%
WELET,

Prolis Koy Sorvica Prowipicn Stabun

BGH Do Ragafered Ereelops Sanaics Mot Provicicnesd
LN s Rlggrifered Ermelops Saraica Mok Provizicnad
Il T IEN Ciecs Ragafered Ereelops Saraics Mot Provizicnad

RICRTESIC, IVDVOREOT Y T TF—NEBELET,

[ET [T T Tl Wi

FOLE ifmgare 11 Jam FOO0 14035 (GMHT +53cDe P E -85

[Message Tracking details] ©, T —ARRENTVRIAESH ZRELET,



BE—RABIS—:

5.x.3 - Tenporary PXE Encryption failure
yi—23y H—EARREFMATEZVL, FEFETT, BREXYMND)—JDEEZ
BIELET,

5.x.3 - PXE Encryption failure. (Message could not be encrypted due to a system configuration
i ssue. Please contact your adm nistrator

Ya1—-232 COIZ—RROIZ—ICEELTVERT,

ARV AOBEREF —EBEL TS LTV

CERAENETO7 74T OED I dEhERA, ATV 74 2ELTT7OE
JAZVITRECNLETOVTALNEXY E—IRNIVFUINSKHETS
CAVTIUVTALNRICEENTShETO77AILNEH ) ERA, BESHTOT7 7 1ILHH
BREhiZY, BEBDEBRTEEENLZYIRENHBYET, REESNLEOADTOVT 1)
2T, BENTSAEZTO77ALARO2AYEEA

5.x.3 - PXE Encryption failure. (Error 30 - The nmessage has an invalid "Fronl address.)

5.x.3 - PXE Encryption failure. (Error 102 - The nessage has an invalid "To" address.)
V=<3 EHNIC, COBER,. ABEEENEFX—IIZ /4T N (Outlook’x &
) A B "Fromy / "TTos PRLAZBUZFEENEFX—IIT RLAZEBNICANLTS
CELLER>THELET,

ChiFBE, EFX—ITRLADOSIAFY, EFX—ILTRLAOHOFEZXFNRETH
£LFET,

BYE 1§

. CRESEE A K
CIVRIA-YHALAR
- TOZHI YR—Bh & RF 21 X b - Cisco Systems



/content/en/us/td/docs/security/email_encryption/CRES/admin_guide/b_Admin_Guide/b_Admin_Guide_chapter_0100.html#con_7787623
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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